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The purpose of this project is to develop an online E-Voting prototype system using the Web development languages to structure and complete the system required will include usability issues and securities issues as well. Achieving usability issues is one of the key factors that is involved in using usability-testing methods. Usability testing methods determine and reduce the omissions, as well as, increasing accuracy when developing a website. Online voting system or (E-voting) would be more convenient if usability were tested on the website in early stages, as it is a key component in processing a web design.
The use of this prototype would allow voters to vote online using their computers at homes or work offices rather than voting in election centres using the old tradition voting paper and pen. 
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“Our strongest weapon is our vote. Right now there's a lot of energy floating around, but unless we harness that energy with voting, it's not going to be as crucial as it can be.”
									RAMIRO LUNA [1]


Voting is a civil right, which is involved in selecting the proxies to run the society. Voting started a long time ago using paper and pen, which could lead to high number of problems. Votes can be miscounted, misread, or even simply misplaced. From the author’s point of view, the need for E-voting cannot be ignored as online systems are clearly involved in our daily life. Voting online seems the natural solution for all people to practise their rights at home, work, or voters who live abroad.
Voting started to be developing from year to year in each country until reach to E-voting or i-voting system. With the increasing number of humans and the development of the world of technology which has taken a big place in our world today. Many countries are considering E-voting as a replacement of old voting tradition system, the need for an electronic voting system has become necessary [2], through which voters elect their party's candidate in an uncomplicated manner and produce results immediately [3].
E-voting is electronic system allows voters to vote online and select their candidate’s party representative, many countries have tested E-voting such as U.S, Germany (“Digitales Wahlstift-System”, or DWS) and Estonia. Some have had bad result such as United States which claimed it was hacked by Russian in 2016. Some have had good result such as Estonia in their presidential election [4]. 
The turnout in e-voting was increasing rapidly but when there were some security loopholes, for example, the US vote in 2016, which broke through 21 states by Internet hackers, which negatively affected voter confidence using e-voting, which in turn reduced the use of electronic voting. However, in Estonia, it had a better experience in presidential elections and was adopted in a big manner.
Usability is about efficiency, effectiveness and how the user is satisfied with the system. Thus, evaluating usability issues will be focused on how fast users learn the system, how easy the system is and how satisfied users are with the process.
The importance of usability is that, does the user like the system, spend time on each page or close it immediately [5]. 
At the same level of usability, security is highly recommended for E-voting systems. The system holds sensitive data when the user is involved, so when it comes to web pages, usability and security are not always matching together because when the system is easier to manage then the less protected it will be. Usability and security in E-Voting systems really matter as the voters have to trust the system to achieve the target for which it was created.

1.1 [bookmark: _Toc499600970][bookmark: _Toc509329034]Aim
To analyse, discover, and evaluate the usability & security issues of E-voting systems.
1.2 [bookmark: _Toc499600971][bookmark: _Toc509329035]Objectives

· Research usability and security issues in E-voting systems.
· Produce a prototype highly similar to an e-voting website.
· Present the prototype to various number of users and collect feedback on the prototype’s usability from them.
· Analyse the feedback collected and come to an evaluation concerning usability issues of electronic voting.


[bookmark: _Toc499600972][bookmark: _Toc509329036]1.3 Report structure

Many various topics were reviewed in this project. Firstly, a literature review was conducted and was selected to confirm a theoretical frame, which is relevant to the project.  
Secondly, research and development methodology was conducted; this part will specify the strategies that have been used. Additionally, also this section includes the creation and arrangements for developing the prototype. Afterwards, the styling and implementation section will include a variety of user requirements, as well as, the prototype’s design. The Implementation section will involve an analysis of the achievements and failures of the developed prototype that also include the code snippets. Finally, a conclusion, which included a section to test the prototype. Validated results would check for some of the usability-testing methods that were conducted.
[bookmark: _Toc499600973][bookmark: _Toc509329037]Chapter 2- Research and review of literature
[bookmark: _Toc499600974][bookmark: _Toc509329038]2.1 Introduction to voting

At the beginning of 19th century, Britain had a few people who had the right to vote. A survey showed that the number of voters in England and Wales was less than 3% of the total population of nearly 8 million in 1780. In 1885, the number of voters was slightly increased. During the twentieth and twenty first centuries many more people became eligible to vote. Elections such as General Election, Local Government, European Parliament and Police and Crime Commissioner became common place [6] [7]. Voting is a civil right, which is involved in selecting the politician to govern society and it is usually preceded by election campaigns. Voting, using paper and pen, started a long time ago and voting in this way could lead to problems. Votes might be miscounted, misread, or even simply displaced [8]. In the United States Presidential Election of 2000 thousands of people voted incorrectly because of the ballot paper design [9]. Figure 1 - 2 illustrates the ballot paper confusion.


[image: ]

[bookmark: _Toc497240810][bookmark: _Toc497895434][bookmark: _Toc506833099][bookmark: _Toc506833556][bookmark: _Toc509328754][bookmark: _Toc509328942][bookmark: _Toc509347714]Figure 1 Ballot paper [10]
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[bookmark: _Toc497895435][bookmark: _Toc506833100][bookmark: _Toc506833557][bookmark: _Toc509328755][bookmark: _Toc509328943][bookmark: _Toc509347715]Figure 2 Ballot paper confusion [11]

[bookmark: _Toc499600975][bookmark: _Toc509329039]As illustrated above, the importance of voting is that voting is a stage of the democratic development. Voting started to be developed from year to year in each country until it reached E-voting or i-voting system. With the increasing number of humans and the development of the world of technology, it is becoming clear that there is a need for E-voting or I-voting. Considering an electronic voting system might help and support voters to practise their rights online. Voters can elect their party's candidate in an uncomplicated manner and produce results immediately. More discussion about E-voting will be debated in the next stage. 
2.1.1 E-Voting

The Electronic voting system is a kind of vote which is done by the voters through an electronic system. Electronic voting which is known as E-voting has its technology scanning systems, such as Votomatic punched cards and kiosk voting which involves in many transmissions of ballots and votes via Internet, Telephone or personal computer [12].
Electronic voting can reduce the cost of paying staff for counting the votes manually, increase the number of voters by considering accessibility for disabled people, reduce human error and reduce the time taken counting ballots [13]. Figure 3 example of the punched card. 

[image: ]
[bookmark: _Toc497240811][bookmark: _Toc497895436][bookmark: _Toc506833101][bookmark: _Toc506833558][bookmark: _Toc509328756][bookmark: _Toc509328944][bookmark: _Toc509347716]Figure 3 Votomatic Punched card [14] [15]

Additionally, E-Voting has two different types, which can be identified as:
· E-Voting that is controlled or supervised by part of the government or independent authorities such as polling stations, which have machines for electronic voting [16].
· E-Voting through the internet which also known as i-voting which allow the voters to vote online using their personal computer without going to vote in any polling station machines [17].

In 2004, approximately 30 percent of the population in the United States used electronic voting technology which included DER, scanner or touch screen to vote for the president [18]. In Hamburg – Germany, in 2007, it was announced that the Digital voting pen system was to be used. The E-voting system was introduced because of its verifiability, security and the important way it was accepted by voters [19]. At the beginning of 2018, the Welsh Assembly mentioned new plans to introduce E-voting [20]. In addition in the UK, there has been a call for the introduction of online voting by the Digital Democracy Commission, which was presented by John Brecon. It is recommended that people should have the opportunity to vote online by 2020 [21].Furthermore, Other countries, like Estonia, have had a highly successful E-voting experience.  An online voting system was introduced for the general elections in 2007. The system provided each citizen with an ID card which contained a chip. When connected to a computer the voter’s identity could be verified [22]. In 2011 when Estonia adopted online voting, approximately a third of Estonia’s votes were cast online [23]. Figure 4 illustrated how internet voters increased.
[image: ]
[bookmark: _Toc497895437][bookmark: _Toc506833102][bookmark: _Toc506833559][bookmark: _Toc509328757][bookmark: _Toc509328945][bookmark: _Toc509347717]Figure 4 Increasing number of voters online 2011 [24] [25].

Generations
Technology is developing rapidly, and society is affected by its advances on a daily basis. Considering different generations such as (Alpha, Z, Y, and X) is another reason why the general election is selected. Furthermore, generation Z and Y have grown up with technology. They are more familiar with technology which means young people, over the age of 16 years, could vote online much more easily [26]. The alpha generation is growing up with smartest technological devices such as smartphones, which means one or two decades later they will be very confident using the technology rather than going to any polling station to vote [27]. All the above generations can benefit widely from the easy vote website and help them to vote online quickly, as all these generations need everything fast and easy. Figure 5 compare between generations.
[image: ]
[bookmark: _Toc506833103][bookmark: _Toc506833560][bookmark: _Toc509328758][bookmark: _Toc509328946][bookmark: _Toc509347718]Figure 5 Generations [28].
Additionally, different online voting systems are available on the internet. One of the systems is called (UWTSD). In a student’s union election students could cast their vote online for their students’ union officer [29]. This type of system has a good feedback and most of the students in the university used it. This supports the idea of how people in generations X and Y interact with the system. Moreover, the younger generation is more willing to vote online using technology rather than going to any polling station to vote for their party or candidates [30]. Figure 6 – 8 showed how generation Y and X involved in technology.
[image: ]
[bookmark: _Toc506833104][bookmark: _Toc506833561][bookmark: _Toc509328759][bookmark: _Toc509328947][bookmark: _Toc509347719]Figure 6 Generation with Technologies [31].



[image: ]
[bookmark: _Toc506833105][bookmark: _Toc506833562][bookmark: _Toc509328760][bookmark: _Toc509328948][bookmark: _Toc509347720]Figure 7 UWTSD Elections [32].
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[bookmark: _Toc506833106][bookmark: _Toc506833563][bookmark: _Toc509328761][bookmark: _Toc509328949][bookmark: _Toc509347721]Figure 8 Swansea Campus Election [33].


The importance of voting through the Internet is becoming increasingly difficult to avoid or ignore. In fact, Internet voting can lead to a great number of advantages such as cost, convenience, and flexibility [34]. Nonetheless, there are different, serious problems which democratic communities must consider before deciding to adopt the E-voting system. 


[bookmark: _Toc499600976][bookmark: _Toc509329040]2.2 Introduction to Usability

The web allows everyone to navigate and browse every site. Some sites are difficult to use, while others can easily guide the user. Thus, usability has broken down the border between users and developers. The successful site has several standards; one of the most important ones is usability, which helps the user to reach their points easily [35]. Achieving usability on a website can be done according to Jakob Nielsen by applying five quality components:
· Learnability: This method describes how users accomplish basic tasks the first time they use the website.
·  Efficiency: This method describes how quickly the user is able to perform the task.
· Memorability: this method explains how users could reuse the design after a period of not using it.
· Errors: Checking how many errors the users make and how easily they recover.
· Satisfaction: This method points to how satisfied users are with the system [36].
Figure 9 illustrates usability problem.

[bookmark: _Toc497895438][bookmark: _Toc506833108][bookmark: _Toc506833565][image: ]
[bookmark: _Toc509328762][bookmark: _Toc509328950][bookmark: _Toc509347722]Figure 9 usability problems [37].

While building a website a fundamental consideration is its usability. Thus, while working on usability, it must be considered that the users do not see the interface in the same way that the developer would. Furthermore, it must be remembered that there are going to be different types of users. Some of them will be patient, others may complain while others will fully understand the task. In other words, looking at and considering the user’s needs is a way of delivering satisfactory results. Usability should not be ignored while designing a website as usability will lead to increased use. considering usability should not be ignored. On the other hands, usability issues cannot be disregarded. In the next stage there will be more discussion about usability issues in E-voting system.





[bookmark: _Toc499600977][bookmark: _Toc509329041]2.2.1 Usability issues in E-voting

After the 2000 U.S Presidential election usability issues were considered more because of the many issues that appear on the ballot paper. As a result, many countries began considering using technology for online voting as an alternative method to traditional paper voting. The countries included Estonia, Germany, Norway, U.S and more [38]. Additionally, other systems were invented which had issues relating to accessibility, usability and security. Thus, when it comes to creating E-voting system it is clear that performance of the system, accuracy, security and results are highly important. It cannot be ignored that security is as important as usability [39]. For better understanding, two systems were selected to be tested as follow: 

System one - Oregon voting system

The Oregon voting system has been selected to be evaluated and to measure the improvement of the system. To evaluate usability issues in more detail a set of factors should be included such as:

· Intuitive design: The Oregon voting system has many navigation bars, which makes it confuse for the users.
· Ease of learning: The Oregon voting system was slightly complicated as it had many titles. This may have been confusing for people using the computer for the first time.
· Memorability: The Oregon system could be easily forgotten as the system has many navigations.
· The efficiency of use: The Oregon system required users to register before use.  This could have created difficulties for illiterate computer users.
· Subjective satisfaction: Many users were not satisfied with Oregon system [40] [41].
Figure 10 included a screenshot of Oregon voting website.
[image: ]
[bookmark: _Toc509328763][bookmark: _Toc509328951][bookmark: _Toc509347723]Figure 10 Oregon Voting system [42].

System two – Vocal eyes voting system
Vocal-Eyes Is a digital tool that supports a clear, democratic and engaging process developing the organization or the community. How does it work? A member of the Vocal Eyes system provides an idea for improvement, the idea behind it is that all the members can rate and comment on the idea [43].
Vocal-Eyes system was selected to test usability issues. Thus, a set of factors should be included to have a successful result:

· Intuitive design: The Vocal Eyes system has a lot of information, which might make it difficult for a user to understand.
· Ease of learning: At first impression, the system might be confusing, and the user might leave it immediately.
· The efficiency of use: The system had many tasks which had to be completed by the users so they might have got lost on one of the tasks.
· Memorability: Vocal Eyes has numerous information, which might cause the user to forget where s/he was in the system or on any web page or on any task they were completing.
· Subjective satisfaction: Many users used the system and provided their notes [44]. 
Figure 11 illustrated some usability issues in Vocal Eyes website.
[image: ]
[bookmark: _Toc509328764][bookmark: _Toc509328952][bookmark: _Toc509347724]Figure 11 Vocal Eyes Author account rating for new action [45] [46].
Usability - structure voting interfaces is a complicated task that involves several different disciplines in the election process. Obtaining usability is crucial in any voting system. It has to be performed carefully with an emphasis on the specification and tests which will prove the efficiency, effectiveness, and users’ satisfaction. Furthermore, to achieve better usability, many testing methods are available and some of these methods will be illustrated in the next stage of usability testing.
[bookmark: _Toc499600978][bookmark: _Toc509329042]2.2.2 Usability testing

There are several types of testing methods with each method pointing to different research goals. Many methods used to test usability were identified from Journals and Articles, some of which were inexpensive while some were expensive. Two types of data were obtained from usability assessment:
Qualitative data which shows exactly what happened.
Quantitative data which describes what participants thought or said [47]. 
According to Jakob Nielsen no more than five users needed to be tested to achieve a good result. This is important as the testing procedure can become quite expensive. However, Jakob Nielsen indicated that the continued testing of small number of users would become redundant if the users experienced the same problems. Thus, over time, running sundry small tests should include opinions from a different set of demographics [48].
 After some deep research, the following methods below were discussed and then various methods were selected to test the prototype system.

· First Click Testing.
· Cognitive Walkthrough.
·  Heuristic Evaluation.
· Retrospective Think-Aloud.
· Eye Tracker.


 First Click Testing

This is an inexpensive method which observes what the user clicks first and the main idea of this test is DIY usability. This considers the collection and understanding of data interface design in order to make decisions rather than depending on opinions [49]. This method could be used, as it is an easy method, which can be done by printing web - pages to give users mock task to complete. Afterwards, the users could be asked where they would click to get started [50]. Figure 12 showed the use of First Click Testing method.
[image: ]
[bookmark: _Toc509328765][bookmark: _Toc509328953][bookmark: _Toc509347725]Figure 12 First Click test paper [51].

Cognitive Walkthrough CW

This method is applied in Web testing applications from Usability sight, which includes several tasks and questions from the perspective of the user. The user has to complete and perform the given task and must know the result of the task. If the user completed the task, this suggests the user understood it. Otherwise, s/he would not have been able to finish. This means the process must be reviewed and, if necessary, changed to create better understanding for the user. However, this method may be applied to a complex system such as CAD software and software development tools to learn more about first new users’ experience [52].

Heuristic Evaluation
The aim of this method is to identify problems related to the design user interface. 
The work of two heuristic evaluators was considered and their results compared. The first one was Jakob Nielsen; his method is a quick method to test and evaluate user interface and usability issues [53]. The second one was Ben Shneiderman and his method focuses on the structure of the keyboard, which can raise the speed of the interaction and is nearly a lifesaver for advanced users [54]. 
The first method which was developed by Jakob Nielsen has a set of rules that were used to obtain a usable application; the set of rules are listed below [55]:

· Visibility of system status.
· Match between system and the real world.
· User control and freedom.
· Consistency and standards.
· Error prevention.
· Recognition rather than recall.
· Flexibility and efficiency of use.
· Aesthetic and minimalist design.
· Help users recognize, diagnose, and recover from errors.
· Help and documentation [56].

[image: ]
[bookmark: _Toc509328766][bookmark: _Toc509328954][bookmark: _Toc509347726]Figure 13 Heuristic Evaluation Neilson 8 steps [57].
The second method was developed by Ben Shneiderman which suggested a specific set of rules were derived heuristically from experience. Moreover, Shneiderman has set up eight guidelines to obtain a good interaction design. The set of rules are listed below [58]

· Strive for consistency.
· Enable frequent users to use shortcuts.
· Offer informative feedback.
· Design dialogue to yield closure.
· Offer simple error handling.
· Permit easy reversal of actions.
· Support internal locus of control.
· Reduce short-term memory load.

[bookmark: _Hlk510081728]According to a case study using multiple evaluators increases the chance of finding more errors and avoiding poor results caused by using one evaluator method [59]. 

Retrospective Think-Aloud 
[bookmark: _Hlk510081738]According to different articles the use of the RTA method, along with eye tracker techniques, showed the power of this method.  It is at its best when the user auditions aloud, where the user tests and talks about what s/he does or sees [60]. Thus, this method is giving importance to what the user says and what s/he sees directly. Using this method along with Eye tracker techniques proved that eye tracker can help the usability researchers to comprehend how displayed data and visuals can affect the usability of a system [61]. Furthermore, this method could help the developer to establish any difficulties users may experience when performing a certain task.


Eye Tracker
[bookmark: _Hlk510081749]Finally, this method is used by UX researchers and HCI researchers in usability testing to collect users’ eye behaviour data during a real test on an interface. Actually, it is equipped with a tracker that is provided on the device, which includes a camera that is directly facing the user’s eyes which is specifically focusing on user’s pupils [62] [63]. The aim of eye tracking use is to determine questions about usability. It detects where a user’s fovea fixates, and it measures the movements of the eye such as momentum and location of the eye (point of gaze) [64]. On another hand, using eye tracking alone is not enough for a fully comprehensive approach. Additionally, many methods could affect usability testing for better results as follows:


Eye Trackers:

faceLAB 5 [65]
Cost Approx £ 10000 +
[bookmark: _Hlk510081765]The FACELAB 5 eye tracker is providing users with an unmatched level of elasticity without losing accuracy. It is quite customizable which measures the eye movements in a wide range of operational situations. It supports researchers for deployment in the lab, at off-site locations [66]. Figure 14 explains the faceLAB 5 eye tracker.





[image: ]
[bookmark: _Toc497895439][bookmark: _Toc506833113][bookmark: _Toc506833570][bookmark: _Toc509328767][bookmark: _Toc509328955][bookmark: _Toc509347727]Figure 14-FaceLAB 5 [67].
It is designed for different distances with different lenses with highly flexible, head and head tracking for better accurate results.








Tobii TX300 Eye Tracker [68]

Cost $45,900 

The Tobii TX300 is highly stable and accurate as long as the head of the subject remains in the monitor’s distance, the Tobii TX300 is advanced software which helps and supports the user for easy use. Tobii TX300 has adopted a method for gaze precision and accuracy measurements to smooth performance for comparing different eye tracking system [69]. Figure 15 illustrates the Tobii TX300 Eye Tracker.

[image: ]


[bookmark: _Toc497895440][bookmark: _Toc506833114][bookmark: _Toc506833571][bookmark: _Toc509328768][bookmark: _Toc509328956][bookmark: _Toc509347728]Figure 15 -Tobii TX300.
[bookmark: _Hlk510081805]This method is tested in HPT laboratory, which is used in driving research for evaluating hazard perception ability. The study has provided the participants with 20 clips to watch. While the assessment is on the Tobii TX300 is recording all the movements and measures, which include the time to the first fixation on each hazard, fixation before the response, number of fixation per second, average fixation and the variance in fixation [70].

The Eye Tribe Tracker [71]
[bookmark: _Hlk510081816]The Eye Tribe Tracker was developed in 2009 at the IT University of Copenhagen. It is the first affordable eye tracker which can be used easily as it only requires a USB cable to be connected to the computer. This machine reads the user’s eye gaze with accuracy between 0.5 to1degree. Figure 16 will show The Eye Tribe Tracker.  


[image: ]
[bookmark: _Toc497895441][bookmark: _Toc506833115][bookmark: _Toc506833572][bookmark: _Toc509328769][bookmark: _Toc509328957][bookmark: _Toc509347729]Figure 16 - The Eye Tribe Tracker [72]
[bookmark: _Hlk510081837]The good point in this machine is a low-cost with good features. The negative point with the system is that [73] the Eye Tribe has a problem when the users move their head while the machine is tracking them [74]. 

[bookmark: _Hlk510081863]Heat Map: This method was used to provide a wide set of information that comes from different patterns while using the eye tracking machines. This method explains how users scan webpages [75]. Furthermore, one of these patterns is called the F-shaped pattern and is probably one of the most quoted for web content which present the results as letter F [76]. According to ‘Nielsen Norman Group article’, scanning the web will not always present the F-Shape and this method is a negative method for business users. While avoiding the F-Shape while developing a website will present a good design [77]. Figure 17 illustrated example of F-Shape pattern.
[image: ]
[bookmark: _Toc506833116][bookmark: _Toc506833573][bookmark: _Toc509328770][bookmark: _Toc509328958][bookmark: _Toc509347730]Figure 17 Example of F-Shap Pattern- JAKOB NIELSEN [78].
[bookmark: _Hlk510081880]Many testing methods were illustrated in the section above and each method focuses on a different problem. The first click test is an easy method and is quickly implemented. It mainly focuses on top task usability issues so using this method might be considered if the designer knows most of the problems but is not sure of the cause. The second method was Cognitive Walkthrough. This method focuses on basic rules of usability. Moreover, it focuses on users’ knowledge, especially with their aims and information when doing a particular task. The third method was Heuristic Evaluation. The good point in this method is that it can be done at an early level before continuing with other testing methods which might help to reduce the external testing cost. Finally, Eye Tracking which is rapidly gaining higher usability on service or application. With a selection of various features and acceptable cost the Eye tracker is highly affordable to many types of users as the price would be very acceptable when compared with other devices. Figure 18 illustrated the wide usage of eye trackers.
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[bookmark: _Toc506833117][bookmark: _Toc506833574][bookmark: _Toc509328771][bookmark: _Toc509328959][bookmark: _Toc509347731]Figure 18-Eye Trackers Reviews [79].


[bookmark: _Hlk510081901][bookmark: _Toc499600979]Figure 16-17 showed that these two eye trackers are extremely accurate and have many features. The price remains extremely expensive which has reduced the number of buyers for the machines. However, figure 18 displays the affordable eye tracker which can provide useful results. In conclusion and analysing this it can be shown that the use of eye tracker is developing rapidly. As the machines become more affordable so they will be-come more accessible and more widely used.




[bookmark: _Toc509329043]2.3 Security issues

[bookmark: _Hlk511235408]In the digital age, the world is moving towards technology which is becoming involved in many fields including the democratic and the political. The desire to introduce electronic e-voting system has rapidly increased in recent decades as many countries have tested the E-Voting system. However, a bad reputation linked to the electronic systems was connected to security issues [80]. Security is one of the key components linked to the structure, development and effectiveness of E-voting systems, as the system will carry highly sensitive nature data [81]. Once elections are proceeding using E-voting, the banning of any kind of attacks on the system is of essential importance if results are to be trusted. Furthermore, introducing E-voting systems may cause many difficulties, and security is one of them. For example, from one side the system has to be secured and prevent hackers from attacking the system. On the other hand, any system that supports E-voting should be distributed under an open source, which makes it easier for hackers to attack the system and generate fake results or abuse the election process [82]. In the 2016 presidential election in the USA it was alleged that Russian hackers hacked into the system in 21 states. Germany officially mentioned that a Russian hacking group had attacked the parliament in Berlin last year by phishing emails which were sent from an account, un.org [83]. Furthermore, problems with viruses have increased in recent years and this has led to users not using the internet because of security concerns [84]. Many other security issues have arisen in the world of technology [85] such as Trojans. According to a case study in Korea Trojan has the highest reported malicious code which is about 53.1 percent [86].  Subsequently, Malware is a critical security threat to people who depend on the internet for daily business [87]. Lastly, Ransomware is software that attacks the computer and blocks the access until a sum of money is paid. In addition, this software is an unlikely traditional software threat because Ransomware attacks an entire system of security services, which might go further than financial losses as it might reach to sensitive data such as customer’s bank details [88]. 
Security is taking very big place in our technological lives which should not be ignored and some of these methods will be discussed later.   

[bookmark: _Toc509329044]2.3.1 Cryptography

[bookmark: _Hlk511235472][bookmark: _Hlk511235428]Cryptography is a procedure of saving and transferring data in a specific form so that only those for whom it is meant can read and treat it [89]. Furthermore, cryptography concerns itself in the following four ways:
· [bookmark: _Hlk511235491]Confidentiality is a security method that protects the sensitive data from an unauthorized user.
· Data Integrity the data cannot be changed in storage or crossing between a transmitter and meant receiver without the change being revealed [90].
· Non-repudiation the sender of the data cannot prevent at a later step his or her intentions in the creation or move of the data.
· Authentication It emphasizes to the receiver that the information received has been transferred by a trusted and verified transmitter [91] [92].

[bookmark: _Toc509329045]2.3.2 Hashing
[bookmark: _Hlk511235509]It is a method of producing values with the hash for security or for accessing data. Also known as a message digest it is a string of text which is generated from a number, but it is smaller. Furthermore, hashing plays a role in security systems when they are used to ensure that sender messages have not been tampered with [93]. There are different Cryptography hashing functions and each function gives more security power to the data. Down are some of these functions:
· [bookmark: _Hlk511235525]MD5 is a method of which is accepts a message of any length as input and sends it back as output but with fixed-length which will be used for authenticating the main message. Figure 19 illustrated how MD5 function works [94].
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[bookmark: _Toc506833118][bookmark: _Toc506833575][bookmark: _Toc509328772][bookmark: _Toc509328960][bookmark: _Toc509347732]Figure 19 How MD5 function works [95].
[bookmark: _Hlk511235643]The advantages of using MD5 is it provides one-way hashing, quick computation, is in common use, and clash resistance. 
The disadvantages are, that it has known security blemishes and weaknesses as well as being less secure than other functions [96].

· [bookmark: _Hlk511235660]GOST is a process of dealing with length message and changed to into a fixed length with the output of 256 bits. The message will be broken down into chunks of 256-bit blocks. Moreover, the message is lined by attaching as many zeros to bring the length of the message up to 256 bits [97].
· HAVAL is different than MD family because it can produce different lengths of 128, 160, 192, 224, and 256 bits in length. Moreover, it allows the user to select the number of rounds to be used for creating the hash [98].

[bookmark: _Hlk511235684]Many hashing functions are there but each function has its strengths and weaknesses, when it comes to more speed and less security, MD5 is the one of the best which is suited to the aim of this project. On the other hand, if security is the most important factor then other functions could be considered such as HAVAL or GOST.


[bookmark: _Toc509329046]2.3.3 SSL
[bookmark: _Hlk511235696]SSL is the abbreviation for "Secure Sockets Layer", a system that operates on SSL protocol for executing SSL encrypted connections [99]. Encryption is the procedure of mixing the information into an indivisible format that could only be returned to a legible format with the appropriate decryption key. Furthermore, it allows and ensures that the users can communicate securely with web servers and prevent any hackers from hacking any web transactions which is done through the internet [100]. Additionally, the SSL works using the power of two keys that randomly keep generating numbers for long strings. And therefore, the first key is a private key which used at the beginning to generate the signing request certificate and after that is to secure and check connections using the same certificated was requested. The public key works with the private key to ensure that data is encrypted, checked and not rigged [101]. 



[bookmark: _Hlk511235713]As illustrated above security plays a significant role in the design and success of websites. Number of hackers are ready for hacking any data that have security defects. Keeping data secured is the way of avoiding losing the system power. Thus, E-voting system must meet the security requirements to produce E-voting system more efficient, secure, reliable and confidential. More discussion about how security and usability influence on each other in the next stage. 

[bookmark: _Toc499600980][bookmark: _Toc509329047]2.4 Usability verses Security

The main issue between usability and security is that usability should consider all types of people. This will include old people who are computer illiterate or middle age people who are busy and need everything done quickly. It will also include young people who are interested in discovering stuff in technology. Security has to be powerful to prevent professional hackers attacking the system. Several articles were mentioned that usability and security could complement each other [102]. According to a research done by RSA Security, the biggest challenge is to balancing security and usability in online websites [103]. Moreover, the traditional thinking was that usability and security could trade off against one another [104]. According to an article in 2015 the time is right to further develop the way of thinking thus achieving both at the same time [105]. ‘United-Security-Providers (SES)’ stated that, ‘Usability and security are not two sides of the same coin, they are equivalent and in fact can complement each other’ [106] and this could have supported the idea of having good usability can improve security. 
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[bookmark: _Toc506833119][bookmark: _Toc506833576][bookmark: _Toc509328773][bookmark: _Toc509328961][bookmark: _Toc509347733]Figure 20 Security VS. Usability [107].
Balancing between security and usability could be complicated. Usability is the way of providing the easiest navigational view on the website to give users flexibility. This is as long as on the other hand security is powerful enough to keep sensitive data secure [108]. As technology progresses continuously in short periods, security and usability can become something that can be reconciled with the near future. Furthermore, achieving usability and security might be a good point to breaking the suggestion that usability and security have to be in competition [109].
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[bookmark: _Toc506833120][bookmark: _Toc506833577][bookmark: _Toc509328774][bookmark: _Toc509328962][bookmark: _Toc509347734]Figure 21 Usability = Security [110].
[bookmark: _Hlk499662586]Many websites, such as Amazon, have good usability as well as security [111]. Amazon provide the users’ search button which makes it easier for the users to search and find their needs. On the other hand security is an important consideration for Amazon as all the transactions and personal data are secured. Amazon has a high number of transactions every day, which requires having a powerful security system for these transactions. Moreover, Amazon’s system has many customers’ details such as bank details, which makes it highly at risk in case the Amazon system was attacked by hackers [112]. Otherwise customers will not buy from Amazon and look for more secure websites for purchasing their stuff. This is an example of having usability and security at the same level at the same time [113]. On other hand, other websites, on which usability and security were present, have been attacked by hackers. An example is Google Chrome which might have millions of browsers’ sensitive data saved such as usernames and password which might be used for threats [114]. Finally, online banking is one of the most challenging procedures to keep money secured but it also has usability issues.The users are required to enter several pieces of information at the same time to access their account such as characters and numbers [115]. According to an article in 2005, as stated as a question ‘what the optimum trade-off should be and how the security benefits are maximized with minimum damage to usability?’ [116].

Achieving both, usability and security is one of the most crucial factors when attempting to create a successful website and achieving the targets which were anticipated. Both help and support users in diverse ways for one aim. Ease of use on the website will produce greater satisfaction as the users’ results will show. And on other hand, as secure as the website will be the more trusted users will use the system. From the author’s point of view, usability and security do not have to be such as rewards and punishments or two sides of a coin. And to achieve both, time is needed it. Time and the future will see more computer tools and greater technology.

[bookmark: _Toc499600981][bookmark: _Toc509329048]2.5 Conclusion 

There are several points that were discussed for a better understanding regarding voting and usability issues in E-voting as well as the security issues. Some points were considered on how usability issues can be reduced by illustrating the usability testing methods, for example, eye tracking, this method is a powerful method which has many advantages. On the other hand, Security was included in the discussion as it is equally important to usability when developing a successful prototype. Security and hacking were discussed as a part of the online voting system, which might influence voter’s confidence to vote online. Other examples were shared to provide more explanation. At this point the author considered some questions about security and usability when seeking to develop a successful prototype.
 How can usability issues be reduced?
 How can security issues be decreased? and finally, 
How will usability impact on the websites? 
Subsequently, the author will discuss the development methodology of the prototype, which includes research design, Philosophy, research methodology and finally research methods for collecting the data.


[bookmark: _Toc499600982][bookmark: _Toc509329049]Chapter 3- Research and Development Methodology

[bookmark: _Toc509329050]3.1 Research Methodology

The Research onion, also known as Saunders Diagram, was considered and recommended as a research methodology [117]. The graph consists of number of layers. Each layer illustrated its method and these layers start from the outside and end within the core.
Figure 22- explained research onion diagram’s steps that are relevant to the project.
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[bookmark: _Toc506833121][bookmark: _Toc506833578][bookmark: _Toc509328775][bookmark: _Toc509328963][bookmark: _Toc509347735]Figure 22- Saunders Diagram

Research Philosophy - Pragmatism
The first layer of Saunders Diagram was Pragmatism. The importance of this method is that, the method supports both objectivism and constructivism [118], which are involved in web design. Furthermore, this method allows the author to view two points such as impact and public users. Pragmatism helps to figure out a solution for a problem that the author faced. The importance of this research method is finding practical results. 
According to Mark Saunders and Paul Toesy; researchers who use pragmatism in their research, cannot depend on a single viewpoint for the entire picture [119]. As this project has to be tested in several methods and as well as using different background users. According to John W. Creswell, different methods should be used, using one method will not have sufficient data for designing a usable website [120].  


Research Approach – Deductive and Inductive

The second layer of Saunders Diagram includes the deductive and inductive which were chosen for the research approach. Firstly, the deductive approach moves across hypothesis experiment, which is informally known as ‘top-down’ approach. Furthermore, it focusses on whether the principle is assured, disproved or adjusted [121]. These hypotheses show an emphasis on how two or more notions interact as they try to illustrate the relationship between them [122]. This method improves a hypothesis based on research philosophy [123].  The hypothesis of the project is:

‘Applying usability theory to E-voting results in an easy to use interface’
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[bookmark: _Toc506833122][bookmark: _Toc506833579][bookmark: _Toc509328776][bookmark: _Toc509328964][bookmark: _Toc509347736]Figure 23 Deductive top-down approach [124].

The positive point of using deductive approach is that this method focuses on testing hypotheses [125].
The negative points of using the deductive approach is that it takes a lot of time, requiring the researcher to gain more knowledge of the cases under analysis [126]. Thus, with a priority and guidance of timeline, the issue should not happen.


The inductive research approach was also conducted for this project, as this works in another way, sometimes this approach called ‘bottom up’. The inductive approach begins moving with specific notes and steps, begins to disclose types, and think of some initial hypotheses that could be explored, and lastly could be done by developing some general conclusions or theories [127].
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[bookmark: _Toc506833123][bookmark: _Toc506833580][bookmark: _Toc509328777][bookmark: _Toc509328965][bookmark: _Toc509347737]Figure 24 Inductive Bottom-up approach [128].
The advantages of using Inductive approach is that there is more communication with users. New ideas could be discovered and the learning of concepts extended [129]. 

The bad point of using inductive approach is that by taking time the researchers may reach wrong conclusions which may influence the project plan [130].

Research Strategies – Case study
The strategy layer is the third layer of Saunders Diagram, which includes the case study. The benefit of using a case study in this project is because it is flexible in both outcome as well as approach. According to one article (2004), it allows the researcher to investigate a contemporary phenomenon of its real-life context [131]. Furthermore, using this strategy has many advantages such as breaking down compound concepts, developing the way of thinking, preparing the author to accept different opinions on the same subject and interact with these views [132] [133]. 
On the other hand, as usual when the advantages take place, the disadvantages take place as well. The disadvantages could be a large amount of documentation which would make progress slightly slower [134]. The author used a timeline to manage progress and overcome the disadvantages which are related to time constraints. 

The case study in this project is constructed in a real-life context. The upcoming prototype named Easy Vote, considered an E-voting system which is to help voters to vote online and practise their rights online while they are sitting at home or at work.

Another alternative system was conducted to be compared with easy vote website.
Figure 25 illustrated the comparison between easy vote system and easypolls system.
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[bookmark: _Toc506833124][bookmark: _Toc506833581][bookmark: _Toc509328778][bookmark: _Toc509328966][bookmark: _Toc509347738]Figure 25 Compare easy vote with another system.
















Figure 26 homepage of online system (esaypolls online system).
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[bookmark: _Toc506833125][bookmark: _Toc506833582][bookmark: _Toc509328779][bookmark: _Toc509328967][bookmark: _Toc509347739]Figure 26 Easy polls system home page [135].


More skills were learned while comparing the two systems such as:
· Validations: Both systems have a validation such as some fields must be completed. 
· Ideas:  A good idea was found in easypolls system but if it were used in the Easy Vote system it could create complications. If visitors to the Easy Vote system wished to amend or update their data this could be lead to difficulties.
· Survey page: Another good idea for having a separate survey page on Easy Vote system was extremely difficult to implement.
· Contents: easypolls system has a lot of contents which made it difficult for the first-time user to understand and decide how to vote. The Easy Vote system has less contents which help the user to go straight to the point they need. 
Also on easypolls, the font size and colours used made the contents difficult to read. Furthermore, while developing the prototype the previous steps mentioned above were considered and implemented.




Choices – Multi- Method

The fourth approach which the author chose for this project is multi-methods approach as this method suggested a number of methods for better study results. The research in multi-methods is split into detached segments [136]. Each segment produces a particular dataset,  which is analysed throughout by techniques derived from qualitative and quantitative methodologies [137] [138]. 

The point of using a multi-method approach according to a case study on 2012, is to ‘increase the validity of knowledge and come closer to a state of objective inquiry’ [139]. Multi-method analysis raises the possibilities of getting diverse and comprehensive results which help the author to gain an understanding of several, different responses relating to the area of study [140] [141]. Information and proof on usability will be produced while using several methods which were conducted on users involved on the prototype.

Time Horizons – Cross Sectional
Before arriving at the core of the Saunders research onion Diagram, Time Horizons is the fifth layer which included two types, cross sectional and Longitudinal [142]. Cross sectional research was used in this project as this method will answer the questions or solve problems.
The advantages of using this method is that, it can be used to avoid assumptions, reduce cost, restrict variables. Also other researchers completing case studies could utilise this data in new research. 

Drawbacks of using cross sectional research is that it cannot be used to analyse behaviour, cannot help determining cause, and cannot be guaranteed to be representative of the timing of the snapshot [143].  

Techniques and Procedures – data Collection and Analysis
The core of the research onion is the final layer which is a data collection and analysis. The final evaluation will be based on the previously data collected in an appropriate approach to the project [144]. After evaluation and collecting data, feedback will be taken from several users and consider how it may be applied to reinforce the usability of the prototype.

Achieving the evaluation of the project comes from diverse tasks which must be completed. Testing will be carried out when developing the prototype. Moreover, the users will be asked to do some of the testing methods previously mentioned such as, Retrospective Think-aloud (RTA), system usability scale survey and Eye tracker to check the usability on the prototype.

When testing has been completed, the result of the data collected will be distributed into several charts and graphs which will help and support to analyse the results. At the end, the results will be reviewed by the author and then some of the suggested improvements for having better usability on the prototype will be implemented. As this project is restricted with time, the author may unable to implement all requirements. Nonetheless, the author will consider the aims and objectives are completely satisfied.


Evaluation criteria
Analysing the project will be done based on five key criteria as follow, relevance, effectiveness, efficiency, overarching developmental impact and sustainability [145]. Furthermore, the aims of all five key criteria are significant if this project is to fulfil the important function. To assess if the project achieved its goals. To assess cost-effectiveness.   To analyse new improvement for sustainable results and finally is the rating scale. Moreover, success criteria for the website can be illustrated as follow:
· Links works through all pages.
· 75 % of the user testing was positive.
· Validations which was done on both Registry and Login systems.
· Login and registry systems working without errors.
· Images displaying correctly and considering metaphors.
· Texts are clear and suitable.
· Using meaningful word and texts to encourage the user to vote online [146].

As mentioned previously, the system will be open to a wide range of people who are over 16 years old. As there are different types of people some might use the system while others might have an opposite opinion even if the system’s functions worked as it should be. In addition, one has to take into consideration some people do not trust, or they have lost their confidence in the internet or technology after hackers who hacked the USA elections as well as in German elections. Therefore, finding new guidelines to encourage users to adopt E-voting system might help users to cast their vote online and these guidelines are illustrated as follows:
· Providing the benefits of using the system to users.
·  Show the cost of physical ballot papers and other overheads.
·  Show the delays the electoral process and the delivery of electoral materials takes.
·  Show how security is improving every day.
·  Finally, explain with support how technology is growing and how technology can control and ensure how E-voting system worked.

 Subsequently, the author will discuss the software development methodology.




[bookmark: _Toc509329051]3.2 Software Development methodology
Choosing the right software development methodology is extremely important, as the software development methodology has to reflect on the research methodology and affect all the procedures for better results. The Evolutionary prototyping model which is known as (breadboard) is conducted for development methodology and is to reflect on research methodology [147]. This model is a lifecycle which has an effect on the software process as this model is considering obtaining early users feedback on requirements for better understanding [148]. The stages of Evolutionary prototyping model could be seen in figure 27.
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[bookmark: _Toc506833126][bookmark: _Toc506833583][bookmark: _Toc509328780][bookmark: _Toc509328968][bookmark: _Toc509347740]Figure 27 Evolutionary prototyping model stages [149].

Due to time restriction, not all stages will be achieved. As the design is simply based on a prototype, the repeated process becomes mandatory; as many substantial, suggested changes may apply for improvements. 

Adopting the Evolutionary Prototyping Model has many advantages and disadvantages as follows:

Advantages
The advantages of using Evolutionary Prototyping Model is that, the ability to discover the risks in early stages which will help reduce risks [150]. This positive step is a significant point to the project, as it will help the development of the prototype while risks should be kept to a minimum on all levels. The benefit of this is to help the author get the evaluations and feedback from early users. This will allow the author to change and update in early stages rather than kept to the end. The second advantage is that while prototyping is taking place opportunities to reduce the time and the cost will arise. Suggested improvements can be made earlier. Discovery before full implementation will decrease the cost exponentially in changes according to users’ suggestions [151]. Finally, prototyping requires more involvement for users to allow them to interact with a prototype which allows them to provide preferable and complete feedback [152]. Furthermore, with the three advantages mentioned above, this will help the author to develop the prototype clearly according to users’ requirements and toward users’ anticipations.  

Disadvantages
Significant system features could be deliberately left out of the prototype due to rapid implementation. Furthermore, repeated changes, according to users’ requirements, will increase the chance to corrupt the system and produce an extensive massive of documentations [153].  

The author will try to avoid these disadvantages. Due to lack of time, gathering feedback will be only done once or twice by the author. That means less documentations and greater cost-effectiveness. Reducing the amount of changes on the system will reduce the chance of prototype corruption. Therefore, issues should be at the minimum level and treated carefully.

The processes highlighted in figure 27 illustrated the steps that the author followed to gather requirements from users and then analysis it. Consequently, requirements which the author gathered and analysed will be applied to structure and develop the prototype required. Furthermore, apply user testing to the prototype to assess the improvements that might be applied to the prototype by looping in each section showed in figure 27, which might have detected potential drawbacks for better web design and progression.  


Software
The tools that will be used to build the prototype are PHP, HTML, and CSS, wamp server, notepad++.

PHP is a Hypertext Pre-processor, and PHP is a mixture of HTML and PHP programming languages and works on a web pages [154]. There are several reasons to use PHP such as a free programming language, interaction with different database languages. It is run on Windows, Linux and UNIX servers [155].   

HTML is the language used in the creation and design of pages and websites and is the main structure of any page or website. Furthermore, HTML is not a programming language, but it is used to give commands to the internet browser and instruct it to view the images, links, texts and other objects contained in the page and the places of display of each page [156].

CSS is used in the format of sites, it deals with Mark-up Languages and is used in design and formatting any interface written in HTML. CSS allows to control sites, dimensions, background, and control colour, size, font size, and colour for the elements. In fact, is it is the language responsible for everything related to formatting [157].

Notepad++ is a free software which allows developers to write their programming codes and edit them at anytime. Moreover, it supports different programming languages to structure, develop, and create a system [158]. 

Wamp Server is short for Windows/Apache/MySQL/PHP, Python, (and/or) PERL. It is a free open source application that jointly used with Microsoft Windows, which are usually used in Web server. Furthermore, it provides four elements of web server which are, operating system (Microsoft Windows (OS)), database (Apache is the Web server), Web server (MySQL manage the database) and web scripting such as (PHP, Python or Perl) [159].



Hardware
To complete the project’s aims successfully a set of hardware is required. Firstly, a laptop or desktop is needed, as the structure and development of the application will take place on the computer. Furthermore, user testing will take place as well. Subsequently, use of eye tracker will take place which is a part of a usability testing method as this method will track the users’ eyes movements. The author will clearly determine which parts of the website the users look at first and show if users find any difficulties while doing something one the website.

A printer will be used to print parts of the website pages which includes some tasks and distribute it to five users and then check the results.
 
EyeTribe Eye Tracker, will be provided by the university which is a free resource which allows the author to take it anywhere and perform the tests with users. Moreover, the author owns a printer which means that all resources are free to us. 





[bookmark: _Toc509329052]Chapter 4 – design and implementation


"I believe that voting is the first act of building a community as well as building a country."
John Ensign [160].

There are a large number of elections and each election has its own theme, but all of them are united in one goal. This goal can be defined as the election of a candidate. Voters will be asked for their opinion on which candidate should be elected. Government will find how the electorate wish to be governed. Therefore, specifying one of these elections to be discussed and developed in the project will be very helpful for the author to structure, develop, and select the right questions related to the subject. Subsequently, the type of election selected was the general election. It was chosen as this method is widely used and a variety of different users would be able to vote. Not only a specific group could benefit from it. Furthermore, many reasons were added as follow to justify why general election type was chosen:
· First past the post.
· Sample voting paper.

First past the post
It is the type of electoral system used to vote for MPs to Westminster. One MP will represent the area in which each party may only have one candidate to be selected from. Here is a list of some of the UK parties:
· Conservative Party.
· Labour Party.
· Green Party.
· Democratic Unionist Party.
· UK Independence Party.
· Scottish National Party.
· Plaid Cymru.

The Westminster voting system allows parties to shape a government on their own. However, parliament may have large representation from just two parties.
2015 Labour 35 % and Conservative 37 % of the country [161]. 
Figure 28 - 29 represented the UK’s parties.


[image: ]
[bookmark: _Toc506833127][bookmark: _Toc506833584][bookmark: _Toc509328781][bookmark: _Toc509328969][bookmark: _Toc509347741]Figure 28 UK Parties [162].
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[bookmark: _Toc506833128][bookmark: _Toc506833585][bookmark: _Toc509328782][bookmark: _Toc509328970][bookmark: _Toc509347742]Figure 29 Election 2017 [163].




Sample voting paper

Another reason why the general election was selected for this project is that the ballot paper has many issues. This makes it harder for first time voters to understand the paper. This makes the experience time consuming [164]. In addition, the voter can only select one candidate. The experience would become easier if the voters could cast their vote online. Figure 30 example ballot paper.
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[bookmark: _Toc506833129][bookmark: _Toc506833586][bookmark: _Toc509328783][bookmark: _Toc509328971][bookmark: _Toc509347743]Figure 30 Welsh assembly elections paper [165].
UK general election has many parties and one candidate will represent each party which might get the user confused how to vote or for whom s/he should vote. Simplifying the vote for voters to cast their vote online could encourage them to vote online for each election. Subsequently, users’ requirements will be discussed to specify what the user expects the system to be able to do.

[bookmark: _Toc509329053]4.1 Requirements Analysis
Familiarity with the users’ requirements will help in designing the site in a predictable manner for the user. Therefore, several questions have been processed to reach the desired goal that meets user requests [166]. Below is an outline of the user requirements which support the website goal.

a) Audience: Over 16, which include all kind of people.
b) Home page illustrated to users what is the website about.
c) Users must read about voting and E-voting, their rights, and have some information about the website.
d) Users have to register or login.
e) Users must be able to vote online by adding their name, last name, adding their NIN or driving licence then selecting the candidate and submit their vote.
f) Users must get a support from contact us page which help users in case any problem happened, or any further information need it by emailing the technical department.
g) List of candidates must be updateable or addable.


Two tasks were conducted in order to achieve the aim of the project in two different way. Thus, task analysis and hierarchical task will be discussed in more details below.

[bookmark: _Toc509329054]4.1.1 Task Analysis
Task analysis was adopted to be used to have a better processing on this project. Moreover, three potential users were selected to complete the task analysis. Task Analysis helped the writer to find out fundamental tasks which the prototype must support, from the point of view of the user. The benefit of using task analysis can be illustrated as follow:

1- Streamline difficult tasks to improve the understanding.
2- Reduce errors while working.
3- Develop the current processes and steps [167].
Start task analysis with a group of people within the age of 16 – 74 years old which includes girls, boys, men, and women. The groups selected were different. Those in work, retired, those studying and others. All questions are addressed to potential users who may be using the website. The following is a summary of the information collected from the questions posed to users.

Who is going to use the system?
Since the E-voting website is designed, structured and developed to suits all kinds of users, there is no specific category or cell of people that can be prevented from practising their rights online. The website will be open to all groups such as old people, young people those who want to vote online using the internet.

What tasks do they perform now?
When potential users were questioned various predictable tasks were to be completed. 
The most repeated questions were how can we vote immediately?
What tasks are desired?
The task required by the audiences was to be able to scan through the voting page; learn about their candidates and their programmes as well as, being able to cast online for their candidates. Moreover, many users may get confused about how to vote or what to do if this is their first time visiting the website. Additionally, taking into account that dividing the site into several pages may help and facilitate the users to go straight to the desired place.

How are the tasks learned?
All users provided identical answers. They expected the website to be easy and secure. One of the users confirmed that the ease of use of the system encouraged them to cast their vote online. They considered the process fast and secure and this was an important consideration for a very busy person.

Where the tasks performed?
The tasks will be completed with any device being connected to the internet. Due to some users being extremely busy it is likely to be carried out in a hectic environment. 

What is the relationship between user and data?
Users expected a personal account to exist. This would include a username and password that will be stored in the database as well as more details users anticipated to read about voting rights.

What other tools does the user have?
Clear and summarized heading, as well as, being able to go throughout all the pages by using the navigation bar. Furthermore, the user expected to select one of the candidates after finishing reading the candidate’s programmes as all heading and titles are concise.

What are the time constraints on the tasks? 
Tasks must be performed easily and quickly. As mentioned before some users are extremely busy with their life, others are computer illiterate or old. Therefore, tasks must be easy to perform.

What happens when things go wrong?
While searching through the pages and errors occurred no data should be lost. Even though, while users entering their details such as personal details or filling a form and error was occurred, the person may need to fill the information again. A contact page will provide all users with technical help as soon as the user sends an email to support team. Another potential problem users might have faced is if they vote wrongly for a different candidate. This could be solved by asking the voters or users to confirm their candidate before they submit their vote.
[bookmark: _Toc509329055]4.1.2 Hierarchical Tasks (HTA)
It is a description of the users' performance of tasks in a structured and objective manner. Moreover, the use of hierarchical task analysis helps users to understand the tasks that they must perform to implement and achieve certain goals [168]. Figure 31 & 32 showed how users can register and vote throughout HTA.
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[bookmark: _Toc506833130][bookmark: _Toc506833587][bookmark: _Toc509328784][bookmark: _Toc509328972][bookmark: _Toc509347744]Figure 31 HTA Registration steps
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[bookmark: _Toc506833131][bookmark: _Toc506833588][bookmark: _Toc509328785][bookmark: _Toc509328973][bookmark: _Toc509347745]Figure 32 HTA - Vote Online stages






[bookmark: _Toc509329056]4.2 Design
Before starting the implementation, different design techniques were used to let the author create a magnificent website design. Moreover, techniques like Use Case Diagrams, Paper Prototype and a Site Map which is clarified throughout the rest of this part.


[bookmark: _Toc509329057]4.2.1 Use Case Diagram

A use case diagram was developed at first to identify the users and their interactions with the application. It is used to meet, clarify and build up the system imperatives [169]. Figure 33 illustrated the use case diagram structured for the application.

[image: ]
[bookmark: _Toc506833132][bookmark: _Toc506833589][bookmark: _Toc509328786][bookmark: _Toc509328974][bookmark: _Toc509347746]Figure 33 Use Case Diagram.

As the diagram illustrated above, the user interacts with the system in a complex path. The voter connects with several actions such as:
· Register
· Login
· Browse Throughout Pages
· Voting Page
· More Information About Candidates
· Select Candidate
· Submit Vote
The application should include all of the stated interactions.
[bookmark: _Toc509329058]4.2.2 Paper Prototyping
It is one of the techniques used to present a drawn paper for all website pages by the designer or developer to presented sketches of user interfaces; enabling quick design [170]. In this technique users will be involved in the testing of the paper prototype which means the author will have a significance of usability inexactness [171]. 

The positive points of using this technique have been stated by “Jerry Cao”. “The benefits far outweigh the costs: better collaboration among the team, finding/fixing problems early, improving existing designs, and communicating through action rather than words [172].” However, disadvantages will also arise, and this method will not indicate all obstacle of the interface, development cost, and accuracy [173]. There is no problem considered as a disadvantage in this project, as this method is used in the preparatory stages of the project. See below Figures 34 –38.
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[bookmark: _Toc506833133][bookmark: _Toc506833590][bookmark: _Toc509328787][bookmark: _Toc509328975][bookmark: _Toc509347747]Figure 34 Home Page Paper Prototype.
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[bookmark: _Toc506833134][bookmark: _Toc506833591][bookmark: _Toc509328788][bookmark: _Toc509328976][bookmark: _Toc509347748]Figure 35 Voting Page.
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[bookmark: _Toc506833135][bookmark: _Toc506833592][bookmark: _Toc509328789][bookmark: _Toc509328977][bookmark: _Toc509347749]Figure 36 Registry Page.
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[bookmark: _Toc506833136][bookmark: _Toc506833593][bookmark: _Toc509328790][bookmark: _Toc509328978][bookmark: _Toc509347750]Figure 37 Login Page.
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[bookmark: _Toc506833594][bookmark: _Toc509328791][bookmark: _Toc509328979][bookmark: _Toc509347751]Figure 38 Contact Us Page.



[bookmark: _Toc509329059]4.2.3 User Evaluation
For improvement development purposes the prototype was presented to one user who has some knowledge about technology. The author explained and clarified all the functions to the user and then asked the user to evaluate the functions carefully. Below is an outline of the evaluation done by the user. 

Home Page
The homepage was structured to be easy while considering usability, clear, length, and meaningful words. 

Voting Page
The page was extremely well-structured and designed as the evaluator pointed out that the voters can read about voting and candidates clearly and easily. In addition, the evaluator pointed to another good feature in that the page is not a busy page with its contents which helps the user focus on his/her task.

Registration Page
There were no recommendations for this page as only some information needed to be filled in by the users. Furthermore, the evaluator pointed out that the link to guide the users to go back to the home page was helpful in case the users changed their minds and decided to vote later.

Login Page  
As any other login page but the evaluator liked the link, so the voter can go back to home page if they do not want to sign in.

Contact Us Page
The recommendation was to provide different departments if the users need or face any problem s/he can locate and email the right department for more information or for technical support.



[bookmark: _Toc509329060]4.2.4 Site Map

Eventually a Site Map was prepared. A Site Map is mainly a map of the website design [174]. It is created with the purpose to help users to understand and navigate through different pages in order to access the required information or perform a required task [175] [176]. Figure 39 demonstrated the site map for website.

[image: ]

[bookmark: _Toc506833595][bookmark: _Toc509328792][bookmark: _Toc509328980][bookmark: _Toc509347752]Figure 39 Easy Vote Site Map.



[bookmark: _Toc509329061]4.3 Implementation
Through the development of the system, a lot of accomplishments were achieved, and some complexities were faced.

Achievements
One of the best successes was building the database and validations in the website. This is where all the users’ data will be stored and then connected to the website. PHP programming language power to will be used to fill the database with the users’ selected candidates. This feature took a lot of time and was somewhat complex. Figure 40 showed vote Icon.

[image: ]
[bookmark: _Toc506833596][bookmark: _Toc509328793][bookmark: _Toc509328981][bookmark: _Toc509347753]Figure 40Vote Icon.
Figure 40 presents the graphic of the voting Icon. This feature allows the user to vote online after adding their details and select their candidate.
[image: ]
[bookmark: _Toc506833597][bookmark: _Toc509328794][bookmark: _Toc509328982][bookmark: _Toc509347754]Figure 41 form where voter must enter their details.
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[bookmark: _Toc506833598][bookmark: _Toc509328795][bookmark: _Toc509328983][bookmark: _Toc509347755]Figure 42 Validation Codes.

To complete the vote, a database needs to store all the users’ information and link each voter with his/her selected candidate. To get this feature fully functional a form with validations linked to the database is implemented which is called voting forms.  Figure 41 - 42 showed part of the form and validations. The form and database were developed to hold a different type of information. This function has much more to it, yet, displayed, some of these methods are used to achieve different actions. Validation is implemented to make sure that the information users utilise when filling out the forms is in the right format so it will not be missing data in the database. If one of the required fields is empty the system will reject the submission and ask the users to enter the missing data. 
[image: ]
[bookmark: _Toc506833599][bookmark: _Toc509328796][bookmark: _Toc509328984][bookmark: _Toc509347756]Figure 43 validations part 2 codes.
Figure 43 displayed more codes related to validations. Another function was considered how to delete user’s data in case one of the users entered their details wrongly and this can be done by contacting the technical support team or admin staff. The code in figure 44 is linked with the delete codes.
[bookmark: _Toc506833143][image: ]
[bookmark: _Toc506833600][bookmark: _Toc509328797][bookmark: _Toc509328985][bookmark: _Toc509347757]Figure 44 Delete codes.

Problems
Many successes were achieved throughout the development. There were many successes while developing the website, but the author faced one problem. The issue was how can the website be a responsive website so that the users of smartphone or tablet could benefit from it. Figure 45 displayed the problem.
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[bookmark: _Toc506833144][bookmark: _Toc506833601][bookmark: _Toc509328798][bookmark: _Toc509328986][bookmark: _Toc509347758]Figure 45 Problem could not be solved.
After spending hours to resolve the problem, a part of the issue was resolved but the rest was not. Success was achieved by managing the images and texts to be responsive images and texts rather than the whole page. Furthermore, the part of the issue was solved by adding a specific syntax to each image and text. Figure 46 – 47 displayed the part achieved the problem. 
[image: ]
[bookmark: _Toc506833145][bookmark: _Toc506833602][bookmark: _Toc509328799][bookmark: _Toc509328987][bookmark: _Toc509347759]Figure 46 Responsive part resolved.
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[bookmark: _Toc506833146][bookmark: _Toc506833603][bookmark: _Toc509328800][bookmark: _Toc509328988][bookmark: _Toc509347760]Figure 47 Syntax added for responsive images and texts.
The author believed that more time is required to achieve the second part and to resolve the whole issue completely. 

System Testing
To ensure the website’s functions are working as required and the website is efficient and user responsive a system testing was executed. Large numbers of questions were set regarding the website, where only one answer was needed. A simple Yes or No was required to answer the question [177]. Figure 48 shows the checklist of the system test performed. 
[image: ]
[bookmark: _Toc509328801][bookmark: _Toc509328989][bookmark: _Toc509347761]Figure 48 System testing Website checklist.

Results showed in Figure 48 that all tests were positive. This resulted in the website being regarded as completely functional, effective and user friendly. 

From the above discussion on implementation and design, numerous features have proven that they are very easy to use.  Some users completed the operations rapidly but others have found them unfavourable to the website when testing the usability. Human factors such as memory, affordance, human vision and human reasoning were considered while designing the website and this was extremely helpful. Moreover, Metaphors were also used to guide the users to locate the voting area on the website. Additionally, the use of parties’ logos to help the voters to navigate their potential party easily was worthwhile. Thus, metaphors will be considered as a feature to be improved in the future. Unfortunately, because of lack of knowledge and time constraints, errors should show when testing usability on the website. Proof will emerge with the usability testing errors being revealed. Subsequently, some of the usability testing methods will be discussed to clarify if the website interfaces work or not.


[bookmark: _Toc509329062]Chapter 5 – Evaluation

Usability Testing
As previously mentioned in research methodology section, three different methods of usability testing were used. Descriptions of the methods used appears below:

System Usability Scale Survey
After the users finished using the website, they were asked to fill out a scale survey which was called a system usability scale survey. This survey consists of 10 questions where the user is asked to answer the question on the basis of a scale from 1 to 5: 1 is defined as strongly disagree until 5 is reached in a gradual manner which means strongly agree. Below are the questions that were asked:

Q 1: I think that I would like to use this system frequently.
Q 2: I found the system unnecessarily complex.
Q 3: I thought the system was easy to use.
Q 4: I think that I would need the support of a technical person to be able to use this system.
Q 5: I found the various functions in this system were well integrated.
Q 6: I thought there was too much inconsistency in this system.
Q 7: I would imagine that most people would learn to use this system very quickly.
Q 8: I found the system very cumbersome to use.
Q 9: I felt very confident using the system.
Q 10: I needed to learn a lot of things before I could get going with this system.

Figure 49 illustrates the total result of system usability scale.
[image: ]
[bookmark: _Toc509328802][bookmark: _Toc509328990][bookmark: _Toc509347762]Figure 49 System Usability Scale Result.

The figure above clarifies the results which were collected from each user for the System Usability Scale Survey. The ratings for question 1 were similar. Users 1, 3, and 5 answered strongly agree while 2 and 4 rated less. In question 2, users 3, 4 and 5 found that the website is not complex, but users 1 and 2 both rated some difficulties. High results were showing for question 3 as most of the users rated strongly agree.
The result for Questions 4, 7, 9 and 10 were equal to one another. The users mentioned that they strongly disagreed that it was necessary to have a technical person to help them. All users strongly disagreed that they needed to learn a lot of things before using the system as they believed it is clear and easy to use. The outcomes also illustrated that the users all strongly agree that most people would learn how to use the system quickly and they would deal with it confidently when they use the website. The result of question 6 was different among all users, and user 3 had a very different view so that there was a lot of inconsistency in the website. Finally, the outcome of question 8 was two users who disagreed that the system is very cumbersome to use, while the rest of users strongly disagreed with this statement.
The score of System Usability Scale(SUS) was calculated using the “John Brooke” method which was invented in 1986 [178]. The calculation method was calculated in three parts as follows:
Part 1: Subtract 1 from each of the odd numbered questions.
Part 2: Subtract the value of each even numbered questions from 5.
Part 3: Add the new values together which was found and then multiply it by 2.5.
Users 1,3 and 5 were scoring the highest score which is more than 90 while the users 2 scored 85 and user 4 scored 87.50. According to one article, score above 68 would considered above average and any score less than 68 is below average [179].
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[bookmark: _Toc509328803][bookmark: _Toc509328991][bookmark: _Toc509347763]Figure 50 The total average of the system Usability scale.

The average total result of the data collected from users is displayed in figure 50 above. The result was expected. However, this result could have been changed if another method had been used to test the usability on the website such as Retrospective Think Aloud and Eye tracker.
Overall, the feedback received from users regarding the website was positive which means that users might be prepared to the use system frequently. 



Heatmaps – Eye tracker (Eye Tribe)
Heatmaps was the main usability testing method used in the project. In this method six different users were involved in the testing of the website’s usability. The eye position of the users had been monitored by using the device called Eye Tribe tracker. In addition it has to be taken into account that the Easy Vote website will be open to a large number of people from different backgrounds. They would include illiterate computer people, old people, young people, working people who are very busy, people who use computer regularly and more. Thus, six users were selected to do the test which aimed to cover as much as possible of the users’ backgrounds. The users’ background as follow:

User1: Women. Retired. 70 years old and using two different pair of glasses.
User2: Man. Student age (22) who is very good at using a computer.
User3: Man. International student age (22) who does not have elections in their country.
User4: Women. Full time job age (42) years old.
User5: Man. Part time job age (34) years old.
User6: Man. Unemployed age (17) years old.


These methods provide the author with a realistic image of which features the users were avoiding. It also showed the places that users found interesting on the website. The users were asked to perform 5 distinct:
· Locate voting page 
· Look at one of the parties and candidates.
· Cast your vote online.
· Vote for one candidate and party.
· Register to the website.
· Login to the website.    
 Below are 2 of 6 users executing this method. Figures 51-52 shows that.
[image: C:\Users\admin\Desktop\20180303_173632.jpg]
[bookmark: _Toc509328804][bookmark: _Toc509328992][bookmark: _Toc509347764]Figure 51 Eye Tracking (Subject 1).
[image: C:\Users\admin\Desktop\Applied computing Third 3\Major Project\Uability testing\20180310_191158.jpg]
[bookmark: _Toc509328805][bookmark: _Toc509328993][bookmark: _Toc509347765]Figure 52 Eye Tracking (Subject 2).
Heatmaps

Heatmaps are one of the major methods used to test the website. As one case study prepared by ‘Sharon Hurley Hall’ states Heatmaps “are the most-used tool for representing complex statistical data and the use of it is to make complex data sets comprehensible and actionable” [180]. This function allows the author to differentiate places of the website which mesmerizes users, as well as, the areas that have been ignored. The heatmaps reveal 3 different colours as follow: Green, Yellow and Red. Red ranges specify the features that the users have observed for a specific point, followed by yellow and then green. Moreover, according to one case study heatmaps have two shapes, F or Z that illustrate the way in which the reader looks at the website [181]. 
The heatmaps showed in figures 53 - 60 illustrate the medium gaze for all 6 users. Each individual user test can be found in appendices.

[image: F:\Applied computing Third 3\Major Project\Word document Project\Heatmapeimages\HeatMaphomepage.PNG]
[bookmark: _Toc509328806][bookmark: _Toc509328994][bookmark: _Toc509347766]Figure 53 Heatmap (Homepage).
Figure 53 demonstrates the home page, as illustrated the major area of the website was the navigation bar followed by texts. The results were moderately, as all major features were considered by the users. [image: F:\Applied computing Third 3\Major Project\Word document Project\Heatmapeimages\HeatMapvotingpage1.PNG]
[bookmark: _Toc509328995][bookmark: _Toc509347767]Figure 54 Heatmap (Voting Page part 1).
[bookmark: _Toc509328807][image: F:\Applied computing Third 3\Major Project\Word document Project\Heatmapeimages\HeatMapvotingpage2.PNG]
[bookmark: _Toc509328808][bookmark: _Toc509328996][bookmark: _Toc509347768]Figure 55 Heatmap (voting page part 2).

Figures 54-55 illustrated how users completed the tasks in the way that was expected. The user looked at the voting word then read about candidate and party and finally tried to vote. The logo seems to be of very little interest to the users but on other hand, the user found the area where s/he can vote. At this stage, it means that voters are more likely to vote easily when elections are taking place.
[image: F:\Applied computing Third 3\Major Project\Word document Project\Heatmapeimages\HeatMapvotingform1.PNG]
[bookmark: _Toc509328809][bookmark: _Toc509328997][bookmark: _Toc509347769]Figure 56 Heatmap (Voting form page part1).

[image: F:\Applied computing Third 3\Major Project\Word document Project\Heatmapeimages\HeatMapVotingform2.PNG]
[bookmark: _Toc509328810][bookmark: _Toc509328998][bookmark: _Toc509347770]Figure 57 Heatmap (Voting form page part 2).

One of the users suggested that the images displayed on the voting form should be displayed inline and horizontally and this might make it easier for users to navigate each candidate and party. Figure 58 showed the adjustment made to voting form.
[image: F:\Applied computing Third 3\Major Project\Uability testing\Heatmaps\me\newform.PNG]
[bookmark: _Toc509328811][bookmark: _Toc509328999][bookmark: _Toc509347771]Figure 58 Voting form adjustment.


The result is shown in figures 56 – 57 – 58 that all features were seen by the users. The most distinctive thing is that users started from the top of the form to the bottom of the form, checking each field and each candidate and his party. Referring to the heatmaps shapes the shape was closer to Z shape which was a surprising result. The expectation was that the users would read from the top of the page starting with the details they must fill in. Then they would progress to the bottom reading through all the parties and candidates information. Surprisingly most of the users only looked briefly at the candidates and parties’ details. Moreover, the outcome indicates that the display of this webpage is very good. 

[image: F:\Applied computing Third 3\Major Project\Word document Project\Heatmapeimages\registry.PNG]
[bookmark: _Toc509328812][bookmark: _Toc509329000][bookmark: _Toc509347772]Figure 59 Heatmap (Registry page).

Figure 59 shows that the registration page was exceptional, as users looked at all the mandatory information needed when monitoring this page. Users see all the fields on which they must input their details such as username and password. This is followed by special visual of the 'Submit' button.
[image: F:\Applied computing Third 3\Major Project\Word document Project\Heatmapeimages\HeatMaploginpage.PNG]
[bookmark: _Toc509328813][bookmark: _Toc509329001][bookmark: _Toc509347773]Figure 60 Heatmap (Login page)

Finally, figure 60 illustrates the login page. The users saw all the vital features clearly.
The features were seen by users where the user had to enter their username and password. Accompanied by a distinct visual of ‘Login’ button. 
The outcomes of the results were expected when referring to the hypothesis of the project.  The hypothesis was “Applying usability theory to E-voting system will result in an easy to use interface”. In addition, one of the most surprising outcomes was that all users voted easily the first time.

Overall, using Heatmaps has many advantages as well as, some drawbacks. User 1 presented some difficulties. She is a woman 70 years old with poor eyesight which could have had an effect on her reading which forced her to move her head back and forth which affected the eye tracker performance. The test was performed three times with user 1 as she kept moving her head many times to read and she changed her glasses three times to find the most suitable pair for her. 
Retrospective Think Aloud (RTA)
The retrospective think aloud protocol method was used along with the eye tracker test method. In this method, the author provided a set of tasks to be completed by the users. According to one article “Participants work in silence and verbalize their thoughts afterwards while watching a recording of their performance” [182].  The users will be asked to perform basic tasks which have been frequently used. Below are the tasks which were performed by the users:
· Locate voting page and look at one of the parties and candidates.
· Vote for one candidate and party.
· Register on the website
· Login to the website.
An outline of the user’s feedback is displayed in figure 61.
[image: ]
[bookmark: _Toc509328814][bookmark: _Toc509329002][bookmark: _Toc509347774]Figure 61 Retrospective Think Aloud Feedback.
According to Figure 61, many benefits and disadvantages were recognized by the author. According to users corresponding, the website was extremely well structured, as well as, manageable to use. Some of the users suggested that it was seamless for voting online but will be much better if could display the images inline. It was excellent for people who are always busy. Consequently, the website is believed to provide reliable information. Users are especially interested in the feature of displaying the photos for all parties that help them to choose the party and candidate that they want. 


There were numerous positive points, as well as some negative points which were collected from users’ feedback. A number of users have indicated their apprehensions after they voted although there is a confirmation message confirming to the user that they voted. This problem impacts on users’ confidence with the system and this problem was expected as some users were computer illiterate. Therefore, many opinions on the voting page were discussed. Users commented on the images used to present the candidates’ photos or background information as they said it should include some real images. Others said it would be better if the voting form could display all the parties inline. Moreover, A recommendation made was to show the user’s name when they log in or registered to the system, as well as, the party’s images were displayed inline in voting form.

Overall, there has been astonishing feedback from users. Although the website is not fully practical as it requires some changes in order to make it fully operational and understandable.



In conformity with the data gathered, there is numerous amendment that needs to be made to the system to make it better to satisfy users and make them use the website frequently. Use of all the methods proved tremendously beneficial. Many imperfections and factors which affect aspects of the system were learnt by the author.

The methods used are supported in the literature review by the research reviewed. In the literature review, the research found that usability and security will be more easily achieved in the future. This is because the technological revolution is in constant development, especially in the world of security and web development, which in turn achieves security and usability at the same time. Furthermore, using different testing methods to test the systems were helpful and gave a clear idea of what users are thinking or which elements or features they are interested in. Moreover, RTA method proved that practical testing revealed more problems than other methods. The heatmap method demonstrated that users revealed all relevant sides of the website. Also, while RTA testing method was performed, some of the users’ concern about security arose. They asked, “Is there anyone can hack my vote or change my vote?” Others asked was there any email confirmation?

The most effective way to have a usable website is to use numerous usability testing methods, as well as, different users as much as possible. All testing methods have deficiencies in some area while testing. Therefore, using a high number of usability testing methods will have more effective results.

Evaluation of outcomes specified the achievement of all objectives;
· An investigation on usability and security issues in E-voting systems was successfully accomplished.
· The development of an E-voting prototype was successfully completed.

· The prototype was presented to a group of users of different ages and feedback was collected from them.
· The feedback collected from users using different usability testing methods was evaluated and analysed. 


Firstly, a study on usability and security issues was conducted. Secondly, an E-voting prototype was successfully developed. Finally, data collected from users using usability testing methods were analysed and with a satisfied result.  


When applying usability testing methods to the prototype the results were as expected. This because some of the features of the prototype were incomplete due to lack of knowledge and lack of time. Nevertheless, errors and completion contributed to develop more skills and knowledge in regard to the writer's prospective and understanding of an E-voting website. In regard to the testing methods results, SUS was satisfactory results, only questions 5 and 6 have the lower score which was expected due to having different users’ backgrounds. Moreover, heatmaps showed users viewing crucial details which gave more information about areas that users were more interested than others. Referring to the RTA results there were, generally, positive comments but there were some surprising results. Users raised concern about security issues on verbal protocol and the older user raised issues about text size. Furthermore, if the project was rebuilt, more research would be conducted and a larger number of usability testing methods will be added to the project. These would include Heuristic Evaluation [183], Cognitive Walkthrough [184], Concurrent Think Aloud (CTA) [185], Contextual Interviews [186] and Questionnaires [187] as all these methods have different evaluation and results, in conjunction, to methods used previously. In addition, from the author’s perspective, using verbal testing is allowing the developers to discover what users are thinking. This is related to the website design which would result in better design. Using different users background would lead to more varied results with different comments and opinions. Moreover, more functions will be applied that lead to users’ satisfaction; as the author believes that knowledge has been acquired exceptionally and thus can be re-applied and further strengthened. Thus, a very powerful website for E-voting would be provided. From the author’s point of view, developers aiming to develop an E-voting system should be involved with a large number of user groups that include at least four users in each group. The groups should include old people, young people, busy people, illiterate computer people and more. Figure 62 illustrated the differences between three different usability testing methods that were used in the project.
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[bookmark: _Toc509328815][bookmark: _Toc509329003][bookmark: _Toc509347775]Figure 62 Compare usability testing results.

Overall, each method has its pros and cons, as showed in figure 62. A good design measured by the SUS method could lead to provide good feedback from users as well as a good result. RTA along with EyeTracker provides greater information as it records verbal words, as well as, the eye movements which is very good for developer to specify what users are looking.  

[bookmark: _Toc509329063]Chapter 6 – Conclusion and Recommendations

An investigation was conducted to demonstrate that the usability issues in an E-voting system might be reduced in the near future. During the investigation surprises also occurred such as with the testing of the older user because the user kept moving her head. This affected the eye tracker performance with the result the test had to be repeated many times. Numerous benefits were achieved by doing so. 

Firstly, a literature review was carried out where the author's research helped validate a hypothetical framework for the project. This led to include good points such as the importance of usability, usability issues, usability testing and security. The Estonian election was an extremely good example in relation to E-voting systems. Negative points did emerge such as how bad usability can lead to wrong results like the Unites States presidential election.
Secondly, a research and development methodology proceeded. This process involved the author to select the project's strategies, as well as building and organizing the website development. This included an analysis of how difficult it is to manage the time when compared to the research plan. Additionally, finding the right software that would include all the steps required to deliver the prototype on time was considered. Some of the usability testing issues were discussed which led to good outcome results later in the project.
Thirdly, the design and implementation section required a range of user requirements which led to an expected prototype for users then a website design. Furthermore, by reference to the implementation section, the site has been coded and implemented in relation to the previous planning and procedures. In this section, the author's successes are explained, as well as, issues that were encountered by the author such as on the responsive page. 
Finally, usability testing methods were adopted, and the outcomes were checked and validated to finalise the project. The results showed the importance of usability testing methods and how usability testing could improve the website. The author has found out there are pros and cons of the website, from a user's perspective. The author believes that concern about usability and security issues will be reduced as technology improves in the future, digital revolution. 



The project proposes that there are numerous further ways for research. All objects and programs must be checked and tested to comprehend that all functions, as well as, the response is fundamental. Some benefits could be gained from the project’s work such as, all hardware and services will be at risk, without any testing. Developers do not experience errors as testers do. Therefore, usability testing should be performed on any service, device and product that interacts with users. This is crucial because users who do not comprehend a service or product will become disappointed which may result in users not using the system frequently. Thus, following the usability testing guidelines will result in more useful outcomes as some of the usability testing techniques may not detect any errors due to adherence to the guidelines rules. Conducting more usability testing and choosing different types of users could be further work suggestion on this project which might add new guidelines for usability. If the project was rebuilt, more usability testing would be conducted. More research would also be considered about usability and security issues. There are still loose ends on the project such as security issues in E-voting systems which needs more research and new techniques to overcome it.


[bookmark: _Toc509329064]Chapter 7 – Reflection
Achieving my goals and developing a web application has been the most prominent of my university experiences. The accomplishment of my achievements increased my self-confidence and gave me a very great ambition for a prosperous future; overall helping me to increase my capabilities and to become a responsible person. Moreover, it helps me feel more confident, satisfied and surprised as an outcome of my performance. It has given me more power to face any obstacle and try to solve it, whether it was relating to complete a web application or attending an interview or to complete any subject I was involved in.


Using programming languages such as PHP, HTML, CSS and DBMS gave me a lot of experience on how to design the web interfaces professionally; something I thought that would be hard to accomplish; and on other hand, improved my knowledge on how users using the website. It increased my knowledge of the importance of accessibility and web security, if these two important things are not achieved, the website will be impractical. One of the fundamental things I have learnt while designing a web application is that the audience must be involved. The creators must take into consideration the people who are going to use the system. People from different generations are very different and this is a very important consideration when involving technology in the electoral system. 

I am extremely glad about the result of my project and I was extremely happy producing it. Due to the lack of knowledge (in some cases) many websites failed because of time keeping, prioritizing and testing which led me to be more organised in my tasks and on my timetable. Using EyeTribe eye tracker was not as easy to use. When I started to use the device my thinking started to change because of the difficulties I faced. When looking for a trusted source on which I could install the software and later when using it gave me a negative experience due to certain obstacles arising. The device would not work, while users were waiting, because of the lead, the screen freezing which led me to switch the software off and on again and set up everything from the beginning. Moreover, difficulties with some users made the test hard to be completed the first time. This was the case with user 1, due to poor eyesight and head movement so we had to repeat the test a couple of times. Therefore, my recommendation for developers would be to know more about the tools they are going to use. Uncommon tools could become bothersome, as well as, an unwanted risk to time control.
If I had the opportunity to review the process that was undertaken, I would certainly manage my time better, as well as, selecting the right tools for the work (inexpensive, effective and known). As an outcome, I think that the time would be more flexible, and functional problems might have a greater chance to be resolved. Moreover, I would learn more about usability issues and its testing techniques in order to have better results in the future.

With regard to this journey, I have learnt and comprehended the importance of organising my time, prioritizing, technical skills and research. This supported my experience and learning on how to manage and develop a big project, as well as, structuring a comprehensive report. Upon completion, I realised that deep research, using different testing techniques and audience requirements are the most important when designing web applications – something that I have learnt, and I will gladly keep continuing learning for further education. In conclusion, I found out that usability issues are problems that can be resolved in the future. In the world of the technology and especially in the field of usability, security and diversity where some testing methods are better than others. Thus, more investigations would  justify their use and would show the importance of understanding them.
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Compare between Easy vote online system & Easypolls online system

Factors Easy vote system Easypolls system
1-Navigation | If usability was considered, | If usability was considering, the

the navigation is confusing.

navigation is displayed clearly.

2 Paga loading tme

‘The website loading taking 2 —
5 seconds to open.

Open from 1 to 2 second.

3 Human factors

Text size, colour, & contents
were considered.

No images.

Many functions are there
which confused first time user
especially if he/she are
computer illterate.

Text size, colour, & contents were
considered.

Images were considered which
help visitor to connect and fell
comfortable on the website.

5 Social networks

Considered social networks

Considered social networks.

6- multi-media

Video not considered.

Video will be added introducing E-
voting for visitors.

7- Validation

The system has many
validationg such as login in,
registration, in case of
upgrading the system wil ask
for more information.

Considered validation by password
match or all fields must be
completed,




image28.png
free online p

easypo

"s Login  Contactus FAQ News About

/J Question
Question text: ¥ B=

— EMPTY POLL —

Polllink and embed-code will appear here after the pollis

Choices:

saved
‘ enter choice ‘ =%

‘ enter choice ‘ =%

‘ enter choice ‘ =

(Textin the last choice adds a new field)





image29.png
Requirement

Gathering “‘l
—

Analysis }———
uggested Prototype
Improved devolopment

Ciient

Evaluation [*
Design_|
[Coding }-

v
ntegrafion
and testing

Waintenance

Evolutionary Prototyping Model




image30.png
General Elections in Westminster

55%

(O Howwe votedin 2015 (O) Parliament in 2015 () How we votedin 2017 () Parliament in 2017

50%

a5%

40%

35%

30%

25%

20%

15%

10%

5%

[ 48.92

[ 40.15

ukipfo

LibDemIL 5

SNP.

Green|o0.1

o]

Plaid cymru f0.62

sinn Fein I|.n

uup|o

sot|o

Other| 0.3




image31.png
Election 2017  Results  Constituencies ~ Reality Check = Cymru

2017

- 326 seats needed to

UK Results

After 650 of 650 seats

318 262 38 12 10 13 Seats




image32.png
KiRkay
MORRISON
SHAWCROSS

TYLER




image33.png
Registration
into system

1. Fill personal
information 2. Fill login data 3. Submit button
required

4. Login to cast

: Login out
your vote online 8

4.1 Voting Page




image34.png
Vote Online

1. Access Easy vote : 4. Submit your
: 2. Locate Voting Page 3. Check Candidates
website vote

3.1 Reading Candidate 3.2 Voter must enter
background his/her details

3.3 Select one Candidate 3.4 Confirmation





image35.png
Voter

Easy Vote Website

Browse Throughout Pages

Voting Page

More information about candidates

Select candidate





image36.png
Home paqe

‘ EA%

y Vate

Ome
Text text Text
Text text Text

TexT

\/uH leame_quest

A eais v | Leqin awt«:fyd

BT,

texT text

tert text lo .
text





image37.png
Vo ‘tif%’ Po;qc

Easy Wete /

| R TN e |

\ [ RS |
Yy |
H ot Register’ | Loghn  lcontuct uc | | |

\ \k‘ e i el \ c andidates Backqrand

age

[mage ) — [

Gasal Fext-Link
Q@p\w % >

otk ——

- B

\ candiddtes Backayyound

||

|| B





image38.png
Reqistry paqge

foys  vite

First hame [:j
Last name :}
FMJ//‘

N |

Re-fitev password;





image39.png
L ogin peqe

Eesy vwte

Password D“
=y

S
([oain *o Home fza e

| I





image40.png
C ontast wc¢ fro)e

Fdfy vet @





image41.png
About voting.
About E-Voting
More About

Support Team.




image42.png
Vote Here

Vote Here

FIND US ON

6 v O

ll Rights Reserved





image43.png
<input type:
<br><br>
Last name:  *<br>

<input type="text" name="last name" maxlength="2!
<br><br> -

ID, NIN or Driving license Number: *<br>

<input type: NIN" maxlength="100">
<br><br>
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if(lempty($firstname) & lempty($lastname) & lempty(Sninanddrive) i lempty(SCandidate))
«

Squery="INSERT INTO comments (£irst_name,last_name,NIN,Candidate) VALUES

(*$Eirstname’, '$lastname’, '$ninanddrive', '$Candidate’) ";

Sresult-mysqli_query ($1ink, Squery);

echo "Thank you,Your vote has been submitted.”."<RE>";
2
<a href="index.php">Back to home page</a>
| <opnp
B
else
I
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if (Spassword == Spassword2) //This is Case-sensitive DELR://3RaGKGUSELAGH.COM/questions/3506706/1s-in-php-a-case-sensitive-st

«
Squery="INSERT INTO user (first_name,last_name,cmail,password) VALUES ('$firstname’,'S$lastname’,’Semail',’Spassword’)":

Sresulc-mysqli_query ($1ink, Squery);

echo "Thank you, your data has been added";
2

<p>If this pages does not refresh in a few seconds click the link below</p>
<a href="index.php">Back to home page</a><br>

<7php header( 'Refresn:3; ygl=index.ghp' );?>

<2php
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1<?php // To delete from user table
include "GRRRiRLR-RRR"
S$sql = "DELETE FROM user WHERE i
1f (mysqli_query ($link,$3ql))
header ("refresh:l; yri-admia-RER")
else
echo "ot Deleted”;

§_GET(d1'"; // Delete data from user

2>
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Are all fonts the same? Yes
Are all buttons equally sized? Yes
Is there a home link on every page? Yes
Are all fields accessible by keyboard shortcuts? Yes
Is the navigation clear and easy? Yes
Do all buttons work? Yes
Do all menu options work? Yes
Does the system saved all the user’s registration details? Yes
Is there any grammars or spelling errors? No
Is colour used correctly? Yes
Does validations work to warn the user for any missing fields? Yes
Can users login to their accounts? Yes
Are all the texts meaningful? Yes
Does logo link home? No
Is there colour consistency throughout? Yes
are error messages relevant? Yes
Is there any broken images? No
Is relevant information grouped together? Yes
Can users find information easy and quickly? Yes

Is the system provide search box? No
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Positives

Negatives

Form is easy to complete.
Navigation is friendly and
simple.

Layout was good which s like a
real website.

Full of useful information|about
the elections.

The website interface was
intuitive and straightforward
The design was good and
attractive.

Good for people who are busy
and do not have time to go fo
polling station.

Good links which display each
party its aims and objectives to
voers.

Confirmation message will
appear to users when registration

and login process done.

Not sure if the vote was
suceessfully or not.

No email confirms to voters that
he/she has voted correctly

After login the user name only
appear on the home page not on
all pages.

Not showing the number of
voters who use the system or the
‘number of voters who voted

already.
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thinking
Show results for Yes No
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design
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Appendi

Ret

‘ements
Why do you need a website?
Since technology is taking 2 huge place in our daily lives the need for voting online is

becoming more and more important

Who is the audience? What are the age ranges and interests of potential site visitors?

Different type of audience would use the system s this system will be open to all ages over
16 years old and have the right to vote. The audience such as retired people or very busy
people or peaple how worked abroad so they can practise their right online and finally.
young ages over 16.

‘How will they use the Website?

‘When the election time is open, all users wish to use the system they can navigate where is
the voting page from the navigation bar and start to read about voting, candidates and party
‘The user then can enter their details and choose their candidate as well as the party.

‘What are the key reason users may have for voting online?

To vote online quickly, o people who wish to read about candidate’s backeround, party or
‘any information related to voting or elections.

What should visitors of the site come away with?

To cast their vote online of to read about elections and candidates or parties.

‘What content will be needed for the website?

A Home Page, voting page followed by party’s name and their candidates. Images related to
each candidate and parties. The voter should have an option to enter their details in order to
complete the vote.
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Name: Harry Jones (25 years) Busy
working

Who is going to use the system?

‘Anyone who is really would like to vote.

What tasks do they now perform?

Reading about election, voting

candidates and then vote.

What tasks are desired?

To read about all candidates and their

programs and then vote to one of them

How are the tasks leaned?

‘Tasks should be easy to use.

Each icon should display its content

‘Where are the tasks performed?

Ona device with internet connection, 2,

computer.

‘What is the relationship between user &
data?

‘The user only enters their information
once and the system will save it for each

time the user wants to use it again.

‘What other tools does the user have?

‘As this system is an E-voting system,
users only use it for ever time election

voting is open,

‘How do users communicate with each

other?

NA

How often are tasks performed?

‘When elections are open o for reading

‘more about voting.

‘What are the time constraints on the tasks?

User only enters their data once and they

can vote every time.

‘What happens when things g0 wrong?

Tf the system broken the chance of
keeping the data is weak. As this data is

asensitive data.
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Appendix Task Analysis

Name: Katharine Evans - woman (45
years) Working full time

Who is going to use the system?

‘Anyone who wanfs to vote.

What tasks do they now perform?

Reading about clection, voting,
candidates and then vote.

What tasks are desired?

To read about all candidates and their
‘programs or to vote.

How are the tasks learned?

You should be able to use it easily.

Where are the tasks performed?

On computer with infernet connection.

What is the relationship between user &
data?

‘Allowing me to enter my details once
that will be good as I will not enter my

details again

What other tools does the user have?

Search for candidate and parties.

How do users communicate with each

other?

NA

How often are tasks performed?

When clections are open or for reading

‘more about elections, voting.

What are the time constraints on the tasks?

Should be casy o voe.

What happens when things go wrong?

Tust refiesh the page and renter the

details again





image68.png
Appendix 2.2 — Task Analy:

Name: Dawn Harrigan - woman (39 years)

retired

Who is going to use the system?

‘Anyone who wants to vote, specially

teenagers.

What tasks do they now perform?

Reading about clections, candidates

parties and voting

What tasks are desired?

To look at candidates and parties,
finding more information about them as

well as being able to vote.

How are the tasks learned?

You should be able to use it easily.

Where are the tasks performed?

On computer with infernet connection.

What is the relationship between user &
data?

Tshouldn't need to leam anything. 1
want only to vote online without any

difficulties.

What other tools does the user have?

Vote casily, with relevant heading.

‘How do users communicate with each other?

NA

How often are tasks performed?

When clections are open or for reading

‘more about elections, voting.

What are the time constraints on the tasks?

Few steps fo vote and hassle-free.

What happens when things go wrong?

Nothing should happen
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Usability Testing — Easy Vote website

Name: 7 ould
Age: 2172

Signature: ik Rt
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Usability Testing — Easy Vote website

Name: Oh e,
Age: 22
Signature: /’éi‘/@ i

Retrospective Think Aloud Testing Method (RTA)

You will now be shown a video playback of the tasks completed. Please verbalize your
thoughts about features that have caught your attention, whether it be good or bad.
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Usability Testing — Easy Vote website
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Age: Ct Z
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Retrospective Think Aloud Testing Method (RTA)
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The oystem is casy o dse and easy 4o vetce.

The \,Jplinsi‘\e. ndeLace 18 900()\ Tcan  See dhe vxav(c‘gaﬂoh
bac (learLV Wich welude the PBome page anrw«ﬂ Fage,
Kc’am"\e( Do«ow \ogin page and me"-ur-L ug page.

NS _(' csk _doome N uilewed the weboe VA waes

easy Xo vole. Theve are alse geme poinis

weed ik Ao ‘\ml\)\(o\/e.%b\(h as_ blancell awa \n

\i‘ck"«\s i\)(kc:)ej Could bhe \m Fr’,—.\lprl i the _kamfe.





image73.jpeg
Usability Testing — Easy Vote website
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Retrospective Think Aloud Testing Method (RTA)
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Usability Testing — Easy Vote website

Name: w %g

Age: 47
Signature: 91@7

Retrospective Think Aloud Testing Method (RTA)

You will now be shown a video playback of the tasks completed. Please verbalize your
thoughts about features that have caught your attention, whether it be good or bad.
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