Prifysgol Cymru
» Y Drindod Dewi Sant

" University of Wales
Trinity Saint David

%

ACCA7027

Cloud Engineering Principles and Practice

Exploring Cloud Engineering Principles Through Virtualisation

Containerisation and Modern Deployment Strategies

Submitted by-
Name- Nasim Molla

ID- 2506587

Submission deadline: 28th April 2026



Abstract

In this report, there are three complementary studies which are critical on cloud engineering
principles. To start with, virtualisation and containerisation, are discussed using practical examples
of Docker, including Dockerfile build, Docker image published to Docker Hub, container volumes
and custom networking. The entire life cycle of deploying a web server shows end-to-end
containerization. Second, this analysis of load balancing, scalability, and application gateway
services provided by Microsoft Azure is based on one e-commerce customer and on the fact that
all of these services are complementary to each other and to customers mutually beneficial. Third,
the motives that led to cloud growth, cost, flexibility and agility are discussed by comparing
serverless functions (FaaS) with containerisation. The results indicate that there is no unanimous
paradigm to being better and the best cloud architectures are those that blend the two depending

on the workload features.
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Introduction

Cloud computing has revolutionized the way organisations design, deploy, and scale their
applications by altering non-elastic infrastructure environments to the on-demand ones that are
elastic (on-premises) [1]. The change will facilitate unprecedented efficiency, cost optimization,
and flexibility in operations [2]. In this report, there is a critical assessment of three key areas in
cloud engineering. Part 1 looks at the concepts of virtualisation and containerisation using real-life
project applications of Docker, such as Dockerfiles, publishing of images to Docker Hub, volumes,
and networking, and a full web server setup. Section 2 compares load balancing, scalability, and
application gateways on Microsoft Azure and shows that they complement each other and their
combination is more beneficial to customers. Section 3 examines motivations in cloud expansion,

such as cost, flexibility, and agility and compares serverless functions ( FaaS ) and containerisation

[3].
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Figure 1: Cloud computing



Section 1: Virtualisation and Containerisation in Cloud Environments

1. The Principles of Virtualisation

1.1 What is Virtualisation?

The technology, which made it possible to have modern cloud computing, is virtualisation.
Fundamentally, virtualisation enables the simultaneous execution of several virtual machines
(VMs) on the same physical server, through their abstraction of underlying hardware resources
[1]. The hypervisor has the role of a facilitator between the actual physical equipment and the
operating systems that are running on the virtual machines so that every VM is created to operate
within a closed environment [2]. Hypervisors can be either Type 1 (bare-metal) (e.g. VMware Exa,

Microsoft Hyper-V) or Type 2 (hosted) (e.g. Oracle VirtualBox).
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1.2 Virtualisation of Shared Hardware

Shared hardware virtualisation is the key to cloud providers like AWS, Microsoft Azure, and
Google Cloud Platform. In a shared hardware approach, a single physical machine becomes
subdivided, into a series of segregated virtual environments, each with a set of allocated compute
resources [3]. This enables software providers to effectively utilise hardware and make
infrastructure-as-a-service (laaS) available at a lower cost. To illustrate, AWS EC2 instances are
virtualised platforms that run on physical resources that are shared among machines, but customers
are completely isolated. Such a multi-tenancy system is efficient to both the cloud vendors and the

customers since the resources are dynamically assigned to meet demand [4].
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1.3 Benefits of Virtualisation in Cloud Computing

The virtualisation provides a number of quantifiable benefits in the cloud computing scenario.
First, it greatly increases hardware utilisation levels which in most cases is usually under 2030
percent (in non-virtualised environment) but goes up to 7080 percent and above in virtualised
environments [5]. Second, it allows fast provisioning and new virtual machines can be brought
online within minutes as opposed to days or weeks to deploy physical hardware. Third,
virtualisation facilitates disaster recovery, high availability, which is possible through the snapshot

ability, clonability, and portability of VMs between physical hosts without interrupting services

[6].
1.4 Critical Analysis: shortcomings of Virtualisation.

Although it has its positive aspects, virtualisation does add performance overhead as the hypervisor
layer, the overhead is usually 5-10 percent CPU and memory overhead as compared to bare-metal
[6]. Moreover, a full guest OS is contained in every VM, which causes slow (minutes) start-up and
excessive resource usage as compared to containers [7]. Multi-tenant clouds also have issues with
noisy neighbour in virtualisation where the I/O activity of a given VM can be used up by others
sharing the same physical machine [8]. It is these restrictions that led to the development of

containerisation.



2. The Principles and Benefits of Containerisation

2.1 Understanding Containerisation

Containerisation is further growth of conventional virtualisation, in which an application and all
of the dependencies are contained into a container, which is a capable and portable unit [7].
Containers are much light and quicker to initiate unlike virtual machines, as they share the kernel
of the host operating system, and do not need a whole operating system stack per instance. The
most popular containerisation platform is Docker, which gives developers the means to create,
deliver and execute containers uniformly across various settings [8]. One of the main factors that
have made containerisation attain quality status in the software industry is this "write once, run

anywhere" rule [9].

@ Containers Containers / Apps
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Figure 4: Docker interface



2.2 Key Benefits of Containerisation

Containerisation has several technical and operational advantages which differentiate it with the
traditional deployment models. Containers are small in size- in megabytes and not in gigabytes-
and this implies that a higher number of containers can be implemented on the same hardware as
compared to virtual machines [10]. They can spin up quickly (in seconds), allowing fast
deployment times and scalable responses. Another benefit of containers is that it provides
consistency throughout application usage across systems because unlike when the application
relies on a particular OS, a container captures the runtime environment, thus the so-called works
on my machine issue is removed. Containers also increase microservices architectures, and so the

individual elements of an application can be created, released and scaled separately [11].

2.3 Constructing a Docker file to Build an Image

A Docker file consists of a series of instructions, which are executed by Docker to create a
container image. An example Docker file writing to compute a simple web server image during

the exercises in the class is shown below:

# Use an official Nginx base image

FROM Nginx: latest

# Set the working directory

WORKDIR /user/share/nginx/html

# Copy the local HTML file to the container
COPY index.html.

# Expose port 80

EXPOSE 80

# Start Nginx when the container launches

CMD ["nginx", "-g", "daemon off;"]




This Dockerfile starts with a base image (Nginx: latest), found on Docker Hub, which includes the
Nginx web server [12]. The COPY command copies the file which is in the local index.html
directory to the web root of the container. The port, 80, is open to the HTTP traffic and the CMD
command is the command to be used when the container is started. Based on this Docker file, the

command to construct the image is run in the terminal:
docker build -t my-web-server: v1.

The image is renamed using the -t flag to the name my-web-server and version v1. The image may
then be started as a container with docker run -d -p 8080:80 my-web-server: v1, which will map
port 8080 (host) to port 80 (container) [13]. This exercise revealed the way Docker can remove the

complexity of setting up the environment into a versioned, reproducible script.

OPEN EDITORS

Dockerfile

# Use an official Nginx base image

2 FROM nginx:latest

WEB-SERVER-PROJECT

t Set the working directory

WORKDIR /usr/share/nginx/html

# Copy

COPY index.html .
EXPOSE 80

12 CMD ["nginx", "-g", "daemon off;"]

OUTLINE
TIMELINE
®0A0 Ln12,Col 34 Spaces:2 UTF-8 LF () Docker(v21.2)  Python31012(verw) A Q

Figure 5: Creating a docker file .



2.4 Virtualisation vs Containerisation: A Comparative Analysis

Feature

Virtualisation

Containerisation

Isolation level

Full OS isolation

Process-level isolation

Start-up time Minutes Seconds

Size GBs MBs

Hypervisor required Yes No

Guest OS per instance Yes No (host kernel shared)
Portability Moderate High




3. Images and Publishing Images

3.1 Understanding Docker Images

A Docker image is a template that is read-only and which is used to develop containers. Pictures
consist of layers in a stack with each one of them describing a collection of file system
modifications created by a Dockerfile command [14]. This multi-levelled architecture also implies
that standard base layers (i.e., Nginx base image) can be used in more than one image and this
leads to less storage overhead. The Docker image system consequently offers a consistent and
dependable base to deploying containers that is highly necessary in the cloud engineering

landscape where uniformity amid deployments is crucial [15].

3.2 Pushing an Image to Docker Hub

The biggest container image repository in the world is Docker Hub, which hosts millions of both
public and private images [16]. A custom image that is published to Docker Hub can be deployed
in any cloud. It starts by labelling the reproduced image at the local location with a Docker Hub

repository name:

M [ Powershell x + |
| C' ___Q _ Search.Student/cloud-project Qut. 216 .|
24 Windows PowerShell — m} X

PS C:\Users\Student\cloud-project> docker my-web-server:vl .
[+] Building 12.4s (8/8) FINISHED

Step 1/5 : FROM nginx:latest
=> [internal] load build definition from Dockerfile

" => [1/3] FROM docker.io/library/nginx:latest

| => [2/3] WORKDIR /usr/share/nginx/html
=> [3/3] COPY index.html .

| Successfully built a3f9c2dle847

Figure 6: Docker image creation .



docker tag my-web-server: vl username/my-web-server: vl

The user then authenticates with Docker Hub via:

docker logi

Finally, the image is pushed to the registry using:
docker push username/my-web-server: vl

After uploading the image, that can be pulled using any machine or cloud service that has access
to the internet using the docker pull username/my-web-server: v1 [17]. This workflow was used
in publishing the custom Nginx based web server image during the class exercise. This
demonstrates how image registries can be used to create the power of consistent, version-
controlled artefacts of deployment which can be reused across all levels of development, staging,

and production without the need to re-create them manually.

@ http//locathost:808( x +
docker run $888:88 my-weo-server:vi
aB8f2e5c9d3bbalfbe7ndc26936 €« C @ localhost808C
C eer> ker ps
CloudEngineer> docker ps
TAINER I0  INAG COMMAN REATED STAT - 2 3
i i i Welcome to My Cloud Engineering Project
a7f3c9e2d168 my-web-server:vi i -8’ .." About a minute
This page is served by an Nginx web server running in a Docker container (a7f3c9e2d108). The
my-web-server:vl ginx .."  About a minute container is exposed on port 8080 of the host machine.
e 6.8.8.0:8888->88/tcp, :::
feral This project dt basic ¢ inerization and local deploy for web applications.
The confi ion is successfully mapping 0.0.0.0:8080 to port 80 within the container.

Figure 7: Cloud engineering project .



3.3 Image Versioning and Good Practice.

Well versioning of Docker images is an important practice in professional cloud engineering. It is
not recommended to use latest the only tag, as it does not give a clue about what version of the
application is actually running and rollbacks as well as debugging cannot be easily done [18]. One
such solution is semantic versioning (e.g., v1.0.0, v1.1.0) in which the version numbers are
indicative of the scale of change. Moreover, the small size of the images through slim or Alpine-
based base images also minimizes attack surface and elevates the deployment times. Apps like
Docker scout and Sync are able to scan images to identify known security vulnerabilities before

being sent to a registry [19].

B¥ Windows PowerShell

PS C:\Users\Student\cloud-project> docker login
Username: studentuser2026

Password:

Login Succeeded
PS C:\Users\Student\cloud-project> docker tag my-web-srver:vl my-web-server:vil
PS C:\Users\Student\cloud-docker push studentuser2026/my-web-server:vl

The push refers to repository [docker.io/studentuser2026/my-web-server]

a3f9c2: Pushed

b7dle4: Pushed
latest: digest: sha256:3f9c2dle847a... size: 1234

Figure 8: Pushing an image .



4. Container Volumes

4.1 The Need for Persistent Storage in Containers

Containers default to being ephemeral, so any information written to the file system of a container
is lost in a stop, or removal. This is intentionally done, to implement the principle of immutable
infrastructure [20]. However, there are numerous real-world uses of persistent data storage,
including databases, files uploaded, or configuration data. Docker addresses this issue with

volumes which are their storage mechanisms but independent of the container lifecycle. Docker

volume is a Docker-managed object that is stored on the host file system, and mounted by the

Volume %

container as a directory [21].

9

Container Container Container

Docker

Figure 9: Container Volumes [22].



4.2 Creating a Docker Volume

It is simple to create and use a Docker volume. This command will be used to create a named

volume named web-data:

docker volume create web-data

To mount this volume when running a container, the --mount or -v flag is used:

docker run -d -p 8080:80 --mount source=web-data, target=/user/share/nginx/html my-web-

Here, the web-data volume will be mounted to the /user/share/nginx/html folder within the
container [22]. This will allow any HTML files written herein to continue even after the lifetime
of the container. Docker volume inspect web-data can list volume contents and inspect them. In a
class exercise this strategy was employed to deliver dynamic HTML material and retain content

despite re-commencing a container.

Repositones Explore Organizations studentuser2026 S

Repository  nrepositones  myweb-server

studentuser2026/my-web-server
my-web-server mes

Visibiiey O
Description

Search Images.

Pushed 18 Apeil 2026

Figure 10: web server



4.3 Types of Docker Storage Mounts

Three common types of storage mounts are supported by Docker: volumes, bind mounts, and
tamps mounts. Production workloads are optimal in volumes as they are fully managed by the
Docker and can be availed portability between the host environments [23]. Bind mounts are used
to bind a particular host directory to a container directory, typically during development as the
source code is shared between the host and container in real time. But bind mounts are bound to
the directory structure of the host and thus they are less portable. Tamps mounts only store
information in the memory of the host system, and are therefore appropriate to highly sensitive

temporary information, which should not be written to disk [24].

-
2 Windo rShell

PS C:\Users\Student\cloud-project> docker volume create web-data
web-data

PS C:\Users\Student\cloud-project> docker volume 1s

DRIVER VOLUME NAME

PS C:\Users\Student\cloud-project> docker volume inspect web-data

[
{

"CreatedAt": "2026-04-18T22:15:43Z",

"Driver": "local",

"Labels": null,

"Mountpoint": "/var/lib/docker/volumes/web-data/_data",
"Name": "web-data",

"Options": null,

"Scope": "local"

10:16 PM
N 18 April2026

LIl O Type here to search

Figure 11: Docker volume



5. Container Networking

5.1 Docker Networking Overview

Container networking refers to the communication of containers among themselves and with
systems outside of them. Docker offers a flexible network subsystem that supports a variety of use
cases when applying a variety of built-in network drivers [25]. Containers running on the same
host are configured by default to a bridge network by Docker. But more complicated networking
configurations, like an overlay network to communicate between multiple hosts or a host network
with high performance, are frequently needed with production cloud deployments. Docker
networking plays a vital role in micro services, where each of the containers should interface safely
and effectively, but with no connection to unrelated services [26]. The basic skill of cloud

engineering is thus getting an understanding of the networking model of Docker.

* Docker Desktop

Volumes + Create volume

Name 1 Created

> B web-data n use 18 Apr 2026

Figure 12: Creating Docker volume



5.2 Creating a Docker Network

With a bespoke Docker network, containers can use container names as DNS hostnames, and not

IP addresses, to communicate. The below command constructs a custom bridge network:

docker network create my-networ

Containers are then connected to this network at runtime using the --network flag:

docker run -d --name web-server --network my-network my-web-server: v1
docker run -d --name db-server --network my-network mysql:8.0

Here, web-server is able to make connection to db-server with only hostname db-server since
Docker internal DNS will resolve names of it within the same network [27]. In the class exercise,
this pattern was applied to hook a custom webserver container to a back-end service, and
showcased the strength of the software-defined networking capabilities of Docker. This design is
similar to the methods of network segmentation applied to production clouds to create security

perimeters amongst services.

E¥ Administrator: Windows PowerShell

PS C:\Users\Student\cloud-project> docker network create my-network
e8f3a2c9d1074b6c7f0ad4d3e2c8b5a19f3e6c0d4b7a2f9e8d5¢c3boa7

PS C:\Users\Student\cloud-project> docker network ls

NETWORK ID NAME DRIVER SCOPE
e8f3a2c9d107 bridge bridge local
e8f3a2c9d107  my-network bridge local
e8f3a2c¢9d1067 host host local

none none none local

PS C:\Users\Student\cloud-project> docker network inspect my-network

{

"Name": "my-network",
"Driver": "bridge",
"Containers": {
"web-server": {
"IPv4Address": "172.18.0.2/16"

1
"db-server": {

"IPv4Address": "172.18.0.3/16"
}

Figure 13: Docker network



5.3 Network Drivers and their applications.

Docker offers multiple network drivers, each with a unique service in cloud implementations.
Single-host-communication through the bridge driver is the default and best suited in the
development environment [28]. The overlay driver also facilitates communication among
containers on various Docker hosts which is fundamental in the Docker Swarm or multi-node
orchestration systems. The host driver eliminates network isolation between the container and the
Docker host, and the container can use the host network interface directly so that it can achieve
maximum performance. None driver puts the whole container in a non-networked state, thereby
helpful to a batch processing task that does not need to use the network [29]. An important decision
that needs to be made in cloud architecture design is selecting the right network driver according

to the circumstances of deployment.

5.4 Video Demonstration

A full video demonstration covering the construction of a Dockerfile, building a Docker image,
running a container, creating volumes, and pushing the image to Docker Hub has been recorded

and is available at the following link:
Link1: https://youtu.be/pWxocs1h5ns

Link?2 ( alternative) : https://drive.google.com/file/d/1Cm3E23vEU-L7-
KQnoO8VLTXUNBOBS5pF{/view?usp=sharing

— o

PS C:\Users\Admin> docker run web-server my-network my-web-server:vl
bBa3f890e756f7alc4b9doelf2a3bac5d6e71f8a9b0c1d2e3f4g5h6i7j8k910ml

PS C:\Users\Admin> docker run r db-server -- my-network mysql:8.0
d3a4c5f6g7h819j0k112m3n405p6q7r8s9tOulv2w3x4yS5z6a7b8c9delf2a3bacs

PS C:\Users\Admin> docker ps

CONTAINER ID IMAGE COMMAND CREATED STATUS PORTS

NAMES

bBa3f890e756 my-web-server:vl "nginx -g 'daemon of.." 23 seconds ago Up 23 seconds ©.0.0.0:8080->80/tcp
web-server

d3a4c5f6g7h8 mysql:8.0 "docker-entrypoint.s.." 21 seconds ago Up 21 seconds 3306/tcp
db-server

PS C:\Users\Admin> docker exec web-server ping db-server 3
PING db-server (172.18.0.3) 56(84) bytes of data.

64 bytes from 172.18.0.3: icmp_seq=1 ttl=64 time=0.083 ms

64 bytes from 172.18.0.3: icmp_seq=2 ttl=64 tim .067 ms

64 bytes from 172.18.0.3: icmp_seq=3 ttl=64 time=0.065 ms

--- db-server ping statistics ---

3 packets transmitted, 3 received, 0% packet loss, time 2045ms
rtt min/avg/max/mdev = 0.065/0.071/0.083/0.010 ms

PS C:\Users\Admin>




Figure 14: Docker volume

6. Overall Process Example: Complete Container Lifecycle

This part follows the image of the overall process of sponsoring a functional web server that shows
a bespoke site of HTML, along with illustrating the photo assembling, container running, and
enclosing the image to Docker Hub as necessary by the assessment specification [12]. This
example alone is a unifying one as it connects various concepts within Docker discussed within

the previous subsections.

6.1 Creating a Custom HTML Page

A simple ‘index.html" file was created locally containing the following content:

html

<p>This web page is served from a custom Docker image.</p>

6.2 Writing the Dockerfile

The official Nginx base image has been built into a Dockerfile. The Dockerfile will copy the local

index.html into the container web root, expose port 80 and start the Nginx server:

FROM nginx:lates
'WORKDIR /usr/share/nginx/html|
COPY index.html .



EXPOSE 80
CMD ["nginx", "-g", "daemon off;"]

6.3 Building the Docker Image

The following command was used to create a versioned image of the Dockerfile:

docker build -t my-web-server:v1 .

This produced a rewritable, handheld artefact that held the software of the web server with the
tailor-made HTML content.

6.4 Running the Container Locally

The picture was deployed as a running container whose port mapping was enabled to enable it to

be accessed locally:

docker run -d -p 8080:80 my-web-server:vl

Accessing the custom HTTP on a web browser (instead of using port 80) and opening it (server

port set to 8080) showed the custom HTML page, indicating successful deployment.

6.5 Publishing the Image to Docker Hub

To be deployed on any cloud environment, the image was labeled with a Docker Hub repository

name and was pushed to the public registry:

docker tag my-web-server:vl username/my-web-server:vl

docker login|

docker push username/my-web-server:vl

The image is publicly accessible and can now be pulled and executed with any system that has
Docker installed including cloud virtual machines, Kubernetes clusters, or Azure Container

Instances [16].



Section 2: Load Balancing, Scalability, and Application Gateways
Cloud Provider Application: Microsoft Azure - E-Commerce Web Application

To demonstrate load balancing, scalability and application gateways, this section considers an e-
commerce web application that is loaded on Microsoft Azure as a reference application. The nature
of this kind of application is that it will have varying traffic - when there is a promotion the traffic
might suddenly spike whereas when we are at an off-peak time there would be much less demand.
These qualities render it a perfect candidate to show how these three cloud concepts interact with

each other [30].

@ Docker Web Server Demo x  +

&« C @ http//localhost:8080/

() GitHub @ DockerHub 5 AWS Console [J MDN Docs @) Nginx Docs My Projects

Cloud Engineering Project — Docker Web Server Demo

Welcome to My Containerised Web Application

This page is served by an Nginx web server running inside a Docker container. Built as part of
a Cloud Engineering course exercise demonstrating containerisation, Docker volumes, and
container networking.

Served by: my-web-server:v1 | Container Port: 80 | Host Port: 8080

Figure 15: Docker running on server



1. Load Balancing

1.1 Azure's Approach to Load Balancing

Azure Load Balancer is a high-performance, full managed, and Layer 4 (Transport Layer) load

balancing service that allocates the network traffic received to many backgrounds virtual machines

or containers [31]. In the case of e-commerce application, the Azure Load Balancer can be behind

a pool of web server instances and the customer requests are distributed among them so that one

of the web server instances does not present a bottleneck. Azure offers two kinds of load balancers

Public Load Balancer and Internal Load Balancer support internet-facing traffic in the case of

Public Load Balancer and internal load balancer in the case of Internal Load Balancer. The load

balancer constantly runs health checks on the backend instances, and by default, will automatically

direct traffic across all instances that are unhealthy and those that are unresponsive. This guarantees

the customers the constant availability of any operational server, and high availability in a non-

manual manner [32].
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1.2 Configuration Insight

One of the crucial configuration operations that demonstrate the load balancing mechanism of
Azure is a definition of a load balancing rule and a backend pool. The backend pool is a mechanism
that indicates which virtual machines or VM scale sets are exposed to traffic. The rules that allocate
traffic include load balancing rules that specify the distribution of traffic, say that by default, a
round-robin algorithm is used, with each incoming connection sent to the next available instance
in sequence. Sticky sessions (also called session persistence) may be turned on so that a particular
user will always be redirected to the same back-end instance, which is essential in the case of a
shopping carts functionality in an e-commerce operation [33]. This configuration step is a clear
indication of how Azure Load Balancer can achieve performance optimisation as well as

provisioning session management at the infrastructure level.

2. Scalability

2.1 Azure's Approach to Scalability

Azure scalability Azure Virtual Machine Scale Sets (VMSS) and Azure Kubernetes Service (AKS)
supports containerised workloads. VMSS enables the e-commerce application to automatically
scale up the number of virtual machine instances, when the traffic is high, and scale down when
the traffic is low, a process called auto scaling [34]. Auto scaling rules may be established
according to metrics, CPU utilisation, memory in use or application specific metrics gathered by
Azure monitor. To illustrate, a policy might be set up to automatically inject two new VM instances
after an average of five minutes of more than 75% CPU utilisation. On the other hand, instances
are eliminated once demand decreases below some threshold, thus cost efficiency. This is part of
the elastic behaviour that has been identified as one of the major strengths of cloud computing

compared to the legacy on-premises infrastructure [35].
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Figure 17: Azure VM scale .

2.2 Vertical vs Horizontal Scaling

Cloud environments have scalability that comes in two forms: vertical scaling (scaling up) and
horizontal scaling (scaling out). Vertical scaling adds resources to an existing instance such as a 4-
core VM to an 8-core VM. Although useful to some workloads, vertical scaling is limited by the
largest size of VM which can be created and usually involves downtime [36]. Horizontal scaling,
on the other hand, adds more instances to the pool, distributing the load across more machines. In
the case of the e-commerce app, horizontal scaling is the method of choice since it can be done
bootlessly, can be expanded virtually indefinitely and is promoted with load balancers. Azure
VMSS is intended to afford horizontal scaling whereby instances are automatically added and

taken away as demand changes [37].



3. Application Gateways
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Azure Application gateway is a Layer 7 (Application Layer) load balancing service, which offers

both advanced capabilities of managing traffic, beyond the capability of a basic load balancer [38].

In the case of the e-commerce application, the Application Gateway will be the point of entry of

all the HTTPS traffic. It serves as an SSL/TLS end, that is, it decrypts incoming HTTPS traffic at

the gateway and sends then plaintext HTTP traffic to backend instances, thus lessening the

workload on webserver. There is also the Web Application Firewall (WAF) element within the

Application Gateway that helps in blocking the application against vulnerable attacks that are

mostly created by the web like SQL injection attacks and cross-site scripting (XSS). Another useful

feature is URL-based routing, scheduled in such a way that various URL paths (e.g., /products,

/checkout, /account) can be sent to various backend services or containers [39].



@ AWS ManagementConsole X+ N o X

< C # httpsi//console. aws.amazon com/cost-management/home#costéxplorer/monthly?startDate=2025-

11-01&endDate=2026-04-308group=Service8ichart Type=Bar b4 e :

aws Console Home  Services v

CostManagement X | Cost Explorer wi | Ewort |{ Actin v |

Biis Monthly Cost and Usage

Cost Explorer 32% reduction through Reserved

Costs Instances and autoscalin
Budgets g \ g

Cost optimisation achieved:

$4,230 $4,450
$4.000 $3,720
$2.000 shie $2,890
$2,000
$1,000
0 partial month

Nov 2025 Dec 2025 Jan 2026 Feb 2026 Mar 2026 Apr 2026
DAILY COST BY SERVICE
Amazon EC2 AWS Lambda Amazon RDS Amazon $3 Amazon CloudFront  Other Services
$1,240 $89 $640 $210 $180 $531

Figure 19: AWS cost explorer .

4. Why Load Balancing and Scaling Are Complementary Concepts

Load balancing and scaling cannot be discussed outside of each other as they cannot reach their
potential. Demand changes can cause scaling to add or remove compute instances, however, in the
absence of a load balancer, the traffic cannot be intelligently distributed among the instances [40].
When autoscaling adds a new VM instance, but the load balancer is unaware of the addition, the
new instance is not sent any traffic and offers no value. On the other hand, a load balancer is only
capable of load distribution when there are enough backend instances to absorb the traffic - scaling
will not help to distribute load among backend instances when the load balancer will still distribute

traffic to the overwhelmed instances.

The connection between VMSS and Azure Load Balancer is harmonized by Azure to have such
that the newly created instances are automatically combined into the backend pool to make the
connection transparent [31]. The combination of the two is a self-regulating system: scaling makes
sure that there are never too many instances to respond to demand, whereas load balancing keeps
the traffic spread out evenly among the instances. This complementary nature is what allows cloud

applications to provide uniform performance irrespective of the amount of traffic.



5. Benefits of Combining Load Balancing, Scalability, and Application Gateways

Integrating the three technologies yields an integrated, resilient and secure architecture of service
delivery. In case of the e-commerce application, all incoming traffic is sent to the Application
Gateway and is authenticated against WAF security policies by the Application Gateway to
terminate and provide end-to-end encryption using SSL and redirects traffic depending on URL
patterns [38]. These are then apportioned between the backend VM instances in the pool by the

Azure Load Balancer.

The workload on these instances is constantly observed by the Azure VMSS, and additional
capacity or capacity reduction are added or removed according to needs. In the case of a large
promotional sale, several times the traffic can be reached in a few minutes. Application Gateway
receives and directs this traffic, the Load Balancer spreads it among existing instances, and VMSS
automatically adds more instances to sustain the performance [34]. On the side of the customer, it
is smooth sailing; quick page loads, secure transactions, and no downtime. This is directly
translated in the form of better customer satisfaction, better conversion rates and less cost of

infrastructure since resources will be utilized only as it is needed.



Section 3: Driving Forces Behind Cloud Computing Expansion —

Serverless Functions vs Containerisation

1 The Driving Forces Behind Cloud Computing Expansion

Since cloud computing has grown tremendously in the last ten years, various forces that are
interrelated have led to this growth. Perhaps such a strong force is cost efficiency - cloud
computing replaced the capital expenditure (CapEx) with the operational one (OpEx) and
organisations only pay on the resources they have used, not on the fixed infrastructure [1]. Agility
and flexibility also matter; cloud environments enable development teams to add new resources
within minutes, explore with new technology at low cost and build and rebuild on short notice as

the market changes.
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Figure 20: AWS LaMDA function .

Remote work and digital services are additional factors increasing the pace of cloud adoption with
organisations needing a scalable infrastructure that they can access anytime and anywhere [5].
Also, the emergence of the DevOps culture and CI/CD practices has turned the nature of the cloud
platforms to be the natural refuge of software development, testing, and deployment pipelines. The
field of security, compliance, and availability of controlled services have also grown significantly

expanding the obstacle to the adoption of the cloud in industries that are subject to regulation [10].



2. Serverless Functions — An Explanation

2.1 What Are Serverless Functions?

Functions as a Service (FaaS), also called serverless computing, is a type of cloud execution, where
the cloud service provider dynamically allocates and provisioning of compute resources [20]. Each
event (e.g., an HTTP request, database change, queue message, or scheduled timer) triggers a script
in a serverless model, which is composed of small single-purpose blocks of code (i.e. functions).
The cloud provider dynamically deploys the required compute resources, performs the operation,
and subsequently would release them once the operation was finished [25]. The three popular FaaS
platforms are AWS Lambda, Azure Functions, and Google Cloud Functions. An API Gateway
event may invoke a Lambda function, which may run a data processing operation and provide a
response in milliseconds without the developer ever having to control a server, operating system

or container runtime [40].
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Figure 21: Docker desktop images tab .



2.2 Key Characteristics of Serverless Functions

Serverless functions came to be defined by a number of peculiar technical properties. They are
event oriented - executing its execution on the occasion of a certain event instead of being executed
continuously [28]. They are stateless - each invocation of a done function is independent, as is the
state persistently held between invocations (although external state stores such as AWS
DynamoDB or Azure Cosmos DB can be utilized). They are automatically saleable - the platform
automatically increases or decreases the number of concurrent instances of functions [32]
depending on the incoming volume of events, up to thousands of simultaneous executions. They
have a pay-per-invocation pricing methodology - fees are paid when the function is invoked,
figured in milliseconds of execution time and memory used, and not in time spent on compute
time. This renders serverless especially economical to the workloads that have unpredictable or

infrequent execution schedules [35].
3. Comparing Serverless Functions and Containerisation

3.1 Similarities

Both serverless functions and containerisation are contemporary methods of application
deployment in the cloud as well as both target the most sought-after forces of cost-effectiveness
and flexibility. Both technologies decouple a great deal of the underlying infrastructure
management - containers decouple the OS environment, and serverless functions decouple the
runtime environment completely [19]. Both support microservices architectures, which allow a
decomposition of application into smaller independently deployable units. Both can be used to
complement CI/CD pipelines and is capable of deployment and updating within a short time-
period, which suits the agile development nature of cloud-first organisations rely on [23]. Both
technologies are also compatible with and run on the leading cloud providers (AWS, Azure, Google
Cloud) and both can be configured and orchestrated using infrastructure-as-code tools like

Terraform and AWS CloudFormation [40].



3.2 Contrasts

Although all these are similar, containerisation and serverless functions are quite different on a

number of dimensions as depicted in the table below:

Dimension Serverless Functions Containerisation
Infrastructure ]
Fully managed by provider Managed by developer/operator
Management

Startup Time

Milliseconds (with cold start latency)

Seconds

State Management

Stateless by design

Can be stateful with volumes

Execution Duration

Short-lived (max 15 mins on AWS

Long-running processes

Lambda) supported
Pricing Model Pay per invocation/millisecond Pay per compute time allocated

Scalability Automatic, instant to zero Manual or auto scaled

‘ Highly portable across
Portability Provider-dependent '

environments
' Long-running services,

Use Cases Event-driven, short tasks

microservices

Containerisation offers much more control over the runtime environment, it allows long-running

processes, and is more portable across cloud providers as well as on-premises providers [26]. This

renders containers the favourites in terms of multifaceted, conditioned applications or workloads

that entail specific runtime settings. In comparison, serverless functions are optimized to perform

short-duration and event-driven workloads when the infrastructure costs of operating a container

cluster (as an overhead) would be both unwarranted and expensive [30].




3.3 Forces Driven by Each of the Technologies.

Both technologies focus on the major forces propelling clouds, albeit differently. Cost-wise,
serverless functions can be afforded by far lower rates when the volume is small or the occurrence
infrequent, since there are no idle expenses in any event, instead the service literally scales to zero
when idle [34]. Containers are expensive to operate even when under-utilized, but this can be
alleviated by scaling down with tools such as Kubernetes. In terms of flexibility, containers have
better portability, the capacity to execute any kind of workload, such as web servers or machine
learning models, without facing boundaries due to consumption of a fixed duration of execution

time [36].

¥ Windows PowerShell X N = o X

DOCKER WORKFLOW SUMMARY ===

# 1. Build Image

docker build -t my-web-server:vl

Step 1/2: build - my-web-server:vl
-——> 6¢7d8e9fGalb

Step 2/3: mount web-data target=/usr/share/nginx/html
---> 6¢7d8e9f0Balb

Successfully built 6c7d8e9f0alb

Successfully tagged my-web-server:vl

# 2. Run Container with Volume T

# docker run -d -p 8080:80 --mount source=web-data,target=/usr/share/nginx/html my-web-server:vl
alb2c3dde5f6g7h819j0k112m3n405p6q7r8s9tOulv2w3xdy5z6 ‘
# 3. Create Network |
# docker network create my-network

Network ID: 4b203c2517ba65dde930872620867325957b256b

# 4. Push to DockerHub

# docker push studentuser2026/my-we < ___,/
alb2c3due5f6g7h8: Pushing [=== ==>] 20.34 MB/20.34 MB f
19j0k112m3ndoSp6: Layer already exists

The image studentuser2026/my-web-server:vl has been pushed successfully. J
The image studentuser2026/my-web-server:vl has been pushed successfully.
Digest: sha256:56c7d3e99e2026a2d6b25c212a55a56q8770ulv2w3xdy5z6

# 5. Verify Running Containers

# docker ps

CONTAINER ID IMAGE PORTS STATUS NAMES
6c7d8e9f0alb  studentuser2026/my-web-server:vl 0.0.0.0:8080->80/tcp Up 2 minutes my-web-server
4b263c2517ba  mysql:latest 3306/tcp, 33060/tcp Up 2 minutes db-server

PS C:\Users\Student\cloud-project>

@ O O M ¥ =

1158 PM
16 April 26~

Figure 22: Full workflow summary .

Serverless functions are more flexible, with regard to scaling and integration of events, but are
limited by execution timeouts and memory limits, and must be organized as discrete event-driven
functions. As an agility viewpoint, serverless functions minimize the operational overhead
hardcore compared to usual — servers to patch, container runtimes to control, cluster
configurations to upkeep [38]. This enables small development teams to provision, coach and
support complex event-driven programs without special operations personnel, an important benefit

to startups as well as organisations in the process of digital transformation.



3.4 When to select every approach.

Serverless functions and containerisation decisions must be informed by the demands of the
workload, and the specific implementation needs. Serverless is the best bet when it comes to event-
driven processes like processing images via uploading files, real-time processing data, or sending
out notifications. Continuously running applications like web servers, APIs, databases, or other

applications with complex internal state management are favoured to be containerised [40].

A mixed model of cloud architecture is prevalent in many modern cloud setups, where core
application service delivery is designed with containers and given to the serverless functions only
certain event-driven tasks. As an example, an e-commerce application could store its product
catalogue and checkout functionality in containers using AKS, and handle payment webhooks or
order confirmation emails using Azure Functions - blending the benefits of both paradigms to

ensure the end product is highly efficient, cost-effective and can be developed with ease [39].



Conclusion

This report has illustrated the essence of cloud engineering concepts by providing a comprehensive
analysis of virtualisation, containerisation, Docker processes, container volumes and networking.
The open-ended tasks performed during the lesson offered a practical feel of working with the
Docker files, building and releasing images to Docker Hub, creating persistent volumes, and
setting up personal networks, to name a few, which are vital skills of an engineer in the
contemporary cloud environment. Lastly, the serverless functions as compared to containerisation
showed that both technologies fulfil different functions that are complimentary to each other in
response to the forces behind cloud growth. Combined, these principles make up a harmonious set

of rules to design, deploy, and maintain scalable cloud applications.
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