Terrorism is not a new phenomenon and has been used, over the decades, and centuries, by those with little power and influence attempting to exert influence over those in power, for political purposes, via extreme and often violent means. Although terrorism is not a new trend, like most other serious and organised crime it has changed significantly over the decades, adapting to new technologies and the growing inter-connectedness of the world. This has led governments to advance strategies to tackle extremism and terrorism. One of the biggest partners in this fight against terrorism is the police. However, unlike other crimes, terrorism has presented unique challenges which have required dynamic approaches from those policing it. 


This essay aims to critically evaluate the role of the police in countering terrorism. It aims to critically examine the national counter-terrorism structure as well as looking at the risks that exist in the policing of terrorism. The essay aims to critically examine how counter-terrorism policing it has been received by the communities which have found themselves policed the most. This essay aims to analyse the risk of insider threat within the police service, examining case studies and ways that police forces have tried to limit their exposure to those risks, whilst maintaining their duties of being open and welcoming to all members of British society. 

Many might be mistaken to believe that terrorism is a new phenomenon. It has had greater focus since the attacks on the Twin Towers in the United States and the subsequent ‘war on terror’ announced by the Bush administration, supported closely by Tony Blair, the then Prime Minister of the United Kingdom. However, terrorism has been used historically, notably in the United Kingdom by the IRA to advance their goals of a United Ireland. Carsten Stahn, a Professor of International Criminal Law and Global Justice at the Leiden Law School, explains that the assassinations of both King Alexander 1 of Yugoslavia and the French Foreign Minister in October 1934, were the impetus which started efforts to criminalise terrorism. During that interwar period, Croatian and Macedonian groups, whose aims were politically motivated by ideas of separatism, killed both individuals to forward their political agendas. Stahn 2018 explains that from that moment, ‘the rationale was to ban certain forms of political terrorism, namely acts of transnational terrorism committed by non-state actors.’ (Stahn, 2018) 

It is important to examine exactly how terrorism is defined. Interestingly, terrorism does not have a universal definition (Jones, 2020). In their survey of the material on terrorism, conducted in 1988, Schmid and Jongman found that there were over one hundred definitions of terrorism that existed. Disagreements are partly the product of terrorism being ‘…a pejorative label which is applied differently by different groups at different times’ (Jenkins, 1975; Richardson, 2006; Smelser, 2007) quoted in (Stahn, 2018). Stahn explains that ‘the 1937 Convention for the Punishment and Prevention of Terrorism defined terrorism as 

‘[c]riminal acts directed against a State and intended or calculated to create a state of terror in the minds of particular persons, or a group of persons or the general public’ (Stahn, 2018)

This shows that early definitions of terrorism existed, albeit in a very simplified form. In fact, Stahn states that this was a problem brought up by many states who felt that the definition was far too broad. It also avoided the controversial topic of state-sponsored terrorism. Stahn further explains that over the decades legislation was very ‘piecemeal’ and reactive to incidents that happened, rather than being pro-active and attempting to adapt to the ever-changing challenges that were presenting themselves. It was also focused too much on the act itself that took place, and not some of the related crimes and offences necessary for terrorism to take place, namely the financing of terrorism. Stahn explains 

‘In the course of the 1990s it was increasingly recognized that terrorist attacks affect not only states and political processes, but also individual human rights and international peace and security.’
									(Stahn, 2018)

Human rights would be an element that would be raised again over the coming decades and would be the catalyst for changes in terrorism legislation within the UK.

In 2000, with the increase in Islamist terrorist activity from Al-Qaeeda, the UK government sought to create a single piece of legislation to cover the broad scope of terrorism. Before this period, terrorism legislation could be found in several pieces of legislation (Jones, 2020). In 1995, Lord Lloyd of Berwick, who was a serving law lord, had been commissioned to undertake an inquiry into the future needs of specific counter-terrorism legislation (Independent Reviewer of Terrorism Legislation, 2021). Prior to this, legislation had been created following terrorist activities from the IRA, namely the Prevention of Terrorism (Temporary Provisions) Act 1974 (A-Z of legislation: Terrorism Act 2000, 2021). Lord Lloyd found, in his published inquiry in 1996, that even if peace was achieved in Northern Ireland, that ‘there will continue to be a need for permanent anti-terrorist legislation’ recommending that new legislation include powers over evidence, stop and search, arrest, financing of terrorism and border powers. It also made recommendations regarding the sanctions and sentencing for the offences (Independent Reviewer of Terrorism Legislation, 2021).

To tackle terrorism, it needed to be defined. Carlos Fernando Diaz-Paniagua, who has worked for the UN in positions relating to counter-terrorism, explained that 

‘Human rights law and criminal law principles require that the legal definition of a crime be precise enough that both the courts and the public know whether a certain conduct is lawful or not.’ (Weil, 2018)

The definition of terrorism can thus be found within the subsequent Terrorism Act 2000, which was created and stated

(1) In this Act “terrorism” means the use or threat of action where—
(a) the action falls within subsection (2),
(b) the use or threat is designed to influence the government [or an international governmental organisation] or to intimidate the public or a section of the public, and
(c) the use or threat is made for the purpose of advancing a political, religious [racial] or ideological cause.
							(Terrorism Act, 2000)

This definition became the one adopted throughout the UK. Other countries, however, created their own definitions and some, such as the United States, have several definitions depending on different government departments. The growing inter-connectedness of the world has meant that terrorism-related offences are no longer committed within one country. The lack of universal definitions can prove difficult when it comes to dealing with international terrorism. For example, whilst an attack may take place in one country, and therefore be bound by their laws, including their definitions of terrorism, those activities will have potentially been financed by those not living within that country. The people committing the act may also have been radicalised by members of a terrorist organisation living abroad. Therefore, definitions are important when dealing with this international aspect. Carlos Fernando Diaz-Paniagua argues that ‘the international community cannot prevent or punish a crime it has not defined.’ (Weil, 2018). Contrary to this, Stahn 2018 questions whether it is feasible to recognise a general crime of terrorism stating that there are important policy concerns in relation to doing so. To come to a unified definition, there would need to be many concessions which would likely leave the definition too broad. Stahn explains that

‘Many governments have used broad definitions of terrorism in order to silence political opposition, stigmatize human rights defenders, target specific religious or ethnic groups, or curtail civil liberties…Organizations such as Amnesty International or the International Committee of the Red Cross (ICRC) have thus remained critical towards the consolidation of terrorism as an international crime.’ (Stahn, 2018)

The Red Cross expand upon the risks of labelling all non-state violence as terrorism in their report ‘International humanitarian law and the challenges of contemporary armed conflicts’. In it they state that 

‘Counterterrorism responses, combined with a robust counterterrorism discourse in both domestic and international fora, have significantly contributed to a blurring of the lines between armed conflict and terrorism, with potentially adverse effects on International Humanitarian Law (IHL).’ (The Red Cross, 2015)

They state that some actions by non-state armed groups will be classed as terrorism by a state, due to definitions used of terrorism, but are in fact ‘lawful acts under IHL’ and will then cause problems with providing humanitarian assistance. (The Red Cross, 2015). Stahn alludes to the fact that terrorism charges may actually be used as an easier means for prosecutors to gain charges through proving someone is a member of a terrorist organisation rather than proving links to international crimes. He explains that this shortcut ‘…undermines efforts to provide a broader accountability strategy for international crimes.’ Terrorism is thus a multi-faceted crime with domestic, transnational and international elements. (Stahn 2018)

Other important definitions were those linked to terrorism, such as extremism and radicalisation. The UK Government defines extremism as 

“vocal or active opposition to fundamental British values, including democracy, the rule of law, individual liberty and mutual respect and tolerance of different faiths and beliefs. Extremism also includes calls for death of members of the armed forces.” 

(Revised Prevent Duty Guidance for England and Wales, 2015)

However, criticism can be levelled at some of these terms. The term ’British values’ is vague and subjective. What are British values and does having differing values make one extreme?  What one person may class as a fundamental British value, someone else may not. 

The UK Government, in the same guidance, defines radicalisation as 

‘The process by which a person comes to support terrorism and extremist ideologies associated with terrorist groups.’ 
(Revised Prevent Duty Guidance for England and Wales, 2015)


The National Police Chief’s Council explains that there is a Counter Terrorism Policing network which covers the entire United Kingdom. The aim of this network is to ‘…find information and evidence to thwart terrorist planning and help bring perpetrators to justice.’ (NPCC, n.d.). This is achieved through collaborative work alongside the MI5, and other partners, who have information sharing agreements to ensure that individuals, and organisations, operating to advance terrorism are identified and brought to justice.


For the police service, this meant stepping up to a challenging task that require specialist police units to be set up across the UK, as well as considering the training needs of existing resources within the police. Response officers, already policing a broad number of offences, will be expected to have a working knowledge of terrorism-related offences, including knowledge of radicalisation and extremism, to identify the signs when they come across it. Stahn 2018 explains that 

‘…contemporary counterterrorism law encompasses nearly fifty offences including crimes against civil aviation and persons; crimes against shipping or continental platforms; crimes involving the use, possession or threatened use of ‘bombs’ or nuclear materials; and crimes concerning the financing of terrorism.’
										(Stahn, 2018)


Considering the increasing threat that terrorism posed to the UK, the government responded in two ways. Firstly, it continued to review and introduce the legislation necessary to police counter terrorism effectively and bring those engaged in terrorism-related offences to justice. Secondly, it introduced a nationwide strategy to better police counter terrorism. This strategy was named CONTEST. The government explains that this strategy 

‘is built on an approach that unites the public and private sectors, communities, citizens and overseas partners around the single purpose to leave no safe space for terrorists to recruit or act. Our strategy, CONTEST, is the framework that enables us to organise this work to counter all forms of terrorism. CONTEST’s overarching aim remains to reduce the risk to the UK and its citizens and interests overseas from terrorism, so that our people can go about their lives freely and with confidence. (Home Office, 2018)



Within the CONTEST strategy, there are four strands of work, aptly named the 4 Ps. They are
1. PREVENT
2. PURSUE
3. PROTECT
4. PREPARE

The aim of CONTEST is to tackle, through the four strands of work, the various challenges that terrorism presents. These range from identifying individuals vulnerable to radicalisation before they have been radicalised, or during radicalisation, to give them support and ‘prevent’ them from becoming terrorists and committing offences, to ‘pursuing’ those who are actively planning to commit terrorist-related offences, to stop the attacks from happening. It also includes protecting the public from terrorist attacks, strengthening resilience, and educating individuals and organisations to best ensure that if, and when, an attack takes place the least amount of harm comes from it. The police contribute to all four work strands of CONTEST. (Home Office, 2018)

As the UK is made up of devolved administrations, of relevance is the policing of counter-terrorism in Wales. The Welsh Local Government Association (WLGA) explains that 
‘While much of the Counter Terrorism policy agenda is non-devolved, there is an impact on devolved policy areas and functions, particularly in relation to Local Authorities and Community Safety Partnerships. Consequently, in March 2008 the CONTEST Board (for) Wales was established to take forward the work.’ (WLGA, 2021)


To tackle crime, it is important to understand it. Routine Active Theory examines the basic elements that are required for criminal activity to take place. Cohen and Felson (1979) put forward that three basic elements are needed: ‘a motivated offender, a suitable target or victim, and the absence of a capable guardian.’. Cockbain and Laycock (2017) argue that ‘crime is not randomly distributed, but instead reflects patterns in the everyday (‘routine’) activities of its ingredients’ (Cockbain and Laycock, 2017). The resulting ‘triangle’ of crime (see appendix 1) therefore collapses if one of the elements is missing. Later theorists added to this work by including a second layer, or triangle, on top of the original. Felson (1986) included an ‘intimate handler’ on top of the ‘motivated offender’ and Eck (1994) included a ‘place manager’. He explained that these were ‘figures respectively conceptualized as exerting control over would-be offenders and potential crime locations’ (Cockbain and Laycock, 2017). Like other forms of serious and organised crime, terrorism looks at recruiting vulnerable people within society. This is where the PREVENT duty comes in. 

The WLGA explains that ‘the Prevent Strategy, published in June 2011 has 3 main objectives:
1. to respond to the ideological challenge of terrorism and the threat faced from those who promote it;
2. to prevent people from being drawn into terrorism and ensure that they are given appropriate support; and
3. to work with a wide range of sectors and institutions (including education, faith, health and criminal justice) where there are risks of radicalisation which need to be addressed’
(WLGA, 2021)

If a body, or an individual, is worried that a person might be a target of radicalisation, they can make a PREVENT referral. This can come from any aspect of society, but will likely be made by those who have noticed changes in the person’s behaviour. Following assessment, an individual may then be referred to the Home Office’s Channel project, where they may be given a mentor to help them (Counter Terrorism Policing, 2021). The Counter Terrorism Policing Network (CTPN) explains that 

‘UK Policing has a proud history of community engagement, and the success of Counter Terrorism Policing – just like other areas of policing – relies on the trust, confidence and support of all communities.’
 							(Counter Terrorism Policing, 2021

It is important to look at the data when examining PREVENT referrals. A 2017 Home Office issued report found that 7,631 individuals had been the referred to the program in the year 2015/16. The report found that it was not the police that made the most referrals, but in fact the education sector referring 33%, to the police’s 31% Home Office, 2017. Even though it could be argued that those figures are very close, it should be noted that the police working in counter-terrorism are focused on identifying individuals susceptible to radicalisation. This also shows that it is relationships and closeness to individuals that is in fact key to ensuring that those vulnerable to radicalisation are identified and supported. In this regard, the police are relying very heavily on the ability of those outside of policing, who are not in counter-terrorism roles, to identify those individuals. This is a risk to the process, and without proper training and support could mean that those vulnerable to radicalisation remain undetected and unsupported. The report goes on to explain that out of those individuals referred, 

‘…36% left the process requiring no further action, 50% were signposted to alternative services and 1,072 (14%) were deemed suitable, through preliminary assessment, to be discussed at a Channel panel.’ Home Office, 2017.

Stakeholder groups, such as the Counter Terrorism Advisory Network, as well as other local groups, such as the Cardiff Prevent Stakeholders Group, were set up to try and engage with a wide cross-section of society. The CTAN consists of survivors of terrorism, academics and researchers, a variety of faith leaders, and members who reach others through community organisations and groups – all of which are independent of policing. The Counter Terrorism Policing Network (CTPN) explains that 

‘UK Policing has a proud history of community engagement, and the success of Counter Terrorism Policing – just like other areas of policing – relies on the trust, confidence and support of all communities.’

This is important, as it is only through these relationships, that individuals can be detected and supported. However, communities being policed have been very sceptical of PREVENT. Awan and Blakemore argue that

‘…many British Muslims became the victims of an ostensibly hard‐line government policy, and studies over time have continued to show that Muslim communities view Prevent with a sense of suspicion, fear and apprehension (Awan and Blakemore 2013). 
								(Abbas and Awan, 2015)
 

PURSUE is the second strand of CONTEST with specialist officers and staff that work to develop intelligence to stop terrorist activity. Police work closely with other partners, such as MI5, to develop intelligence and with the CPS to put the evidence to the court (Counter Terrorism Policing, 2021). The CTPN explains that the scope of the investigation ranges from individuals preparing for a lone-wolf style of attack, through to more sophisticated international plots ‘…utilising expertise in surveillance, forensics, digital and financial investigations.’ (Counter Terrorism Policing, 2021). This part of the CONTEST strategy also relies heavily on intelligence-led policing.

Intelligence is key to identifying all aspects of criminal activity and radicalisation. Innes et al (2005) explains that intelligence-led policing ‘seeks to move from a ‘reactive’ or ‘prosecution-directed mode’ of policing to a more ‘proactive’ style of crime prevention’ (Innes et al, 2005). Guidette & Martinelli expand on this, explaining that this type of policing 

‘…involves a shift away from responding to individual incidents and ‘threats’ in isolation to one that is future orientated and strategic in nature’ (J. G. Carter, 2013; Ratcliffe, 2016).	
							(Burcher and Whelan, 2019)

The Home Office explains that this is the role of ‘Special Branches’, which are also locally known as counter-terrorism branches. They 
‘concentrate on acquiring and developing intelligence on individuals of national security interest. They also continue to play important roles in policing extremist activity and in the provision of personal protection for VIPs.’ 

								(Home Office, 2016)


PROTECT aims at ensuring counter-terrorism policing ‘delivers protective security for the public, places, Royalty and VIPs’. (Home Office, 2018). This also includes the National Counter-Terrorism Security Office (NaCTSO) who produce guidance for around 190 counter-terrorism security advisors (CTSAs) nationally. These in turn provide ‘security advice and guidance for high profile locations in the private and public sectors’. (Home Office, 2018)

A brief look at the government recommendations shows that a great deal of work has gone into trying to plan for every possible scenario. Their website contains documents covering a range of potential attacks that could take place. (https://www.gov.uk/government/publications/crowded-places-guidance)


The work in this strand is cross-discipline, with the police working alongside other emergency services, local authorities and businesses to target-harden vulnerable locations and deliver advice on measures that can be taken, as well as training (Counter Terrorism Policing, 2021) 

The CTPN explains that police officers ‘may be deployed in strength throughout a specific area’. This national tactic, called Project Servator, aims to work in two ways. Firstly, it hopes to disrupt potential criminal activity by providing a presence in an area. Secondly, it uses this presence to build confidence, with the public witnessing a greater number of officers deployed, resulting in reassurance (Counter Terrorism Policing, 2021)). This area of policing also reaches abroad, with officers working closely with law enforcement from other countries to help build a picture of potential crime, as well as reaching to all the boarders of the UK, to ensure that terrorists are not entering the country, or transporting items from outside. (Counter Terrorism Policing, 2021)

The main critique for the CONTEST strategy centres around the relationship with the communities that are policed the most by it. Abbas and Awan (2015) compares the current strategy of counter-terrorism policing with the policing of the IRA. They explain that the response of politicians and policing strategies caused the IRA to become more focused on achieving their goals and moving to more extreme means. They argue that the current strategy focuses on creating ‘suspect communities’ which itself pushes disenfranchised Muslims into the hands of terrorists. They state that
‘Localised and national Islamophobia causes radicalisation, which causes further Islamophobia, such that it becomes a vicious circle of agony, intolerance and zealous behaviour (Abbas 2012). It seems that…the UK government’s de‐radicalisation strategy has not delivered.’
									(Abbas and Awan, 2015)

Ragazzi (2016) explains that counter-terrorism has been broadly found to ‘generate feelings of insecurity, vulnerability and anger among the Muslim community it primarily targets.’ (Ragazzi, 2016). Many laws introduced to try and apprehend terrorists have themselves been subject to criticism from human rights organisations. Stop and Search powers initially did not require reasonable grounds to suspect involvement in terrorism-related offences. This led to an increase in stop and searches. It was later changed, in subsequent legislation, to include ‘reasonable grounds to suspect’ someone of being involved in terrorism-realted offences (Jones, 2020). A Home Office Report (2000) conducted by Stone and Tuffin found that attitudes towards the police from ethnic minority groups were subject to their personal experiences with the police. This was also found in a study by Waters et al, explaining that perceived racism was a major factor in not joining the police, as well as a lack of interaction from then police within their communities and disproportionate use of stop and search powers  (Awan et al 2013). A controversial initiative by police in Birmingham, called ‘Project Champion’, saw the installation of covert CCTV cameras, funded by counter-terrorism money, in predominantly Muslim areas which, when it was revealed, greatly damaged the relationship between the police and the community (Awan 2011 quoted in Awan et al 2013). In Cardiff, a number of articles have been published in local newspapers regarding the stop and search of Muslims at Cardiff Airport. One such couple claimed their detention was racist and would be taking the police to court (Wales Online, 2006) On a separate occasion, seven Welsh-Asian men were stopped under terrorism legislation. The article states that one male reported that he 

“asked the police officer why we were being pulled aside and he basically said he was airport police and he could do what he wanted.”
								(Wales Online, 2013)

The issue here is not whether the stop was disproportionate, whether the officer actually said those words, but how a community perceives their treatment. This in turn renders ‘soft policing tactics’ ineffective due to being disaffected, increasing risk (Jones, 2020)



As with other serious and organised criminal activity, terrorists have utilised technology in many ways. Looking at Islamic State (IS), their recruitment campaign was particularly troubling, showing their target audience for recruitment was Muslim youth. Dauber et al (2019) explains that 

‘…IS materials are littered with memes, images, and even ripped footage from popular culture marketed to…the global youth demographic, because that, more than any specific nationality or ethnic group, is the target audience, certainly for IS, but also for any of these groups who recruit outside of a narrow nationalist base. Video games are an important example of this approach on the part of groups’ media makers.’ (Dauber et al)

The media could be a powerful tool to use as a counter-narrative for those policing the PREVENT agenda. In Cardiff, the GOT Project utilised technology to produce counter-narrative programmes with reported success. Its website explains that 
‘It is a ‘bottom up’ programme which comes from the community to answer the specific needs of that community to counter the rising tide of extreme thoughts and feelings, both in the Black and White population, and promote tolerance, understanding and respect for all - Community cohesion in all but name.’
								(GOT Project, n.d.)
Founded by a former teacher, who later became the PREVENT Lead for HE/FE institutions, it included working with several community and statutory bodies, including South Wales Police. A counter-narrative leaflet was also produced by the Cardiff PREVENT Stakeholder’s Group, entitled ‘What Islam Really Says’, and launched at an event in the Senedd sponsored by the current First Minister, Mark Drakeford. His website explains that the group comprised of voluntary, statutory and community representatives and worked in conjunction with local Muslim religious leaders to produce the leaflet to counter the voices from extremists within the city. It further stated that the group had the support of the local mosques who would be reinforcing the leaflet’s core messages to their congregations. (Markdrakeford.com, n.d.). 
								

There has been a shift in recent years to a rise in far-right extremism, notably with the murder of MP Jo Cox. It was recently reported by Assistant Commissioner Neil Basu that there has been a significant increase in far-right extremism, with 10% of 800 live investigations now involving far-right extremists. Although he claims Islamist extremism was ‘still by far globally the biggest threat people face’ 
										(The Independent)

The Independent, earlier in 2020, explained that the number of ‘white terror suspects’ being arrested in the UK had increased for the second year in a row, reporting 117 white people being arrested compared with 111 Asian and 21 black suspects.

Quoted in the article, the Home Office said 
“The proportion of white people arrested exceeded the proportion of Asian people arrested for the second consecutive year, having not done previously since 2004,” 
									(The Independent)


One of the risks posed to the police are the possibility that those who have been recruited in the service either become radicalised, or those already radicalised choose to enter the police service. The easiest way to gain information or access to systems, that are otherwise highly secured, is to target those who have the access. This is generally termed as ‘insider threat’. Schultz explains that there are numerous definitions that exist for ‘Insider Attacks’. Two similar definitions exist which help to provide a definition. Schultz and Shumway explain it is ‘the intentional misuse of computer systems by users who are authorized to access those systems and networks (p. 189).’ 

Whilst Einwechter explains an insider attack comes from ‘…someone entrusted with authorized access who instead of fulfilling assigned responsibilities, manipulates access to a system to damage it or steal sensitive information. (Greitzer et al, 2012)

The police, like any other organisation, will have to deal with the potential risk that insider threat poses. Officers of all ranks are privy to classified information daily. Their internal networks provide a range of information that would constitute a massive security threat if it was to find its way into the hands of terrorists.

Schultz further explains that in order for an individual to commit an attack, they must have the capability to commit the attack, the motive to commit it and the opportunity. This is commonly referred to as the CMO model. (Greitzer et al, 2012). The problems arise in detecting those who are an insider threat. Scultz explains that the technology for detecting such attacks is not advanced enough. The question, therefore, is whether there are other ways of assessing the vulnerability in a company’s processes and staff to help detect those at risk and to mitigate those risks. In the police, vetting ensures that those entering the force have no observable vulnerabilities that could be targeted, such as certain criminal convictions, levels of debt or close relatives involved in organised criminal activity.

As reported in The Independent, HM Inspectorate of Constabulary and Fire and Rescue Services (HMICFRS) 
‘found that while officers’ work through the government’s Prevent counter-extremism programme was broadly good, few considered the possibility that their own colleagues could be radicalised.
“The vulnerability of staff generally wasn’t referred to in forces’ Prevent training, but it is a real threat,” said a report released on Monday.
“Only one force had arrangements in place acknowledging that members of staff vulnerable to radicalisation might need safeguarding.”
								(The Independent, 2020)

In early 2020, a police officer from the Met was arrested on terrorism grounds after it was found that he was a member of a proscribed right-wing organisation.

Greitzer et al (2012) offered an alternative to technological detection. In a similar way to identifying those who are vulnerable to radicalisation, they suggested looking at a few psychosocial indicators that might point to a possible insider threat. These included disgruntlement, not accepting feedback, anger management issues, disengagement, disregard for authority, performance, stress, confrontational behaviour, personal issues, self-centredness, lack of dependability and absenteeism. The problem with this is the subjectiveness of this assessment and the fact that so many of these behaviours will exist due to other factors. In the UK, the CPNI offers a risk-mitigation framework by which organisations can develop their own policies and detection tools. It includes training, monitoring and investigative tools to help mitigate and protect against risk. (CPNI, 2021)


When policing counter-terrorism policies, it is important to consider the implication that will have on the community. The police have always had at the centre of their ethos the ideal of policing by consent. It is obvious from reactions from communities policed the hardest by counter-terrorism tactics that many communities feel unfairly treated, stigmatised and treated as ‘suspect’ communities. In order to police terrorism effectively, which relies heavily on intelligence, police need to reach out to those communities to ensure that they feel included in the process. At the same time, the risks of terrorism are real. A Home Office document, produced in 2018, stated that the UK was currently facing several different terrorist threats, explaining

“The threat from Islamist terrorism remains the foremost and most significant. Extreme right-wing terrorism is a growing threat, and in 2016 we proscribed an extreme right-wing terrorist group, National Action, for the first time. Northern Ireland related terrorism remains a serious threat, particularly in Northern Ireland itself.”
(Home Office, 2018)
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Figure 1. The crime triangle (adapted from Clarke and Eck, 2003).
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