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The overall aim of this project is to research and identify potential attack and breach simulation tools to inform a business case to procure and implement a suitable option.
The methods to do this included, research into the tools available, benchmarking against other companies and polling opinions of the proposed solution.
The author met with several obstacles and unfortunately could not deploy a tool. In addition, they were unable to give a demonstration of the work they undertook due to administrative constraints.
The recommendation from this project is twofold. Firstly, that any future projects of this type are completed in a private environment. Secondly, the research conducted has made it clear that the use of a Breach and Attack Simulation tool (BAS) would be very beneficial. Also, further research into this subject would be very beneficial.
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[bookmark: _Toc113333773]Chapter 1 – Introduction
As the Lead Security Operations Centre (SOC) Specialist for a government Agency, the author has had a lot of experience in incident response and monitoring. Their previous project was a study into the feasibility of setting up a purple team function as part of their agency’s incident response capability. As part of this study, it was identified that there is a gap in relation to assurance during a live incident.
The Agency the author works has an in-house SOC that undertakes monitoring and incident response activities. As part of this a SIEM tool is used to detect anomalous activity in the network. Analysts configure and create alarms to alert following identification of potentially malicious behaviour. However, there is no way to confirm the alarms are working as we would expect unless there is malicious activity present. 
During incident response SOC Specialists will work to identify root causes of issues and take steps to remediate against potential vulnerabilities. This can include deploying additional signatures onto WAFs and IDS/IPS tools, ensuring patching is up to date or taking services offline until they can determine whether they can be exploited. It can be very difficult to assure the remediation steps taken will have the desired affect and remove the vulnerability.
This became very apparent in December when a zero-day vulnerability was identified that affected our systems. As part of the incident response process the SOC were engaged to investigate and advise on what actions needed to be completed in order to ensure the Agency could not be exploited. We undertook steps to protect the Agency whilst work was completed to patch vulnerable systems however, we could not provide 100% assurance that the steps we took were enough to mitigate the risk posed by the zero day. Ultimately the actions taken had been enough and the SOC were able to confirm that whilst there had been attempts to exploit the vulnerability, no harm came to the Agency.
Issue to be addressed – The inability to test our defences in real time means that we are at risk of missing potentially malicious activity (monitoring alerts that are not detecting what we expect they will) or not deploying enough additional protection in the event of an incident (incident response activities not covering all aspects of a vulnerability). 
The author is a member of cross government groups and through discussions has identified that the ability to confirm whether the remediation actions they have undertook in response to a potential attack or new vulnerability would have the expected result is an issue for many. For example, the actions undertook would block an attack or patch a vulnerability. This would mean that until a vulnerability was exploited or an attack attempted they could not be certain that the remediation actions they undertook would be successful. For those with in house red teams (ethical hackers), some reassurance can be gained through running a test. However, this is not always possible as the incident may occur out of hours or be time critical. In addition, it may be that the red team is not available to commission a test or may not have the ability to run a test safely.
A way to combat this is to have a breach and attack simulation (BAS) tool. From a monitoring perspective this could be used to simulate and attack following the creation or modification of an alert to determine whether the alert would trigger as the analyst expects it to. From an incident response perspective this could be used to simulate an attack after remediation steps have been taken to determine whether a vulnerability can still be exploited and if so, direct SOC specialists as to where to look. In a live scenario it can be difficult to determine whether preventative measures have the desired effect, this type of action can provide reassurance to management that the mitigation actions undertook are doing what the SOC specialists expect. In addition, the use of this type of tool can be used in a test environment to allow Cyber Security staff to simulate an attack to see and learn how it looks and how to detect and protect from it.
The following project objectives have been identified –
· Research the tools available
· Research approaches to assurance in incident response
· Research the role of red teams in incident response
· Identify an open-source simulation tool 
· Deploy the open-source simulation tool in a dev environment as proof of concept
· Put together a business case to procure a simulation tool

In the following chapters the author has looked at literature and research relating to the subject, outlined the development and implementation of the project and completed an evaluation. The project concludes with a conclusion and recommendations.

[bookmark: _Toc113333774]Chapter 2 – Research and Review of Literature
The author struggled to find a diverse range of literature on the subject of this paper. This is likely due to the infancy of the take up of this type of tool. There were 3 questions posed for this part of the report, the different approaches to assurance in incident response, the role of the red team in incident response and the tools available. The tools available have been looked into in more detail in the research and development methodology section, however, the author also looked at whether there had been any study’s into this.
The different approaches to assurance in incident response.
There is not available on assurance for incident response. In their paper Emergency Response Information System Interoperability: Development of Chemical Incident Response Data Model, they talk about information assurance, this is a common theme across many papers. 
There is a clear gap in this area.
The role of the red team in incident response.
In his book Steve Anson states “Incident response requires working knowledge of many different specialities” [1] he goes on to outline that incident responder needs to understand a wide range of aspects of different attacks. In his book he describes what a red team is comprised of and explains that a red team can provide a low-cost solution to on-going and recurring testing. The author interpreted this as whilst a red team can provide some reassurance it is minimal at best.
In their article The Agile Incident Response for Industrial Control Systems (AIR4ICS) framework [2], the authors talk a lot about incident response and facing off against red teams. This is primarily what a purple team exercise compromises of.
The tools available.
This has been explored as part of the research and development methodology.
The author also looked at whether there had been any research into BAS tools but could not find anything outside what they discovered in the research and methodology section. The author notes that that this could be a good subject to look into in greater detail.
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The methodology used for this project was investigative using qualitative methods. This allowed for a thorough look into the tools available, their current use and availability and also gain opinions and perspectives from other cyber security professionals. Three activities were identified to undertake the research: a literature search, benchmarking and polling opinions.

Literature search – this part of the research looked at the websites of companies that provide the simulation tools and reviewed what each offered. The data was collated to allow a compare and contrast of the various tools. One of the main drawbacks to this is that there vendors websites will be biased towards their tools and will not state any negative elements. So to combat this the author has also looked at comparison sites that look at several tools and outline their positive and negative attributes.

Benchmarking – this part of the research involved liaising with other government agencies to determine whether they use simulation tools, what their experience with them is and if they do not use them what other assurance methods they use in incident response. Whilst only engaging with government agencies means that there is little variety, the intention of this project is to procure a tool for a government agency and as such there are more restrictions that need to be considered. Speaking with other government agencies allows the author to also identify any potential issues that could arise when undertaking the procurement process.

Polling opinions – for this part of the research the author contacted cyber security specialists to gauge their opinions on BAS tools and using them in incident response. This activity allows the author to gather thoughts and ideas from the cyber security profession and potentially offer input towards the solution.

[bookmark: _Toc113333776]Literature search
There are many BAS tools available on the market. In order to develop a shortlist of products and vendors to review, the author initially visited Comparitech and Startup Stashs websites who had each completed an overview of various available BAS tools. Comparitech published a list of 6 tools that they describe as the best, whereas Startup Stash published an overview of 20 different tools. Using the information from these sites the author selected 5 products to look at in more detail.




Safebreach
This security vendor is a leading provider of BAS solutions and has provided a number of contributions to the services. One of its features is security control validation. It provides simulators on multiple platforms including cloud, network and endpoints allowing it to easily detect a range of malicious activity. It is a popular solution for many security professionals when looking for a tool for a large organisation. 
Another positive aspect of this software is that can be integrated with other security tools. One tool that this would be very beneficial for is integration with a SIEM tool.
The tool is able to simulate the entire cyber kill chain, this is beneficial as it allows security professionals to follow along and identify activities as they occur. In addition, any simulated activity does not influence or affect the current environment. This is reassuring as it means any simulations run are done so safely, it also allows security professionals to assure senior management that any activities undertaken will not affect the live environment.
The tool has many prebuilt attacks that are available to use included in their Hackers Playbook, alternatively users have the option to build their own attacks. This would be highly beneficial in training exercises and allowing security professionals to create simulations during a live incident to provide assurance.
XM Cyber
This companies BAS solution simulates attacks in real-time, focusing on identifying vulnerabilities. The vulnerabilities it looks for are those made through human error or misconfiguration. Unlike Safebreach, XM Cyber carries out continuous attack simulations automatically, exposing any security gaps and does not need an individual to initiate a simulation.
The company offers a hybrid solution that works with both on-prem and cloud hosted networks.
Unlike many of its competitors, XM Cyber offers remediation advice and guidance as part of its vulnerability analysis and will even advise where to apply it.
This product is very beneficial for vulnerability scanning and patch management, providing risk assessments of vulnerabilities found and guidance on the order they should be addressed. However, its potential for use in training or providing assurance in an incident seems minimal.

AttackIQ
As with XM Cybers product, the BAS solution from AttackIQ is an automated tool. It provides automated security control validation with the findings proposed to be used to inform business plans on how to get the most out of a company’s security controls. It also fully supports the MitreAtt&ck framework, a knowledge base of tactics and techniques used by adversaries that is globally-accessible. Within its dashboard it provides real-time views of the efficiency of security controls, asset risk exposure and MitreAtt&ck results. This is beneficial to security professionals as it provides a single pain view of all the data.
The product is a SaaS based solution and is relatively easy to deploy in any network, cloud, on-prem or hybrid. Whilst it is based on BAS technology it is actually a security optimisation platform. The inclusion of MitreAtt&ck results have potential for providing assurance in a live incident, however the potential for use in training activities is minimal.
CyCognito
As with AttackIQ, CyCognito is a SaaS based solution and therefore it is relatively easy to implement. This solution is more focused on vulnerability management, providing continuous scans of the network to identify any vulnerabilities. It will prioritise looking at the weakest areas of a network and provide suggestions on what could be done to strengthen that area and avert a potential attack.
This tool provides a strong assistance in preventative cyber security, allowing security professionals to identify and address prospective weak spots in the network. However, there is not much evidence that the tool would be beneficial during a live incident nor with undertaking training.
Infection Monkey
This software is available open-source and free to use. It is compatible with both on-premise and cloud based environments meaning it is versatile and can be deployed relative simply into a hybrid network (a network spanning both on-premise and cloud). 
This solution was created with the purpose to allow a company to discover and map an attack in real-time. It is a popular product due to its ability to even the smallest weakness in a network. Similarly to AttackIQ, Infection Monkey supports techniques and tactics from the MitreAtt&ck framework.
As an open-source solution, it assists in generating strong reports that are actionable.

[bookmark: _Toc113333777]Benchmarking
As the author is a member of a cross government cyber forum that meets on a regular basis they took this opportunity to ask that the use of BAS tools was added as an agenda item for the meeting held in July. The group is made up of several different government agency’s and has a diverse attendance group consisting of various senior level cyber security, data protection and management personnel. The author had already spoken to members of some of the agencies on the matter to gain their opinions of the use of BAS tools in incident response, this is discussed further in the next section.
The agenda item added was titled enhancing incident response with the use of BAS tools. This part of the meeting was led by the author. They began with an overview of what they were researching and what they planned to implement and the reasons why. This was then opened up to the attendees to give feedback on whether they were already doing something similar or had other processes in place that would provide the same results.
The majority of the attendees explained that they did not use BAS tools and those that did used them primarily for vulnerability management. For assurance, the majority agreed that the use of red teams and IT health checks provided their assurance through planned tests of their networks. Those that used BAS tools explained that these tools were used to complement their risk and vulnerability management processes.
Within government there are not many mature SOC teams, and there are also some agencies that do not currently have an in-house SOC team, instead outsourcing this work to a third party. Therefore, for many it would be too advanced to implement the function the author is proposing.
General feedback from the group was that the concept was interesting and had great potential in enhancing the incident response capability of a cyber security team.
For those companies that utilise a BAS tool, two products were mentioned: Tenable and Rapid 7. These were not products that the author investigated. Rapid 7 was identified on one of the comparison websites looked at, however after a brief look the author decided not to review this tool further as it is also described as a SIEM tool which meant it had a lot more functionality than was required for this project. The second tool, Tenable, is currently used by the DVLA so the author has some knowledge of it. It is primarily a risk and vulnerability management tool and the author has not seen any evidence it could deliver on their requirements therefore it was not considered.
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The author received positive feedback on the potential for the use of BAS tools in order to gain assurance during a live incident and for training purposes from the cross government cyber forum. In order to gain a more rounded opinion base the author also reached out to several cyber security professionals and IT professionals to gain their insight. This included:
· Cyber security analysts
· Security architects
· Cyber security consultants
· Ethical hackers
· Data protection officers
· Senior cyber security personnel (head of cyber security, IT security officer, senior analysts)
· Network engineers
· Cloud engineers

The responses received were quite varied and provided a number of suggestions. The ethical hacking community were quite negative of the project. They advised that they could provide a service that could deliver assurance in a live environment but did also admit that that if time sensitive or out of hours it would be likely there would be a considerable delay in them responding. Understandably this was not a suitable outcome. In addition, when considering training there would be a conflict of interest. For a training activity to be completed successfully, full disclosure of all details would be required.
For context, the DVLA has an in-house red team and we run regular purple team exercises. In order to ensure impartiality, the two teams (the red team and the SOC) keep a number of details secret. Therefore, disclosing the SOC’s detection processes would provide the red team an unfair advantage.
From the rest of the community canvassed the proposal was received positively. Some suggestions of particular vendors were made, one of which was Safeguard. Other suggestions included:
· Undertaking hackathons
· Taking part in table-top exercises
· Creating capture the flag exercises
· More rigorous testing

The Agency has administered table-top exercises and rigorous testing. To undertake a hackathon or capture the flag exercise would require a great deal of work to set up and is also something that could be achieved easier with a BAS tool. Therefore, the author has determined these points are in favour of a BAS tool.
[bookmark: _Toc113333779]Conclusion
From the literature search there were two products that the author determined were best fit for this project. The first choice is Safebreach. This tool shows potential to be used to deliver both training and assurance during a live incident. In addition, the other features would be very beneficial to the Cyber Security team as a whole. Unfortunately, the author could not source a free version for the purpose of completing a proof of concept. Therefore, whilst it is likely that this is the tool that would be the tool of choice, it is not possible to use it for proof of concept.
The second tool that stood out in the literature search was Infection Monkey. This tool provides the option of initiating simulations whilst also supporting the MitreAtt&ck framework. Additionally, this tool is open-sourced and can be used free of charge. For these reasons this is the tool suggested to be used to undertake a proof of concept.
During the benchmarking exercise the author noted that whilst there are Agency’s using BAS tools, this is primarily for vulnerability management purposes and not incident response. There was positive feedback on the premise of having a BAS tool for training and assurance tool.
As you can see from the analysis from polling opinions, the only negative feedback came from the team responsible for testing. This is possibly because they feel that their work is being encroached on, however, the main purpose of the tool would be for assurance and training. There would still be a requirement for testing of the environment.
The overall message is that a BAS tool, procured to give assurance in a real time event and also to support training of SOC staff would be beneficial. Therefore, a move to prove proof of concept and develop a business case to implement the tool are the next steps.
[bookmark: _Toc113333780]Materials and Tools
As part of the business case to be written to procure a BAS tool, the author intends to undertake a proof-of-concept exercise. A test environment will be needed that adequately meets the authors requirements. Whilst the Agency does have several test environments, including a pre-prod environment and UA environments, these will not be used for this project. The rationale for the pre-pros environment not being used is that it is a replica of their live environment and therefore holds sensitive data. It is expected that once a tool has been procured it will be deployed in the pre-prod environment before the live environment. The UA environments would not be suitable for this project as they are not a true representation of the network and the configuration applied to the different elements would not be completed to the requirements that the author requires. In additions, the UA environments have been developed for a particular need and deploying unrelated software could impact work being undertaken by other teams.
For these reasons a test environment will be spun up in AWS and the author will develop a simple network that has similarities to the live network. In addition to the basic of a network the following software will be deployed in the test network:
· Virtual/cloud firewalls – these will have rules configured on them to allow visualisation of how the rules would block an attack when a simulation is run. It could also show gaps in the firewall rules that need to be addressed.
· Palo Alto MDM (mobile device management) and VPN – this software is used currently to allow remote access to users and therefore a similar set up should be present in any test environment.
· LogRhythm – this is the current SIEM tool used and will provide alerts and events for potentially malicious activities. The SOC utilise LogRhythm to monitor for anomalous activity and therefore it is important that this is included in a test environment. 
· Infection Monkey – as outlined in the conclusion above this is the selected BAS tool following research.

In addition to the software listed above, the author would also ideally have liked to have deploy IDS and IPS, with IDS enabled and elements of IPS enabled. However, as this is meant to be a proof of concept the decision was made to leave this out. This is that in order to deploy an additional instance in a test environment, an additional licence would need to be procured. Any future test environments should include this as this is part of the Agency’s current set up.
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As the Agency has the option to spin up an AWS instance for the use of as a test environment the initial action completed was to request this to be completed.
A simple network was planned to consist of:
· Two servers to provide resilience.
· 10 – 15 users – a mix of standard and privileged users. For standard users there will be a mix of those connecting remotely and directly.
· Virtual/cloud firewalls – as this is in a virtual environment these would need to deployed.
· An MDM solution to allow remote users to be managed when connecting to the network.
· LogRhythm – the Agency’s SIEM solution.
· A BAS tool – from the research conducted, for the purpose of this project Infection Monkey is the software of choice.

A topology of the proposed network follows with a reduced number of users as a visual depiction of the planned virtual network.
[image: ]

This is a major section which describes your deliverable. It may be a software artifact, a new framework, a systems design, etc. This may span more than one chapter and will have title(s) which reflect its content. 
Two servers were installed and configured. A virtual firewall was deployed to sit in front of the servers. Following that 10 users were created, 5 admin and 5 standard users. All of these users would be connecting directly to the network so would be classed as on-prem users.
The author the created rules on the firewalls in line with security rules for the Agency.
The LogRhythm Agent was deployed and configured, creating new rules as the new deployment did not have the pre-configured rules used in the live environment. This required the author to create rules and ensure log sources were being ingested.
The next step was to develop the remote user aspect. The author was not able to implement this element. Creating users and allowing access they were familiar with, however, they had not deployed a MDM and allowed access via it before and could not fulfil this element.


[bookmark: _Toc113333782]Chapter 5 – Evaluation
The author outlined 6 objectives at the start of this project. Due to complications and difficulties in stages of the implementation of the project, the author was not able to meet all the objectives they had set.
The first objective set was to research the various tools available. This objective was fulfilled in the research and development methodology section. Initial research was completed into the various BAS tools available through reviewing comparison sites. From there 5 BAS tools were selected to look into in greater detail. 
This was followed by a benchmarking exercise against other Government agencies. The author liaised with representatives from other Government agencies to determine their approach to assurance and training in incident response. Some of the agencies had tactics and techniques for assurance but training was primarily completed through training courses. The tactics and techniques used included the utilising of ethical hackers and conducting health checks of networks. There was positive feedback on the proposal put forward in this project to utilise BAS tools for assurance and testing in incident response. 
Finally, the authored polled opinions from various security specialists and IT professionals. There was a negative reaction from the ethical hacking community as they explained that they could be commissioned to undertake testing and simulations in the same manner that a BAS tool could. However, there are many restrictions that would mean that this would not be a suitable option such as the unavailability out of hours, inability to complete a test at short notice and conflict of interest issues. The conflict-of-interest issue arises as the Agency has an in-house ethical hacking team that has been set up to be impartial to the SOC. This has allowed the teams to collaborate on purple team exercises but in order to carry out assurance and training both teams would need to give full disclosure of what and how they carry out processes. The other feedback received was the suggestion of various training activities such as hackathons and table-top exercises but overall there was a lot of positive comments about the proposed solution and the potential additional uses that could be made of a BAS tool.
The second objective was to research approaches to assurance in incident response. There was very little on this subject and the author noted that this could be a subject that requires further focus in the future by the security community. In general the assurance element seems to be more focused on testing existing elements opposed to reassurance that work undertaken performs as expected.
The third objective was to look at the role of the red team in incident response. All the research the author undertook showed that the main role of a red team was to undertake testing. Whilst this can provide assurance, it is not always in a timely manner. As evidenced in the research and development methodology chapter often this needs to be scheduled or outsourced. This is not something that would be beneficial during a live event.
As part of the polling opinions element of the research and development chapter the author sought opinions from members of the ethical hacking community. The response received was negative towards the proposal as there was a strong opinion that they could fulfil the function. However, whist in theory this is correct, there is potential for conflicts of interest and conflicting time schedules.
The fourth objective identified was to identify an open-source BAS tool. As part of the research and development element of this project many tools were considered, and Infection Monkey was the tool that was selected for this project. The reasons for this were that it was open source and free to deploy. In addition, the tool offered many functions that met the requirements.
The fifth objective was to deploy an open-source BAS tool. Unfortunately, this objective was not met. Due to constraints on the author they could not get approval to deploy the tool into an environment owned by the Agency. The Agency has a stringent process for software approval and despite best endeavours the author was not able to gain approval to deploy the tool. In addition, the author was unable to share the work they had undertaken to develop a test network due to a risk being identified by the Agency. 
The final objective was to put together a business case to procure a BAS tool. The author was able to complete this despite not being able to complete the proof-of-concept exercise a PowerPoint presentation of the business case for this can be found in annex A.
Unfortunately, the author experienced complications at the end of the project that meant they were unable to demonstrate what they have built. This was because what was built was deemed to similar too aspects of the live environment and the risks associated with sharing this were considered too great. If the project was redone for public view then it is recommended that the configuration used is agnostic and a private environment is used.
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A lot of research was undertaken by the author in order to identify a suitable BAS tool.
From this project a tool has been identified for the Agency to pursue. As a Government agency they cannot directly purchase this tool, however the research the author conducted provided the baseline of requirements that can be included in the business case.
To strengthen the business case a proof-of-concept exercise would have been very beneficial. Unfortunately, on this occasion this was not possible. Due to complications the author was unable to get the proposed proof-of-concept software approved to be deployed. In addition, there were risks raised by the agency regarding sharing of the work undertaken by the author. The work has been communicated in this report in a redacted format at the request of the Agency.
The main recommendation in this report is that any future attempts of similar work is conducted in a private environment and is developed in a neutral way, by this the author means creating a network that does not resemble one already in existence. This would avoid any potential blockers.
Future research avenues should include the different types of hackathons, table-top exercises and capture the flag exercises. Out of curiosity the author has looked into these and identified a vendor that provides lab type of training that could be very beneficial, Immersive labs. The author plans to pursue this further.


[bookmark: _Toc113333784]Chapter 7 – Refection
From the experience gained through this project the main learning experience is to retain impartiality. By this the author means that any independent work completed should be that; independent. The author made the mistake of creating a project completely using work resources meaning that they would need to be consulted regarding any disclosure. The implementation of the project was deemed too similar to the live environment and therefore the risks associated with sharing the environment were deemed too great. Had this been undertaken in a privately owned environment these issues would not have been  a concern.
On a positive note, a lot of good feedback was received from the wider community on the potential of the proposed solution explained in this project. There is a strong argument for the pursual of a BAS tool for the benefit of incident response which the author will take forward.
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Introduction

* A gap in functionality was identified by Cyber Security

* This gap related to assurance in incident response and maintaining
and upskilling staff for incident response activities

* Within incident response, efficiency and timely response is vital.
Utilising skills available elsewhere is not always feasible or may result
in a delay to response

* Given the potential impact of a successful attack or breach, it is
important that security professionals can be confident in the security
measures they put in place
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Proposed solution

The implementation of a BAS tool would address these issues as:

* It would allow the SOC to run simulations that would provide
assurance action taken has desired effect

* Provide an avenue for training for the SOC

* Provide additional functionality to operational cyber security, for
example risk and vulnerability management.
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Benefits

* Reduction in training requirements

* Assurance in live incidents

* Faster response times to incidents

* Higher skilled workforce

* Real-time updates of potential vulnerabilities

* Reduction in man hours spent confirming actions taken are successful
in live incidents.
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