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[bookmark: _Toc79114511]ABSTRACT-	The purpose of this research is to establish an understanding of how the Intrusion Detection System (IDS) can be deployed as a Docker container and Virtual Machine (VM) to monitor and analyses the network security of small and medium enterprises. This study focuses on the deployment and evaluation of some of the well-established open-source IDS systems using the new emerging trend that is Docker containers technology in comparison to the classic VM approach. Due to the lack of research been done in the field of IDS as Docker, the author is taken this great opportunity to highlight how this new emerging trend can be integrated to network security systems and have an impact on. Also, this would be a modest contribution to knowledge in this key field. This study comparison between Docker-based IDS and VM-based IDS using the top two open sources software Snort and Suricata would provide more clarity on the overall performance of each method and level of detection of this vital security system within every network enterprise when facing Denial of Service (DoS) and reconnaissance attacks.








[bookmark: _Toc529108390][bookmark: _Toc529109189][bookmark: _Toc529112181][bookmark: _Toc7194732][bookmark: _Toc79114512]CHAPTER 1 - INTRODUCTION 
1.1 [bookmark: _Toc79114513][bookmark: _Toc513153710]Introduction 
Intrusion Detection systems (IDS) and Intrusion Prevention Systems (IPS) are widely used by all types of organisations and businesses of all sizes to monitor and analysis of their network security against unwanted traffic and any violation of security policies [1]. In the current hostile internet environment, the increase of the level of threats and the number of cybercrimes using a sophisticated exploit in a that starts rising alarms and concerns. Therefore, this topic has seen lots of attention from researchers in recent years, lots of tools, products and services have been developed to strengthen network security such firewalls, antiviruses, IDS, IPS, Network Behaviour analysis (NBA), etc. some of these solutions are commercial and other are open sources. When it comes to large companies and government organisation the cost of implementing a robust network security using some of the expansive and sophisticated tools and services such as Palo Alto, Sourcefire and SolarWinds is not an issue. However, when it comes to small and medium businesses the feasibility cost analysis would be key in deciding what type of security solution to be implemented [2]. Therefore Open-source solution sometimes is a good option.
Open-source IDS are a variety of security tools developed by communities and free to use and it can be adjusted to suit different business needs, a good IDS is only as good as the way it is been implemented and configured. The author will this experiment using the Network IDS (NIDS) approach simply because Host IDS (HIDS) will not scale well to small and medium networks, with NIDS it would be possible to monitor and analyse the entire traffic after the demilitarised zone from and to all the network hosts. When it comes to the techniques used by IDS to detects threats and malicious traffic, two major techniques can be identified as signature-based and statistical anomaly-based. The signature-based approach compares the incoming packets to the network against pre-stored traffic signatures that matches certain types of known attacks and create an alert to the administrator so actions can be taken, the problem with this technique is that IDS will not be able to detect attacks when no signature has been made yet. As per the statistical anomaly IDS technique, a baseline is set up to determine the type of traffic, the protocols used, the ports and machines generating the traffic and the bandwidth, anything outside this baseline the IDS will generate alerts to notify the administrator [3]. 
The author will conduct these experiments to evaluate and analyses the performance of Snort and Suricata when it comes to detecting traffic network anomalies and attacks such as network scanning, ports scanning and Denial of Service (DoS) attacks [4], these types of attacks are considered among the notorious Cybersecurity threats that organisations still facing [5]. 
In terms of major issues that the author must overcome, it will be Docker complexity and heavy Linux coding to configure the snort and Suricata containers to perform a parallel analysis to the network traffics. However, this would have great benefits in developing new skills. Not to ignore developing a suitable experiment design in an isolated network while trying to mimic a good simulation of real network traffic. It is important to highlight that these experiments will have some important boundaries when it comes to other significant types of attacks that the network could face. Also, the simulated traffic can never match the real network traffic.
The key concept of this research is to establish whether containerised IDS would provide better protection to the network security against DoS and reconnaissance attacks comparing to a similar experiment using the VM approach. This is a unique experiment on IDS systems implemented as Docker containers, which has never been conducted the way the author intended to setup. However, there are similar evaluations for those open-source IDS in a different environment like VMware or dedicated servers. The author will conduct a novel performance evaluation of two open-source IDS installed as Docker containers to monitor a simulation of network traffic that mimics a small and medium enterprise when facing DoS and reconnaissance attacks.

1.2 [bookmark: _Toc79114514]Motivation
In this section the author examines some of the major motivation factors that have led to undertake this project. The first factor is the security nature and importance of the topic itself; the author has taken this opportunity to highlight the technological gap in the current market when it comes to small and medium enterprises defending their networks using open-sources software. Second, as new emerged technologies such as Docker or SDN, there is lack of updated research on the Docker deployment of networks IDS. Third, this subject was carefully selected to acquire a good understanding of the network security mechanisms to a typical small enterprise network by diving into the challenges that comes with conducting a real study comparison experiment. Fourth, this project was mainly selected to be utilised as a career path in the future.
1.3 [bookmark: _Toc79114515]Aim
This research project aims to evaluate a new deployment approach of the top two IDS open sources Snort and Suricata using the new emerging trend Docker technology. To gain a profound understanding, the author will conduct the required literature review of the different deployment and implementation methods of open-source IDS and the analysis of similar evaluation results of Snort and Suricata. This process will allow the author to establish a clear synopsis and overview of the practical elements of these experiments.
1.4 [bookmark: _Toc79114516]Objectives
In this project, the author will provide the readers with a clear explanation of each objective and a sound and justified methodology approach followed. Also, a structural guideline will be developed to conduct a successful implementation of this project. The researcher provides a carefully set list of objectives for this project:
· Demonstrate a good understanding of the deployment of open-sources IDS 
· Conduct a performance analysis and comparison between Docker and VMware IDS deployment
· Conduct a performance analysis and comparison between Snort and Suricata using Docker and VM methods
· Outline the advantages and limitations for each method (Docker vs VMware)
· Draw a list of recommendations for the best IDS deployment method for small and medium networks.

1.5 [bookmark: _Toc79114517]Structure of the Project
The author has structured and divided this MSc research project into nine chapters to deliver all the required components to the readers, this done in systematic way to deliver a sense of flow and a better insight of the benefits, challenges and evaluation between open-source IDS deployed as Docker Verses VMware.
[bookmark: _Toc79114518]CHAPTER 2 - BACKGROUND RESEARCH
2.1 [bookmark: _Toc79114519]Overview
In the process of selecting some of the top open-source IDS systems deployed today, the author has chosen Snort and Suricata based on prior academic research and IT professionals' reviews. 
Snort is single-threaded open-source IDS that was created in 1998 by Martin Roesch and developed by Sourcefire, it becomes a propriety of Cisco after purchasing Sourcefire in 2013, It is rules-based real-time traffic analyser compatible with most of operating systems (e.g. Linux, Unix, Windows, Mac OS, FreeBSD, etc.) [6]. It was chosen simply because it is still considered as the number one open-source IDS when it comes to the community support and rules update regardless of some critics about processing speed and the ability to adapt the rules to some of the challenging complex threats. The main difference between Suricata and Snort is that Suricata was developed in 2009 with multithreading processing ability, capable of handling the demands of modern network infrastructure, it was built to handle an effectively high volume of traffic while processing more rules. Like Snort it is compatible with the most operating system. Both Suricata and Snort can be used as IDS or IPS when connected to the network using the same Syntax rules (not 100%) [7].
The emerging trend Docker has changed significantly today IT industry, this open-source container platform allows developers the flexibility to test, run and deploy their applications in an isolated environment [8]. Thanks to the lightweight, flexibility across different operating systems and management ease, Docker has become one of the fastest-growing trends in the last 5 years [9]. With the help of Docker containers, it would be possible to run multiple Snort/Suricata IDS in parallel in an isolated environment to mitigate the issue of engine become over-loaded and packet been dropped. Also, this could have a major impact on processing time and the usage of processing powers due to the lightweight nature of the Docker system [48]. 

2.2 [bookmark: _Toc79114520]VMware technology overview
VMware is basically an entity that develops virtualisation software. VM stands for virtual machine which is a physical computer’s software-based representation and is known as VMware’s base unit [20, 21]. To understand VMware, it is important to describe what virtualisation is - a concept initially developed in the 1960s by IBM [22]. Virtualisation is the separation of a service or resource request from the service’s physical delivery. It allows the access of resource or service such as memory that is beyond what is physically available. Aside from virtual memory, virtualisation has also been applied in various other IT layers such as storage, networks, applications, operating systems and server or laptop hardware [23].
2.3 [bookmark: _Toc79114521]Docker technology overview
Containerisation is a novel kind of virtualisation and is basically a new approach for the delivery of software [27]. Currently, there is a trend indicating the migration of distributed infrastructures and applications from virtual machine-centric systems to container-centric systems. Containerisation is considered a lightweight virtualisation tool that allows edge/fog-, cloud- and IoT-based distributed applications’ deployment and execution [28, 29]. Containers are different from virtualisation hypervisors in that the former enables the running of user space above the kernel of an OS instead of virtually running machines on physical hardware through a layer of intermediation. Container virtualisation has therefore been described as virtualisation at the operating system-level. A single host can support multiple user space events through Containerisation [30].  

[bookmark: _Toc79114522]CHAPTER 3 - LITERATURE REVIEW 
3.1 [bookmark: _Toc79114523]Overview
In general testing and evaluation of open-source intrusion detection systems is not something new. However, the perfect implementation of IDS has always been difficult which makes the testing procedures of IDS an important research subject. 
It is important to highlight that most open source IDSs are different when it comes to software design, configuration difficulties, optimisation capabilities, processing speed and the number of rules. All these differences would have a direct impact on the host hardware performance, the quality of detection and quantity of traffic can be handled.  
The author is aware of these distinguish variables that would affect the performance and reliability of IDSs. However, the focus of this thesis is to evaluate advantages, disadvantages and performance results using this new Docker deployment approach in comparison to the classic VMware approach.
The author will design different test experiments in an isolated network environment to perform different attacks on these IDSs using different generated traffic speeds, the practical part of this thesis will be designed to fulfil the below conditions:
· System effectiveness.
· Quantity of detection.
· Network traffic capability.
· Host machine performance.
· Test reliability.

The process of conducting this literature review would have great benefits on the author's knowledge and understanding of IDS deployment, design experimentation, set the limits, the scope and set the objectives intelligently for this project. Also, it would enable the author to gather enough information to talk about the topic with authority. Many related quality research papers and thesis have been found, some of these carefully selected studies and papers will be critically analysed and compared in this piece of work.
[bookmark: _Toc79114524]1st Paper: A Dynamic Scalable Parallel Network-based Intrusion Detection System using Intelligent Rule Ordering
The Network-based intrusion Detection System (NIDS) comprise software and hardware that help in identifying risks to a network. The complexity of NIDS results in some difficulties in processing network traffic. For NIDS to work efficiently, hardware and software must be up to date. The goal of the thesis is to come up with an architecture that reduces the processing time of NIDS in pattern matching. The thesis contains an introduction, background, approach, design, implementation, and experiment. It also contains measurement, analysis, and comparison, discussion and conclusion. The background talks of the technologies relevant to the thesis. The domains for the intrusion detection system are discussed. These domains are Host-based Intrusion Detection System (HIDS) as well as Network-based Intrusion Detection (NIDS). The jobs of these intrusion detection systems include checking critical system files and checking network flow [8]. To realise the purpose of the thesis, multiple steps are followed. The first is designing and implementing a suitable design of the steps to follow. Measurement, analysis, and comparison of results should also be appropriately done. A parallel technique model that outlines why NIDS drops packets and how to reduce the packet drop rate is developed. A technical model is designed showing the features aimed at achieving the objectives of the dissertation. Two algorithms are designed as part of the technical model to test the functionality of the project. Once the technical model is designed, one must lay down technical infrastructure, which includes how the network traffic will be sent to the sensors. Once the set-up is complete, the actual experiment should be run to test the efficiency and usefulness of the layout [8]. Measurement, analysis and data comparison enhances accuracy in the project. The data obtained from the experiment is properly analysed to ensure the set goals are achieved.

[bookmark: _Toc79114525]2nd Paper: Open-source intrusion detection systems evaluation for small and medium-sized enterprise environments
The thesis compares three Intrusion Detection Systems (IDS) ranked by their importance to SMEs. Since the threats in the IT field are continually emerging, the tools required to counter the effects have to develop at a significant rate. Many firms that take security measures seriously normally employ IDS to maintain safety policies. The method used to conduct the research was a collective case study where set goals apply for an assessment of individual cases. Results obtained were applied for comparison of different IDS following factors set by Paytrail Company. This organisation deals with payment through the internet and e-commerce services. The thesis mainly focuses on the security performance expected, trustworthy of the open-source project and integration. The study compares IDS solutions and different solutions based on these three factors. The thesis focuses on threats and vulnerabilities related to transactions within the network system. The risks that IDS can identify are grouped into Advanced Persistent Threat (APT) as well as malware [10]. Flow charts and figures are properly used to illustrate various issues in the thesis. In this collective case study, both qualitative and quantitative data are used. The evaluation of criteria in the thesis is conducted according to the factors set by the owner. The environment for the project was set with virtual servers that operate using the oracle virtualisation software. The tests are run at the same time and the results documented from all NIDS. This simultaneous running and reading of results enhance results comparisons and minimises errors [10]. The author studies network attacks vectors and establishes tests for the same. Three open-source solutions that include Snort, Suricata as well as Zeek are analysed in the article to see how they relate as well as effectiveness in ensuring security to network environments run by SMEs. 

[bookmark: _Toc79114526]3rd Paper: Evaluation of Intrusion Detection Systems under Denial-of-Service Attack in virtual Environment
Intrusion Detection Systems (IDS) identify malicious traffic in many organisations. The authors explore the diverse attacks, which ate detectable by the IDS. The objective of the study was to appraise three commonly applied open-source IDS concerning performance. Other goals include understanding the performance of IDS and obtaining knowledge on cloud computing and cyber-attacks. The experiment is done using TCP, SCAN, ICMP, FTP attack. The assessment of the performance of any of the IDS is calculated using CPU usage, memory usage, and packet loss. This results in the generation of multiple alerts [11]. Various intrusion detection systems were analysed including Host-based and Network-based IDS. According to the authors, the IDS are designed to run in a specific environment, therefore, it is difficult to implement the thesis. The framework and architecture for the Suricata, OSSEC and Snort intrusion detection systems are laid down. The results obtained from the three IDSs are compared. The features compared include multithreading, global variable, windows support, and http accessing [11]. Some of the research questions are answered in the literature review method. Under this approach, it is possible to determine the performance of the IDS as well as the diverse attacks that the system can detect. The other criteria used include Population Intervention Comparison Outcome (PICO). The paper focuses on the comparison of three IDSs, which are Snort, Suricata and Bro. 
The merits and demerits of each intrusion detection system are considered in choosing the best. The thesis also analyses the data for mobile networks using the Vulnerability Research Team (VRT) rules set through Snort and bro software. Examples of attacks include bad traffic, scanning attack and denial of service attack. The environmental set up includes a network traffic generator and network switch. The experiment aids in determining accuracy as well as the effectiveness of IDS in performance. The results have been graphical demonstrated using flow charts hence it helps to makes an easy comparison of the different intrusion detection systems.

[bookmark: _Toc79114527] CHAPTER 4 - RESEARCH METHODS 
4.1 [bookmark: _Toc79114528] Overview
 In this section, the author will explain the research methodology principles adopted and followed throughout this project. The research methodology is key when it comes to conducting any successful research project, it is a very important element to all professionals when it comes to gathering specific evidence and data to support researchers unique project. Many ways could be used to collect this information, for instance, interviews, surveys, case studies, questionnaires, experiments, optimisations, etc. this process helps the researcher to gain more control of the suitable literature that would fit the requirement of the project. Different projects require different methods, this could be a qualitative or quantitative research method. The author will conduct an empirical research process in this study to design practical experiments to produce some quantitative data that can be statistically analysed.
4.2 [bookmark: _Toc79114529] Research process
The research process has been adopted in this study would help the author to deliver a systematic model aiming to evaluate the Docker implementation of IDS in comparison to the classic approach of VM, this would benefit to comprehend the validity and reliability of information gathered through the literature. A well-structured research process has been the most appropriate for the proposed study. This process is informed by a layered approach that was developed by Saunders, Lewis, and Thornhill [12], and referred to it as the “Research Onion”. Use of the Research Onion allows researchers to systematically progress from the outmost layer towards the inner layers. The specific layers of the Onion include the following: philosophies, approaches, strategies, choices, time horizons, and techniques and procedures (see figure 1). Each layer has specific options from which the most appropriate for the study at hand are selected. Such a research process provides a clear insight into how a study was or will be conducted or the framework upon which the study was or will be based [13].
[image: ][bookmark: _Toc513106439][bookmark: _Toc79113410]Figure 1: The research onion by Saunders

4.3 [bookmark: _Toc79114530] Research Philosophy
Research philosophy is the idea or belief about knowledge development, including any necessary assumptions about the understanding of the world and the collection, analysis, and interpretation of data. The selected philosophical standpoints reflect the overall perception and reasoning of the researcher concerning a particular study. Interpretivism, realism, positivism, and pragmatism are the most important research philosophies [14].
A combination of realism and positivism are selected as the research philosophies applicable to this study. Realism entails following a scientific path to draw theories and conclusions. This philosophical standpoint does not simply believe in perceptions without satisfactorily supportive scientific logic. Like realism, positivism is based on scientific investigation to observe and interpret reality. However, it specifically emphasises objective experimentation to capture trustworthy and/or factual knowledge. Consistent with this, realism entails the least possible interaction with study participants if there are any [15]. Considering that the current study attempts to experimentally measure the performance results using the Docker-based IDS deployment approach versus the conventional virtual machine or VM-based IDS deployment approach make the realism and positivism philosophical standpoints the most appropriate. No form of survey (such as interviews and questionnaires) would be needed as part of data collection. Rather, Snort and Suricata (open-source IDS variants) will be deployed in Docker and VMware environments to quantitative measure the resultant performance realities [16]. 
4.4 [bookmark: _Toc79114531] Research Approaches
Saunders et al. focus on deductive and inductive reasoning – the main types of research approaches. Deductive reasoning leverages existing literature to discover theories that are then tested using collected data to draw conclusions. Contrastingly, inductive reasoning entails comprehensive observations (usually a collection of vast qualitative data) as the basis for developing one or more theories [17]. The current study focuses on evaluating whether Docker-based IDS deployment outperforms its VM-based counterpart. Precisely, it is hypothesised that Snort performs better than Suricata on both OS-level virtualised Docker containers and conventional hypervisor-level VM. Therefore, a deductive research approach is the most suitable for the current study. 
4.5 [bookmark: _Toc79114532] Research Strategy
When it comes to the research strategy, the question shifts to what aspects the current study attempts to explore and the research design through which the objectives would be accomplished. Therefore, it involves the overall description of a study – is it experimental, action research, case study, survey, grounded theory? For the current study, an experimental research strategy is deemed the most appropriate [17]. The data captured from an experiment involving Snort and Suricata deployed in Docker and VM environments would be analysed and interpreted to draw practical conclusions regarding the performance capabilities of the two IDSs. 
4.6 [bookmark: _Toc79114533] Choices
Generally, there are two distinct methodological choices – quantitative (numeric data) and qualitative (non-numeric or descriptive data). When used alone, a study is either quantitative or qualitative – the mono method [13]. When the two approaches are used simultaneously within a single study, the mixed methods approach applies. The multi-method approach applies more than one quantitative or qualitative method [13]. For the current study, a quantitative methodological approach is the most suitable. This is because the experimental investigation is intended to be conducted within a testbed (a small network) to quantitatively measure the performance capabilities of the two IDSs within Docker containers and conventional VMware.
4.7 [bookmark: _Toc79114534] Time Horizon
A cross-sectional or longitudinal time horizon may be adopted. In the case of cross-sectional studies, data is collected and analysed at a particular point in time. Contrastingly, longitudinal studies entail repeatedly collecting and analysing data about the same topic over a prolonged period. Longitudinal studies are particularly necessary when a certain change over time need to be studied [13]. Considering that the current study is not intended to study any changes over time, cross-sectional research is considered as the most suitable option. 
4.8 [bookmark: _Toc79114535] Data Collection and Analysis Techniques/Procedures
As highlighted above, empirical data would be collected experimentally. Two test environments will be conducted to measure the performance of Snort and Suricata when running on a Decker container and a conventional VMware environment. Performance parameters include the following:
· Ease of deployment and administration.
· Resource-efficiency – CPU and RAM of the host machine.
· Frequency of alert generation.
· Frequency of false alarms.
· Logging capability. 
Similar alert rules will be applied to Snort and Suricata. Then, a series of commands will be run to evaluate how these IDSs will be generating added alerts
4.9 [bookmark: _Toc79114536]Research deliverables
The author shall validate the research by providing a profound analysis of the data extracted from the project experiments and the project outcomes. Upon completion of this research, the author is required to deliver the following: the research must answer the thesis key questions and provide evidence for it, help the reader establish a clearer overview on the subject, understand all the pros and cons of each deployment method, self-critic the overall work completed, provides recommendations to readers and conclude whether Docker implementation outweighs VMware when it comes to IDS efficiency for the two open sources Snort and Suricata.
4.10 [bookmark: _Toc79114537]Resources and planning
In this section, the author shall deliver and explain all the essential information related to resources and planning. Every aspect of the resources available and the plan developed shall outline the design and implementation phase and validate the research strategy adopted [14]. A concise analysis of all the resources identified will be explained to the readers to help rationalise the planning and execution procedure and help validate the research proposed method.
Good planning lies at the heart of any successful project, it is inevitable that at some point a few problems and issues will arise throughout this project. However, the key here is to carefully set appropriate milestones and deadlines that should be monitored and updated regularly and design a good contingency plan risk assessment plan to mitigate all possible scenarios. 
The author shall conduct a thorough risk analysis to help identify all potential threats that this project might face:
· Budget constraints may become an issue if the author required to build a local cluster in the lab environment where the experiment will be conducted rather than connecting to the university resources available in the comms-room. 
· Software licence limitations may impact in dividing the workload between home and University, some of the software is only for academic use.
· Out of hours, access restriction to the lab may delay the progress of this project, the author shall request the necessary access approval. 
· Lost or failure to back-up the project data and the experiment results may have a damaging impact on the entire project.
· IT infrastructure failure or planned maintenance may cause delays to this project.

4.11 [bookmark: _Toc79114538]Resources Required
Every project would require different resources, identifying these resources at an early stage can significantly impact the running of any project and help mitigate any unnecessary delays. Resources vary from hardware, software to individuals. Please see below a detailed list of the necessary resources required for this project:
· Access to the University electronic and physical materials such as journals, books, papers etc. 
· The research project supervisor advice and assistance when needed.
· Access privilege to Cisco lab out of hours.
· The latest version of Snort and Suricata VM image.
· The latest version of Snort and Suricata Docker image.
· VMware software.
· Kali Linux OS.
· Ubuntu OS.
· Open vSwitch software.
· TCP replay open-source suit.
· Docker Swarm cluster running on a local lab machine.
· Four Dell machines.
· Cisco router 1941 series.
· Cisco Layer two switch 2960 series.
· Windows 10 operating system. 
4.12 [bookmark: _Toc79114539]Gantt Chart
[image: A screenshot of a cell phone

Description automatically generated]Gantt chart is an important and very valuable tool when it comes to project management, it provides the teams and individuals involved in any project with the visual representation of timescales, resources, activities and the progress of each task. Also, it helps improve communication, collaboration, efficient resource management, time management, promote clarity, boost flexibility and create a sense of accountability, etc. [18]. As a best practice, in this project, the author shall produce a clear Gantt chart (as illustrated in figure 2) to provides the reader with an estimated time scale of each task and some clarity about the execution flow of the entire project. However, this Gantt chart is expected to endure changes and adaptation throughout the execution of this project. Please see below screenshots from the project Gantt chart developed using Microsoft project:[bookmark: _Toc79113411]Figure 2: Project Gantt Chart


[bookmark: _Toc79114540]CHAPTER 5 - DESIGN AND IMPLEMENTAION
5.1 [bookmark: _Toc79114541] Overview
[image: ]The project experimentation was designed to meet all the objectives in an isolated network to comply with the University rules, the author shall document both deployment approaches; Docker IDS and VMware experiments and compare the results at the end of this project. As illustrated in figures 3, two IDS servers will be set as Docker and VM to monitor the LAN network mimic by a traffic generator and an attacking Kali Linux machine. All the traffic first will be filtered using an ASA firewall with a basic In-Out filter rules configuration. As seen in figure 4 the many containers will be monitoring the network, each container would be running as sub-section of the rules that a normal IDS usually run.[bookmark: _Toc79113412]Figure 3: The project experimentation design




[image: ][bookmark: _Toc79113413]Figure 4: Inside Docker IDS Server

5.2 [bookmark: _Toc79114542]Ethical considerations
In every research project, major consideration and a great deal of attention should be considered when it comes to the ethical side of any project. Therefore, the author shall formally request an ethical approval from the University to implement the designed experiment in the isolated lab network environment and run different ethical cyberattacks to evaluate IDSs, the author shall explain to ethics committee all the benefits of pursuing this project and why this research is worthwhile while respecting the University ethical conduct. Besides submitting the “Application of Ethical Approval PG2-E1” form, the researcher is required to read and comprehend some important IT-related laws and regulation documents such as Computer Misuse Act 1990, Data Protection Act 1998, Serious Crime Act 2015, etc. [19] [48].




5.3 [bookmark: _Toc79114543]CONTINGENCY PLAN (Due to COVID-19 Pandemic)
It is essential to have a good contingency plan to ensure the success of any kind of project. The reality is that this unprecedented pandemic has changed our lives and caused enormous challenges to the entire planet. It has also impacted the academic journey of many students.
 The initial project was set to start an experimental project using the university hardware resource available in the Cisco-Lab to analyse and study different open-source IDS deployed as Docker containers and Virtual Machines. However, the author always had a Plan B which consisted in continuing with the same experiment but using VMware software to create a virtualised topology to simulate the planned experiment to overcome the hardware access problem due to the long-term university campus closure. With all these challenges and in addition to the great impact of the pandemic on the author’s family life, this project has been shifted from being an experiment dealing with quantitative data into a research Taxonomy on the use of IDS as Docker and VMware. Doing the Taxonomy research was not the author’s preferred option. 








[bookmark: _Toc79114544]CHAPTER  6– IDS TAXONOMY
6.1 [bookmark: _Toc79114545]Introduction to Intrusion Detection System (IDS) 

Intrusion Detection systems (IDS) and Intrusion Prevention Systems (IPS) are widely used by all types of organisations and businesses of all sizes to monitor and analyse their network security against unwanted traffic and any violation of security policies [20]. In the current hostile internet environment, the increase of the level of threats and the number of cybercrimes using a sophisticated exploit in a that starts rising alarms and concerns. Therefore, this topic has seen lots of attention from researchers in recent years, lots of tools, products and services have been developed to strengthen network security such firewalls, antiviruses, IDS, IPS, Network Behaviour analysis (NBA), etc. some of these solutions are commercial and other are open sources. When it comes to large companies and government organisation the cost of implementing a robust network security using some of the expansive and sophisticated tools and services such as Palo Alto, Sourcefire and SolarWinds is not an issue. However, when it comes to small and medium businesses the feasibility cost analysis would be key in deciding what type of security solution to be implemented [21]. Analysing and monitoring user data, services and networks using passive traffic information and analysis is useful for managing systems and exploring security vulnerabilities, intrusions on a timely basis [22-23]. The IDS is typically a valuable tool for scrutinising network traffic information for recognising and protecting against intrusions responsible for threatening the availability, integrity and confidentiality of the system [24]. Basically, IDS comprises both hardware and software mechanisms and is accountable for determining malicious activities through monitoring systems and network environments. It contains an analysis unit, reporting system and sensors. Sensors typically are placed at distinct hosts or network places for collecting information. This collected information is conveyed to analysis unit for examining information and identifying intrusions. Upon intrusion detection by analysis unit, an alert is generated by reporting system to system/network administrator. IDS is employed for spotting cyber-attacks and provisioning immediate alerts. Its foremost intention is to determine vicious network traffic and unauthorised computer utilisation which is impossible while employing a conventional firewall. Comprehensively, IDS works like a protection shield to networks. 
 
6.2 [bookmark: _Toc79114546]Types of IDS

The prime types of IDS include host directed IDS (HIDS), network directed IDS (NIDS) and collaborative IDS as portrayed in Figure 5. 
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[bookmark: _Toc79113414]Figure 5: IDS Types

[bookmark: _Toc79114547]6.2.1 Host directed IDS
Host directed IDS (HIDS) is implemented for safeguarding the system from vicious attacks or intrusions which can harm its data or operating system [25]. Generally, a HIDS relies on host environment metrics like log files [26]. These metrics are provided as input for decision unit of HIDS. In common terms, HIDS recognises intrusions through auditing log and records. It monitors and acquires data from a particular host device. Moreover, it collects suspicious system activity information like repeated unsuccessful login attempts, Trojan or backdoor installation, or modifications to processes, system calls, memory regions and file system of host. The HIDS typically performs integrity validation and process monitoring. It is substantially employed on hosts for defending the host's safety. The prime advantages of HIDS include least false alarm scores and less complexity compared to NIDS. But it lowers the application system efficacy and relies hugely on host monitoring potential and log information. 
A HIDS depending on fingerprinting system call series was discussed by [27]. The collected fingerprints were further matched using runtime call sequences for detecting anomalous behaviour. The runtime calls were compared with fingerprint database. Upon detection of any mismatch, logs were documented and reported to administrator. This HIDS mainly prevented vicious insiders from tampering repeatedly executing programs on virtual machines (VMs). In [28], a HIDS was designed. This HIDS employed solely the default system log files for inspection. Using default logs, details of event records were gathered. It monitored the system’s self-similarity for recognising the anomalies. A measure depending on cosine similarity was developed and an optimal time period was found for quantifying the given system’s self-similarity. Depending on self-similarity threshold, the intrusions were categorised as benign or vicious. In [29], a HIDS was reported for cloud settings. It relied on a call sequence for identifying vicious program executions. The employed HIDS detected vicious syscall executions of trojans, worms, rootkits and corrupted programs. It also warned the cloud customer against vicious system activities through inspecting the call traces. The presented HIDS showed 96% mean detection sensitivity. 
[bookmark: _Toc79114548]6.2.2 Network directed IDS
A network directed IDS (NIDS) tracks both outbound and inbound traffic from and to all network’s components/devices. It sniffs traffic packets for detecting vicious attacks and intrusions [26]. NIDS monitors network information flow and detects unusual behaviour for finding potential attacks. It can supervise multiple devices simultaneously, if deployed over the borderline of network. However, it possesses very low visibility within the host devices.  Moreover, processing encrypted sessions is complicated using NIDS. 
In [30], a NIDS was deployed in both DomU and Dom0 on cloud server for filtering vicious traffic. The alerts were generated by NIDS and conveyed to control location upon anomalous traffic recognition. After alert reception, attack analyser estimated the alert severity using intrusion graph for deciding relevant countermeasures. In [31], an IDS framework was designed for recognising intrusions. It employed multiple threads for matching signature database with network packets for recognising known attacks. The IDS performance was boosted through concurrently executing several threads. It also transmitted the produced alerts to advisory service and administrators. 
[bookmark: _Toc79114549]6.2.3 Collaborative IDS
Collaborative IDS involves combining multiple NIDS and/or HIDS for exploiting advantages of both NIDS and HIDS. Some of the collaborative IDSs exploited in literature are discussed below. 
In [32], a collaborative agent-directed IDS was proposed. An individual IDS was deployed at every cloud region. The employed IDS comprised several units like alert clustering, intrusion detection, react and block, collaborative agent and threshold check. The arriving network packets via snort were analysed using intrusion detection unit. The detected intrusion’s severity was checked using threshold check and alert clustering units. The alerts were received/sent to cloud regions by collaborative agents. The DoS intrusions were successfully identified by proposed collaborative IDS. A collaborative IDS architecture was presented by [33]. Every service provider contained an IDS controller (IDSC) which stored the anomaly and signature status of users. Further, an IDS instance was created for handling the workload. User activities were monitored by the IDS instance and this information was conveyed to IDSC.  The IDSC preserved the information gained from several IDS instances in the database. This stored information was further employed for detecting intrusions. In [34], a collaborative hybrid IDS was proposed wherein several mobile agents were employed for intrusion identification in virtual scenarios. Here, after detecting fresh attacks, signature database was updated at native IDS. Furthermore, signatures were updated to other IDSs contained in cloud clusters for identifying intrusions. Various distributed attacks were easily determined using this IDS. Another collaborative IDS model was provided by [35] for cloud. NIDS was installed at the virtual link of every host device for monitoring network packets. Snort was adopted for recognising unknown intrusions and machine learning schemes were utilised for identifying network anomaly. 
[bookmark: _Toc79114550]6.3 Detection techniques 

The intrusion detection schemes include anomaly-based techniques, signature directed techniques, fuzzy logic directed techniques, evolutionary model-dependent techniques and hybrid techniques as depicted in Figure 6. 
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[bookmark: _Toc79113415]Figure 6: Intrusion detection techniques


[bookmark: _Toc79114551]6.3.1 Anomaly-based techniques
In this type, an ordinary information pattern will be created depending on information from ordinary users, which is further compared against the present information patterns for recognising anomalies or detecting deviations from ordinary behaviour [36]. This technique detects both unknown and fresh intrusions. It gathers data regarding application/user/system behaviour and employs data mining, machine learning (ML) and statistical modelling approaches for determining the behaviour type (i.e. illegitimate or legitimate). 
Statistical approach was exploited by [37] for intrusion recognition. The authors employed time series methods through aggregating individual intrusion recognition alerts into alert flows. This approach performed a precise multivariate investigation owing to identification and cancellation of irrelevant alerts at flow level. This approach displayed a great improvement over the manual intrusion alert handling approach. Another statistical modelling scheme was exploited by [38] for identifying anomalies. This work adopted autoregressive techniques for information modelling and performed a series hypothesis testing for determining anomalies. With location correlation and time correlation, this approach not just determined the anomalous activity presence but also its location and duration of occurrence. In [39], network database consisting of industrial operation information was analysed using time series and ML techniques for recognising network anomalies. The network attacks were identified by ML methods. This approach was successful in recognising 90% to 95% attacks. Different ML schemes for intrusion identification were exploited in [40]. Intrusion identification performance was assessed using a NSL-KDD database. Random forest approach displayed the highest detection rate. Data mining based effective anomaly identification methodology was presented by [41]. The abnormal (unusual) and normal activities were categorised using data mining methods. This approach showed greater intrusion detection score and least false alarm score. Another anomaly-based scheme was provided by [42] for identifying anomalies in cloud computation. Here, SVM method was adopted for training profiles and recognising the intrusions. This approach offered 96.24% accuracy in anomaly identification. 
[bookmark: _Toc79114552]6.3.2 Signature directed techniques
Signature directed techniques employ signatures for intrusion identification. Here, the network data is initially scanned and compared with the attribute database. The data is considered as vicious if the information scanned earlier matches the attribute in the signature database. In general, signature directed schemes leverage signature database of known intrusions, extract signatures of network activities and further employ matching techniques and protocol compliance checks for comparing/matching the signatures with the ones contained in database. These techniques can precisely determine the attack type and are simpler to use. Moreover, they utilise merely limited resources for detection procedure. These techniques operate in offline mode and online mode. In signature directed schemes, a slight variation of familiar/known attack can affect intrusion analysis if an IDS is not appropriately configured. Additionally, they cannot detect novel or unknown attacks [43]. Therefore, these techniques can recognise solely known insider/external intrusions. 
A signature directed IDS was proposed in [44]. Initially signatures of familiar attacks were extracted, preserved in database and were frequently updated. Furthermore, essential features were extracted and a neoteric matching technique was exploited for comparing or matching the arriving information with known signatures. Ultimately, the logs were inspected by administrator for checking historical and current profile of it. In [45], an algorithm for generating fresh attack signatures using existing signatures was presented. These signatures were employed for recognising known attacks. But this approach generated many redundant signatures. In [46], signature apriori method was integrated with snort. The known attack/intrusion rules were stored by snort in its database for identifying known intrusions. Using known signatures and signature apriori method, derivatives of familiar/known attacks were generated and updated in the database for recognising known and derivatives of such intrusions. However, this approach was unsuitable for detecting completely unknown attacks. In [47], signature-based approach was utilised for identifying application specific intrusions. Packets of several protocols were captured using packet sniffer. Furthermore, they were dispatched to its respective parser. Then, a chain of packets was translated into messages and were dispatched to respective state machine. The messages were analysed and checked with the syntactic rules. Signatures unmatching with the defined rules were deemed to be vicious. This approach augmented the detection score. 
[bookmark: _Toc79114553]6.3.3 Specification-based techniques
In specification-based techniques, thresholds and rules are set by the administrator in advance [48]. Here, the current network and system status is detected by IDS as per the set thresholds and rules. On exceeding the threshold or violating the rules, the IDS detects an unusual condition and reacts accordingly. In general, specification-based techniques identify intrusions whenever network behaviour diverts from specification norms. It requires no training phase and can work immediately upon specification setup. But these techniques may not be adaptable for distinct environments owing to manually set rules. Moreover, they can be error-prone and time-consuming [49-50]. 
Specification-based IDS was presented by [51]. Using this IDS, the traffic was monitored at the application, transport and network layers for ensuring secure operation of connected devices with regard to predefined security policy. This approach detected all security violations against predefined security policy. In [52], specification-based approach was exploited for differentiating normal (benign) and vicious activities. An application unrelated specification was utilised for describing benign behaviour trend and enforcing it on intermediary applications during runtime through monitoring inter-device communication pattern between critical devices. This approach recognised all malwares trying to access confidential services without user’s approval. 
[bookmark: _Toc79114554]6.3.4 Fuzzy logic directed techniques
These techniques employ fuzzy reasoning rather than the usual boolean false or true function. They are often fused with other ML schemes for augmenting intrusion detection rate. Moreover, they offer rapid response and automate rule generation procedure [53]. However, fuzzy logic directed techniques may sometimes generate surplus redundant rules. 
Fuzzy rules were employed by [54] for detecting widespread DoS and distributed DoS intrusions in real-time. In [55], fuzzy logic was fused with ML technique. The collaborative fuzzy logic-ML approach detected anomalies rapidly. Fuzzy rule approach was presented by [56] for effectively recognising network intrusion activities. An automated strategy was exploited for fuzzy rule generation and system training. It achieved greater precision in recognising the vicious or benign intrusions. In [57], fuzzy logic was exploited for identifying intrusions in wireless systems. The employed method detected both grey hole and black hole intrusions. Through incorporating fuzzy logic into developed IDS, imprecise information management was achieved. This approach also detected vicious behaviours. An improved fuzzy logic directed IDS was presented by [58] for identifying misuse kind of intrusions and anomalies. For swift decision making, a fuzzy inference unit was exploited. It displayed good detection rate in anomaly identification. 
[bookmark: _Toc79114555]6.3.5 Evolutionary model-dependent techniques
These are computational intelligence schemes suitable for resource-restrained and highly dynamic scenarios. Several evolutionary computation (EC) schemes like genetic algorithm (GA), genetic programming (GP), evolutionary algorithms and grammatical evolution are exploited for intrusion identification [59]. Among these, GP is hugely adopted, and it offers improved panaceas for sophisticated problems. However, EC schemes often face issues in multi-category intrusion categorisation and detection. 
In [60], multi-objective GA was exploited for providing trade-offs between false-negative and false-positive alerts. Additionally, suitable position for deploying IDS within the network was determined using multi-objective ECs. In [61], GA was adopted for minimising the rules generated via given signatures. It employed performance and fitness functions for two-step evaluation. This approach detected solely known attacks. 
[bookmark: _Toc79114556]6.3.6 Hybrid techniques
Hybrid methods fuse one or more detection schemes for enhancing intrusion recognition capability. Hybrid techniques help in overcoming diverse limitations faced by a single scheme. Moreover, these techniques can determine both unknown and known attacks. But utilisation of hybrid approach simultaneously adds system complexity because of additional resource incorporation. Moreover, it makes the whole system operation difficult. 
Hybrid detection approach was presented by [62] for intrusion identification. Signature detection was executed through adopting a random forest scheme. Further, anomaly detection was achieved through k-means clustering scheme. For improving anomaly detection efficacy, modified k-means technique was adopted. Furthermore, feature values were estimated for boosting the anomaly recognition. Another hybrid intrusion recognition approach was provided by [63]. It exploited decision tree scheme for executing signature detection. It then adopted a support vector machine (SVM) technique for recognising anomalies. In [64], a multi-threaded IDS was presented through incorporating fuzzy clustering and neural networks (NNs). According to similarity of information, the training information was divided into various subsets by fuzzy clustering. Later, NNs were applied, and a series of rules were generated. The rules generated using every NN module were fused with fuzzy compilation for creating a rule set. The arriving network packets were matched with the rules for intrusion recognition. Utilisation of fuzzy clustering enhanced the recognition rate and shortened the NN’s training duration. A hybrid GA-SVM approach for intrusion recognition was provided by [65]. The significant feature selection was executed through GA and intrusion categorisation was done using SVM. This GA-SVM hybrid methodology achieved greater true-positive score for intrusion recognition. 




[bookmark: _Toc79114557]6.4 VMware Technology

Virtualisation generates a virtual machine that virtualises the abovementioned IT layers. In this manner, one or more virtual machines can share physical hardware resources. Three criteria need to be satisfied in virtualisation. The first aspect is that an equivalent environment be made available by virtualisation to execute a program that is comparable to an original system. The next criterion is that the virtualisation be able to offer a virtualised resources’ secured control. Finally, virtualisation need to be able to achieve ideal performance in completing privileged instructions through hardware or software support [66, 67]. VMware has provided the benefits of virtualisation since 1998 to most laptops, desktops and server deliveries. This technology has been used to create virtual infrastructure to address IT challenges that include the eradication of server sprawl, optimisation of system testing and development, ensuring continuity of business and securing end-user units such as unmanaged laptops, workstations and personal computers [65].
	VMware enables running of unaltered OS as an application at the user level. Crashing, modifying, rebooting and reinstalling of the OS that is working inside VMware can be done without impacting other applications that are functioning in the computer. VMware allows the creation of virtual machine which serves as the environment for virtual hardware execution. Simultaneous usage of multiple virtual machines and individual virtual machines can provide isolated systems from the underlying system’s activities and hardware [64]. A virtual machine having a VMware infrastructure can be likened to a physical server. The only difference is that a virtual machine is actually an array of software files rather than a box of electronics. A VMware virtual machine typically involves the following components: Ethernet, video card, sound card, IDE controller, SCSI controller, USB device, mouse, keyboard, floppy disk, CD or DVD, serial/com ports and parallel ports [68].    
	VMware has several virtualisation components for various purposes. VMware hypervisor is a software that works with the physical computer’s underlying resources for virtualising the physical computer. VMware Workstation virtualises desktop operating systems. VMware Horizon is a virtual desktop integration tool. It enables troubleshooting and configuration of the desktop OS without the need for onsite visit or using remote access. VMware vSphere is a platform for enterprise virtualisation. VMware vCentre enables the management of deployment of virtual machines over a vast amount of host servers. VMware vSAN, VMware NSX, VMware HCX and VMware Cloud are for the virtualisation of the remainder of the data centre. These are just a few of the VMware tools that are available for various virtualisation objectives.
	There are several benefits that come with using VMware products. One is that it enhances return on investment since these tools allows the maximisation of the use of resources of a physical computer. Another is it enables space and energy efficiency by running on fewer physical servers and multiple applications. Also, VMware is the leading developer of virtualisation tools. VMware has a 75,000-strong partner network that support its more than 500,000 customer bases [62].

[bookmark: _Toc79114558]6.5 Docker Technology

Docker is known as the most common container tool as well as the most widely reported Containerisation technology in scientific literature [69]. Docker is distinct from virtualisation based on two aspects: first is the absence of an overhead that arises due to the emulation of a complete virtual machine-specific OS and the second is that a similar kind of OS can be run on both the container and the host. However, containers like Docker and virtual machines deal with a similar challenge which is isolating and controlling the application components [70]. An open-source platform, Docker that execute applications while making the development and distribution of this process easier. Under this technology, a container, which is a standard form, is created by packaging the auxiliary dependencies together. Containers are run on top of the kernel of the OS while isolated. This allows Docker to provide a lightweight and rapid environment for the efficient running of code while offering a conducive space for the pre-production testing of code from the computer [71].
	 There are four main components that comprise Docker. The first component is the client and server. The Docker client communicates with the Docker daemon or server; the latter performs all the function. The Docker client or daemon can be run on a similar host or it can also be run on a separate host by linking the Docker client to its remote daemon. The second component are the Docker images. In the Docker environment, images serve as the building blocks. Containers are launched from the images. In the life cycle of Docker, images constitute the build part. Union file systems are used by Docker images in a layered format and are gradually constructed using a sequence of instructions [69].
	The third component of Docker are registries. Registries are where the built images are stored by Docker. Private and public registries are the two kinds of registries. The Docker Hub is a public registry for images that is run by the Docker company. In the Docker Hub, users can make an account for storing and sharing images. The fourth and final component of Docker are containers. A container is an execution environment that is also a range of standard operations and an image format. Every container holds a cargo in the form of a software image. A software image enables the performance of a set of operations. A Docker container can either be an application server, a database or a web server [70].
	Applications of Docker are numerous. It can help expedite, streamline and make more effective the build workflow and local development. Docker can also enable application and service stand-alone operation over different settings. Another use of Docker is running continuous integration tests in isolated instances. Docker can likewise be used to build and test, pre-deployment, architectures and intricate applications on a local host. It has also been applied for Platform-as-a-Service infrastructure construction as well as for Software-as-a-Service applications and other processes [72].
6.5 [bookmark: _Toc79114559]IDS as VMware or Docker
	Network traffic has been increasing exponentially in the data centre. This has made IDS a suitable layer of security to the data centre. VMware has been applied as an IDS strategy through the intrinsic security framework. Intrinsic security is one that is integrated into infrastructure and spans the IT environment. VMware NSX is a prime example of this framework. NSX enables this function in two approaches: through east-west security and network virtualisation. East-west security allows the implementation of security policies in the hypervisor for the data centre. On the other hand, network virtualisation separates the physical network from the traffic flow management. These two approaches combine to provide intrinsic security while conferring flexibility to the network design of the data centre [73].
	NSX constructs security into the infrastructure of the network virtualisation where this feature always exists and need not to be deployed. Given that NSX has a distributed architecture, security capacity is not limited by a centralised control. This also gives NSX the ability to see all every workload and application, thus enabling it to preset security policy regulation and to monitor workload lifecycle [73].
	The engines of NSX Distributed IDS/IPS is based on Suricata; the former using the latter to create a runtime environment to the IDS/IPS engines as well as management functionality. NSX embeds within the firewall the functionality of IDS/IPS. The firewall allows passing of all traffic first before the configuration-dependent inspection by IDS/IPS of the traffic occurs. Since the firewall and IDS/IPS functionality are co-located, the security policies of the network can be simplified in terms of enforcement and expression. In the hypervisor’s kernel, the firewall module is connected to the engines of NSX Distributed IDS/IPS which are in the user space. Traffic is inspected in the firewall where the hypervisor receives traffic, facilitating communication between applications. The traffic is then sent to the user space-located IDS/IPS module [74]. 
	Virtualisation of IDS such as using VMware provides a range of benefits. The first advantage of virtualising IDS is individual scalability. This is because different components of IDS require varying levels of resources. Thus, virtualised IDS can offer flexibility and cost-efficiency in running security. The second benefit is it allows customisation which is achieved by laying down different policies. The third advantage of virtualising IDS is the ability of allowing reusability or shareability. This makes IDS save on resources and make maintenance and management of the system easier [75].
	For Docker, the advantages of this tool in relation to security measures such IDS can be derived from its various mechanisms such as the running of isolated containers. Isolation mechanisms can be implemented in a variety of ways based on kernel features of the OS. Examples of these features include control groups, namespaces and capabilities. To bolster the isolation steps specific tools such as App-Armor, Security-Enhanced Linux and Linux Security Modules can be utilised. For reducing system calls, the Secure Computing code of the Linux kernel can be applied [76].
	Namespaces are created by Docker when running a container to serve as isolated workspaces. Mounting file systems, networking and isolation of processes are the functions of namespaces. This prohibits an internal process from visualising files, processes and others in the container’s external environment. Control groups function by limiting resources available to the container to work in the system. Capabilities enables the running of container processes based on specific privileges [76].

6.6 [bookmark: _Toc79114560]Taxonomy on the use of IDS as VMware or Docker
The use of IDS and its effectiveness can be tested in a simulation after the internal network has already been accessed by an attacker and has made a list of targets followed using the IP protocol to conduct internal network scans. The attacker uses nmap for this latter task. Nmap is port-scanning tool that is open source, providing information on ports of a device, their services and the operating system running. When a virtual machine like that that runs VMware Workstation has an application that has been compromised by an attack, only the OS of the virtual machine is affected. This allows for a sandboxed environment that is more secure [77]. Docker, on the other hand, improves the stability and portability of the various device software. The running software can be isolated from other processes when container images are converted into new containers. Therefore, when the application has been compromised, Docker enhances the security by limiting the access of the attacker to the affected container only. However, containers can be compromised by attackers to infect other containers when not properly configured [77].
	It has been noted that the efficiency of IDS tools is dependent on the availability of resources of virtual machine such as VMware. More specifically, that the amount of RAM and CPU core allotted for the virtual machine is correlated with the outcome of IDS performance have been observed when a single Suricata instance was evaluated with varying virtual machine resources [78]. When multiple instances of Suricata was used in multiple container scenario, the study found an in increase in alerts with proportional Suricata instance, accompanied by increasing CPU usage for every instance of Suricata. Deploying a number of security instances enables the application to increase its data rate management capability. These results indicate that multiple IDS can be feasible when launched parallel as dockerised instances. When several instances are underway, Suricata is found able to distribute load as a response [78]. VMware Workstation 6.5 has been used by Day and Burns in 2011 to test the function of Suricata and Snort as a visualisation platform [79]. This choice of platforms was due to VMware Workstation 6.5’s better disk and IO performance, according to the authors, when compared to Virtual PC and Virtual Box. This virtualisation tool was coupled with the operating system Ubuntu 10.4 TLS 32 bit. Suricata and Snort were setup to execute similar rule-sets. The classification of Snort was different from that of Suricata in that the former uses 174 pre-processors and 134 decoder rules. AcidBase, MYSQL and Barnyard were all used for both Suricata version v1.0.2 and Snort version v2.8.4.2 [80].
	A strategy for applying IDS in virtual machine such as VMware is exemplified by virtual machine introspection (VMI). VMI is the concept that supports the intrusion detection that is referred to as out-of-the-box. Inspection of the virtual machine state is performed by relocating outside the virtual machine the inspection module. In order to detect any intrusion, the guest system’s software that is running is analysed externally. This enables the continuous detection of malware event in the event of an intrusion which is an advantage for this technique [81]. An example of the virtual machine-based intrusion detection is the Xen Access which is a virtual memory introspection technique. Virtual disk monitoring and virtual memory inspection is provided for by the monitoring library of Xen Access. This method does need any modification on the OS or virtual machine. Xen Access can visualise another virtual machine’s memory which is used to determine OS data from the target [82]. 

6.7 [bookmark: _Toc79114561]Comparison and Analysis of Previous Studies
	Prior studies have explored the potential of using open-source IDS with virtualisation and Containerisation tools such as VMware and Docker, respectively. For example, the study of Day and Burns in 2011 analysed the accuracy and performance of Suricata and Snort on four cores using virtual machines run by VMware [83]. The authors were able to assess the performance of the two IDS technologies on the limited number of cores. However, it was noted that there was a need to conduct the same performance tests using significantly more numerous cores to properly evaluate the Suricata and Snort accuracy and performance [83]. 
	White, Fitzimmons and Matthews [84] made an apples-to-apples comparative analysis of Suricata and Snort as reported by Day and Burns in 2011 [83]. This time, White et al. performed the tests using cores beyond four. The two systems’ default performance as well as advanced configurations were compared. In addition to raising the CPU cores, they also tested the effect of multi-instance Snort configuration. They also modified the used rulesets as well as the processed workloads. The authors demonstrated that this change resulted in a significant enhancement in Suricata’s performance; in fact, they claimed improvements reaching 20X.
	Another study related to that of Day and Burns [83] and of White et al. [84] is the study by Albin [85]. To compare the performance of Suricata and Snort, Albin conducted three experiments involving testing ruleset, static pcap files and live network traffic with the use of Pytbull. For the virtual machine host, Albin used VMware ESXi. The author assessed the detection accuracy, memory requirements and speed of the systems in the different experiments. Albin concluded that larger traffic volumes can be handled by Suricata than Snort given the same level of accuracy.
	Unlike the study by White et al. [84], Albin’s work involved changing component and unquantified background traffic. This difference could have affected the reproducibility of Albin’s results. Albin demonstrated that traffic volume and traffic type were not consistent across the experiments as shown by the variability in the network traffic during Suricata and Snort comparison runs. Also, according to White et al. [84], the use of Pytbull by Albin while linked to a running network could have rendered the traffic to a condition of variability as observed in the network [84].
	There have been more studies relating to the security of virtual machines through IDS as evidenced by publications mentioned above. However, on the part of container technologies such as Docker, there have been limited research. This is even though the introduction of IDS in Dockerised and similar systems is not dependent on any background knowledge regarding the application within the container. It also does not need modification of the host kernel or the container [85].
	The above observation has also been echoed by Hickman in 2018 who noted that conducting IDS and analysis in Dockerised world has been limited in the literature [86]. The author, however, contends that some reports are available regarding the intrusion detection methods, container security application and determination of build area. He adds several references are available pertaining to traditional systems and methods that can be utilised when making comparisons with novel container network techniques [86, 87].
	According to Chandrasekaran [88], although Docker is a widely used and publicised container technology, it has its limitations in relation to IDS security aspects. Although the author was able to create from applications and libraries new Docker images and found Docker a convenient tool for building, deploying and working among containers, he claims that the container technology was not appropriate for their system due to potential security issues associated with isolation using Docker containers.  
6.8 [bookmark: _Toc79114562]Using Open-Source IDS as VMware or Docker
	This current research exploring the potential of using open-source IDS as VMware or Docker can provide significant contributions to the field of security in virtual machine and containerised systems. As the aforementioned studies indicate, there are still large gaps when it comes to network security, especially IDS with its usability challenges [88], as it involves these fast-evolving technologies such as VMware and Docker. 
	The studies of Day and Burns [68], White et al. [84] and Albin [83] has not only demonstrated the potential of applying IDS tools such as Suricata and Snort with virtual machines and containers such as VMware and Docker. These three studies have also successfully evaluated the accuracy and performance of these IDS tools in the virtual machine and container environments. Day and Burns [68] highlighted the need to conduct performance tests using more numerous cores to properly evaluate the Suricata and Snort accuracy and performance. White et al. [83] thus increased the CPU cores beyond four and modified the used rulesets as well as the processed workloads, thereby greatly enhancing Suricata’s performance. Meanwhile, Albin was able to assess the detection accuracy, memory requirements and speed of the systems in the different experiments comparing the performance of Suricata and Snort. Albin concluded that larger traffic volumes can be handled by Suricata than Snort given the same level of accuracy [84]. This current research can build on the results of these previous studies. Increasing the CPU cores higher than that what was formerly done can reveal more significant data for this present study. Also, modifying the rulesets and varying the workload processes should provide more useful insight. 
	As has been discussed in the studies of Abed, Hickman and Chandrasekaran [86], research on open-source IDS applications in Dockerised environments has been limited. Therefore, this is where this current research can contribute considerably. Addressing the security challenges inherent in Docker systems need to be prioritised with an emphasis on IDS tools Suricata and Snort. This means testing and evaluating the various configurations and rulesets, as well as workloads, are essential in determining the potential solutions to issues that have been previously floated. For instance, the interactions between containers and the importance of container isolation during IDS operation can be a point of focus or start in this current research. Findings in such experiments can provide invaluable information for present development and aid future research as well.
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The Internet of Things (IoT) has been swiftly evolving towards creating a vast impact on daily living to massive industrial systems. IoTs are interlinked networks of devices which facilitate seamless data interchange between physical components or devices. Basically, the devices can be wearables, industrial robots, driverless vehicles, smart televisions, healthcare and medical devices, etc. and can be regulated and monitored remotely. These devices are anticipated to become highly prevalent compared to mobile gadgets and can acquire access to highly confidential data including personal data. This in turn can augment attack probabilities and attack threats. The countless devices or hosts connected to or interlinked with IoT networks emerge as ground causes for security breaches and security problems. The increasingly common security hazards experienced by IoT architectures include routing attacks, ransomware, denial of service, (DoS) attacks, distributed DoS intrusions, data leakage, remote recording and botnets [89]. Though firewall implementation appears as the first set of defence in IoT structures; however, it cannot be a strong solution for defending against the multifarious IoT attacks owing to complexity and variability of IoT structures. Since security is deemed to be the pivotal supporting aspect of many IoT applications, development of IDSs in IoT is critically important [90]. IDSs exploited by researchers for IoT scenarios are discussed below.

An intelligent IDS named Passban was presented in [49] for IoT devices. The Passban detected diverse types of vicious traffic including flood attacks, brute force attacks and port scanning with satisfactory accuracies and least false positive rates. A supervised technique-based tri-layer IDS was proposed by [91] for IoT networks. It classified the profile and type of every IoT component connected to network. Moreover, it identified vicious packets in the network and categorised the attacks namely replay, reconnaissance, spoofing and DoS. The developed IDS automatically distinguished benign or malicious network activities and successfully recognised the type of attack on devices connected to the network. In [92], a centralised IDS was presented wherein the packets passing via the borderline router between network and physical domain were analysed for recognising botnet attacks. Attack identification was done using anomaly directed IDS. It computed the mean for three metrics for composing the ordinary behaviour profile. Upon violation of computed averages by metrics of nodes, an alert was raised by the system. In [93], an anomaly directed IDS was presented for IoT. A distributed location strategy was employed which monitored energy utilisation of nodes for identifying intrusions like DoS attacks. Every node’s energy consumption was monitored and on deviation of energy consumption value from anticipated value, the node behaviour was classified as vicious by IDS. Further, these vicious nodes were discarded from the routing table of 6LoWPAN. In [94], an IDS for identifying sinkhole attacks in IoT was presented. The employed IDS comprised three modules namely cluster configuration, routing and intrusion identification modules. The cluster configuration unit was accountable for classifying leaders, members and associated nodes depending on network operations. The second module employed an observer node for monitoring the performed transmissions. The final module was adopted for identifying sinkhole intruding/attacking node. The developed IDS identified sinkhole attacks successfully with 92% detection score. In [95], a neoteric unified IDS for guarding the network against intrusions like generic, probe, DoS and exploit. The proposed unified IDS served like a dog watcher for safeguarding IoT-enabled systems from external and internal vicious attacks. Moreover, it showed greater intrusion detection score compared to formerly exploited intrusion identification approaches. In [96], a rule-dependent and ML-based IDS was presented for identifying known and fresh intrusions on Zigbee-IoT systems. The rule-dependent IDS was adopted for providing a precise IDS for known intrusions. The ML-based IDS was exploited for reducing intrusion recognition errors and manual efforts. This hybrid IDS successfully detected new and common attacks with precise detection rate. 

[bookmark: _Toc79114565]7.2 Overview of IDS system in a typical LAN environment

The performance and security considerations in organisations with limited number of computers result in formation of Local Area Networks (LANs). The LAN indicates a high-speed communication network designed for linking computers and various information processing devices jointly within a tiny geographical region such as a building or department. Security hazard to any machine or computer from LAN based attack is often caused by a compromised computer. The preliminary step associated in LAN based attacks include cache defilement with counterfeited IP-MAC address pairs that may further induce other attacks like DoS, man-in-the-middle attacks, etc. LAN directed attacks chiefly occur because of compromised network hosts. The stateless nature of address resolution protocol (ARP) also induces such attacks. Several schemes exist in literature for circumventing such attacks, but such schemes either make the stationary IP-MAC pairing, mend the host operating systems, alter the ARP, etc. Generally, computers operating in the network are recognised through computer’s Internet Protocol (IP) addresses. These addresses are employed at network level for discriminating the device uniquely. Another address called hardware address or Media Access Control (MAC) address is employed at the data layer by computers. Mapping of IP address to certain MAC address is done for delivering any packet to desired computer/device. This binding between the MAC and IP address is performed through ARP. Typically, ARP is accountable for determining MAC address of provided IP address. For reducing numerous broadcast requests every machine maintains a table called ARP cache that maintains the mapping details between the MAC and IP. Entries in this cache can be dynamic or fixed (static). Entries in dynamic cache are erased after a predefined interval. The host updates the cache directly upon receiving the ARP response without testing whether a request was formerly sent equivalent to the response. Furthermore, no measures are taken by the host for auditing the precision of sent IP-MAC pairs. This stateless condition allows vicious hosts to craft ARP packets and counterfeit the IP-MAC address pairs. Both anomaly and signature directed IDS are exploited in [97-98], for recognising LAN attacks. Active methods also [99] are proposed wherein the probe packets are transmitted by IDS to hosts along with observations like alteration of IP-MAC address pairs. Other IDSs exploited by researchers for LAN scenarios are discussed below.

An active IDS for LAN directed attacks was proposed by [100] without any additional constraint like modifying the ARP, stationary IP-MAC, etc. The proposed active IDS validated each IP-MAC pair using a probing method. It employed a probing mechanism without violating the standards of network layer structure. The approach was purely software and did not require extra hardware for operation. A host directed IDS was proposed by [101] for LAN intrusions. This IDS worked well without requiring any supplementary constraint like modifying ARP, stationary IP-MAC, etc. It successfully determined ARP-pertinent attacks. A network directed IDS was proposed in [102] for identifying ARP spoofing-based attacks. This IDS adopted a probing scheme for spotting the LAN attacks. In this method, a probe was sent for every ARP request and minimum one reply was received. The extra ARP traffic was decreased through maintaining tables equivalent to spoofed or genuine IP-MAC pairs. Probes were only sent to those IP-MAC pairs which were not contained in tables. 



[bookmark: _Toc79114566]7.3 Software-defined networking (SDN) based IDS

Nowadays core networking structures are facing disruptive advancements because of the emanation of Software-defined networking (SDN) paradigm. The SDN is a network architecture employed for network management. It facilitates vigorous, programmatically effective network configuration for network monitoring and enhancing its performance. It offers a simple programmable framework, control and global view for current networks that demand for swift response against security incidents. It also offers an interface for monitoring software applications centrally and intelligently [103]. Irrespective of the links between devices and the server, the core controller broadcasts commands to switches via a control-protocol called OpenFlow for enforcing strategies and running services on-demand. SDN provides traffic engineering and dynamic reconfigurations using the programmable interface. Dynamic strategy enforcement, flexible reconfigurations and programmability are the cardinal attributes of SDN-oriented network architectures. The recent SDN OpenFlow strategies provide advanced features for realising complex protocol-header matching and executing conventional function operators for analysing flows. Beyond the conventional cloud computing system structures, SDN achieves a milestone in multiple aspects. It inherently virtualises the system/network architecture and segregates the control/data layer, making data transmission, network switches and control manageable and simple. 

[bookmark: _Toc79114567]7.3.1 SDN architecture and applications

SDN addresses the deficit of programmability feature in existing networking structures and facilitates faster and smoother network innovation. Also, SDN clearly isolates the data surface from control surface and enables software implementations of sophisticated networking applications. 
Figure 7 portrays the general SDN framework. 
[image: ]
[bookmark: _Toc79113416]Figure 7: Basic SDN architecture [104]

The three distinct layers involved in the SDN architecture design include infrastructure layer, application layer and control layer. The bottommost layer includes infrastructure layer (data surface). It contains various forwarding network components. This layer is accountable for information forwarding, statistics gathering and monitoring local data. The middle layer is basically control layer (control surface). This layer is accountable for managing and programming the forwarding level. It employs data provided by infrastructure layer and performs routing and network operation. This layer contains one or many software controllers which interact smoothly with the forwarding network components via standardised interfaces (also called southbound interfaces). The uppermost/topmost layer includes application layer. This layer encompasses network applications which introduce fresh network attributes like forwarding schemes, manageability, and security. It receives a global and an abstracted network view from controllers and utilises it for guiding the middle/control layer. 

[bookmark: _Toc79114568]7.3.2 SDN-based cloud

In SDN-based cloud structures, all cloud resources, tenants and arriving provisioning requests are controlled by cloud managers. The resource monitoring and resource management are also performed by cloud managers. In SDN-based cloud structures, the SDN controller is interfaced with cloud manager through application programming interface (API) for controlling network-oriented functions. Basically, the SDN controller performs network orchestration, routing, network monitoring and topology discovery functions. For running virtual machines (VMs), cloud manager renders physical hosts (computing resources) while SDN controller handles switches (network resources) through installing flow-rules using OpenFlow protocol. The SDN-centred cloud structure is portrayed in Figure 8. 
[image: ]
[bookmark: _Toc79113417]Figure 8: SDN-centred cloud structure [104]

[bookmark: _Toc79114569]7.3.3 Implementation of IDS
The various IDS implementations exploited in existing studies for detecting diverse intrusions and security hazards in SDN-directed cloud platforms are explored in this section. 
In [105], an approach for integrating OpenStack cloud and SDN technology was presented for settling diverse issues regarding network orchestration and security. The intrusion data gathered by NIDS was forwarded to control plane. The security policy was decided by control plane based on risk analytics. The policy was further forwarded to respective switch for discarding the vicious traffic. The employed controller utilised a SDN firewall and machine learning for identifying vicious information packets and learning new patterns for identifying unknown future network attacks. In [106], implementation of IDS in SDN-based cloud platform was presented. Utilising the SDN’s programmable feature, the intrusion data was transmitted to controller upon intrusion recognition. The security policy was then sent by controller to the switch for filtering out malicious traffic and blocking malicious behaviour dynamically.  An IDS implementation for SDN-based cloud setting was discussed by [107] for protecting virtualisation server from DoS intrusions. This IDS successfully detected DoS intrusions and interrupted the communication between server and intruder through all packets from intruder. Moreover, through addition of rules to developed IDS, other attacks, malicious activities were also detected. In [108], an IDS for detecting distributed DoS intrusions in SDN-directed cloud environment was discussed. It utilised a modified history-dependent IP filtering technique for boosting the intrusion detection speed and rate. The developed IDS outperformed the similar competent mechanisms in distributed DoS intrusion identification and categorisation. In [109], another IDS for SDN-directed cloud network was discussed. It was predominantly designed for recognising threats in commercial control systems. The IDS employed Opendaylight software and general network safety tools like Snort and Zeek. The employed IDS efficiently detected threats in SDN-directed cloud networks. 











[bookmark: _Toc79114570]CHAPTER 8 – A COMPARATIVE ANALYSIS OF THE TOP IDS SYSTEMS USED IN THE IT INDUSTRY

Table 1. Top IDS systems employed in the IT industry [110]
	Tool name
	IDS type
	Platform
	Features

	CISCO
	NIDS
	Mac-OS, Windows, Unix, Linux
	1) Offers IP logging
2) Offers IP blocking and TCP reset.

	
	
	
	

	OSSEC
	HIDS
	Mac-OS, Windows, Unix, Linux
	1) Alerting system
2) Free policies
3) Log file analyser 

	Suricata
	NIDS
	Mac-OS, Windows, Unix, Linux

	1) Application level operations.
2) Operation on live information.
3) Monitoring of protocol activities at UDP, TCP, ICMP, IP and TLS.
4) Real-time network application tracking namely FTP, HTTP, and SMB. 
5) Brilliant processing architecture.
6) Employs both anomaly directed and signature directed techniques.
7) Inbuilt scripting module.



	Bro
	NIDS
	Mac-OS, Unix, Linux
	1) Ability to trace HTTP, DNS, FTP activity.
2) Provides policy scripts, event engine, packet visibility.
3) Traffic logging
4) Traffic analysis


	Snort
	NIDS
	Mac-OS, Windows, Unix, Linux

	1) Packet logger
2) Signature blocking, threat intelligence
3) In-depth reporting
4) Packet sniffer
5) Detection of various events like CGI attacks, OS fingerprinting, covert port scans and buffer overflow intrusions
6) Real-time upgrades for safety signatures.

	Security Onion
	NIDS, HIDS
	Mac-OS, Linux
	1) Log file alteration alerts.
2) Organisation security monitoring.
3) Operation on Ubuntu.
4) Includes packet sniffer and HIDS functions
5) Comprehensive Linux distribution with log management.
6) Integration with front-line tools like Kibana, Snorby, Sguil, Xplico and NetworkMiner.

	Zeek
	NIDS
	Mac-OS, Unix, Linux
	1) Anomaly analysis.
2) Signature detection.
3) Ability to trace HTTP, DNS, FTP activity.
4) SNMP traffic monitoring.

	Samhain
	HIDS
	Mac-OS, Unix, Linux
	1) Centralised information gathering.
2) Port monitoring and log file monitoring.
3) File integrity auditing.


	Sagan
	NIDS, HIDS
	Mac-OS, Unix, Linux
	1) Traffic analysis.
2) Log analysis.
3) Visualization of geographic location of suspicious IP addresses.


	Fail2Ban
	HIDS
	Mac-OS, Unix, Linux
	1) Automatically blocks suspicious IP addresses.
2) Detects perturbing events registered in log details. 

	AIDE
	HIDS
	Mac-OS, Unix, Linux
	1) Rolls back illegitimate changes. 
2) Generates configuration baseline.


	

[bookmark: _Toc79114571]CHAPTER 9 – SUMMARY & CONCLUSION

The use of Intrusion Prevention System (IPS) and Intrusion Detection Systems (IDS) is widely applied in various businesses and organisations of all sizes. The applications are majorly employed to analyse and monitor network security against any violation of security policies for unwanted traffic. This paper aimed at establishing an understanding of how the Intrusion Detection Systems (IDS) could be deployed as a Docker container and Virtual Machine (VM) to analyse and monitor network security of small and medium enterprises. The study mainly focused on evaluation and deployment of some well-established open-source IDS systems using the new emerging trend that is Docker container technology in comparison to classic VM approach. The key concept in the research was to establish whether containerised IDS would provide better protection to the network security against DoS and reconnaissance attacks comparing to a similar experiment using the VM approach.
As an emerging trend, the Docker technology has revolutionised the information technology industry, the open-source container areas provide developers with a comprehensive flexibility while testing, running and deploying their applications in an isolated environment. Due to ease in management, flexibility and lightweight across different operating systems, for the past five years the Docker has become one of the fast-growing trends in information technology. The system has greatly advanced capability of running multiple Suricate/Snort IDS in parallel in a properly isolated environment to help solve issues related to engine becoming over-loaded and packet been dropped.
This research was based on the IDS performance in a Paytrail company’s systems. The company mainly deals with payments through e-commerce and internet services thus exposing it to potential threats from hackers with malicious intents. The thesis of the project focused on integration, trustworthy of the open-source and performance expected of the company’s systems. Thus, mainly the methodology was to establish solutions and threats on the company by comparing IDS performance and different solutions based on the highlighted three factors above. Some of the challenges expected while performing this project include Docker complexity and heavy Linux coding to configure the Suricata and Snort containers to perform a parallel analysis to the network traffics. However, looking at it broadly, it will go a long way in developing the researcher’s skills on handling various things.
The thesis gives a comparison among three Intrusion Detection Systems that are ranked based on their importance in facilitating small and medium enterprises. Due to very rapid technological advancements, some of the tools that are applied in threat elimination must be developed at very fast and significant rate to help curb the threats. It was noted that various firms that take security precautions would prefer implementation of IDS in their systems. Thus, this project tasked various components of the IDS to evaluate its performance based on its performance. In monitoring and evaluation of the threats various cases were sampled to assess them based on the impacts they had on system. This was imported form a progressive basis from solving an existing company’s threats.


[bookmark: _Toc79114572]CHAPTER 10 – RECOMMENDATIONS

The application of virtual machines is prone in various organisations worldwide. This is because VM is known to particularly execute very complex tasks. However, there is a likelihood for the users of VM to shift its application to launching of small applications which in essence does not need the virtual machines thus making its system inefficient. Thus, there is need for use of launchers that are more suitable for such tasks, the Docker is an example of such lightweight application that can be used to efficiently launch such small tasks applications more efficiently and very fast. Thus, institutions need to invest more on the Docker technologies with an aim of improving their efficiency as detailed by the architecture of the Docker Container. In performance evaluation of both virtual machines and Docker engine particular benchmarking tools should be used. These benchmarking tools include Sysbench Apache benchmarking and Phoronix. Benchmarking is important because essentially it helps in evaluating the performance of the machine based on its output. It is recommended that the systems need to be done for comprehensive benchmarking one in a while to ensure that it is performing optimally and has no threats. Benchmarking essentially refers to comparing the performance of the machine to other simulation processes that need to map its output in a particular manner. 
Docker machines are the best because essentially in every test that was carried out while comparing virtual machines and Docker machines it was realised that Docker performed better in all times. This could be attributed to a layer of QEMU in the virtual machine that made it inefficient than the Docker containers. Thus, organisations should essentially go for Docker containers over virtual machines because of its comprehensive mechanisms on handling launching of both small and large applications with ease. The rise in demand of Docker containers puts it in a position of threat especially from external persons with malicious intents. More security programs need to be imbedded into the systems to ensure that the container is work properly. More simulates and benchmarking need to be done to ensure any variants are eliminated before finding ways into the system. The application is widely used by companies worldwide, especially these companies that hand cash transfers or very important information. The rise in advancement of technology implies that the threat levels within these companies are categorically easier to manage though may also pose to be a challenge in the long run. Organisations worldwide need to ensure they have the latest emergence in technology to address such challenges. Docker containers tend to have some security constraints that may particularly interfere with their performance; thus, it is vital that in the future more work be done in highlighting the security constraints within the containers that may in the end hinder progressive performance of the Docker containers. It is equally important to do more research on virtual machines on how to make them better, maybe through elimination of QEMU the inefficiencies witnessed in the machines could largely be reduced.
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2nd Research study “Evaluation of Intrusion Detection Systems under Denial-of-Service Attack in virtual Environment”
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3rd Research study “Performance Evaluation Study of Intrusion Detection Systems”
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3.1 Environment

The testng infiastructure consisted of three rack-mounted servers and one manageable
switch. The hardware specification ofthe serverthat was running the IDS software is of
key importance and wil be listed here. More detaled information about the testing
environment can be found in the Amesx 1 ~ Hardware Specificaion

The server numning the DS software was a Hewlett-Packard ProLiant DL320
‘Generations server in the following hardware configuration.

Single CPU - ntel® Xean® Processor ES630 (12M Cache, 2.53 GHa);
o dcomes; :
8 threads (Hyper-Threading enabled).
72GB PC3-10600 (DDR3-1333) Registered Memory:
= NIC: Two embedded NC373: Multifumction Gigabit Network Adapters;
RADI - 2x Seagate Bamacuda 750GB, 35" LEF, TI00RPM, 16MB cache,
SATA3.0Gbs.

Each IDS was set up on an individual CentOS 6.3 (64-bit) installaion to avoid any
anomalies or uncerainty from installing multiple intrusion detection systems side-by-
side. GNU GRUB boot loader was used to load the different operating systems
nstallaions.

‘Note that some of the festing and fweaking was performed on Oracle VM VirtualBox.
virtual machines to make use of the ability to create snapshots and easily roll back
changes. This was mosty to verify how any configuration changes affect the whole
system, before issuing therm i the actual physica festing environment
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3.2 Factors Affecting IDS Performance

Judging by the info gathered from the previous chapters, conclusion can be made that
the performance of nfrusion detection systems depends mostly of the following factors.

1. Software architecture and implementation:
1.1, Detection algorithm optimization;
12, Software configuration options:
13, Amount of modules/preprocessors loaded:
131, Preprocessor configuration
1.4, Operating system’s network socket packet capture module efficiency:
141 PCAP
142 AF_PACKET
143, FERING
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2. Hardware performance;

21.cPU

22.RAM;

23.NIC speed;

2.4, HDD speed:

2.5, Bandwidth of buses connecting the previous elements.
3. Detection rules;

3.1. Amount of rules loaded:

3.2, Quality (efficiency) of Ioaded rules

3.3 Input Data

A waytotesthow ll o these fctorscome together i b testng diffeent DS setups st
difeent trnsmisson speeds with idencal preceptured network wefic in PCAP
Somt. To sccomplis s, we will be wsing software named tepreplay to reply the
PCAP file to the network for the IDS to ansyze. Trasmision speeds wil leo be
regulted by tcpreplay software

The PCAP fle ictD010pcap.targz used in this thesis was acquired from the
Intemational Capture The Flag GCTF) 2010 security exercise [23].
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ndssun:
bdscab2caZ0sizDasabsTzblafafie 1ctf20l0pcap.tar.gz

‘The fle was an archive of nefwork fraffc capture session that was split info 79 PCAP
files. When extracted. the files were 37GiB in size. However this amount of data would
have taken too long for the slower tests. For this reason only 30 frst PCAP fles were
selected and merged for the tests forming a 14.36GiB fle. The packets in the PCAP
files were originally in RAW format and were modified to Ethemet packet by teprewrite
Software to be compatible with our thess testing environment.

‘The PCAP file used in each test has the following characteristics:
« Packets (total): 26 316.950;

« Protocol statsics (ee Figure )
o TCR:9367%
° UDP:42%:
o ICMP:171%

+ Frame length (see Figure 7 on the next page):
5 4079 bytes: 10.759.421 packets;
5 80-159 bytes: 2,042,414 packets;
o 160.319 bytes: 313,723 packets:
o 320.630 bytes: 1.508.691 packets:
5 640.1279 bytes: 183.920 packets;
o 1280-1500 bytes: 8708781 packets
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‘The PCAP file is befifing for a company o dafa center network, where most of the
frafic uses TCP protocal. Packet lengths and other statistcs also seem reasonable, thus
this will be the il that will be used for testing all the IDS engines.
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3.4 Rule Set

In order to achieve comparable performance results, Snort and Suricata were both using.
‘Emerging Threats detection rules dating from November 15, 2012 17:53. The amount of
rules is roughly the same for both files — 11,719 for Snort and 11,703 for Suricata.

Additionally for Snort, Preprocessor and Shared Object rules dating from October 30,
2012 were also downloaded packaged 2 snortrules-smapshot-2031 far gz. Detection
rules from this package were not included info Snort configuration.

Snort:
hitp:/nules. emer ingthreats net/open/snort-2.9.0/emerging-allules
hitp:/vww.snort org/downloads/2063
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asgder3lslsachlade21d72c7e88al0a  snortrules-snapshot-
2831.5ar.02

Snort output regarding loaded rules:
11716 Snorc rules read

11719 detection rules

0 decoder rules

0 prepracessor rules
11716 Option Chains linked into 351 Chain Headers
0 Dynamic rules

Suricat
hitp:/rules. emer ingthreats net/open/suricata-1 3/emerging-all ules

ndssum:
467209700e5569418534341549314797  emerging-all.rules

Suricata output regarding loaded rules:
1 rule files processed. 11703 rules succesfully loaded, 0
rules failed

11711 signatures processed. 4 are IP-only rules, 3208 are
inspecting packet payload, 9434 inspect applicaticn layer,
0 are decoder event only.

Unfortunatly, Bro uses diferent rule (policy) syntax and there are no Emerging
Threats rles avaiabl for Bro. Therefore, we are unable o fet Bro with simlar e
set. However, Bro ships with many pre-wriften policy serpts that are sutable for most
analysis needs. Scripts are customizable to support faffic amalysis for specific
requirements. [24]
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3.5 Experiment Setup
In the practical phase of this thesis all three IDS solutions were ested in the following
experiments.
1. Default OS & IDS configuration (only necessary changes — e.g. select comrect
‘network interface):
2. Optimize each IS configuration by consultng mamuals and online discussions:
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The experiments were camied out with the following fransmit speeds set by the
tepreplay software All tests were performed at least three fimes to detect and avoid any.
anomalies n the results

It important to note tha tepreplay toal allows specifying the maximum transmission
speed (using ~miope), which it wil ryto match, but will not exceed. However, esting
revealed that depending on the nefwork traffic characteisics nside the PCAP file, the
actual speeds are somewhat slower. Testing also revealed that for each defined
‘maimum speed, the average for each test cycle is always roughly the same (differences
‘under = SMbits). This actual tested average transmission speed for each replay cycle is
indicated in the parenthesis

o SOMbit's (SOMBitS);
o 100Mbits (99Mbits);
o 150Mbits (47Mbits);
o 200Mbits (193Mbit's);
o 300Mbits QTTMbits);
o 400Mbis (3SRMbits);
- S00Mbits (433Mbits);
« G00Mbits (493Mbits);
o T00Mbits (S62Mbit's);
- S00Mbits (618Mbits);
- 900Mbits (655Mbits);
o s ustas possible ~ 1, 000Mbi's (895Mbit)
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Interetingly, when setting the maximum transmission speed to 1.000Mbit's or even
‘more, tepreplay was not actualy abl o reach the speeds achieved in the “as fast a5
possible” (--copspesd) mode. Nevertheless, this mode will be denoted a5
1.000Mbit' fther on n the thesis
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After each test the following resulfing information was checked and noted.

+ Actal average transmit speed;
+ Number of packets received:
+ Number of packets dropped:
By the operatng system kenel;
 Bytes.
« Average CPU usage:
« Memoryusage.

We also monitored hard disk read and write operations, but since we were only witing
‘generated log information to the hard disk and not the whole captured nefwork traffic,
we verified that our HDD configumation was fast enough to handle these operations.
Therefore, frther analysis for HDD usage seemed ummecessary.
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44 Hardware and Software

“The below tablesdiscussthe ardsware nd software equirements.

Tardvare Softwar:
achook MATOL
Vimual box Ty, UBUNTU
Toiel 1S procesar NMAP_WINE pp
RAM 268, HDD 0GB 05 x Bl capitan.

“Tabl 43 Hardwas and sofwars roquamantsofatack server

Tardvare Software
Wachook MAT0T Saort, Bro, OSSEC
Vil box Traty, UBUNTU

TnieliS processar NMAP, portseiry, Wineapp
RAM 2GB, HDD 0GB OS  Elcapian

“Tabl 44 Hardwars and softvars oquranens of DS servr

45 Performance Metrics

‘We choose this three IDS becausc they are most populaly used and they are sl
Signatur basd detction ystems that can configurable with s rul set. They have
Some common metrics tha can be use to measure ther performance. They are il
buntu comptible. And slo respond DOS.

* RAM usage: measured in percertage.
 Through put:perentags or rumber of packets.
Alers generaed: They are measured in mumber generted.
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5 RESULTS AND ANALYSIS

This chapter focuses o the experiment implementation of thrse intrusion detecion systems.
This experiment helps us daemnine sccuracy and performance of the inrusion detection
System. The cxperiment system contsins malicious and non- malicios. tmffic which arc
senertod by software component such as hpings. The traffic is atacks the target server 35
Shown in the fgure. These traffic e moritored by intmsion deection systems such a5
Stricata, snort and OSSEC. The traffic is sent from the generator o the meiver where the
performance of intrusion detection can be measured. The packet generator can gencrate
maliicus stacks which e snt through the IDS to messure the accurscy of IDS.

Performance metrics that are wed in determining the performance of intrusion
detection system are s below.
* Pucketloss
“The packet los id defined asmumber packets that are dropped by irfrusion
detection system is cqual to mumber packels sent by network generator
minus total packets eceived by intrusion detection ystem.
 Number of alets gnerated:
It s determined by number alens that are generted by maliious traffc.
These s counted using log fles i intrsion detecton system.
 CPU and memory wsage of inrusion deection system:
“This can be monitoed tsing commards like op to moitor the CPU and
‘memory usage.
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5.1 Experiment 1 and result

This experiment evalustes th intrusion detection system under difrent specd of
packets under normal rafic. The below ables represents the memary wsage, CPU wsage and.

packet lss. For intrsion detction sysem sport, Suicata and OSSEC.

2 Memory usage:

‘Table 5-1: Tabular Result of Memory usage
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Figure 5-1 Bar Chat representation of Memory usage

‘Table 5.2 CPU usage - normal traffic
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Figure 5-2: CPU usage of snort, suricata and O

© PacketLoss

‘Table 5.3: Packet Loss rate in Suricata Snort and OSSEC

Trafe e percentage percentage perentage
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Figure 5-3: Comparison packet loss among snort,suricata and OSSEC
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Figure 5-4: Memory Usage under TCP attack by IDS.





image28.png
52 Experiment 2 and results

This expeiment calatosthe inusiondefcton systm under malicios raffc in
ffrnt spess. The below abls rpreset the memory wsmge, manber £ alets, CPU
\slzation andpacke o Maliciows Trafl s gencatodusng the following commands:

ping3 - U weces -V —mndscure 1921681102

S et the SYN TCP Flag.

U sc the URG TCP Flag

AP

Vvabos:

——and-soce will end packets with random sour addess.

§ X -represctin the amount of ime shoud vai before scndin the v packet

510000 wil send 10 packets per secord.
w1000 willser 100 packets per second.
51200 wil send 500 packetsper sscond.
w100 wil snd 1000 packets per second.
4050 will send 2000 packets per sscond.
5120 willsend 5000 packets per send.

10 will scnd 10000 packets er sccond.
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Figure 5-5: Percentage of cpu usage under TCP attack by suricata, snort and O

© Packetloss:
‘Table 5-6: Perceniage of packets lost by Suricata, snort and OSSEC under TCP
aack
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b) CPU usage - malicious traffic

‘Table 5-5: Percentage of cpu usage under TCP attack by suricats, snort and OSSEC
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gure 5-6: Percentage of packets lost by Suricata, saort and €

C under TCP atack.
@) Number of alerss

‘Table 5-7: Number of alerts for suricata, snort and OSSEC
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Figure 5-7: Number of alets for suricata,snort and OSSEC

522 FIPattack
) Memory wage.

‘Table 5-8: Perceniage of Memory usage by Suricata, snort and OSSEC under FTP
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Figure 5-8: Perceniage of Memory usage by Suricata, snort and OSSEC under FTP.
attack.

) CPU wsage - malicious traffc

‘Table 5-9: Percentage of CPU usage by suricata, snort and O
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Figure 59 Perntage of cpu usage by suricat, snort and OSSEC

 Packetloss
‘Table 5-10: Percentage of packets lost by suricaia snort and OSSEC
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Figure 5-10: Percentage of packets los by suricatasnort and O
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Table 5-11: Number of alerts for suricata, snort snd OSSEC
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Figure S-11: Number of alerts for suricata. snort and OSSEC
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‘Table 5-12: Percentage of Memory usage by suricata, snort and OSSEC
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Figure 5-12: Percentage of Memory usage by suricata, snort and OSS
) CPU wsage - malicious traffc

‘Table 5-13: Percentage of CPU usage by suricata, snort and €
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Figure 513 Persentage of CPU usage by suicat, smort and OSSEC

 Packetloss
‘Table 5-14: Percentage of packets lost by suricata snort and OSSEC
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Figure 517 Percentage o cpu usage by suricata, snot and OSSEC

 Packetloss
‘Table 5-18: Percentage of packets lost by suricata snort and OSSEC
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Figure 518 Percentage of packets lost by surcats,smort and OSSEC
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“Table 5-10: Number of alerts for suricata, snort and OSSEC
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Figure 5-16: Memory Usage for suricaa, snort and OSSEC
) CPU wsage - malicious traffc

‘Table 5-17: Percentage of CPU usage by suricata, snort and OSSEC
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‘Table 5-16: Memory Usage for suricata, snort and OSSEC
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‘Table 5-15: Number of alerts for suricaa, snort and OSS
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4. Results and Analysis

‘This section will cover the results and analysis of the performance testsforboth Suricata and Snort on the three
different platforms. In order to present understandable results, this section has been divided into two subsections as

TCP traffic and UDP traffic. Each subsection will provide a performance comparison befween Snort and Suricata
‘performing on virtual machine, Linux 2.6 and FreeBSD handling different packet sizes and speeds.

4.1.TCP

In this section the Snort and Suricata performance on TCP protocol was addressed. Fig 2 illustrates the
‘performance of both IDS systems using the packet size 512. In this fest, Suricata was showing some packet drops at
carly stage (250Mbps) on the Vitual Linux were it reached (35.4%) which is considered very high considering the
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Fig.2 comparison chart of Snort and Suricata (512) TCP
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Fig 3 comparison chart of Snort and Suricata (1470) TCP

Fig3 shows the performance of both IDS systems when dealing with  larger pack size. A similar performance o
the pervious packet size (1024). The differences in performance started at speeds of 1.5Gbps and above, were the
‘mumber of packet drops has decreased specially on Snort.
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Fig 4 comparison chart of Snort and Suricata (512) UDP.

At 1.0Gbps Snort started showing some packet loss on FreeBSD 7.9% and Suricata 45% When the generated
traffic reached 1.5Gbps and above Snort started to drop a high number of packets exceeding more than 73%.
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Fig Scomparison chartof Snort and Suricata (1024) UDP

At the packet size 1024 (Fig5) Snort was still a head of Suricata in terms of performance. Snort did not record
any packet losses at the speeds of 250 and 500 on Linux and FreeBSD (oaly 0.1% on Virtual Linux).On the other
hand, Suricata reached a high number of packet drops as it reached 40.2% on FreeBSD and 33.9% on virtual Linux
It did not record any packet losses on Linux2.6 at these speeds. Suricata performance at the speeds of 250.500 and
750 was acceptable as it did not exceed 0.33%. The overall performance of Snort at the speed 750Mbps was
significantly better on virtual machine and FreeBSD as Snort only recorded 1.2% packet drops.

At higher speeds (1.0Gbps). the best performance was achieved by Snort on FreeBSD with only 3.24% packet
drops while the best performance for Suricata was on Linux 8.9%. At the speed of 1.5Gbps and 2.0Gbps both IDSs
‘were dropping  high number of packets.

As can be seen from Fig6. Snort percentage of packet drops is barely noticeable. It can be said that Snort is
capable of handling packets of size 1470 well better than Suricata. Snort started dropping packets at the high speed
of 1.0Gbps on virtual Linux but did not exceed 1.15% at the speed of 2.0Gbps.
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Fig Scomprison chartof Snort and Suicata (1470) UDF|

It is worth stating that during the fests we have recorded the CPU usage of both Snort and Suricata on all the
three platforms, the following table (Table 2) will show an example of the performance of both IDS systems used
along with the CPU utilization. In this example the traffic speed was 1.0Gbps UDP with the packet size of 1024. As
it can be seen Snort on FreeBSD uses only 21% of CPU and drops 3.24% while Suricata uses similar CPU usage
and drops 43.6%. Suricafa performance on the other hand was different on Linux, while it does drops less packets
than snort on Linux it uses a high percentage of the CPU 68%.

Table 2.IDSs CPU uilzation and packet drops (UDP traffc — Packed size 1024 ~1.0Gbps)

Snort Suricata
Platform
CPU Usage Packet drops CPU Usage Packetdrops
Lims 7% 3143% 68% 89
FresBSD 2% 324% 5% 436
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