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[bookmark: _Toc102337784]1 - Introduction:

In this report, the author will be designing and discussing their own approach to meet the needs of a companies demands. The company is called FlowTech, and they are a fast-growing threat intelligence and consultancy company that uses their online presence to sell its services. The services they offer helps assist other businesses to fight real and immediate threats from cyber-attacks. The FlowTech company also use their consultancy services to provide tools and framework solutions to their customers state of compliance, business continuity, data recovery and risk management. FlowTech also help with all of this for other businesses cloud storages and services. FlowTech has contacted the author for help with setting up a new information security unit. The author will be assisting the FlowTech company with their organisation structure, the policies they should enforce, compliance, governance and strategic planning for security, the risk management, the contingencies planning and the protection mechanisms. This report will be roughly 2500 words. 
[bookmark: _Toc102337785]2 – Organisation Structure:

To begin the report, the author will outline the structure of the organisation that they think the FlowTech company should implement. The author will also briefly mention what an organisation structure is and then discuss how the organisation should be structured. 
According to [1], “An organisational structure is a system that outlines how certain activities are directed in order to achieve the goals of an organisation.” The organisational structure not only outlines how certain activities are directed; it also determines how data flows between the different levels of the organisation. Having a well structured organisation is key in having the organisation become and stay successful in the long term. Having a good organisational structure can also help tasks be completed more efficiently because everyone has a job to do, and they can all work together to accomplish the task(s) at hand. 
[bookmark: _Hlk102323793][bookmark: _GoBack]The author would recommend the following structure, this structure will ensure that everyone is doing their appropriate tasks so that the FlowTech organisation can achieve optimal success. To start the organisational structure, we will have the boss, who will obviously oversee every sector of the organisation and ensure that everyone is doing what they’re supposed to. The organisation will have a financial team that will deal with incoming and outgoing finances. The financial team will handle all of the payments received from other businesses for the FlowTech tools and frameworks and will also manage the costs outgoing for things such as  electricity costs, staff salaries and other stuff like that. 
There will be another team that deals with the developing of new frameworks and upgraded software so that other businesses can receive better software and frameworks. That will keep the reputation of the organisation high, and it will keep other business’ coming back for more updated security software and newer frameworks. 
Another team that FlowTech organisation will have is a promotion team. This team will handle the promoting side of the organisation, they will run adverts on different websites and potentially even on things such as billboards and TV advertisements. Having a promotional team will allow the organisation to continue growing and gaining new customers. 
There will also be the security team that will likely consist of security guards. These security guards will patrol the building and ensure that there is no problems with the building. The security guards will be able to monitor the premises for any criminals or even disasters such as fires by using the CCTV cameras that will be established around the entrance and exits of the FlowTech building. 
The last team necessary that the author can think of is the sales team. The sales team will be the group of employees that will initiate and conduct the talks between the other business’ who want to buy software from the FlowTech organisation. The sales team will provide the services and implementation of the software and/or frameworks as well as agreeing on the final price and the necessary support the business might require. 
3 - Policies:
According to [2], “Internal company policies define how employees should behave in the workplace.” FlowTech will have to enforce some policies for their organisation so that the employees of FlowTech will have rules to follow that can both protect each employee, the employer and the whole organisation. 
The first policy FlowTech should have is a code of conduct. “A code of conduct is the most common policy within an organisation.” [3] A code of conduct is used to lay out the organisation’s moral and ethical standards, the main principles of the organisation and generally just what you can and can’t do while working for FlowTech. Having a code of conduct will be important for FlowTech because it will give the employees that work for FlowTech guidelines to follow. Without a code of conduct, the employees for FlowTech could literally do whatever they wanted as far as conducting themselves in the workplace. Having a code of conduct will help the employees at FlowTech make better ethical and moral choices day to day, which also should boost the whole organisation’s morale. The code of conduct will improve the effectiveness of the organisation and will also assist in building a culture of compliance within the organisation. Code of conducts are actually essential and legally required depending on where your organisation is located. FlowTech will probably be located in the UK, and the author is fairly certain that it is not a legal requirement in the UK. But nonetheless, code of conducts will be a good policy for FlowTech to enforce. 

Another policy that FlowTech should implement in their organisation is the Policy on Health and Safety at Work. As it says in [4], “A health and safety policy is a written statement that sets out how an employer ensures that the workplace is a safe environment to work in.” Health and safety policies should be used by all organisations because it ensures the employees that work for the organisation are treated well and have the ability to work in a safe environment. Health and safety policies also outline things such as safe access to work and safe systems used at work. FlowTech should have their own health and safety policy so that they can ensure all of the employees who work for FlowTech are safe while working and will not become injured while working on the job. 

A good policy for the FlowTech organisation to have is a policy on the use of social media and the Internet. This policy will be good because it will ensure that any employees who work for the FlowTech organisation are sensible on what they post online. [5] says, “This policy should stipulate what employees may and may not share online and which rules apply to the use of the company’s own IT infrastructure.” Having a policy like this at FlowTech will prevent the organisation from coming under fire especially if an employee was to post something not safe for work, that could harm the organisation and the organisation’s reputation. Having a policy like this will stop employees from performing non work related activities on the organisation’s computer systems. Having an employee performing non work related activities on FlowTech’s computer systems can harm the organisation because the employee could slack off at work, reducing the performance of the organisation, or the employee could even download something dodgy that is infected with malware. That malware could infect all of the other computer systems at FlowTech and cause the whole organisation to be temporarily out of business. Not only that, the organisation could have their data stolen from the malware that has infected the computer systems. This would be very bad for FlowTech which is the main reason that FlowTech should enforce a Use of Social Media and the Internet policy. 
The last policy the author will recommend for FlowTech to use for their organisation is the policy on equality. As it says in [6], “An equality policy forms the basis of protection against discrimination or harassment in the workplace and helps to promote diversity.” This policy should be implemented by FlowTech to make all the employees of the organisation feel equal and almost like a family. Discrimination and harassment should not be tolerated in any workplace so having FlowTech enforce this policy would be a nice touch. If there is discrimination or harassment in the workplace, employees might want to quit and not even show up for work at all. This can cause the organisation to lose progress on their tasks and can even tarnish the reputation of the organisation which can result in a loss of business and a loss of potential future employees. Because after all, no one would want to work for an organisation that is rife with reports of discrimination and harassment. Therefore, FlowTech should enforce an Equality policy to ensure that discrimination and/or harassment is not tolerated at all and any discrimination and/or harassment will be dealt with accordingly. Having a happy and friendly workspace is key in a successful organisation and having an equality act with help improve the atmosphere of the workspace. 

[bookmark: _Toc102337786]4 – Risk Management:

[bookmark: _Hlk102333912]“Recent events in the world have brought risk into higher profile. Terrorism, extreme weather events and the global financial crisis represent the extreme risks that are facing society and commerce.” [7] Risk management is very important for FlowTech to consider, because as [8] describes, “Evaluating the range of risk responses available and deciding the most appropriate one in each case is at the heart of risk management.” This essentially means that if there is a potential or a high chance of a risk happening towards the organisation, whether that be physical or on the Internet, it is important to have plans in place in order to combat these risks. Risk management is all about preventing risks that have a real chance of threatening an organisation. The author believes that FlowTech should definitely consider their risk management, so that if a risk does come in to fruition, the organisation has a real chance of preventing the risks that could affect the organisation. Without having, risk management planned out, the organisation could face many difficulties or problems that will cause the organisation to be either temporarily or permanently setback. 
Risk management will assess every different type of risk, and see what risks are more likely to occur. The risks that have a higher chance of happening will be dealt with accordingly, or at least there will be a plan that will detail what will happen depending on what the risk actually is. Risks can range from environmental/weather damage to the buildings, terrorism, thieves and risk management will even factor in stuff like loss of data due to technical errors. Overall, risk management is very important for the FlowTech organisation to have and regularly perform a risk management assessment to ensure that risks can be dealt with if they actually happen, and if they do not happen, at least the FlowTech organisation can be prepared. 
[bookmark: _Toc102337787]5 – Contingencies Planning:

A contingency plan is described in [9], “Although contingencies can be prepared for, the nature and scope of such negative events are typically unknowable in advance. Companies and investors plan for various contingencies through analysis and implementing protective measures.” Contingency plans are very similar to the risk management assessments the author previously spoke about. The main difference between contingency plans and risk management is; contingency plans are the actual planning for the prevention of aftermath of a disaster happening, whereas risk management is more to do with looking at how likely risks can occur and what risks can occur. Contingency plans are very useful for the FlowTech organisation especially if they implement frequent risk management assessments. The contingency plans can help prevent risks from occurring and can also help lessen the effects of a disaster that has already occurred or is currently occurring. Without the contingency plans being created by FlowTech, the organisation can suffer the consequences of a natural disaster, or any other risk that they did not actively prepare for. If the FlowTech organisation doesn’t have any contingency plans and they get hit with either a physical or online disaster, the organisation will have a much harder time recovering, therefore resulting in the organisation either being temporarily or permanently setback. Depending on the disaster that occurs, the temporary setback can last for a long time which will result in FlowTech losing business which will mean FlowTech will be actively losing money until they repair the damages from the disaster that had occurred. Therefore, the FlowTech organisation should implement contingency plans and update them every couple of years with reference to the risk assessments they will be carrying out. In, [10] it says, “Organisations can’t plan without gathering the right data,” this backs up the authors point on why the FlowTech organisation should carry our frequent risk assessments and use the risk assessment data to help forge a contingency plan that will help the organisation.
[bookmark: _Toc102337788]6 - Conclusion:

[bookmark: _Hlk102337576]To conclude this report, the author will briefly go over everything they have previously mentioned and give a brief explanation on why these topics have been mentioned for the FlowTech organisation to use. The first thing the author mentioned in this report was the organisational structure of the FlowTech organisation. The author recommended having a financial team, a sales team, a developer team and a security team. These teams will bind together to create a successful and efficient structure which will help the organisation to get their tasks completed quickly and to a high standard. 
The author then proceeded to talk about what policies they’d recommend for FlowTech to implement. The four policies the author chose were a code of conduct, a health and safety policy, a use of social media and the Internet policy and an equality policy. The code of conduct policy will keep the employees in line basically, it will ensure that the employees behave themselves in the workplace. The health and safety policy ensures that the employees are treated well, and the workplace is a safe place for the employees to conduct their work. The use of social media and the Internet policy ensures all employees of FlowTech are sensible online and do not conduct non work related activities on work computer systems. The last policy, equality policy ensures that FlowTech has no discrimination or harassment present within the organisation. 
The author then went on to mention risk management. Risk management means that if there is a potential or a high chance of a risk happening towards the organisation, whether that be physical or on the Internet, it’s important to have plans in place in order to combat these risks, considering it is all about preventing risks. Risk management is important for FlowTech because it can ensure that risks can be dealt with if they actually happen, and if they do not happen, at least FlowTech can be prepared. 
The last thing the author spoke about was contingency plans. Contingency plans are very useful for the FlowTech organisation especially if they implement frequent risk management assessments. The contingency plans can help prevent risks from occurring and can also help lessen the effects of a disaster that has already occurred or is currently occurring. Without the contingency plans being created by FlowTech, the organisation can suffer the consequences of a natural disaster, or any other risk that they did not actively prepare for.
The author believes that everything mentioned in this report will help the FlowTech organisation become more secure and provide the FlowTech organisation with a more stable backbone to improve and become more of a successful organisation. 
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