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[bookmark: _Toc214478547][bookmark: _Toc216376680]Task 1: Digital Forensics: Comprehensive Research Overview
[bookmark: _Toc214478548][bookmark: _Toc216376681]1. Introduction
Digital forensics refers to an essential field of study on the crossroads of technology, law, and security, and is concerned with identifying, preservation, analysis and presentation of digital evidence. The increasing cybercrime, technological changes and regulatory needs have led to the evolution of it becoming a critical discipline used in contemporary cybersecurity and legal procedures [1], [2].
[bookmark: _Toc214478549][bookmark: _Toc216376682]2. Modern Digital Forensics
[bookmark: _Toc214478550][bookmark: _Toc216376683]2.1 Scope and Application
Digital forensics also includes computer forensics, mobile device forensics, network forensics, and cloud investigations and newer areas as IoT forensics.
The UK law enforcement, agencies, and corporations resort to the digital forensics to investigate crimes, respond to data breaches, analyse frauds, steal intellectual property, and comply with regulations [3], [4].
[bookmark: _Toc214478551][bookmark: _Toc216376684]2.2 Standards and Guidelines
The practitioners in UK adhere to ACPO (subsequently changed to ISO/IEC 27037/27042) in evidence handling, which has led to integrity and admissibility.
There are professional standards of the quality of practice established by National Crime Agency (NCA) and the firms of the private sector [5].
[bookmark: _Toc214478552][bookmark: _Toc216376685]2.3 Tools, Features and Capabilities
Industry-standard tools:
· EnCase: sounds Tough disk and file analysis, forensic image creation, time generation.
· FTK (Forensic Toolkit) Advanced file carving and artifact discovery Email analysis and complete hashing.
· Cellebrite UFED Mobile recovery, advanced data recovery (WhatsApp, SMS, social media, deleted data recovery) [6].
· Autopsy / Sleuth Kit: Open-source file system analysis, media analysis, key word search, analysis suite.
· Magnet AXIOM: Cloud, mobile and computer forensic analysis; correlation of artifacts [7].
Core capabilities:
· Evidence data mining, file repair, metadata mining, timeline, cross-platform correlation, encrypted state data processing.
· Volatile memory analysis, mobile/cloud acquisition and integration with case management platforms Support.
[bookmark: _Toc214478553][bookmark: _Toc216376686]3. Cybersecurity and Digital Forensics
[bookmark: _Toc214478554][bookmark: _Toc216376687]3.1 Complementary Roles
Incident response is supported by digital forensics, which involves gathering post-breach evidence, which involves methods of exploitation, and remediation.
Root cause analysis, attribution of attackers, and prosecution of offenders are made possible by forensics and it is a direct complement to cybersecurity operations [8].
[bookmark: _Toc214478555][bookmark: _Toc216376688]3.2 Synergy in Security Technologies
SIEM platforms create logs on which forensic investigations feed off.
Forensic hypotheses and evidence search strategies rely on threat intelligence.
[bookmark: _Toc214478556][bookmark: _Toc216376689]3.3 Regulatory & Legal Context
The GDPR and UK Data Protection Act 2018 have data management and breach reporting requirements thus necessitating forensic-readiness.
Forensics holds a cross-cultural role between IT and legal as well as risk management using standard evidence procedures.
[bookmark: _Toc214478557][bookmark: _Toc216376690]4. Future Digital Forensics Trends
[bookmark: _Toc214478558][bookmark: _Toc216376691]4.1 Cloud and Virtual Forensics
The rising popularity of cloud-based services prompts the need of new paradigms of forensics regarding distributed and encrypted and volatile data.
The virtual machine and container analysis and SaaS analysis of logs are becoming ordinary.
[bookmark: _Toc214478559][bookmark: _Toc216376692]4.2 AI and Automation
Artifact identification and anomaly detection as well as evidence prioritization are automated on machine learning models.
By using AI to triage, the speed of cases is accelerated, and the investigation workload decreases [9].
[bookmark: _Toc214478560][bookmark: _Toc216376693]4.3 Mobile & IoT Forensics
Mobile and IoT devices explosion trends advance the demand of specialized acquisition tools and protocols.
Active research includes deep extraction on encrypted messaging applications as well as proprietary device ecosystems (e.g. wearables) [10].
[bookmark: _Toc214478561][bookmark: _Toc216376694]4.4 Investigations of blockchain and Cryptocurrency
Financial crimes are also being fought using blockchain transactions, cryptocurrency wallets, smart contract analysis, and forensics.
[bookmark: _Toc214478562][bookmark: _Toc216376695]4.5 Remote and Live Forensics
Remote evidence acquisition is popularized, live forensics, and non-invasive methods of investigation were exposed by COVID-19 and flexible work models.
[bookmark: _Toc214478563][bookmark: _Toc216376696]5. Key Challenges
[bookmark: _Toc214478564][bookmark: _Toc216376697]5.1 Data Size and Data Complicatedness
Big data storage (cloud, massive data) fills investigative functions manually; automation and triage are very important.
[bookmark: _Toc214478565][bookmark: _Toc216376698]5.2 Encryption and Privacy
Ancient encryption, lockdowns on devices and privacy-by-design architectures restrict the taking of evidence.
The legal and ethical espousals regarding privacy and search of evidence are taking a new dimension and the implication on the ECHR in UK.
[bookmark: _Toc214478566][bookmark: _Toc216376699]5.3 Cloud/Virtualized Environments
Evidence continuity and chain of custody is complicated by the use of multi-tenancy, global data jurisdiction and ephemeral storage.

[bookmark: _Toc214478567][bookmark: _Toc216376700]5.4 Interoperability of Tools and Supporting Remarkability
Proprietary formats, high rates of updates of tools, and absence of verification standards lead to the possible risk of misinterpretation or loss of evidence.
[bookmark: _Toc214478568][bookmark: _Toc216376701]5.5 Skills Shortage and Training
UK experiences a long-standing shortage of trained forensic specialists, affecting the investigation and maturity in the industry.
[bookmark: _Toc214478569][bookmark: _Toc216376702]6. National and International Labour market
[bookmark: _Toc214478570][bookmark: _Toc216376703]6.1 UK Job Market
The law enforcers (NCA, Metropolitan Police), government agencies (GCHQ, Home Office), consultancies (KPMG, PwC), and privately available forensic laboratories are all in high demand.
There are the job titles such as Digital Forensics Investigator, Mobile Forensics Analyst, Incident Response Lead, Cybersecurity Consultant, and eDiscovery Specialist.
Complete Path: Bachelor's degree in Chemistry and Engineering (STEM), postgraduate degree (Digital forensics), and certifications (e.g., GCFE, CHFI, etc.).
[bookmark: _Toc214478571][bookmark: _Toc216376704]6.2 International Opportunities
EU: Digital forensics jobs are increasing in law enforcement agencies, technology companies and software and technology service vendors.
US: Large market, pursued by FBI, DHS, DoD, technology industry, and consultancy specialists.
Mobility is facilitated by global certifications (ISFCE, SANS-GIAC); it seemed like a natural activity to accomplish remote forensics and work on cases across international frontiers.
[bookmark: _Toc214478572][bookmark: _Toc216376705]6.3 Future Prospects
The situation with cybercrime, privacy laws (GDPR, CCPA), and digital transformation is in the growth, and the market will keep growing.
Elite expertise (cloud forensic, malware investigation, tracking down laundering) is being given considerable importance.
[bookmark: _Toc214478573][bookmark: _Toc216376706]7. Conclusion & Recommendations
Digital forensics cannot be ignored in the field of modern cybersecurity, legislative research, and compliance. Multidisciplinary practices should be embraced by the practitioners: they should keep up with technology standards, legal standards, and best practices in investigations.
To deal with the challenges and use the opportunities of the job market, automation and cloud readiness as well as continuous training should be invested in. The postgraduate qualifications, worldwide qualifications, and experience in various technologies (mobile, cloud, blockchain) should be pursued by the UK candidates.
Further investigation, including both industry-academic and law enforcement partnerships will bring about the future and free the field of research.


[bookmark: _Toc215697939][bookmark: _Toc216376707]Task 2: Digital Evidence from QT-AI-2025 Patent Theft
[bookmark: _Toc215697940][bookmark: _Toc216376708]1. Introduction
The report has provided an overall digital forensic examination of a report in relation to a suspected situation of corporate espionage where an attempted theft and sale of proprietary QT-AI-2025 patent has taken place. The situation was case-developed after the indication of a systematic conspiracy on the part of both internal and external parties to steal and commercially exploit classified intellectual property rights of the company. The query was started to solve the company issues about loss of data, breach of intellectual property, and the possibility of impairing corporate competitiveness, and regulatory reputation [11], [12].
This investigation involved the acquisition and analysis of logical forensic images of four different mobile devices, all of which the individual who was using the mobile device was suspected to have been playing an important role in the conspiracy. The main goals involved finding out the users of the devices, defining the particular role of the users in the plot, rebuilding the chronology of the organization of the theft and stealing process, and retrieving digital evidence to confirm the alleged theft. These objectives were met by a high standard, rigorous, forensic approach and the integrity and admissibility of all the evidence [13].
This question falls on the border between digital forensics and company security, which explains the increasing popularity of technical investigations when it comes to fighting new types of corporate espionage. It demonstrates the complex means through which actors do coordinate, anonymize transactions and use encrypted communications to go undetected. Although the results of this report focus on the details of the given case, they also demonstrate the importance of digital forensics in protecting proprietary cases and contributing to the overall security strategies as well as legal approaches applied in technologically dependent organizations.

[bookmark: _Toc215697941][bookmark: _Toc216376709]2. Objectives of the Investigation
The main aim of this computer forensic inquiry was to thoroughly identify and record the individuals, the procedures and the chronology of the suspected corporate espionage in the QT-AI-2025 patent. At the heart of this objective was the accurate recognition of everyone involved, their clear separation of roles, i.e., perpetrator, intermediary, buyer, and potential co-conspirator and the deriving of concrete proof of the presence of them in the conspiracy.
One of the critical secondary objectives was to put back in the order of events that resulted in the attempted theft and sale of the intellectual property. This entailed synthesis of evidence on 4 devices that have been obtained through a mobile device, matching crucial messages (emails, WhatsApp, Instagram), records which are transactional (images of financial cards, travel tickets) and efforts to obfuscate (encrypted documents, anonymous payment services). Specific questions of investigation covered such aspects as: Who used each device? What was the nature of the communication and coordination of the suspects? What implications were made with the purpose to anonymize the transactions and escape detection? Was there a system of other unknown conspirators?
Each of the objectives was not only necessary to prove culpability and possible legal actions, but also to demonstrate the working gaps and anti-espionage needs on the organizational level. By systematic exploration of these objectives, this research study sought to provide practical outputs to not only solve the case at hand but also improve security policy implementation in the future thereby illustrating the practicality of good practice digital forensic analysis in protecting the proprietor-owned data and reducing the organizational risk factor.

[bookmark: _Toc215697942][bookmark: _Toc216376710]3. Evidence Analysed
[bookmark: _Toc215697943][bookmark: _Toc216376711]3.1 Data Acquisition
There was an intensive digital forensic procedure used to acquire and maintain evidence that was vital towards solving the suspected QT-AI-2025 patent corporate espionage. There were four logical forensic images obtained on the mobile devices that were suspected to be possibly associated with the chief players in the plot including a Huawei POT-LX1 P Smart, a Samsung Galaxy A13, an Ulefone Note 14, and a Nokia C2 2nd Edition. The extractions were done using standard industry tools, in particular, the Universal Forensic Extraction Device (UFED), which allowed retrieving as much of the application data, file systems, and communications as possible with the minimum of remnants of the source information changed [14], [15], [16].
A systematic chain of custody procedure was followed in the acquisition of each device up to examination. Documentation has begun at the point of acquisition where the case handlers were logged and the particulars of the devices, logs of extraction, time and the instance of the handlers was recorded. Such systematic tracking guaranteed admissibility of evidence, gave evidence integrity and made the auditability of the evidence evident during the course of investigation [17], [18], [19].
Autopsy, a powerful digital forensic workstation, was used to extract and process the obtained forensic images. Android Analyzer, aLEAPP, PhotoRec Carver, and other keyword and communication parsers were deployed as the analytical modules to help with the parsing of data and identification of artifacts in a comprehensive manner. There were also attempts to decrypt encrypted WhatsApp databases and password-protected files, when available using extracted key files and cryptanalysis suites though with variable success because of powerful encryption and unavailable keys [20], [21], [22].
[bookmark: _Toc215697944][bookmark: _Toc216376712]3.2 Evidence Type and Integrity
The study was on rational acquisitions, which were file systems, application data and user-created content with the low risk of an alteration of the devices. As much as logical extraction gives a forensic large-scale image, certain artifacts, e.g. wiped data, or application storage that is encrypted, may be less easily accessible, in regard to tangible acquisition [23], [24].
In order to identify the authenticity and integrity of the evidence, the pre- and post-extraction of cryptographic hash values were computed on every picture. Such hash values were re-examined in all stages of analysis in a way, so that there was no manipulation of data and it could be supported in investigative and legal circles [25], [26].
They were screened to find relevant user data, communication history, financial records and encryptions files in each machine. This made this more efficient and allowed the investigation to sort early leads. The correlation across devices was then employed (timeline tools, content matching, etc.) to provide a sound basis of evidence, which is essential to rightfully implicate the suspect and re-form the event. Even with all these due precautions, the evidence was still probative and bearing the underpinning of profound forensic investigations as it appears in the other paragraphs.

[bookmark: _Toc215697945][bookmark: _Toc216376713]4. Investigative Methodology
[bookmark: _Toc215697946][bookmark: _Toc216376714]4.1 Processing Platforms
The forensic examination was based on a set of specialized software grounds to optimize the recovery and processing of digital evidence. Autopsy was the central processing platform, due to its strong design based on modules and the possibility of being extended. The Android Analyzer and Email Parser, timeline features of autopsy were the main driving forces used to ingest evidence and structure the evidence. The aLEAPP module was implemented to scan Android artifacts which includes application usage, account data and communication logs. PhotoRec was incorporated to search deleted files and multimedia artifacts and is therefore helpful in recovering more than just standard logical extraction [27]. In order to handle encrypted WhatsApp databases, wa-crypt-tools was utilized with extracted key files with the aim to decrypt and access other communications. The nature of the investigations of different devices and data formats determined the selection of the module, and the type of information according to the investigative objectives of each suspect in the conspiracy.
[bookmark: _Toc215697947][bookmark: _Toc216376715]4.2 Analysis Procedures
The first analysis used specialized key-word searches - addressing the user identifiers of a device, handles of communication, and specific cases (e.g., "QT-AI-2025") everywhere in the indexed evidence. These searches allowed finding important connections between actors and devices quickly. The tool of timeline analysis of autopsy was then exercised to reconstruct chronological accounts of device use, exchange of messages, and traveling events, which are used to correlate the events across different devices and construct a narrative [28], [29]. Where encrypted data was found, methods of systemic decryption were applied: wa-crypt-tools were used to examine WhatsApp message stores; password-protected documents were brute-forced or algorithmically decrypted, which at most is limited by computational costs and complexity of passwords.


Figure 1: Decrypting WhatsApp with open-source tools
[bookmark: _Toc215697948][bookmark: _Toc216376716]4.3 Limitations
Irrespective of the effort put into the methodology, the limits of analysis were problematic. Logical acquisitions offer a wide coverage of active files but are more likely to omit deleted, partially overwritten or some app resident encrypted data-gaps which limited evidence in, e.g., completely encrypted WhatsApp stores on some devices. The most secure files (e.g. Open.docx) were infeasible to crack the passwords by brutality and the absence of the key elements of decryption in some logical images only served to deter access. Lastly, a few geolocation and multimedia data were not able to provide usable leads because there was no EXIF or identification [30], [31]. These constraints, nonetheless, were clearly monitored, and methodology amendments were being continuously made to use the available evidence to the fullest possible extent.

[bookmark: _Toc215697949][bookmark: _Toc216376717]5. Findings and In-Depth Analysis
[bookmark: _Toc215697950][bookmark: _Toc216376718]5.1 Huawei POT-LX1 P Smart – Emma (“The Perpetrator”)
User Attribution through Accounts and Logs
The Huawei POT-LX1 P Smart forensic examination was geared towards defining the primary user of the insider theft. Of particular interest was the Rpcache.csv and Web Accounts artifacts that contained critical evidence and the device was closely associated with the Gmail account dovp59@gmail.com which was provisionally attributed to Emma. Moreover, this cache showed two days after the start of device initiation it was in touch with the account of josephrehan464@gmail.com (Joe), making Emma the first plotter in the conspiracy.
[image: ]
Figure 2: Evidence shows Emma initiated the plot
Communication Analysis (Gmail, WhatsApp, Instagram)
A set of communications apps - WhatsApp, Instagram, and Gmail - were found running on the phone, and the forensic records indicate that after setting up the device, this was done deliberately and in real-time. Although there was some successful decryption of WhatsApp information, the suspect had no direct meaningful talk or messages and it might have been that the suspect deleted the essential WhatsApp messages or used other secure communications. Instagram and email evidence, in its turn, depicted a constant exchange of messages with co-conspirators, which supported the status of Emma as the hub of coordination.
Timeline of Suspect’s Activity & Attempts at Obfuscation
The investigation of logs on her devices showed that on August 17, 2024, Emma created WhatsApp and Google accounts and immediately communicated with Joe on August 19, which points to a fast and intentional rise. The follow-up web search (e.g., how to unblock a contact in WhatsApp Huawei on August 21) indicated the efforts to break through the barrier of the platform and continue secret communications. Such activities are in line with operational security awareness and actually aim to reduce traceability.
[image: A screenshot of a computer
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Figure 3: Web search shows attempt to communicate secretly
Application Inventory and Suspicious Behaviour
In addition to the common set of communication applications, no suspicious or blatant malware was detected. Nevertheless, the use of apps and quick account creation as organized by Emma, log entries, and cache files, go a long way in confirming her as the attacker and the starting point of the data leaks.
[bookmark: _Toc215697951][bookmark: _Toc216376719]5.2 Samsung Galaxy A13 – Joe (“The Intermediary”)
User Identification and Circumstantial Links
Exploration of the Samsung Galaxy A13 presented a user profile that was similar to that of Joe given that a distinct profile picture of J present and supportable files. The fact that Joe was the middle man is further demonstrated by the fact that a lot of documentation of travels and payment activities on the device were made connecting both Emma and the suspected buyer.
Travel and Transaction Records (Airports, Hotels, Cross-Border Movement)
An examination of photographs and electronic receipt records showed that there had been a well-documented history of movement and cross-country customer usage:
· August 31, 2024: Train journey to Glasgow.
· September 4, 2024: Travel between Swansea and Luton Airport, a hotel key card (Ibis) will accompany the journey, meaning meeting people face-to-face.
· October 15, 2024: Paris Ibis hotel payment through Debit Mastercard with Expiry 3758 which proves the cross-border activities.
· December 16, 2024, Parking receipt in Wembley, London, made with the same card where the attempt to bridge the intermediary-buyer connection was apparent.
[image: ]
Figure 4: Evidence of travel to Luton Airport
Use of Anonymous/Crypto Payment Instruments (One4all Gift Card)
The fact that the device of Joe displays a One4all gift card with a high card number and a CVV denotes the usage of anonymous ways of payment of fungible ones. The strategy is consistent with the attempts at laundering illegal money and carrying out transactions without being tracked directly, which can be viewed as an indicator of cold-blooded criminality and discretion in the operations.
[image: A screenshot of a computer
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Figure 5: Forensic examiner reviewing train receipts from seized phone
Communications Connecting Perpetrator and Buyer
In addition to the monetary traces, the Samsung device had contact traces and logs (and potential encrypted communication cross-references between Emma and the unknown buyer) (Norman, mentioned in other places). Even though certain information was inaccessible since it was encrypted, artifacts revealed that Joe played a central logistical role: he organized the travel, processed payments, and ensured the operation security both in the UK and overseas.
[bookmark: _Toc215697952][bookmark: _Toc216376720]5.3 Ulefone Note 14 – Norman (“The Buyer/Financier”)
Financial Evidence (SBI Debit Card Imagery)
The main piece of evidence implicating Norman in the Ulefone Note 14 case is a photo of a debit card belonging to state bank of India (SBI). It is also interesting to note that the card is not a personalized one, as it is written with the words, State bank customer, instead of the name of one. This fact is important because it is an old technique of anonymizing financial transactions, concealing the real identity of the owner and it is related to well-known trends in obfuscating financial transactions in illegal transactions.
Role in Procurement of Funds and Payment Methods
According to forensic analysis, Norman had the main duty of organizing and ascertaining the money on the stolen intellectual property. The electronic listing of the Ulefone corresponds to the working position of a financier and involves Norman in financing and payment technology of the transaction that was the basis of the corporate espionage.
Use of Non-Personalized/Anonymous Financial Instruments
The use of a non-personalized debit card indicates a clear desire to receive no direct traceability. These instruments allow conducting a transaction without a distinct and identifiable financial trail - which further supports the claim that Norman consciously tries to remain anonymous and financially launder a transaction as a part of the conspiracy.
Connections to Other Suspects
In spite of the fact that the encrypted communication details on the device could not be accessed, the financial images and file metadata connects the operational effort of Norman with the ones of Emma and Joe in accordance with the date and the course of the conspiracy organization. The situational data of the device makes Norman the purchaser/investor in the illicit network where the mode of payment is directly related to the instances of travel and transactional data on the device of Joe (Samsung).
[bookmark: _Toc215697953][bookmark: _Toc216376721]5.4 Nokia C2 2nd Edition – Unattributed Co-conspirator
Encrypted Files and Access Hurdles
There are major investigative issues concerning the Nokia C2 2nd Edition. The imaging of the hard disk drive revealed one file of particular interest that was encrypted an Open.docx file with no success in decryption resulting in the use of strong passwords. Besides, the required WhatsApp key file was also not included in the extraction, eliminating decryption of chat archive that could potentially have held the password, or other pieces of evidence that could be of significance to the case.
Potential Leads (Facial Image, Encrypted Document Analysis)
The most essential prospective lead as a result of this device is when a photograph of an unknown man is discovered. That photograph might feature the Nokia user or some other conspirator or a third-party initiator. This lead may need to be developed with the aid of advanced facial recognition and cross-referencing with legal or organizational records to culminate the handling of Nokia.
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Figure 6: Nokia device reveals potential suspect's face
Unresolved Questions and Next Steps
There are still major questions left outstanding about the contents of Open.docx as a whole and whether it can be a store for the transaction recordings or patent data or contacts that were the key to the conspiracy. The fact that one cannot get these encrypted materials as of now complicates the investigation in establishing for certainty the Nokia user in the structure of the conspiracy. The following actions are recommended: using external cryptanalysis tools and learning ways to get access to related cloud backups or provider logs (legal). Analytics and identification of the unidentified man through facial recognition should be sought simultaneously.
[bookmark: _Toc215697954][bookmark: _Toc216376722]6. Timeline Conspiracy Mapping and Reconstruction
A careful re-construction of the chronology of conspiracy, all grounded on the cross-device evidence of the forensic examination, indicates that this was a multi-stage and heavily-coordinated action, which involved at least four participants [13].
Preparation (Mid-August 2024)
Another smart device was a P Smart phone, T model that is programmed according to the specifications of the conspiracy. This was an insider start, Emma. She made both a WhatsApp and a Google account, which were created on August 17, 2024 (Both accounts 2024), indicating the proactive seizure of channels of communication. At some point, within 48 hours, someone records contact with Joe (the intermediary) on his Gmail account, which solidifies his role in the operation and proves that Emma was the mastermind.
Coordination (Late August - December 2024)
The Samsung Galaxy A13 is a chronological record of the vast travels that Joe has had, which is also aligned with his middleman status. On August 31, he went to Glasgow. More evidence identifies him as being on the way between Swansea and Luton Airport on the 4th of September and into an Ibis hotel, a probable backdoor meeting. The cross-border operational activity and physical coordination between the conspirators is proved by a receipt of an Ibis hotel in Paris of October 15 and a payment at a car parking in London of December 16 settled using the same Mastercard. This mobility concurs with the virtual patterns of communication that Emma has and indicates a smooth transition between virtual coordination and face-to-face meetings.
Financial Arrangement (Concurrently Ongoing)
The Ulefone Note 14 was represented by Norman who was assuming the responsibility of funding the operation. The fact that on his device there was a picture of a non-personalized SBI debit card proves the intentional use of payments that could not be traced. When this evidence was date-stamped can be resolved with the known phases of travel and logistics on the devices of Joe and cross-references can be drawn to the date-stamps of device artifacts- permitting this event to be triangulated.
Covert Operations and Obfuscation (Throughout/December 2024)
At every stage obfuscation was involved. Emma and Joe were both operationally aware in their use of transactions anonymization, intentional segregation of devices, and encrypted communication tools. What complicates the situation even further, the Nokia C2 2nd Edition, the actual file was a highly suspicious, heavily-encrypted Open.Docx file, which was presumably the key to the closing deal. The fact that it was impossible to decrypt this file in addition to the fact that the fourth key which is necessary to encrypt and decrypt WhatsApp messages is not yet available means that the fourth actor is deliberating in suppression of the data. Also included in the device was a face image of a male whose identity remained not discovered- an active pull on the case.
Cross-Device Checking and Event Map
Timeline was visually matched because communications (Gmail, WhatsApp) and documented travels and financial records and use logs of all four devices have been aligned. Accuracy of event sequencing is based on hash verified files and metadata that is stored in cache. Or use of alternative means of communication and searching deletion / search obfuscation indicates good organization / planning to leave minimum digital footprints after the incident.
[bookmark: _Toc215697955][bookmark: _Toc216376723]7. UFED Device Acquisition Process
[bookmark: _Hlk216374146][image: ]
Figure 27: Integrity of the Huawei-acquired evidence is confirmed by the SHA256 hash
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Figure 28: Integrity of the Nokia-acquired evidence is confirmed by the SHA256 hash 
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Figure 29: Integrity of the Note 14-acquired evidence is confirmed by the SHA256 hash
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Figure 8: Auto detection tips for connecting device
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Figure 9: Suggested profile Nokia C2 detected
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Figure 10: Device information panel for Nokia C2
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Figure 11: Device properties and storage usage overview
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Figure 12: Waiting screen with Nokia C2 instructions
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Figure 13: New case details form being completed
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Figure 14: Extraction type selection for Nokia device
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Figure 15: Content type selection with all items enabled
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Figure 16: Content type selection beginning extraction
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Figure 17: Content type screen with extraction running
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Figure 18: Multimedia extraction size and time estimate
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Figure 19: Warning about possible device restart
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Figure 20: Extraction content selection progress view
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Figure 21: Extraction summary showing recovered artifacts
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Figure 22: Physical Analyzer summary with hash verification
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Figure 23: Selective apps decoding window in Analyzer
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Figure 24: Tips and tricks page behind decoding dialog
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Figure 25: UFED main dashboard with update banner
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Figure 26: Cellebrite Physical Analyzer main interface

[bookmark: _Toc215697956][bookmark: _Toc216376724]8. Cellebrite Examination Process Documentation
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Figure 27: Cellebrite collection summary for Nokia C2
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Figure 28: Preliminary Overview of Note 14
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Figure 29: Preliminary Overview Device Report of Huawei POT-LX1
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Figure 30: Preliminary Overview of Nokia
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Figure 31: Cellebrite collection summary for Note 14
[image: A screenshot of a computer

AI-generated content may be incorrect.]
Figure 32: Cellebrite collection summary for Huawei
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Figure 33: Cellebrite collection summary for Samsung A13
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Figure 34: Cellebrite collection summary for Huawei
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Figure 35: Preliminary Overview of Samsung
[bookmark: _Toc215697957][bookmark: _Toc216376725]9. Synthesis and Conclusion
The attribution of roles and roles and reconstruction of a multi-layered conspiracy to steal and sell the QT-AI-2025 patent largely rests on the integrated digital forensic analysis. Four devices used as evidence allowed assigning Emma to the main culprit, who organized the internal data diversion and the initial contact; and Joe to the secondary culprit, who facilitated travel, secret liaisons and anonymous payment solutions; and Norman to the purchaser/investor who offered untraceable funds in the form of non-personalized SBI debit card [32], [33]. The fourth participant, the user of the Nokia C2 2st Edition, has not been specified but is thought to be playing a key operational part of being an enabler or co-conspirator based on the holding of a highly encrypted document and a facial image that could aid in the further identification.
There was high-level operational security, the actors showing a division of devices and taking advantage of encrypted channels, as well as anonymous and fungible payment methods. The cross-corroboration of devices logs, account credentials, receipts, travel records, file metadata does not only triangulate the time of events, it also reveals the modus operandi of the group: they organize large-scale operations beforehand, escalate at a very rapid pace, meet in secret, and struggle to destroy or encrypt evidence. These are indicators of technical expertise and a degree of awareness concerning risks of digital forensics.
The case is solved with high degree of confidence on the identity and the modus operandi of the three main actors, sequence of major events and the main channels that were used in carrying out the attack. The additional gaps are that Open.docx on Nokia cannot be decrypted, and the user cannot be fully attributed, the latter being the area where additional cryptanalysis and investigative follow-ups are suggested. Also, the fact that some of the investigation lines are restricted by the absence of deleted messages and inaccessible information, the main conspiracy framework is solidly supported by independent lines of evidence.
In a broader context of digital forensics, this case can be used to exemplify the importance of the cross-device correlation, encrypted artifact handling, and financial artifact analysis in contemporary corporate espionage cases. It highlights the need to constantly change the methods of forensic practices- especially the content of encrypted messages, the cooperation of multiple countries, and anonymous payments. Finally, the case not only provides the solution to the QT-AI-2025 case, but forms a pattern of high- integrity, evidence-based practice in the dynamic environment of digital corporate threats.

[bookmark: _Toc215697958][bookmark: _Toc216376726]10. Recommendations
[bookmark: _Toc215697959][bookmark: _Toc216376727]10.1 Additional Investigative Processes
The utmost urgent task is to find an identity of the user of the Nokia C2 2nd Edition, the sole actor that has not been fully distinguished. Given the discovered image, conduct significant facial recognition standard analysis with the help of national law enforcement, as well as international databases, to reveal the possible matching faces. Concurrently, invest in high-tech decryption- transferring to specific agencies or college affiliates to make an attempt at decrypting the password-protected document (Open.docx). Since there is a chance that this file has transaction history or other conspirator information that is at its core in the prosecutions, breaking it is a strategic move.
[bookmark: _Toc215697960][bookmark: _Toc216376728]10.2 Legal Avenues
Make urgent legal demands and, where feasible, subpoenas of the evidence enforceable in court. Specific requests ought to have:
· There is subscriber and usage data of the main email addresses with the collaborating mail accounts with key emails of the user ("dovp59@gmail.com" and "josephrehan464@gmail.com") that can be used to further corroborate user attribution and recover deleted communications.
· Final transaction and account holder information of Mastercard ending 3758 and SBI debit card (on the Ulefone device). Such data will make the money flow clearer, establish more connections between suspects, and can lead to the identification of other partners or destinations.
· Network operator communications metadata of the times that the device was active, to enhance the cross-device correlation and time schedule verification.
[bookmark: _Toc215697961][bookmark: _Toc216376729]10.3 Operational Suggestions
Improve and strengthen the process of digital forensics and toolkit to address challenges associated with this investigation:
· Tool Addiction: Add more sturdier encrypted application artifact retrievers and password recovery tools, particularly in the cases of mobile platform logical access, to reduce the blind spots in the future.
· Process Improvement: harmonize and define chain-of-custody processes throughout the chain, focus on hash-as-you-get-it and multi-investigator process to guarantee admissibility and auditability.
· Training: Have regular changes in training program to respond to developing trends in encryption, anonymized payments, and multi-device orchestration, as in this case. Promote fake practice in monetary obfuscation and the use of devices co-ordinately.
This case has indicated that in dealing with contemporary, multi-actor corporate espionage, complex technical and legal-operational outcomes are required. Exposure learning must be used to guide the short-term investigative response as well as capacity building of the digital forensic and corporate security team in the long term.
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