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RELEVANT DEFINITIONS

As defined in Def Stan 00-56:

* Harm: “Adverse impact on people, including fatality, physical or
physiological injury, or short- or long-term damage to health.”

e Hazard: “Potential to cause harm, e.g. A physical situation or state of a
system, often following from some initiating event that may lead to an
accident.”

e Hazard Log: “The continually updated record of the Hazards, accident
sequences and accidents associated with a system. It includes information
documenting risk management for each Hazard and Accident.”
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REFERENCES AND USEFUL DOCUMENTS

Useful documentation and resources:

 ASEMS: The MOD’s Acquisition Safety and Environmental Management
System (ASEMS). A useful resource that details the policy and contains
guidance on all stages of the Project Oriented Safety Management System
(POSMS).

e Access: search “ASEMS Online”.

* MOD Safety White Booklet: An Introduction to System Safety Management
in the MOD lIssue 4 Parts 1 and 2.

* Access: search “An introduction to system safety management in the MOD (White
booklet)” on www.gov.uk

e Def Stan 00-56: The standard for “Safety Management Requirements for
Defence Systems”.
e Access: via StanMIS (search “stanmis” and create an account).

 Cassandra/eCassandra Help Guide — accessed via ASEMS online and can be
found directly by searching.
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CONTENTS - HAZARD L0OG

Contents of this Lecture:

* Why a Hazard Log?
 Whatis aHazard Log?
 Hazard Log process

* Hazard Log contents

* Hazard Log musts
 Ongoing use of a Hazard Log
* Advantages & potential issues

In this lecture we will discuss Hazard Logs, including why they are necessary, how
they work, what information they contain and what software they are usually
implemented in.
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WHY A HAZARD LOG?

Chiefly: Def Stan 00-56 requires you to.
e “11.4.1 - The Contractor shall implement a Hazard Log.”

If that isn’t enough however, there are many other benefits to
having a Hazard Log:

* Provides an easy way to record safety data.
» Acts as a single source of truth for all project safety data.

* Makes it easier to review the safety analysis and view the
progress.

e Allows for traceability and record of safety decisions made
throughout the project.
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WHAT IS A HAZARD LOG?

A hazard log is a record of all the safety information for a project.
Despite its name, it should contain information on accidents,
hazards, causes, controls and ALARP status.

It should be the formal record of all the hazard and risk assessment
activities undertaken.

For each accident/hazard it will detail the ALARP status.
It will also describe the system.

It can be implemented on paper or in software. The MODs preferred
tool is the Cassandra/eCassandra software.
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WHAT IS A HAZARD LOG?
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HAZARD LOG PROCESS

The Hazard Log will take input from the risk assessment process:

 Add in Hazards, accidents, causes and the identified controls.

It will also allow the following activities to be undertaken:
* Assign control owners

e Status these controls as implemented, or identify the gap in
evidence or relevant closure action.
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HAZARD LOG PROCGESS - CONTINUED

It will also allow the following activities to be undertaken
( CO nti n u e d ) : Negligible Minor Moderate

Very Likely | LowMed | Medium Med Hi

* Cross checking — identify where other accident sequences and
hazards may link in.

Medium

Medium Med Hi Med Hi

Likelihood ————

LowMed | Medium Med Hi

Very Unlikely 0 0 LowMed | Medium Medium

e Resolution —sentence the accidents/hazards, including ALARP
statements.

 Ongoing maintenance and regular review.

* Production of a Hazard Log Report.

MAINTENANCE
IN PROGRESS
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HAZARD LOG MUSTS

A Hazard Log must be:

* Living —it should be continually maintained and updated.

* Useable —it should allow the project to actually manage risk.
A Complete Record.

* C(Clear and Auditable.

* Traceable - When objects are changed there should be a record
of why this decision was made.
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ONGOING USE OF A HAZARD LOG

As mentioned previously, during the development of a system, the
Hazard Log is pivotal. Once the system is developed however, what
is the point of the Haz Log?

* A Hazard Log allows multiple organisations to have common
safety information.

e Often, the Haz Log will be transferred from the Design Authority
following completion, to the user to allow them to manage in-
service hazards.

* As a live document it must be continually reviewed.

* |t can act as a historical record, informing future projects.
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ADVANTAGES & POTENTIAL ISSUES

Advantages of a Hazard Log:

* |tis an effective tool for managing risks to ALARP.
e Consistent set of safety information.
 Easytoreview and allows easy oversight.

e Traceability of safety decisions.

Potential Issues:

* Because they show so much information, Hazard Logs can become very large
and unwieldy.

e |f Hazards are not defined properly it can become difficult to maintain and
manage.
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NEXT STEPS...

The next lecture will talk about Safety Cases and will conclude the taught phase of
the module!
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