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[bookmark: _Toc223699679]Abstract
The rapid evolution of cyber threats poses an unprecedented challenge to organizations that handle sensitive personal data. This report examines the cybersecurity vulnerabilities faced by HeathPlus, Analytic (HPA), a UK- based healthcare technology company that stores and processes patient records on behalf of NHS hospitals and clinics. Following two significant security incidents- a ransomware attack and unauthorized access to cloud- stored patient data- this report proposes a multi-layered security framework designed to address the root causes of these breaches. Drawing on established standards internal including ISO 27001, the NIST cybersecurity  framework, and the UK general data protection regulation (GDPR), the report identifies both internal threats, proposed a governance – driven security policy framework, recommends technical mitigation controls, and outlines a structured  programme for staff training and incident response. The recommendations presented aim to restore organisational confidence, ensure regulatory compliance, and build long- term resilience against future cyber incidents.
[bookmark: _Toc223699680]Introduction
The healthcare sector has emerged as one of the most targeted industries for cyberattacks globally. The sensitivity of patient data, combined with the critical nature of healthcare operation, make organisations like HeathPlus, analytic (HPA) particularly attractive targets for malicious actors. HPA is a healthcare technology company that collects, stores and analyses patient data for NHS hospitals and clinics across the United Kingdom. The organisation’s infrastructure combines on-premises servers with cloud- based services, and employees routinely access corporate system through personal devices- a practice that significantly expands the attack surface. Recently, HPA experienced two serious security incidents: a ransomware attack that disrupted access to its analytics servers, and a case of unauthorised access to cloud-stored patient records. Both incidents carry significant legal implications under the UK GDPR and NHS Digital security standards, the board of directors has commissioned this report to provide a comprehensive security framework that not only addresses the immediate vulnerability exposed by these incidents but also establishes long-term governance structures to prevent future breaches.
The report is structured around five core areas: threat identification, security policy development, technical mitigation monitoring and incident response, and staff training. Together these elements forms an integral part of cybersecurity framework aligned with international best practice- specifically ISO 27001, the NIST cybersecurity framework, and the CIA triad of confidentiality, integrity and availability- applied directly to the operational context of HPA.
[bookmark: _Toc223699681]Identification of Modern Threats
External threats
Ransomware represents the most immediate and well-documented threat to HPA. This form of malware infiltrates a system, encrypts critical files, and demands a ransom payment before restoring access. The consequences for a healthcare organization are severe: hospitals relying on HPA’s analytics platform could be denied access to patient records during an active incident, directly affecting the quality of clinical care. HPA has already experienced an attack of this nature, confirming that it is a credible and active threat rather than a theoretical risk.
Phishing campaigns are another persistent external threat. Cybercriminals craft convincing fraudulent emails – often impersonating NHS trusts, HMRC, or internal IT department – to trick employees into disclosing login credentials or downloading malware. Given that HPA staff regularly access cloud – based systems remotely, a single successful phishing attack could grant an attacker full and unrestricted access to sensitive patient records unauthorised cloud access is a threat HPA has already experienced policies, or compromised credential can allow external attackers to access cloud – hosted data without detection for extended periods, during which sensitive patient data may be silently exfiltrated.
Distributed denial of service (DDoS) attacks, while less targeted than ransomware. By flooding HPA’s servers with illegitimate traffic, attackers can render system inaccessible, disrupting data services that hospitals depend on for daily clinical operations (Technology, 2018) [1].

Intern threats 

The widespread use of personal devices – commonly known as bring your own device (BYOD) – creates a significant internal vulnerability. Unlike company – issued devices, personal laptops and smartphones are rarely enrolled in centralised security management systems, meaning they may carry unpatched vulnerabilities or pre – existing malware that spreads to HPA’s network upon connection. Insider threats, whether deliberate or accidental, are among the most difficult risk to manage. A  disgruntled employee may intentionally leak patient records, while a well – intentioned but careless colleague may accidentally send sensitive file to an unauthorised recipient. Both scenarios carry serious consequence under the UK GDPR. 
Human error and weak password practices compound these risks further. Research consistently identifies human behaviours as a primary contributing factor in the majority of data breaches (Business, 2023) [2], making it essential that HPA address both the technical and cultural dimensions of its security posture.
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Effective cybersecurity begins with robust policy framework that defines the standard, responsibilities and procedure s governing how an organization protects its data and systems. For HPA, the following policies are considered essential and must be implemented in alignment with ISO 27001, the NIST cybersecurity framework, and the UK GDPR  (Office, 2021) [3].

 An access control policy is the first priority. It must mandate multi- factor authentication (MFA) for all system access and enforced role- based access control (RBAC), ensuring that employees can only access data and system necessary for their specific role. This directly address the cloud access vulnerability HPA experienced, as stolen credentials alone would be insufficient to gain unauthorised entry under an MFA regime.

 A data protection and encryption policy must require AES-256 encryption for all data stored at rest and TLS 1.3 for all data transmitted across network or cloud service. This ensures that even if an attacker gains access to stored files, the contents remain unreadable – directly satisfying the UK GDPR principle of data security by design and by default
 A formal BYOD Policy is essential given HPA’s existing practice of allowing staff to use personal devices. All such devices must be enrolled in mobile device management (MDM) system, enabling the organisation to enforce minimum security standards, push updates remotely, and wipe data from lost or stolen delay.

 An incident response policy must establish clear escalation procedures, define the roles and responsibilities of the incident response team, and include a formal communication protocol for notifying the information commissioners’ office (ICO) within the 72- hours window mandated by the UK GDPR (Office, 2021) [3]. Without a pre – defined plan, the risk of delayed or disorganised Reponses – which significantly worsen the impact of any breach-is greatly increased.

Finally, password management policy must enforce minimum 12- character complex passwords and mandate the use of a corporate – approved password manager across the entire organisation, eliminating the risk of weak or reused credentials being exploited across multiple systems.										   
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Security policies define what should be done; technical controls determine how it is enforced.
HPA must deploy a suite of technical safeguards that collectively from a defence – in depth strategy – a layered approach in which each control provides an independent line of defence, so that the failure of any single measure does not compromise the entire system (NCSC, 2021 [4] (Centre, 2021). 
The deployment of a Next – Generation Firewall (NGFW) at the network perimeter is the first technical priority. Unlike traditional FIREWALLS. NGFWs perform deep packet inspection at the application layer, identifying and blocking malicious traffic including ransomware command – and control communications and suspicious data exfiltration attempts in real time – directly relevant to given HPA’s confirmed ransomware incident.
Endpoint Detection and Response (EDR) software must be installed on every device with access to HPA’s corporate system, including personal devices enrolled under the BYOD policy EDR platforms use behavioural analytics to detect anomalies indicative of compromise and can automatically isolate an affected device within seconds, preventing lateral movement across the network before significant damage occurs.
To address the cloud access vulnerability, HPA must implement Cloud Security Posture Management (CSPM).
This tool continuously audits cloud configuration, detecting overly permissive access controls, unencrypted storage bucket, and other misconfiguration before attackers can exploit them – a critical priority give that unauthorised cloud access has already occurred.
Network segmentation must be introduced to logically isolate systems containing sensitive patient data from the general corporate network.
By creating separate network zones, HPA limits an attacker’s ability to move freely across its infrastructure following an initial breach, containing the potential damage within a single segment.
Finally, a structured patch management process must ensure that critical security patch is deployed within 24 hours of release and all other update within 48 hours.
A large proportion of successful cyberattacks exploit known vulnerabilities for which patches already exist, making timely updates one of the most cost – effective risk reduction measure available to any organisation .	
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The implementation of policies and technical control must be complemented by continuous monitoring capabilities and a well- rehearsed incident response plan.
Without these, even the most sophisticated defences can fail to detect or contain a breach in a timely manner.
At the centre of HPA ‘s monitoring capability should be a Security Information and Even Management (SIEM) Platform.
A SIEM ingests and correlates log data from across HPA’s entire infrastructure to identify patterns of behaviour that may indicate an active attack.
When anomalous activity is detected, the SIEM generates an alert for the security operations team to investigate, significantly reducing the mean time to detect (MTTD) threats across the organisation.
An Intrusion Detection System (IDS) should be deployed alongside the SIEM to monitor network traffic for known attack signatures and suspicious communication patterns.
Together the SIEM and IDS form the operational core of a security operations centre (SOC), which must be staffed on a 24- hours basis to ensure round- the- clock threat visibility.
When an incident is confirmed, the response team must follow a structured six-stage process: Detect, Analyse, contain, Eradicate, Recover and Review.
The containment phase is particularly critical – affected systems must be isolated immediately to prevent the spread of malware or further data exfiltration.
 Following eradication of the threat, clean backups must be used to restore services and minimise downtime for hospital clients.
From a compliance perspective, the UK GDPR requires HPA to notify the information commissioner’s Office (ICO) within 72 hours of becoming aware of a personal data breach [3].
The incident response plan must therefore include a designated Data Protection Officer (DPO) and a formal notification procedure to ensure this legal obligation is consistently met.
HPA should also target a Mean Time to Detect (MTTD) of under one hour and a Mean Time to Respond (MTTR) of under four hours, reviewed monthly by the security leadership team.
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Technology and policy alone are insufficient to protect an organization if its employees are not equipped to recognise and respond to security threat.
As research consistently demonstrates, human behaviour remains central factors in the majority of data breaches (Verizon,2023 [2]. A sustained programme of security education is therefore not optional but fundamental to HPA’s long-term resilience.
Every new employee must complete a mandatory Cybersecurity Induction before being granted access to any corporate system.
This four- hours programme should cover the fundamental principles of cybersecurity, HPA’s security policies, GDPR obligations, acceptable use of personal devices , and the procedure for reporting suspected security incidents.
By establishing a consistent security baseline from day one , HPA must conduct Monthly simulated phishing campaigns targeting all staff.
Employee who interacts with a simulated phishing email should receive immediate contextual feedback and targeted followed-up training rather than disciplinary action.
Evidence consistent shows that regular simulation exercises reduce an organisation's susceptibility to real phishing attacks significantly over time (NCSC, 2021) [4].
On a bi-annual basis, all staff must complete refresher training on incident reporting, ensuring they can identify a potential breach and escalate it to the security team within one hours of detection.
For it and security staff, quarterly role-specific training should  cover advanced topics including threat hunting, SIEM operation, forensic investigation techniques and tabletop incident response exercise.
All employees must also complete an annual GDPR and compliance module covering data subject rights, lawful base for processing personal data, and the organisation’s breach obligation under UK law.
This ensures that compliance is embedded in the organisation's culture rather than treated as the sole responsibility of the legal or IT department.
[bookmark: _Toc223699686]Conclusion
The security of incidents experienced by HealthPlus Analytics are not isolated events but symptoms of broader structural vulnerabilities in the organisation’s approach to cybersecurity. Without a coordinated and policy- driven response, HPA faces the ongoing risk of further breaches, with potentially serious consequences for patient welfare, regulatory compliance and organisational reputation.
This report has proposed a comprehensive, five pillar framework to address these vulnerabilities: identifying the full spectrum of internal and external threats through the lens of the CIA Triad, establishing governance policies aligned with ISO 27001 and UK GDPR, deploying layered technical controls through a defence -in depth strategy.
Implementing proactive monitoring and a structured incident response capability and embedding a culture of security awareness through continuous staff education.
The board of directors is urged to treat cybersecurity not merely as an IT concern but as a strategic organisational priority.
The immediate deployment of MFA, enrolment of all devices in MDM solution, and the launch of a phishing awareness campaign represent the most critical first step.
In the long term, HPA should pursue ISO 27001 certification as a formal commitment to information security best practices.
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This presentation outlines a comprehensive cybersecurity framework for HealthPlus Analytics (HPA), addressing the organisation's recent
security incidents and proposing practical measures to protect sensitive patient data, ensure UK GDPR compliance, and build a culture of
security across the workforce.
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