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1. [bookmark: _Toc504664265]Introduction
This report will detail the fundamentals of multi-programming systems. It will cover the role processes and threads have within a multi-programming systems, in addition to their use in concurrent and parallel programming.

[bookmark: _Toc504664266]1.1 Introduction to multiprogramming systems
[bookmark: _GoBack]A multi-programming system is a system that is capable of executing tasks simultaneously or providing the effect of simultaneous execution through rapid task switching. This is achieved through use of context switches, scheduling, interrupts, and inter-process communication, all of which will be described within the following sections.

[bookmark: _Toc504664267]1.2 Introducing CPUs
The CPU is the component of the computer that is responsible for carrying out arithmetic computations in addition to I/O operations. These instructions are pulled from memory as part of a cycle known as the Fetch and Execute cycle.
The Fetch and Execute cycle describes a CPU’s basic functionality. It consists of a continuous loop which ultimately fetches instructions from memory and executes them, fetching more instructions once an instruction has been executed. This is done in three main stages, fetch, decode, and execute.
The first stage, the fetch, consists of the CPU loading contents of a process into their relevant registers (a place for storing kinds of information). There are three main registers that are used in this process – MAR, the Memory Address Register, which contains addresses of memory locations which data will be fetched from or sent to, MDR, Memory Data Register, which contains data, and IR, Instruction Register, which stores instructions for the CPU to execute.
After a process’s contents are loaded into their relevant registers, the CU, Control Unit, determines what is required for completion of the process – such as I/O devices and arithmetic operations.
The final stage of the fetch/execute cycle is to execute the instruction provided to the processor. Following this, is a condition check for an interrupt. This will either result the CPU fetching more instructions of a given process or giving CPU time to another process. [1] [2]
The following sections will describe processes and threads, outlining what they are, explaining how they interact and execute within a system. Components of multiprogramming will also be detailed. This will be followed up with a summary that will summarise the points made in this paper.

2. [bookmark: _Toc504664268]Processes
A process is a task within a system. Processes can be spawned by the user, such as Notepad, and processes can be created by the Operating System which accomplish tasks such as managing system interrupts and managing device I/O.
A process consists of stack memory, fast to access memory controlled by the CPU, heap memory, manually allocated memory, a Program Counter, the line of execution a program is on, and values - both static and global values. [3]

[bookmark: _Toc504664269]2.1 Process Control block
The PCB (Process Control Block) contains details on a process such as the process’s state, privileges, program counter values, data registers, accounting information, I/O information. This provides information to the scheduler to allow for the suspension and starting of a process.
Figure 1 below shows the htop function being run on a Linux system. This can illustrate some processes spawned by the system and the user of the system and child processes (such as processes for tabs that have been opened in the Firefox Web Browser).
[image: ]Figure 1Htop running on Linux

The PCB also contains information on the state of the process. There are five states a process can have - New, running, waiting, ready, and terminated. [4]
When a process is created, it will have the “New” state, shortly after this, the process will be added to the ready queue, where it will wait for execution, execute, following an interrupt or termination if the process has finished. This kind of functionality allows for multiprogramming to take place. 

[bookmark: _Toc504664270]2.2 Multiprogramming functionality
As described in the introduction, multiprogramming can create the effect of multitasking on a single CPU system. This is achieved through pre-emptive multitasking, which makes use of scheduling, context switches, interrupts, and inter-process communication. 
Without multiprogramming, the CPU will be less efficient as it will have to wait for other processes to terminate or it would have to wait for an I/O device to become ready before a process can make use of CPU time.
The following sections will detail components that make multiprogramming possible.

[bookmark: _Toc504664271]2.3 Pre-emptive multitasking
Past systems achieved multitasking through writing programs that give up CPU time in order for other processes to utilise the CPU. However, in present day computers mostly use pre-emptive multitasking.
Pre-emptive multitasking is the process in which the CPU allows a time slice for a process to execute. This time slice would be very short (usually milliseconds).  As a result, the user can carry out other processes at the same time, creating the illusion of parallel execution.  [5]

[bookmark: _Toc504664272]2.4 Context switches
In multitasking systems, processes are commonly switched rapidly to create the effect of multitasking. When a process is swapped out for another, a context switch is saved into memory and another process is loaded.
A context switch stores all current details of a process with the intension of pausing the process and resuming it at a later time. It stores CPU register data, progress from the Program Counter, and relevant data pertaining to the process, then switches to another task, loading the registers and relevant values for that given task. [6]

[bookmark: _Toc504664273]2.5 Interrupts
Interrupts are used to interrupt a given process, moving its contents on to the stack. There are four kinds of interrupts: timer, error, hardware, and I/O interrupts.
Timer interrupts are triggered by the scheduler when a time slice has expired, such as a time slice provided by the Round Robin scheduler that is discussed in the scheduling section of this report.
Error interrupts occur when an error specifies an interrupt in the code.
Hardware interrupts may occur because of hardware failure.
I/O interrupts may occur because of an I/O operation – such as a keystroke or mouse movement. 

[bookmark: _Toc504664274]2.6 Inter-process communication
Processes can share information using shared memory spaces (through utilising threads), pipes, and message-passing.

Pipes
A program by itself will typically output to a file or stdout (standard output) and will typically receive input from the user or a file. Pipes allow an output of a program to be supplied as an input to another. For example, the UNIX sort function is used to sorts input provided to it. The cat function is used to read files sequentially. With a pipe, these can be combined to display a sorted output of a given file.

Message-passing
Message-passing consist of two components – a sender and receiver. For example, a function call returning a value that can be passed into another function. This is one common way of communicating data across processes. 

Shared memory
Processes can also share data through use of a shared buffer in memory. This is considered a fast method for accessing shared data as function calls are not required for this transaction to take place.

[7]


[bookmark: _Toc504664275]2.7 Synchronisation
Synchronisation of processes is crucial in multiprogramming. Two common problems that must be solved when creating multi-process applications are the producer-consumer problem, and the critical section problem.
A Critical-Section within a program would consist of multiple processes which wish to access the same data. There are two techniques that can satisfy these kinds of processes, Mutual Exclusion and Semaphores.
Mutexes (Mutual Exclusion) is a “locking mechanism” that is used to lock all processes accessing shared data and allowing each process access at a time.
A Semaphore is a variable that determines if a process can access shared data. [8]
The producer-consumer problem occurs when a producer process outputs data to a buffer and a consumer consumes data from a buffer. The problem is that consumer must only consume what it can and that it should notify the producer when a buffer is full, or if the buffer is empty, the consumer should sleep. Use of Semaphores can be used for signalling the producer. For example, the consumer can signal the producer when a buffer is full. 

[bookmark: _Toc504664276]2.8 Scheduling
A scheduler determines what process should be allowed CPU time next. There are many kinds of scheduling algorithms for determining this – namely, FCJS, Shortest Job Next, priority-based, shortest remaining time, round robin, and multi-level queues.
FCFS (First-Come-First-Served) picks the process that requests the CPU first. With multitasking operating systems, this is not particularly useful as it may take a long time for a newly added process to execute. 
Shortest Job Next (SJN) picks a process based on the lowest CPU burst. This should execute processes quite frequently, however, as new processes are added, the possibility of reaching the biggest jobs lessen, this effect is known as process starvation. [9]
Priority-based scheduling picks the processes with the highest CPU bursts. This will be useful for executing the high CPU tasks. This method may also suffer from process starvation; however, it may not be as bad as the starvation that occurs in SJN scheduling (if there are fewer processes with high CPU bursts).
Shortest Remaining Time prioritises processes that have the least time left to finish execution.
Rounded Robin scheduling allocates time for each process. This can be considered a fair approach as each process is allocated time. As a result, all processes will hopefully have some CPU time, thus lessening the amount of process starvation that can occur.
Multi-Level queues can have a mix of different algorithms. This is used to segment a kind of process with a given algorithm. For example, user-facing elements can be assigned the rounded robin algorithm while a job requiring heavy computation could utilise the priority-based scheduling.

[3] [10]


3. [bookmark: _Toc504664277]Threads
A thread is a stream of executing code. A process can have multiple threads assigned to it. This achieves faster execution as tasks can be executed in parallel. For example, if two threads are given a balanced set of instructions and data, the time to execute all the instructions should be halved compared to achieving the same result on single threads.
There are two kinds of threads – user level threads and kernel level threads. Kernel level threads handle threads at the kernel level. User level threads are created by the user through a library such as pthreads (POSIX threads). [11] The user level threads are linked to the a LWP (Lightweight process), which may share data amongst over LWPs, which are ultimately mapped to kernel threads.

[bookmark: _Toc504664278]3.1 System contention scope
Programs on modern operating systems such as Windows or Linux make use of system-contention scope flags for a thread. These determine a priority for a thread that is defined with use of a library such as pthreads. System-contention scope is used to determine which threads should run on the CPU. [12]

[bookmark: _Toc504664279]3.2 Processor Affinity
A processor affinity defines what thread a process can be run on and if it can migrate to another thread or not. This can be used for assigning tasks, such as assigning kernel level tasks to one thread, and other tasks, such as those created using pthreads, to their own threads. These threads can have a soft affinity, meaning that it prefers to stay on a single CPU core, or a hard affinity, when the cores threads can run on are explicitly determined. [12] [13]

[bookmark: _Toc504664280]3.3 Load balancing
Load balancing techniques can be used to distribute a load amongst threads. Ideally, an equal distribution of tasks and data will result in faster load times when executed in parallel. [12]

[bookmark: _Toc504664281]3.4 Types of thread, communication, and relationships
As previously discussed, a system can have two main types of threads – user and kernel level threads. In an operating system, a relationship is established between these threads, such as one-to-one and many-to-many. A thread can communicate synchronisation mechanisms through use of Mutexes and Semaphores, which are discussed in in the following sections.  [12]

[bookmark: _Toc504664282]3.5 Thread synchronisation
Threads can synchronise similarly to processes through use of Mutexes and Semaphores. As previously described, these are mechanisms for synchronising data amongst processes.  [8]

[bookmark: _Toc504664283]3.6 Deadlock
A common problem when implementing a multi-threaded program is known as Deadlock, which is a problem that occurs when a process is dependent on another processes output. This problem can occur when thread synchronisation techniques are used improperly. For example, forgetting to unlock a process. [14]



4. [bookmark: _Toc504664284]Summary
Multiprogramming systems can achieve true parallel execution or the effect of parallel execution.

Processes
A process is code in execution that is represented as a PCB (Process Control Block) within a system. The PCB contains crucial information such as the PC (Program Counter) values, relevant registers, a pointer to the next process, a context switch for pausing of resuming execution. All this information is used by the scheduler to pause/resume tasks.

Scheduler
The scheduler is responsible for choosing what process should be picked after swapping out the current process. Most operating systems implement the multi-queue scheduler that provides a mix of algorithms such as Round Robin, which uses time slices to allocate CPU time, and SJN (the Shortest Job Next).

Threads
A thread is a unit in which a process can run on. A system can have many threads which can execute concurrently, however, multi-processor system can achieve true parallel execution of code. Threads can migrate between processor cores and have an affinity set to them. Synchronisation techniques such as Mutexes and Semaphores can be used for making sure the correct thread as access to data at the right time, preventing other threads from handling data while one thread is using it.

An example of software that benefits massively from concurrent threads would be a web server, where many requests must be dealt with as soon as possible. On a multicore system, a web server will benefit substantially through executing concurrent tasks across multiple cores in parallel, this significantly reduces the workload for a single core as the workload is ideally distributed amongst many cores, thus improving the performance of the application.


References

[1] 	BBC, “Low-level operations and computer architecture,” [Online]. Available: https://www.bbc.co.uk/education/guides/zsnbr82/revision/12. [Accessed 24 January 2018].
[2] 	B. Agarwal. [Online]. Available: https://realboyemulator.files.wordpress.com/2013/01/ife.pdf. [Accessed 24 January 2018].
[3] 	tutorialspoint, “Operating System - Processes,” [Online]. Available: https://www.tutorialspoint.com/operating_system/os_processes.htm. [Accessed 24 January 2018].
[4] 	P. B. G. G. G. Abraham Silberschatz, “3.1.3 Process Control Block,” in Operating System Concepts 9th ed, Wiley, 2012. 
[5] 	Techopedia, “Preemptive Multitasking,” [Online]. Available: https://www.techopedia.com/definition/8949/preemptive-multitasking. [Accessed 25 January 2018].
[6] 	tutorialspoint, “Operating System - Process Scheduling,” [Online]. Available: https://www.tutorialspoint.com/operating_system/os_process_scheduling.htm. [Accessed 25 January 2018].
[7] 	P. B. G. G. G. Abraham Silberschatz, “Interprocess Communication,” in Operating System Concepts 9th ed, Wiley, 2012. 
[8] 	EDSGER W. DIJKSTRA, “THE STRUCTURE OF THE "THE" MULTIPROGRAMMING SYSTEM,” p. 232, 1968. 
[9] 	Geeksforgeeks, “Operating System | Starvation and Aging in Operating Systems,” [Online]. Available: https://www.geeksforgeeks.org/starvation-aging-operating-systems/. [Accessed 25 January 2018].
[10] 	P. B. G. G. G. Abraham Silberschatz, Operating System Concepts, 9th ed, Wiley, 2012. 
[11] 	M. Kerrisk. [Online]. Available: http://man7.org/linux/man-pages/man7/pthreads.7.html. [Accessed 25 January 2018].
[12] 	P. B. G. G. G. Abraham Silbershatz, “Thread Scheduling,” in Operating Systems Concepts 9th ed, Wiley. 
[13] 	Linux Journal, “CPU Affinity,” 1 July 2003. [Online]. Available: https://www.linuxjournal.com/article/6799. [Accessed 25 January 2018].
[14] 	TechTarget, “Deadlock,” [Online]. Available: http://whatis.techtarget.com/definition/deadlock. [Accessed 25 January 2018].





5. [bookmark: _Toc504664286]Additional Bibliography (Learning resources)
·  Operating System Concepts, 9th edition
· C++ Concurrency in Action
2

image1.png
htop

[
[
o
ol
tenl | ||
[

1.34]
0.7%]

5
6

TETEETTTENTD 69.2%1 7
1 8

TETEETTTT

[
[

ol
8

9o 1|
10 [
u
L

x
BI|
10| 0.7%]
13%] 150 2.%]
0.06] 16 0[] 1.3

3.856/15.76]  Tasks: 146, 703 thr; 3 running

0K/15.96]

Uptime: 61:36:19

Load average: 1.18 1.20 1.30

2134 jonathan
2052 root
5769 jonathan
2160 jonathan
5231 jonathan
2162 jonathan
3763 jonathan
4649 jonathan
4361 jonathan
4670 jonathan
1 root
436 root
456 root
459 root
461 root
694 root.
693 root.
854 root.
867 root.
844 root.
856 root.
865 root
883 root.
893 root.
845 root.
847 root
859 root.
860 root.
861 root.

20
20
20

9
20
-
20
20
20
20
20
20
20
20
20
20
20
20
20
20
20
20
20
20
20
20
20
20
20

0 ePeEeE0ePeEeE0eEeEeNENNeS 0o o

PP I M R D P S W M S Y

cccccocccoocoeeoeocoee R E0o00 Ry

23 /usr/bin/gnone-shell

35 /usr/Lib/xorg/Xorg vt2 -displayfd 3 -auth /run/user/1000/gdn/Xauthor

10 htop

19 /usr/bin/pulseaudio --daemonize=n
39 /usr/Lib/gnome-terminal/gnome- terminal-server
60 /usr/bin/pulseaudio --daemonize=no

46 /opt/firefox/Firefox
83 /opt/firefox/firefox
17 /opt/firefox/firefox
59 /opt/firefox/firefox

~contentproc ~childID 8 -isForBrowser -intPref:
~contentproc ~childID 5 -isForBrowser -intPref
~contentproc -childID 8 -isForBrowser -intPref

79 /sbin/init
28 /lib/systend/systend-journald

00 /usr/sbin/blknapd

00 /sbin/Lymetad -

11 /lib/systend/systend-udevd

00 /usr/sbin/rpc. idnapd

00 /sbin/rpchind - -w

02 /usr/1ib/accountsservice/accounts-daenon
01 /usr/1ib/accountsservice/accounts-daemon
05 /usr/1ib/accountsservice/accounts-daemon
00 /usr/Lib/udisks2/udisksd

00 /usr/Lib/udisks2/udisksd

00 /usr/Lib/udisks2/udisksd

00 /usr/Lib/udisks2/udisksd

84 /usr/Lib/udisks2/udisksd

10 /ib/systend/systend-logind

02 /usr/sbin/rsyslogd -n

00 /usr/sbin/rsyslogd -n

03 /usr/sbin/rsyslogd -n

08 /usr/sbin/rsyslogd -n

0.00 /usr/sbin/irgbalance --foreground
I -

I-FZ-FB- _FS-FE-W- - o




