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Abstract— Part one of this report details the minimum-security practices for networking equipment in a new university campus. Hardening of devices, password practices and layer 2 cyber-attacks are discussed, and mitigation techniques recommended within. WAN integrity has been tested and documented in the latter part of part 1. Discussing point-to-point connections and how they could possibly benefit this campus. Part 2 of the report details the research and issues facing large scale adoption of IoT. Interoperability, and security challenges continue to plague the sector and recommendations for further research and management of IoT can be found here. 
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The University of Wales Trinity St David is currently undergoing a transition from their current mount pleasant campus to a new SA1 campus. [1] ‘The SA1 Swansea Waterfront development will be situated in the city’s SA1 development, a vibrant, modern waterfront location’. Boasting sustainability through a collaboration of renewable power and IoT devices, the campus will also look to reflect the universities go green initiative promoting renewables and reduction of waste through technology and waste management. As a third-year computer network and cybersecurity undergraduate, the author has been tasked with providing a security report to mitigate cybersecurity threats to the new SA1 campus. The tasks state that the author must consider both virtual and physical risks to the university as well as look into address the well-documented security issues in IoT. Due to a lack of Javascript knowledge a simulation of a working network with IoT devices is not included. Though, a detailed and extensive report guided by the CIA
 triad will be provided. Comprehensive and in-depth knowledge and justifications of cybersecurity both LAN and WAN of the campus will be written and conducted via the CCNA Security curriculum.
Campus security overview
This section of the report details the requirements of all local area network users across the SA1 campus. With cybercrime making headlines daily, it is vital to mitigate as many threats as possible as any incident could damage the universities reputation. University of Wales Trinity St David is held in high regard with industry and students alike, with many courses accredited to the high academic standards. It is therefore paramount this reputation must be upheld and transferred into our commitment to securing university resources. The introduction of IoT devices into the network provides a security challenge we have yet to face. Due to the campus being built from the ground up the IoT devices can be integrated and secured into the network with careful planning and research upheld. In cases of IoT devices, facilitating cyber breaches, the IoT devices are likely poorly integrated into existing infrastructures causing interoperability issues and loopholes to be exploited. Any cyber threats are most likely to begin on the local side of the network with curious or potentially disgruntled under/postgraduates eager to test the boundaries of their knowledge and therefore the system. The staff, students, and IoT devices will rely heavily on connection to the internet to be both reliable and available at all times. While both wireless coverage and BYOD provides flexibility for staff and students, yet, it also includes security challenges. Due to wireless being an open communication medium and BYOD as a potential threat. The security requirements are more detailed to mitigate security threats than a cabled LAN in multiple locations.
Access attacks to a networking device

A disclaimer, all commands and screenshots following this disclaimer are taken from Cisco networking devices. Security considerations are from a fundamental level escalating to a more advanced stage. Although the campus may not use Cisco hardware, the fundamentals of security should all policies should remain similar and be implemented via the correct command via a vendor. [2] ‘switch security is the first line of a network defence from an internal hack. Switches are one of two ways a hacker can gain access to the rest of your network; therefore, a correctly secure entry point you beat them’. A physically accessible or poorly configured networking device provides a window for an attacker to gain entry to an otherwise secure network. Housing equipment in a safe location such a wall rack, shown in figure 1 is recommended. However, Figure 1b highlights how this protection is not always utilised.  Figure 1b is an image taken from a computer lab in the mount pleasant campus. This an example of inadequate security as the secure case is left open and this has been the case for at least three years that the author has been present at the university.
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Figure 1B:
[image: image2.jpg]T
i 1l





An attacker potentially has the option to plug into Figure 1B possibly enabling them access to information which we do not wish to share. Housing all switches in a secure wall rack shown in figure 1 will prevent physical access to the switch thus mitigating this risk. Good cybersecurity is based on layers of protection starting from the physical access to the remote access through the internet. To coat the switch with further security passwords are advised onto the console, auxiliary and virtual interfaces shown in figure 2:
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Figure 2
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The passwords are shown in figure 2 are in the running configuration file as clear text. The clear text refers to a readable format, and these configuration files are often backed up to another location to provide recovery in a disaster. The author recommends the engineer uses the service password-encryption command in global configuration mode. This command encrypts these passwords with MD5 hash encryption. An example of before and after encoding is shown below in figure 3.
[image: image5.png]e
File Home

R,

Paste

Clipboard

+ Format Painter

B -0

Insert  Design Llayout References Mailings  Review  View

ORI 55ccpal1. AsBscc
& M- Emphasis [T Heading 1

Tin ~10 /A A | Aa-| A
B I U-akx X w-A-

Font paragraph

clear text which are backed up and
server. Therefore, the author recomn
uses the service password encryption c
encrypts these passwords from Y
configuration both are shown in figure

Figure 3:

line con 0
password cisco
login
line vty 0 ¢
password cisco
login
line vty 5 15
password cisco

Help  Grammarly  ©Q

¥ Switch0

Physical  Config  CLT  Attributes

105 Command Line Interface

[m]

X

T==Tr
interface GigabitEtherneto/l
interface GigabitEthernet0/2
interface Vianl

no ip adaress

shutdown

line con 0
password 7 082245SDOALE
login

line vey 0 4

password 7 082245SDOALE
login

line vey 5 15

password 7 082245SDOALE

login

—-More——

Ctrl+F6 to exit CLI focus

[rop

Page2of 5 2363 words

[

& Share

® Find -
Replace

Open
R Select - P

Grammarly
Ediing | Grammarly

&
i

ENG

16:42
06/03/2018



[image: image6.png]© (1) Layer2 LAN and Sw x \ [E§ IEEE - Manuscript Templ- % ( [} ACCAG000: Lecture Cont X { [} ACCAG000: Assignment 0]

€ C O a Secure | https//wwwyoutube.com/watch?v=W1a5rVYLqL8&1t=695s el Dras

YouTube ** Securing the LAN a 105 Command Line Interface

Eppliance trust: none

Name: Fa0/s

Sl#show interfaces switchport
Name: Fa0/1

Switchport: Enabled
Administrative Mode: dynamic auto
Operational Mode: static access

E ENROLL NOW.

s . : Some Administrative private-vlan host-association: nome
AM1n1§trat1ve Tn_xnklng EncapsuI.Latlcm. (_ior.lq Administrative private-vian mapping: mome AwrorLyy @)
Operational Trunking Encapsulation: native Rdministrative private-vlan trunk native VLAN: none

- ) Adminiscracive private-vian trunk encapsulation: dotl i
Negotiation of Trunking: On an):i(ange ll:xxva§97vlan gxunk iy w.;ll:. non: “ lf\gc?'rfss:gl.gn‘y Part3
Access Mode VLAN: 1 (default) Adminiscrative private-vian trunk privace VLANs: none

rses

Operational private-vian: none s

Trunking Native Mode VLAN: 1 (default) Trunking VLANs Enabled: A1l
" N Pruning VLANs Enabled:

Voice VLAN: none Capture Mode Disabled

Administrative private-vlan host-association: none Capture VLANs Allowed: ALL

ini i G 3 Protected: false /er a GRE tunnel
Administrative private-vlan mapping: none

Moo R ica
Administrative private-vlan trunk native VLAN: none Cirt+F6 to ext CLIfocus e Paste D
Administrative private-vlan trunk encapsulation: dotlg

Administrative private-vlan trunk normal VLANsS: none Orep g;ﬁ:nl;ouierhnl.
Administrative private-vlan trunk private VLANs: none

drses
147K views

Operational private-vlan: none
Trunking VLANs Enabled: All
Pruning VLANs Enabled: 2-1001
Capture Mode Disabled

Capture VLANs Allowed: ALL
Protected: false

——More——
> ) 31871253

CBT Nuggets ©
58K views

Cisco CCNA Security
danscourses

Layer 2 LAN and Switch Security - CCNA Security Part 2
15,270 views

‘CCNA Security Bootcamp : 210-
260 1INS - Layer 3 and Layer 2

33 @3 A sHARE INEtraining
3K views
danscourses !
StormWing Studios
Atutorial series on Layer 2, LAN and Switch Security. This tutorial series will cover VLAN security, 39K views




Figure 3:
Configuring a switch for remote management provides an efficient way to manage the networking device remotely. This conventionally removes the need for a device to be hauled down to the hardware, opening the case or rack and plugging into the console port. There are two ways to manage networking devices remotely, and by default, SSH should always be chosen over Telnet. Telnet information is passed over the network in a readable format where SSH encrypts the data to an unreadable format. By default, Telnet is enabled, and SSH is not, the best practice is to remove the option of telnet and set up a secure SSH Authentication login.  These are the very basics of networking device security and mitigates the passwords being shared in plain text across the next and remove the plug and play access to these devices. Listing and screenshotting basic security commands will likely seem a little tedious or possibly bore the reader, so the author has therefore listed some recommendations which he recommends using as a template when setting up your devices.
· Multiple admin accounts with different privileges reducing the likelihood of full access to a device should the password being stolen or captured.
· MD5, 3DES or AES Encryption is recommended for all passwords thus, reducing the chance of natural decryption.

·  Apply a password policy of a minimum of 10 characters including numbers. 
· Run the command ‘No service password-recovery’ to remove this password recovery from the running configurations. No passwords can be retrieved from old equipment this way.
· Line con 0 and line vty 0 – 15 add the exec-timeout command to shut down active sessions after the set amount of time.

Figure 4:

Figure 4 shows the commands to log all changes made to the Cisco IOS this is saved in the syslog and can be retrieved for troubleshooting and incident investigation. Following these rules and we have successfully mitigated the most common access control attacks to a networking device. The next part will look at the practices recommended to remove the chances of access to a network through layer two devices. 
Countermeasures against LAN attacks

VLAN hopping is the term given to an attacker who attempts to gain access to another VLAN through lax switchport security. The most desirable targets will be a VLAN’s which host servers or VOIP phones. To prevent this attack, DTP (Dynamic trunking protocol) which is enabled by default on Cisco switches must be turned off. DTP allows ports to auto-negotiate with other ports to establish a trunk. If an attacker sends 802.1q information to an unsecured port, it will then automatically configure to a trunk port. Figure 5 is a screenshot of the default switchport status on a cisco 2960 switch.
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Figure 5:
To alleviate attacks through VLAN hopping it is advised that all switch ports are placed in access mode, this stops an attacker utilising the default of auto-negotiation of trunk links. To provide another layer of security, the author suggests removing all unused ports from VLAN 1 and assigning them to a new redundant VLAN. An example in figure 6 shows all unencumbered access ports are assigned to VLAN 33; that reduces the likely hood of the attacker gaining access as they must find the native, default and management VLAN which will be three separate numbers in between 1 and 4094. 
Figure 6:
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CDP a layer two protocol for Cisco devices is highly useful for VOIP phones and other switches for establishing neighbours and sharing their information. A CDP packet if intercepted, provides the attacker with goldmine level information of Cisco IOS versions, what ports are being used and what type of hardware the switch is. Consideration must be taken on whether to use CDP in the SA1 network as some programs require it to function. The choice is at the administrator’s discretion; still, the author would recommend by default it should be disabled via the no CDP enable command and then enable it further down the line should a program require its features. An access layer switch’s Interfaces fa0/1-24 are all configured as access ports meaning they are not anticipated for connections to another networking device. More likely these ports will be used for connecting nodes to the switch for access to the internet. The spanning tree port fast command on all 24 ports enables these ports to begin forwarding traffic as soon as the interface is brought up. Thus, allowing quicker network convergence and reducing any extra processing for negotiations. 
A competent attacker will look to bring down the network through a BPDU
 attack against any one of these access ports. Should the attacker connect or impersonate a switch on these access ports without the necessary protection, this attack will cause spanning tree protocol to create an infinite switching loop on your network rendering your ethernet network sluggish or possibly down. To lessen this threat without losing the beneficiaries of port fast; merely add the BPDU guard enable command to all access ports on switches. If a BPDU packet is received on this port, the switch will immediately drop the packet rendering the attack as ineffective. The final stage of port security on switches is to mitigate the chances of a mac address flood or spoof, where the attacker uses a MAC address of another user on the network to hijack traffic or flood the switch's MAC address table. Figure and 8 demonstrate the commands to shut down the port if any other MAC address is detected other than the one learned when the correct pc was connected, finally shut down all ports which are not in use to add an extra layer of security.
Figure 7:
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An attack on networking devices entails flooding the available memory to exploiting the limited resources and rendering the device unusable. Figure 9 shows the commands in a Cisco device to reserve memory for the console port allowing access to the switch even under attack. 
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Figure 9:
To further complement the existing layers of security on networking device. The author highly recommends that physical security is not an afterthought or taken for granted. Critically essential services such as the campus servers must be physically secure from unauthorised access. Ideally, this room will be known to the IT staff only and will not be labelled with signs or direction. By doing this, it adds further layers of security. An attacker on the premises is likely doing their recognisance on the victim looking for visible signs of cooling or locked doors that may house the network equipment. Consequently doing this works as a deterrent an attacker as there is little information to gather.  Group policies for bringing your own devices (BYOD) is recommended. Allowing a restriction of access to specific networking resources to any untrusted devices. 
Securing the WLAN

The SA1 campus will rely highly heavily on wireless coverage across the campus for IoT devices and WIFI access for staff and students. Providing the most significant security challenge as there is no physical medium carrying the traffic. Packets are passed across the frequency bands and can be intercepted and manipulated for a multitude of attacks. Unlike local ethernet traffic, wireless will likely spread out among our boundaries and carry over into a public area where we have no control. To mitigate this threat, we must secure our wireless traffic through hash algorithms, error checking and authentication through a series of security protocol suites. To begin, we need to understand what threats the wireless campus faces.
Rouge Access points

Access points (AP) provide wireless access to users through broadcasting their availability through their service set identifier (SSID). They act as a wireless router in public allowing internet access to nodes who authenticate with the correct credentials. Securing AP begins with physical securing devices to ceilings, walls or pillars. It is best practice to place AP’s in high or inaccessible areas to prevent them being tampered with or stolen, alternatively put them under the watchful eye of a CCTV to provide investigative measures should they be needed. Figure 10 and 11 are images taken of an access point from the pleasant mount campus
. The placement itself is proper. Nonetheless, the table underneath is a poor choice of investment as access is now available on the console port. 

Figure 10:

[image: image13.png]0to R:

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

L-Kc) XEQewsZEFEEEQaaalE m)
W[ Apply a display filter ... <Ciri- =3 -] epresson..  +
No. Time Source Destination Protocol  Length Info ~ a
22.762343 201.101.100.1 224.0.0.5 0OSPF 84 Hello Packet -
32.929287 N/A N/A SLARP 24 Line keepalive, outgoing sequence 15, returned sequence 3
43.587538 N/A N/A SLARP 24 Line keepalive, outgoing sequence 4, returned sequence 15 =
5 9.669206 201.101.100.2 224.0.0.5 0OSPF 84 Hello Packet
6 12.500734 201.101.100.1 224.0.0.5 0OSPF 84 Hello Packet
7 12.937896 N/A N/A SLARP 24 Line keepalive, outgoing sequence 16, returned sequence 4 B
8 13.560052 N/A N/A SLARP 24 Line keepalive, outgoing sequence 5, returned sequence 16
9 18.699717 201.101.100.2 224.0.0.5 0OSPF 84 Hello Packet oo
10 20.945689 N/A N/A cop 337 Device ID: R2 Port ID: Serial4/e .
11 22.096749 201.101.100.1 224.0.0.5 0OSPF 84 Hello Packet
12 22.934977 N/A N/A SLARP 24 Line keepalive, outgoing sequence 17, returned sequence 5
13 23.573675 N/A N/A SLARP 24 Line keepalive, outgoing sequence 6, returned sequence 17
v
> Frame 1: 84 bytes on wire (672 bits), 84 bytes captured (672 bits) on interface @ ﬂ
> Cisco HDLC
> Internet Protocol Version 4, Src: 201.101.100.2, Dst: 224.0.0.5 Wg
> Open Shortest Path First

1=
0000 Of @0 08 @0 45 cO 00 50 00 07 00 00 01 59 ab 21
0010 <9 65 64 02 0 @0 00 @5 02 01 00 30 02 02 02 02
0020 00 @0 00 @0 €5 93 00 @0 0 00 00 00 00 00 00 00
0020 Ff £f £f fc 00 @a 12 1 00 00 00 28 00 00 00 00
0040 00 @0 00 @0 01 @1 01 @1 Ff 6 00 03 00 01 00 04 PR
0050 @0 00 80 01 &
i
ENG
1140
12/03/2018

7 Ready to load or capture || Packets: 13 - Displayed: 13 (100.0%) || profile: Default



[image: image14.png]0to R:

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

L-Kc) XEQewsZEFEEEQaaalE m)
W[ Apply a display filter ... <Ciri- =3 -] epresson..  +
No. Time Source Destination Protocol  Length Info ~ a
431 628.199697 N/A N/A 0x0021 84 -
432 628.638864 N/A N/A 0x0021 84
433 629.791930 N/A N/A 0xc021 16 -‘,
434 629.812485 N/A N/A 0xc021 16
435 629.812485 N/A N/A 0xc021 16
436 629.822010 N/A N/A 0xc021 16 B
437 637.309417 N/A N/A 0x0021 84
438 638.440925 N/A N/A 0x0021 84 oo
439 639.830118 N/A N/A 0xc021 16 N
440 639.830621 N/A N/A 0xc021 16
441 639.840647 N/A N/A 0xc021 16
442 639.840647 N/A N/A 0xc021 16
v
> Frame 1: 84 bytes on wire (672 bits), 84 bytes captured (672 bits) on interface @ ﬁ
> Cisco HDLC
> Internet Protocol Version 4, Src: 201.101.100.2, Dst: 224.0.0.5 Wg
> Open Shortest Path First

0000 Of @0 08 @0 45 cO 00 50 00 07 00 00 01 59 ab 21
0010 <9 65 64 02 0 @0 00 @5 02 01 00 30 02 02 02 02
0020 00 @0 00 @0 €5 93 00 @0 0 00 00 00 00 00 00 00
0020 Ff £f £f fc 00 @a 12 1 00 00 00 28 00 00 00 00
0040 00 @0 00 @0 01 @1 01 @1 Ff 6 00 03 00 01 00 04 PR
0050 @0 00 80 01 &

=

ENG

11:51
12/03/2018

7 Ready to load or capture || Packets: 442 - Displayed: 442 (100.0%) || profile: Default




Rogue access points are the term given to a device that provides internet access to other users in the same environment. Although these are not always malicious, the fact they are not under the university umbrella means they should be treated as an untrusted source and therefore must be mitigated. Persons on campus with malicious intent potentially could use their mobile connection and host it as an unsecured access point with the same SSID as the university network. Students connecting to this rogue access point will be vulnerable to having their data captured, and login credentials were stolen. To shrink this threat regular wireless scanning must be completed at intervals during the day many SNMP software suites provide wireless threat mitigation techniques that protect from rogue access points. Port security highlighted earlier in the paper will mitigate the chances of a plug and play access point as the access port will be in shutdown mode, and one mac address only enabled show in figure 11.
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Figure 11:
Mitigating packet captures
All wireless traffic from laptops, AP’s Smartphones, IoT devices and Networking equipment will be vulnerable to packet captures. The nature of a shared and open environment allows all users on the same network to sniff the traffic once it has attempted to communicate. As cybersecurity professionals, we know and understand this is something that we cannot change. Conversely, although traffic capture cannot be mollified once it is out in the open much like the internet, we can render the information unreadable to all other than the source and destination. WPA/2 enterprise presently is the best available encryption for wireless devices. WPA2 personal uses a pre-shared key for all users, and this pre-shared key is stored on a device for smooth connectionless browsing. Widely used this encryption is found in small LAN’s, i.e. as little office home networks (SOHO). Larger systems require a different encryption and authentication method. The problem larger networks face with the widely used WPA personal.  Are the pre-shared keys are stored on devices. This could mean a device can have logon credentials long after employees and students leave a network. Instead, the university should use WPA2 enterprise, it removes the pre-shared key and utilises a resource called a Radius server. The AP no longer asks for a pre-shared key. Instead, when a network access request is received, the AP bridges the connection on and forwards the information to the radius server. The server will then ask the user to provide authentication details which are checked against the university’s student/employee database. Depending on the authentication outcome the radius server either denies or approves the AP to offer a connection the network.
WAN side security

Now we have addressed some of the potential risks to the SA1 LAN and the steps to diminish them. It's
 time to look at the perimeters defences against threats incoming from the internet. Before looking at who is coming to the campus, we need to establish the connections going out. I
 recommend that the SA1 uses GRE tunnelling to its nearby campus. GRE is a layer 3 point to point tunnel that encapsulates the internal payload, as the packet is routed through the internet, the internal payload remained secret and forwarded onto to its destination. GRE enables all routed protocol traffic, i.e. IPV4/IPV6 to be logically located in one tunnel, adding privacy and allows the administrator to add further security to our traffic via a layer 3 VPN. Situated in Swansea are three current campuses this is an assumption and is not a verified statement. About, their proximity, the author believes there may be a dedicated lease line between two or three of the campuses here in the university campuses. An of the logical view of the business and art campuses is example shown in figure 11.
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Figure 11:
This assumption is based on the geographical location of all three Swansea campuses. A leased or dedicated line across a significant geographic area is incredibly expensive. Therefore universities and companies leverage a technology called packet switching. Traffic is forwarded out onto the internet using the service providers backbone infrastructure. In the case of the UWTSD campuses located in Swansea, they are within a four-mile radius of each other. A service provider calculates the cost of a leased line on the distance and bandwidth required by the customer. The SA1 campus distance to the other two is relatively small therefore a substantial amount of bandwidth can be allocated between these links. This point to point connection is available 24/7 and is reserved only for the customer's traffic reducing jitter and delay. The highspeed and the reliable connection would be ideal for the campuses to use and share for offsite backups. An assumption by the author and by no means will be the case now or in the future. Be that as it may, the author feels this provides a cost-effective, secure, private and redundant link for services across the Swansea campuses. Should this be in place or added in the future, the author recommends using the point to point protocol (PPP) between the LAN’S. PPP encapsulates all layer two traffic across a point to point link. An example of a dedicated lease between to branches without PPP is shown in figure 12 below.

Figure 12:
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All traffic is shown across the WAN through a dedicated lease line in figure 12. Figure 13 is a screenshot of PPP and chap authentication configured for the privacy of all layer two traffic. 
Figure 13:
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The author recommends this solution if the campus is using a dedicated lease line between two or more proximity campuses. The scenario posed may not be the case but has been added to show that it has been consideration and justification as a benefit to the university SA1 and neighbouring campuses. A dedicated lease link is preferred but only should specific criteria be met. In most cases, the SA1 campus is going to need to utilise a service providers backbone to reach remote networks on the internet. The campus will likely have two or more edge routers running an interior gateway protocol (IGP) protocol with a redundancy protocol such as HSRP (Cisco proprietary) and or floating static routes. Should the WAN link or routing protocol go down the campus will re-route traffic to the backup router for continuous service or use the floating static route to communicate with the ISP providing proactive quality of service to all users on the network.
VPN/ACL

Thus far internet connections, wireless and LAN security has been discussed. The Network engineer must now look at safety at the perimeter and ensure the integrity of routes and availability to the students. Finally, we need to secure our traffic from snooping as it passes over the internet which is an untrusted network. Virtual private networks (VPN) act as tunnels encrypting all WAN traffic from source to destination. With a VPN connection, we can trust the data is coming from the correct source, that the information has not been tampered with on route and that the intended recipient can only decrypt the information. Figure 14 shows an unencrypted WAN connection from a branch router to an ISP. Figure 14 demonstrates the volume of data that are routed across the internet. Private IP’s, are shown if IMCP packets are captured, and this could potentially put your network at risk, should an attacker gain IP addresses of critically essential resources such as servers inside your network. Figure 15 is a screenshot taken of the same connection with an IPsec VPN configured over a GRE tunnel. All data captured is encrypted into an unreadable format, and the only information we can decipher is the public IP addresses of the links. The author recommends this solution for the SA1 traffic to compliment further the security configured across the campus.

Figure 14:
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Figure 15:
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Access control lists
While configuring the IPsec VPN, the author was required to add an extended access control list. A compelling command added on a router that works as a security guard on the perimeter of a network. The ACL permits and or denies network traffic access into the routers WAN interface depending on the authentication outcome on the router's list. In the SA1 scenario, the author suggests all wireless users on the guest network located in VLAN 220 with the network address 192.168.220.0/24 to be denied access to any local static machine on the campus. The administrator will want to keep guest and private communications separate as they do not want any local computers to connect to any service other than the universities resources. Below in figure 16 is an extended access list that states all users in the 192.168.220.0 network (Guests) cannot communicate with any local machines in the subnet of 172.16.10.0 network.
Figure 16:
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Figure 17 shows the ACL denying the ICMP request to a node on the 172.16.10.0 network. 
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Figure 17:
This is an ACL of only one deny or permit statement, the SA1 configured ACL requires a multitude of the permit and deny statements. An example of ACL statements the author would recommend are as follows; 

· Deny all traffic to a web server other than on port 80 in conjunction with a valid IP within the private university network.
· Local traffic identified as IMCP and SSH must only be permitted when used in conjunction with a source IP address from the IT staff subnet. 

This secures the networking equipment from an inside attack. Should some malicious users gain the IP address of the active directory server, he or she will not be able to communicate with the server unless they assign themselves an IP located in the same subnet as the IT staff. 
Conclusion:
To conclude the recommendations highlighted in this report is only a foundation for securing the SA1 campus. Budget and vendor interoperability will require extensive research as these are both issues that need many months of planning. Features that are not covered but are recommended for further study is a thorough risk assessment and disaster recovery plans. Both physical and cyber threats must be rehearsed, researched and alleviated impacting user experience as less as possible. The university recently had problems with backups not replicating. Unfortunately, this wasn’t
 discovered until the reserves were needed, leaving the network with a sustained amount of downtime and impacting students and staff. Daily, weekly reports should be made on the replication of data to ensure a scenario like before does not occur. With regards to IoT devices placement, function, interoperability and security must all logically abide by other university equipment. Research on IoT vendors and support is recommended as many provide patches and firmware flashes for a limited lifespan of the device. What band are the IoT devices looking to communicate on? What collision avoidance is in place, these are the questions that will require addressing before testing can commence. BYOD was briefly highlighted and will need a substantial SNMP to administer, scan and protect the networking equipment located in the university. Regardless of ill intentions these devices are out of the universities protection and therefore are a risk of malware or rogue access points. A detailed design of storage and maintenance of any in-house servers is required and verification of backups and their status. Physical security to Labs and networking equipment are we 
utilizing RFID technology or traditional lock and key. These scenarios and many more will likely need to be investigated for the university, due to restrictions of wordcount and deadlines these are the minimum reconmendation of a foundation of a cybersecuirty. Utilizing the CIA triad example, the auhtor recommends building cybersecurity as a trinagle based off a foundation level of all best practices in place. Building onwards from this secure and organised foundation will strengthen the next layer of security and so fourth leading to a secure and futureproof campus.
Internet of things and smart city security issues 
I. Introduction

Kevin Ashton first proposed the Internet of Things, (IoT) in 1999. He believed his idea would replace his employers existing packaging model for a smarter and more efficient stock management system. [1] ‘The idea, was the linking of RFID (Radio-frequency Identification) technology into the then, red-hot topic of the Internet’. IoT refers to a smart device that interconnects with others for the sharing of data for a multitude of purposes. The term smart has been adopted by consumers when describing a device that has computational resources allocated. The future promises to merge both the physical and digital worlds with IoT being the main driving force blending cyberspace and reality. Since 1999, IoT growth has continued a steady upward curve, so much so that Gartner predicts that [2] ‘8.4 billion connected things (are) in use worldwide in 2017, up 31 percent from 2016, and will reach 20.4 billion by 2020’. The sheer volume of devices means inevitability sub-branches of IoT have developed for different sectors which are highlighted and discussed in the next chapter. Finally, this paper aims to inform and present on a variety of ethical and safety issues with regards to the adaptation of varies types of IoT devices and the risk they pose; to homeowners, tenants, patients, passengers and businesses large or small.  Also, this paper looks at highlighting the enablement of cyber attacks against corporate or government establishments through zero-day and code exploits in the designing of such devices.
II. Related work

Securing IoT products is a topic that has endured and hindered IoT since the very beginning. The ARPAnet (the predecessor of the internet) by nature was developed to be open communication between two or more trusted networks. As growth continued, more networks were connected to the ARPANET. Arpanet, was not the only network of the time, and soon two pioneers called [3] ‘Robert Khan from Darpa and Vinton Cerf, ... started to work on a new protocol that allowed communications across several heterogeneous networks.’ On (the) 1st of January 1983, the Arpanet switched from NCP to TCP/IP thus creating the IPV4 TCP/IP internet of today. When Robert and Vinton developed the protocol, they allocated an address space of which they felt would provide future proofing for the internet for the foreseeable future. However, the internet went on exceptional growth and eventually outgrew the 4.2 billion IP addresses provided.  Present day IP exhaustion has now been resolved with the development and gradual adoption of IPV6. 128 undecillion unique addresses are available for allocation. To give the reader a perspective of the number of addresses available, some estimates state that there is an available IPv6 address for every single grain of sand on the earth. Although IoT now has the means to grow to its potential, there are many concerns from businesses and consumers about adopting IoT into their networks. This concern is due to the well-published lack of basic security in the market available consumer IoT devices. [4] ‘participants noted IoT (devices) present a variety of potential security risks to consumers by (1) enabling unauthorised access and misuse of personal information; (2) facilitating attacks on other systems; and (3) creating risks to personal safety’. Cybersecurity is never far from mainstream media with large-scale cyber attacks often published to the public. Attempts to coverup cyber breaches have caused distrust and concern for both non-technical and technical viewers who often wonder how secure their data and privacy are online. It would be an unfair and untrue statement to say that IoT devices are the sole cause of such attacks. A more accurate and relevant statement would be that cybersecurity is, unfortunately, an afterthought in business and seen as more of a negative externality than a necessity. Inconveniently, this attitude is commonplace with regards to cybersecurity with many simply ignoring the threats through a lack of understanding or disbelief they will be targeted due to the sheer volume of networks across the globe. Amazon’s Alexia, Google Home, and the Nest home range are all consumer IoT products brought to market to capitalise on the new smart technology field. With such high growth predicted in Gartner’s predictions these vendors are competing to bring their products to market in the cheapest and fastest way possible. Vendors such as Juniper, Google, Samsung, Siemens are all guilty of [5] ‘having the(Ir) device passwords in the software, (as) a matter of convenience during the development process, but failure to remove it is often another oversight.’ Many vendors including networking vendors are guilty of this oversight, and we, are therefore faced with the reality of billions of IoT devices that are hardcoded with default credentials. – [6] ‘which (then), translate(s) into exploitable vulnerabilities and an ecosystem with poor security. Additionally, password credentials are published online by the manufacturers along with their start-up guides for troubleshooting and setting up the device for ease of use for consumers. The author sees it as comparable situation as to lock your home when you leave and placing the spare key under the door matt; all the attackers will need to do is know where to look and therefore gain the means to enter what was once a secure location. This issue is well a walked path many papers and websites highlighting this issue to the public. However, many vendors are choosing not to act as they feel this will push back development schedules and therefore revenue to other vendors. Guidelines and recommendations have been published for vendors in many research papers and talks given at large scale vendor conferences on what is considered reasonable security. Default authentication such as admin or password has made cyber spying easier than before giving a public eye to private homes. Software tools such as Shodan – the Google equivalent to the Internet of Things. Shodan is a search engine that scours the internet for connected IoT devices with little to no security through automated scripts. Access can be obtained to these devices as securing your device properly is often overlooked before connecting them to the internet. The issue becomes further complicated by the very nature of Cybersecurity; there is and never will be a one policy fit all. Therefore great care and research must be completed, and the security tailored to each environments requirement. IoT lacks an ISO (international standard for organisations) standard that is widely used and thus must follow a best practice which is best suited to that environment. Such practices should include the following as a minimum. Number 1, all IoT [7] ‘vendors must establish what amount security is valid for the device depending on its collection methods and access to resources.’ This will allow the vendors to add security where necessary and where it can be relaxed. Number 2 [8] ‘An extensive penetration test of their security measures before launching their products against the most common attacks’. Number 3 [9] ‘with respect to personnel practices, IoT vendors should train all employees about the very basics of cybersecurity and ensure that security issues are addressed at the appropriate level of responsibility within the organization.’ Developers are not typically cybersecurity professionals and are often under pressure to develop products quickly, therefore this guidance and training across the IoT sector could improve products greatly. [10] ‘Finally, Industrial Internet of things vendors should continue to monitor products throughout their life cycle and, to the extent feasible, patch known vulnerabilities.’ A feasible time is being discussed by vendors and governing bodies as to when responsibility is passed to the acquisition for the security of their IoT devices. [11] ‘Companies – particularly those developing low-end devices – may lack economic incentives to provide ongoing support or software security updates. Potentially leaving consumers with unsupported or vulnerable devices shortly after purchase’. The FTC (federal tax commission) filed a legal charge against the electronic company [12] ‘Trendnet’ in 2014. [13] ‘FTC  ..approved a final order settling charges that electronics company trendnets, lax security practices led to the exposure of the privacy of hundreds of consumers on the internet for public viewing.’ The complaints stated that Trendnet marketed its devices as secure when in fact the software allowed visual and audio viewing to unauthorized viewers on the internet. The hackers utilized a [14] ‘created a Python script, that utilised the likes of Shodan,.. to find the URL of webcam video streams. These would be broadcast regardless of the devices if it has a password on it or not’. As was briefly highlighted in the introduction IoT has many sub-branches of devices that are used in different sectors. IIoT (Industrial Internet of things) refers to IoT devices implemented into our utilities such as transport, gas, electricity, and water. The largest concept of IIoT being largely introduced into large-scale infrastructure is the smart grid idea. Show in figure 1. 
Figure 1:
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Where the smart grid differentiates between existing supply and demand grids is the two-way communication between the supplier and the consumer. In a smart grid scenario, both the supplier and the consumer receive a detailed report of energy consumption among a wide variety of data. An intelligent grid boasts detection and isolation of areas that are not functioning correctly. Alerts are transmitted to the control centre, and then power is redistributed where possible to these areas. Its nature and design utilise a mesh topology, providing multiple paths available to any destination. A smart grid solution offers a quality of service and a commitment to reducing the impact on customers until power issues are resolved. Some have proposed an intelligent grid where IoT enabled smart homes will work as efficient power plants collecting energy from renewable sources and using them for their consumption. Renewable sources are intermittent by nature, meaning the house can request power from the grid until the demand is met. This scenario is likely in the event the home may not have had enough energy produced that day. Should the house generate more power than required, then this energy can then be redistributed back to the grid and redirected to a home where it is needed. Hence, the system becomes self-sufficient, proactive and reliable. For the smart grid to react proactively and efficiently adoption of IoT devices across multiple sectors must be documented and slowly integrated. Logistical and training issues are likely as engineers may lack the knowledge of these devices and how they can share common attributes to operate with or in conjunction too legacy-type systems.  Standardisation across IoT is relatively new and mostly ignored and furthermore backwards compatibility with legacy systems is unlikely. Therefore budgets may fluctuate when assimilating IoT systems as the framework itself may have to upgrade to facilitate IoT devices. Present day, the IoT industry lacks a golden boy one size fits most protocol for devices. A development and correct marketing of such a contract could be sold as an idea for the backbone for development for vendors to follow. The IEEE (Institute of electrical and electronic engineers) Is reportedly close to finalising a new [15] ‘2413 - Standard for an Architectural Fr2413 - Standard for an Architectural Framework for the Internet of Things’. They state that [16] ‘most current standardisation activities are confined to particular verticals and represent islands of disjointed and often redundant development.  Th(eir) standard will promote cross-domain interaction, aid system interoperability and functional compatibility, and further fuel the growth of the IoT market’. Should their protocol gain approval and widescale adaptation, IoT will take a large step becoming an eco-system of interoperable systems. [17] ‘An example of what happens when standards are missing or not widely accepted is the home automation market. This market segment has been struggling for decades; there has been very little progress and the market stale.  Products from different manufacturers do not interoperate and thus have (relatively) low market penetration’. Standards are in place or the consumer IoT market such as the smartphone NFC and Bluetooth connectivity. Both are enabled on a wide cross of vendor products yet can intercommunicate across this shared standard of communication protocols. The IEEE, IEC (International Electrotechnical Commission) ISO, and the ISA (International society of automation) and many other bodies are coordinating together to share research and developments as not to duplicate each other’s research. Global scandalization of IoT and its branches is the goal and work to repair an already insecure and fragmented field is underway. As not every standardisation has a global reach, [18] ‘standard
bodies may not just work in isolation anymore’, but to collaborate to ensure that what is defined by one standard is defined by all relevant standardisation bodies. The idea of the smart grid hinges on an interoperable ecosystem of a multitude of devices for the competition and drive down of costs. IoT verticals such as building sensors, energy management systems, CCTV must communicate with the horizontal protocols such as TCP/IP. Regrettably, vendors shy away from the trusted parallel protocol stack to utilise their proprietary vertical frameworks. Continued growth in this manner will push the Industrial IoT market too much like the home market of IoT. Smaller and more constrained never reaching its full potential. 
Conclusion

Large-scale IoT interoperability looks unlikely with vendors pushing for capital profit over the more consistent open and up and coming standards. It is the author's opinion in which the very fundamental idea of IoT which he sees is an entirely different idea of what the vendors foresee. The issue stems from merely too many people at the waterhole. Too much competition leads to aggressively trying to outdo other competitors. Therefore corners are cut, and collaboration spurned. Each merchant chooses to use their proprietary solutions to attract and keep customers thus keeping attention to their product range. The core idea of IoT is a multitude of devices and networks communicating to share data for the benefit of all. Luckily, standardisation bodies are promoting their open standard solutions and sharing resources and developments into IoT interoperability solutions. Furthermore, forward-thinking entrepreneurs are steering their companies to bridge the void between two or more IoT proprietary networks. Research brought the authors attention to an interoperability solution carried forward through the universal understanding of sound. A company called [18] ‘Chirp’s’ research and solutions are thus far promising. Their products are bridging interoperability challenges issues we face in IoT. They use [19] ‘sound to convey the advantages of IoT in a simple, easily scalable and relatively cost-effective way. Aiming to specifically to tackle the problem of interoperability in the IoT ecosystem. Furthermore, security challenges in the smart city scheme require extensive research and investment to bridge its challenges. Educating such powerful and influential characters across political and corporate sectors to the dangers of an insecure smart city is the first step. [20] ‘Cesar Cerrudo, CTO of IOActive suggested at a Defcon hacker event he had found there were 200,000 vulnerable traffic control sensors installed in cities across the world, including New York, Washington D.C., and London’. The cascading effect of attacking a seamlessly insecure network has repercussions to other connecting systems. A chain reaction begins, and in a smart grid or city scenario, this effect could disrupt millions of people. Consequently, this scenario should not be overlooked. 
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	                 marking criteria and Student FEEDBACK


This section details the assessment criteria. The extent to which these are demonstrated by you determines your mark. The marks available for each criterion are shown. Lecturers will use the space provided to comment on the achievement of the task(s), including those areas in which you have performed well and areas that would benefit from development/improvement.

	Common Assessment Criteria Applied  (Assignment 1)
	Marks available
	Marks 

awarded

	1. Research-informed Literature 

Extent of research and/or own reading, selection of credible sources, application of appropriate referencing conventions.
	
	

	You have done excellent research but you could utilise more peer review sources in your referencing to add value to work .  (Grade mark: 80.00%)
	15
	12

	
	
	

	2. Knowledge and Understanding of Subject

Extent of knowledge and understanding of concepts and underlying principles associated with the discipline.
	
	

	Knowledge is extensive.  Exhibits understanding of the breadth and depth of established views. Refer to above to utilise more sources. (Grade mark: 86.67%)
	15
	13

	
	
	

	3. Analysis
Analysis, evaluation and synthesis; logic, argument and judgement; analytical reflection; organisation  of ideas and evidence
	
	

	 Your report has been analysed and critique thoroughly for the level of this assignment, with observations from the UWTSD campus network.  Both the practical and research discussions were excellently covered.  (Grade mark: 96.67%)
	30
	29

	
	
	

	4. Practical Application and Deployment
Deployment of methods, materials, tools and techniques; application of concepts; formulation of innovative and creative solutions to solve problems.
	
	

	The design is simple but from a security perspective a good implementation, however the assignment does also include areas to consider. IoT in the form of classroom management, smart garden, car parks etc. this is important elements and need to be included in the final design. The marking would have been higher had these elements been included. (Grade mark: 53.33%)
	30
	16

	
	
	

	5. Skills for Professional Practice 

Attributes in professional practice: individual and collaborative working; deployment of appropriate media; presentation and organisation.
	
	

	There are number of grammar and sentence formulation mistakes; proof-read work before submitting. See report for more feedback.  Your work flow very well.

 (Grade mark: 70.00%)
	10
	7

	
	
	


	Assignment Mark (Assessment marks are subject to ratification at the Exam Board.  These comments and marks are to give feedback on module work and are for guidance only until they are confirmed. )
	Late Submission Penalties (tick if appropriate)
	77%

	
	Up to four weeks late
	
	

	
	First Attempt?
	
	


� PAGE \# "'Page: '#'�'" ��A very detailed report. Went beyond the scope of this assignment. However, has a number of lessons to be learnt for SA1.  They should have a read.  Exellent.  In the future you may need to proof-read your work.  Number of typing and sentence formatting errors.


� PAGE \# "'Page: '#'�'" ��Write abbreviations out in full on first use.


� PAGE \# "'Page: '#'�'" ��Keen observer, this must be reported to the IT team.


� PAGE \# "'Page: '#'�'" ��Write abbreviations out in full on first use.


� PAGE \# "'Page: '#'�'" ��Wrong way around.  Pay keen attention to your writing.  Try to re-read, a number of areas need attention in somewhat similar manner.


� PAGE \# "'Page: '#'�'" ��Avoid using contractions (shortened form of a word combination using the apostrophe (') e.g. don't, isn't)!





Write " is/has" instead of "'s".





Reference(s):http://grammar.about.com/od/words/a/EnglishContractions.htm


� PAGE \# "'Page: '#'�'" ��Avoid writing in the first person (use of ""I"", ""my"") in academic writing unless you are writing a reflective evaluation.





Reference(s):http://www.quickanddirtytips.com/education/grammar/first-second-and-third-person?page=all, http://www.wikihow.com/Write-in-Third-Person


� PAGE \# "'Page: '#'�'" ��Avoid using contractions (shortened form of a word combination using the apostrophe (') e.g. don't, isn't)!





Write " not" instead of "n't".





Reference(s):http://grammar.about.com/od/words/a/EnglishContractions.htm


� PAGE \# "'Page: '#'�'" ��This sentence is not very clear and needs to be restructured.






