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[bookmark: _Toc174348923]Abstract - Cryptography has evolved significantly from its early origins to its current state, playing a critical role in securing information across various domains. This paper explores the historical developments and classical techniques of cryptography, including both symmetric-key and asymmetric-key methods. It examines the Advanced Encryption Standard (AES) and its performance within modern computing environments, alongside recent advancements in RSA cryptography and its implementation challenges. The study also highlights the importance of cryptographic hash functions and their applications, plus the role of digital signatures in ensuring secure communications. Additionally, the significance of cryptography in protecting organisational data and compliance is discussed, along with its integration into intrusion detection systems and its impact on safeguarding application data and infrastructure. The paper concludes by addressing current challenges and future trends in cryptography, including the implications of post-quantum cryptography and blockchain innovations. This comprehensive overview underscores the evolving nature of cryptographic techniques and their critical role in digital security.
I. Introduction
Cryptography is the practice of securing communication and data through various techniques and methods. Since ancient times, it has evolved from simple ciphers to complex algorithms, becoming the foundation of modern information security. In today's digital world, where vast amounts of sensitive data are transmitted and stored electronically, cryptography is more crucial than ever.
Its primary function is to ensure data confidentiality, integrity, and authenticity. Cryptography protects sensitive information from unauthorised access and tampering by converting readable data into an unreadable format and back. This is essential for maintaining privacy, securing financial transactions, and safeguarding intellectual property.
This research paper explores how cryptography contributes to creating secure environments for organisations. It examines the evolution of cryptographic techniques, their underlying principles, and their role in protecting organisational IT systems. The paper aims to highlight the importance of robust cryptographic practices in ensuring data security and compliance in today’s digital age.


II. [bookmark: _Toc174348216]Overview of Cryptography 
Ancient Cryptography
[bookmark: _Int_5WKy9jJL]Cryptography dates back to ancient Egypt around 1900 BCE, where hieroglyphs concealed information in engravings. As civilisation advanced, cryptography became more methodical.
The Caesar Cipher, used by Julius Caesar, to protect military communications by shifting each letter of plaintext a few places down the alphabet [1]. 
Medieval and Renaissance Cryptography
During the Middle Ages, cryptography advanced with the Vigenère Cipher, using a keyword to create a series of Caesar Ciphers. The 9th Century mathematician Al-Kindi as well as many others pioneered cryptanalysis with the technique of frequency analysis, breaking ciphers by analysing letter frequencies [2].
The 19th and Early 20th Centuries Cryptography
The 19th century introduced mechanical aids like the Jefferson Disk, invented by Thomas Jefferson. The early 20th century saw revolutionary developments with the German Enigma machine, challenging to decipher without knowing the settings [3]. Notably, Alan Turing and his allies breaking the Enigma code in World War II played a crucial role in the Allied victory, highlighting cryptography's significant role in warfare.

[image: ]Modern Cryptography[bookmark: _Toc175733417]Figure 1 - Cryptography Evolution Timeline

The arrival of computers and digital technology brought fundamental changes. Public-key cryptography, introduced in 1976, eliminated the need for shared secret keys[4]. The RSA algorithm soon followed, relying on the computational complexity of factoring large prime numbers. Modern techniques include Elliptic Curve Cryptography (ECC), offering similar security to RSA but with smaller key sizes.

III. Modern Cryptographic Techniques and Their Applications
Symmetric-Key Cryptography
Symmetric Key Cryptography uses the same key for both encryption and decryption, with the main challenge being to keep the key secure.
A leading symmetric encryption algorithm is the Advanced Encryption Standard (AES), established by National Institute of Standards and Technology (NIST) in 2001 to replace the Data Encryption Standard (DES) due to its superior security and performance [5].
AES operates as a block cipher with fixed 128-bit blocks and supports key lengths of 128, 192, and 256 bits [6]. The encryption involves 10, 12, or 14 rounds of processing, depending on the key length, using a substitution-permutation network that combines substitution (S-boxes) and permutation (P-boxes) to ensure secure data transformations. AES is highly resistant to various attacks, including brute-force and differential cryptanalysis. Its robustness and efficiency make it widely used in securing sensitive data. 
Examples of AES in action include BitLocker (Windows) and FileVault (MacOS) for disk encryption, WhatsApp's end-to-end encryption via the Signal Protocol, and TLS/SSL protocols for securing web communications. AES is also used in Wi-Fi Protected Access (WPA2 and WPA3) for encrypting wireless network traffic and in OpenVPN for securing VPN connections [7]. These applications highlight AES's versatility and critical role in modern data security.

Asymmetric Key Cryptography
Asymmetric Key Cryptography on the other hand uses a public-key and a private-key [8]. The public key is openly shared for encryption, whilst the private key is shared secretly and is used for decryption. The key features of this include two keys, a public key and private key mathematically linked, but the private key is not easily acquired from the public key as a result this enhances security by eliminating the need to share the private-key [9][10]. It is ideal for secure key exchanges, digital signatures, and situations where secure key sharing is difficult.
RSA (Rivest-Shamir-Adleman developed in 1977 by Ron Rivest, Adi Shamir and Leonard Adleman[11]. This algorithm is based on the computational complexity of factoring large composite numbers ensuring security. Characteristically RSA keys range from 1024, 2048 or 4096 with longer keys offering greater security.
Beside from previously mentioned instances of RSA usage, it is also used in hardware tokens and smart cards for authentication purposes. Additionally, RSA is employed in protocols like PGP (Pretty Good Privacy) and S/MIME to protect email communications.
Further examples of RSA being used commonly are: Secure Shell also known as SSH used for secure remote login and data transfer, it is used in blockchain platforms via blockchain technology, email encryptions and universally used in SSL/TLS protocols securing communications between various website browsers and servers. This is often displayed as an SSL certified website enabling it to utilise the secure HTTPS to transfer the information.
Cryptographic Hash Functions 
Hash functions convert an input or a message into a fixed-size string of bytes. The output is unique to each individual input making these functions essential for data integrity and security. These operate on various key features such as: being deterministic where the same input will always produce the same output, the hash value has a fixed output length regardless of the input size, computationally infeasible to extract the original 
[bookmark: _Toc175733431]Table 1 – Cryptography Techniques
	Technique
	Key Features
	Applications
	Examples

	Symmetric-Key
	Same key for encryption and decryption; fast
	Data encryption, secure storage, network security
	AES, DES, 3DES

	Asymmetric-Key
	Public/private key pairs; secure key exchange
	Digital signatures, secure key exchange, SSL/TLS
	RSA, DSA, ECC

	Hash Functions
	Converts data into fixed-size hash; unique output
	Data integrity, password storage, digital signatures
	SHA-256, MD5, SHA-3

	Digital Signatures
	Authenticate data integrity and sender’s identity
	Secure emails, software validation, legal documents
	RSA digital signature, ECDSA

	Post-Quantum
	Resistant to quantum attacks; under research
	Future-proof encryption, data security
	Lattice-based cryptography, Hash-based signatures




input from its hashed output, furthermore, it is also extremely unlikely that two different inputs will create the same hash value and in addition a small change in an input results in a considerably different hash value [12][13].
These functions are utilised in various forms of applications consisting of verifying data integrity using checksums, generation and validation of signatures ensuring that it hasn’t been manipulated with during data transfer, protection of users’ credentials by hashing passwords to thwart data breaches and securely storing them, message authentication codes to verify the integrity and authenticity of messages, hashing each block in a blockchain safeguarding and maintaining static data as well as supporting digital signatures [14]. Examples of hash functions include SHA-256 and MD5 [15].
Digital Signatures
Digital Signatures are another modern cryptographic technique. Serving as the digital equivalent of a stamped seal or handwritten signatures verifying its authenticity and integrity during transfers of digital messages or documents. Providing the assurance that the sender is genuine, and the data has not been altered during transit. Upon signing a document or message the sender produces a hash of the message, which is then encrypted with a private key, producing the digital signature [14].
The receiver decrypts the digital signature using the sender’s public key to retrieve the hashed value. The receiver will also generate a hash value for the message received. If both the decrypted hash and the generated hash match, then the message is authenticated and not manipulated. The sender is unable to deny sending the message as the digital signature is exclusive to them. They are useful in 



[bookmark: _Int_F2QtFxkg]ensuring that emails are secure, verifying authenticity of software and that is has not been altered, offering a secure and verifiable way sign legal documents digitally, which is recognised as legally binding in many jurisdictions. Offering protection against fraud, impersonation and tampering through trustworthy digital signatures
[16].

IV. The Importance of Cryptography in Modern Organizations
Protecting Information Assets
In modern organisations, cryptography plays a crucial role in protecting data and its privacy by maintaining the confidentiality of sensitive data via encryption and ensuring the data is only accessed by unauthorised accesses and data breaches. It is vital to protecting personal information, financial records, intellectual properties, and other forms of sensitive data. For example, modern day banking is using online transactions and prevents cybercriminals accessing customer’s data using encryption [17].
Many industries require compliance according to various data protection regulations stipulating how data must be protected and confidential, this applies to how data is used, stored, and shared through networks. The data protection regulations that are widely known are: General Data Protection Regulation (General Data Protection Regulations) in Europe, Data Protection Act (DPA) in United Kingdom, Health Insurance Portability and Accountability Act (HIPAA) in the United States, Payment Card Industry Data Security Standard (PCI DSS). Cryptography provides modern organisations the ability to be able to comply with these regulations and secure confidential data and protect it from cybercriminals and manipulation.
The Data Breach of Equifax in 2017 resulted in mass exploitation of personal data, which contained social security numbers, birthdates, and addresses due to a vulnerability in a web application [17]. Had this sensitive data specifically social security numbers been securely encrypted the data would have been protected from being valuable to attackers. Additionally, regular cryptographic and security audits could have facilitated identifying and patching any vulnerabilities before the cyberattacks happened. Another significant mass data breach involving over 3 billion users of Yahoo in 2013–2014 exposed names, email addresses, phone numbers, birthdates, and security questions and answers [18][19]. Cryptography could have prevented this breach using techniques such as stronger hashing algorithms for passwords making it even more challenging to crack, also implementing end-to-end encryption would have made the data remain unreadable without decryption keys even if attackers had gained access.
Detecting and Reacting to Security Incidents
Intrusion Detection Systems (IDS) and Intrusion Prevention Systems (IPS) are essential components of an organisation's security infrastructure, designed to protect against malicious attacks and security violations [20]. Cryptography plays a critical role in enhancing the effectiveness of these systems in multiple ways.
Firstly, cryptography ensures data integrity by protecting data packets analysed by IDS and IPS from corruption or tampering during transmission. Encryption techniques like AES (Advanced Encryption Standard) help preserve the accuracy of the data, which is crucial for detecting anomalies or threats accurately.
Secondly, cryptography enables secure communication between IDS/IPS sensors and the central monitoring system using SSL/TLS encryption [21]. This secure channel prevents attackers from intercepting, manipulating, or replaying data, ensuring that sensitive security information is transmitted safely and efficiently. This secure communication is vital for real-time threat detection and response.
Thirdly, modern IDS and IPS systems incorporate advanced cryptographic capabilities, allowing them to decrypt and inspect SSL/TLS encrypted traffic. This capability is crucial for detecting threats hidden within encrypted communications, ensuring that encrypted traffic does not become a blind spot in the organisation's security posture.
Moreover, cryptography plays a fundamental role in both detecting and responding to security incidents. For example, cryptographic hash functions can be implemented to create a baseline model of normal system behaviour. Any deviations from this model can signal potential security incidents or threats, enabling proactive detection and response. During an incident, cryptography ensures that communications remain secure, and data encryption can prevent unauthorised access to sensitive information.
By integrating cryptography into IDS and IPS, organisations can significantly strengthen their security posture. This integration not only helps in detecting and mitigating potential threats but also ensures compliance with regulatory requirements and protects the organisation’s reputation from the consequences of data breaches.
Safeguarding Applications and Infrastructure 
In modern organisations, safeguarding applications and infrastructure is crucial to maintaining a strong security posture, and cryptography plays a vital role in this effort. Applications, particularly those handling sensitive data, are frequent targets for cyberattacks. Cryptography secures these applications by encrypting data both at rest and in transit, ensuring that even if an attacker gains access, the information remains unreadable without the appropriate decryption key. Techniques such as TLS/SSL encryption protect data exchanged between applications and users, preventing interception, and tampering during transmission [22]. Additionally, digital signatures verify the authenticity and integrity of software updates and communications, ensuring that applications remain secure and free from malicious code.
The infrastructure of an organisation, encompassing hardware, software, networks, and facilities, is equally critical to protect. Cryptography safeguards this infrastructure by securing network communications, protecting against man-in-the-middle attacks, and ensuring that only authorized devices and users can access sensitive systems. Encryption protocols like IPsec provide secure communication channels across networks, while cryptographic access controls restrict access to sensitive data and systems [23].
The importance of safeguarding applications and infrastructure in modern organisations cannot be overstated. In a digital landscape where, cyber threats are increasingly sophisticated, breaches can lead to significant financial losses, reputational damage, and regulatory penalties. Cryptography not only prevents unauthorised access and data breaches but also supports compliance with industry standards and regulations like General Data Protection Regulations [24]. By securing applications and infrastructure, organisations can ensure operational continuity, protect intellectual property, and maintain the trust of customers and stakeholders.

V. Challenges and Future Trends in Cryptography 
Challenges of cryptography implementation
Implementing cryptography in modern organisations is crucial for protecting sensitive data but comes with several challenges. Key management is a significant issue, involving the secure generation, storage, distribution, and disposal of cryptographic keys; improper management can lead to unauthorised access. Cryptographic operations can also introduce performance overhead, 
slowing systems and increasing costs.
Complexity and usability pose additional challenges, as proper implementation requires specialised knowledge [25]. Misconfigurations can lead to vulnerabilities, and interoperability issues may arise when systems use incompatible cryptographic standards, risking data during transfers.
Organisations must also address compliance with regulations like General Data Protection Regulations or HIPAA, as non-compliance can result in penalties and reputational damage. Evolving threats, including the potential future impact of quantum computing, necessitate regular updates to cryptographic algorithms. Scalability is a concern as organisations grow, requiring solutions that handle larger systems efficiently.
Human factors, such as mishandling keys or using weak passwords, can undermine security, emphasizing the need for training [26]. Cost is a barrier for smaller organisations, and legacy systems that lack modern cryptographic support may need costly upgrades.
Addressing these challenges requires careful planning, ongoing management, and a commitment to staying current with the latest cryptographic advancements and best practices to protect sensitive data effectively in an increasingly complex digital landscape.
Future Trends
The future of cryptography is being shaped by several emerging technologies, including post-quantum cryptography, homomorphic encryption, and blockchain.
Post-quantum cryptography is gaining attention as quantum computing advances, posing a significant threat to current cryptographic systems like RSA and ECC. Quantum computers can potentially break these traditional algorithms, making it crucial to develop quantum-resistant algorithms that can secure data in a post-quantum world [27].
Homomorphic encryption represents another key trend, allowing computations on encrypted data without needing decryption [28]. This preserves data privacy while enabling secure processing, making it particularly valuable for cloud computing, where sensitive data can be processed securely without exposing it to the cloud provider.
Blockchain technology continues to revolutionize cryptography by providing a decentralized and secure way to verify transactions [29]. By leveraging cryptographic techniques, blockchain ensures data integrity and transparency, making it a foundation for emerging technologies like decentralized finance (DeFi) and secure voting systems.
These advancements illustrate how cryptography is evolving to meet the demands of an increasingly complex digital landscape, ensuring robust security and privacy for the future.

VI. Conclusion
This research has examined the critical role that cryptography plays in modern organisations, from securing sensitive data and communications to safeguarding applications and infrastructure. We have traced the evolution of cryptography, discussed key modern techniques like symmetric and asymmetric encryption, and explored their practical applications in protecting information assets. The paper also addressed the challenges associated with cryptographic implementation, including key
management and the potential impact of emerging threats like quantum computing.
Cryptography remains indispensable for maintaining the confidentiality, integrity, and authenticity of data in today's digital world. It is fundamental to defending against cyber threats, ensuring compliance with regulations, and preserving the trust of customers and stakeholders. As organisations continue to face sophisticated attacks, the importance of robust cryptographic practices cannot be overstated.
To stay ahead of these challenges, ongoing research and development in cryptography are essential. Innovations such as post-quantum cryptography, homomorphic encryption, and blockchain demonstrate the need for continued advancement to meet the evolving security demands of the digital landscape. By prioritizing cryptography in their security strategies and investing in innovative solutions, organisations can secure their future in an increasingly interconnected world.































[bookmark: _Toc175731845]Case Scenario

1. [bookmark: _Toc175731846]Introduction
As cyber threats grow in complexity and regulatory pressures increase, investment firms must prioritize safeguarding sensitive financial data to protect client trust and investments. Invest with Tyler UK, a Cardiff-based investment firm, faces rising risks and the need to comply with strict data protection regulations such as the UK General Data Protection Regulations [30][31]. In response, the firm must establish a dedicated Information Security Unit to address cybersecurity challenges, ensure regulatory compliance, and protect its reputation.
This report outlines the approach to developing the Information Security Unit at Invest with Tyler UK, focusing on key areas such as organizational structure, policies and procedures, compliance, security standards, contingency planning, governance, and risk management. Through this initiative, the firm aims to strengthen its data protection measures and mitigate risks, ensuring both regulatory adherence and the long-term security of client investments.

2. [bookmark: _Toc175731847]Organisational Structure
Forming a well-defined organisational structure is essential to ensure the effective functioning of the Information Security Unit. Invest with Tyler UK will implement an organisational hierarchy that fosters collaboration, accountability, and regulatory compliance. The Information Security Unit will be integrated into the firm's broader governance framework, with defined reporting lines to senior management and the Board of Directors.
2.1. [bookmark: _Toc175731848]Chief Information Security Officer
The Chief Information Security Officer will coordinate setting the vision and strategy for information security across Invest with Tyler UK. This role will involve designing, implementing, and maintaining security policies, ensuring compliance with industry regulations, such as the Data Protection Act 2018 (DPA 2018) and the General Data Protection Regulation (UK General Data Protection Regulations) [32]. The Chief Information Security Officer will report directly to the Chief Executive Officer, echoing the importance of cybersecurity to the firm’s strategic goals.
The Chief Information Security Officer will supervise the Information Security Unit, which will be divided into specialised teams, focusing on different aspects of cybersecurity.
2.2. [bookmark: _Toc175731849]Data Protection Officer
[bookmark: _Int_iHSmz7hP]Given the firm’s liability for holding client financial data, Invest with Tyler UK is lawfully obligated to designate a Data Protection Officer under General Data Protection Regulations the Data Protection Officer will ensure that all personal data is administered legally and will monitor compliance with the UK’s data protection regulations [33]. The Data Protection Officer will serve as the principal point of contact for the Information Commissioner’s Office (ICO) and will be responsible for conducting regular data protection impact assessments (DPIAs) to identify potential risks to personal data.
2.3. [bookmark: _Toc175731850]Security Operations Team
The Security Operations Team will focus on monitoring and managing the security infrastructure [34]. This team will handle real time security monitoring, threat detection, incident response, and recovery procedures. Their work will be crucial in identifying vulnerabilities, responding to threats, and the ongoing resilience of the firm's IT systems.
2.4. [bookmark: _Toc175731851]Compliance and Data Privacy Team
[bookmark: _Int_swyYW3Qv]This team will ensure that Invest with Tyler UK complies with both internal policies and external legal requirements, including the Data Protection Act 2018 and UK General Data Protection Regulations [35]. Their duties will involve reviewing and updating the firm’s data privacy policies, supervising the handling of personal data, and performing regular compliance audits. The team will also be responsible for coordinating with the Information Commissioner’s Office in cases of data breaches.
2.5. [bookmark: _Toc175731852]Incident Response Team
The Incident Response Team will be tasked with rapidly handling security incidents, particularly in cases of data breaches or ransomware attacks [36]. The Incident Response Team will manage response efforts, mitigate damage, and endeavour to restore normal operations as quickly as possible. Additionally, the team will play a key role in post-incident investigations and reporting to the Information Commissioner’s Office, clients, and other relevant stakeholders.
[image: ]
[bookmark: _Toc175733418]Figure 2 - Organisation Chart
3. [bookmark: _Toc175731853]Policies and Procedures
Clear and comprehensive policies and procedures are fundamental for maintaining a secure environment within Invest with Tyler UK [37]. These policies will outline the organisation’s approach to data protection, access control, incident management, employee training, and vendor relations. All employees, contractors, and third-party partners will be required to adhere to these policies.
3.1. [bookmark: _Toc175731854]Data Protection Policy
This policy will establish the framework for managing personal and financial data in compliance with the UK General Data Protection Regulations and the Data Protection Act 2018. It will detail the processes for collecting, processing, storing, and deleting personal data. The policy will authorise the encryption of all sensitive client data, in transit and storage, preventing unauthorised access. Regular audits will be conducted to make sure all data protection procedures are up to date and in line with regulatory obligations.
3.2. [bookmark: _Toc175731855]Access Control Policy
[bookmark: _Int_UrgXcJuM]The Access Control Policy will enforce strict guidelines for who can access client financial data, investment systems, and confidential business information [38]. Invest with Tyler UK will implement role-based access control (RBAC) to control data access based on the employee's position. Additionally, Multi-factor authentication (MFA) will be mandatory for accessing sensitive systems, ensuring that unauthorised users cannot gain entry even if login credentials are compromised.
3.3. [bookmark: _Toc175731856]Incident Response Policy
This policy will outline the practices to be followed when a security incident occurs [39]. It will include steps for incident detection, notification, containment, and resolution. Furthermore, the policy will cover the legal obligations for reporting data breaches, including informing the Information Commissioner’s Office within 72 hours and notifying affected individuals if their personal data is breached.
3.4. [bookmark: _Toc175731857]Employee Training Policy 
[bookmark: _Int_8nA5ECjZ]Employees are consistently the weakest link in cybersecurity due to human errors. To mitigate this risk, Invest with Tyler UK will implement an Employee Training Policy, which demands that all staff undergo annual cybersecurity training. This training will cover topics such as phishing detection, data protection best practices, and the business’s internal security policies. Employees will also be informed on emerging threats, ensuring they stay notified about the latest cybersecurity risks.
3.5. [bookmark: _Toc175731858]Third-Party Vendor Policy 
Many of the organisation’s IT services and operations will depend on third-party vendors [40]. This policy will ensure that all third-party vendors meet the security standards expected by Invest with Tyler UK. Vendor contracts will contain specific clauses on data protection, incident reporting, and security auditing. Third-party services will be regularly reviewed to verify compliance with the firm’s security policies.

4. [bookmark: _Toc175731859]Data Protection Compliance
[bookmark: _Int_flS5Wtlz]As a UK-based investment firm, Invest with Tyler UK must comply with the UK General Data Protection Regulations and Data Protection Act 2018 to safeguard the personal data of its clients. Non-compliance with these regulations can consequently induce financial penalties and damage its reputation.
4.1. [bookmark: _Toc175731860]Data Protection Act 2018
The Data Protection Act (DPA) 2018 is the UK's primary legislation for data protection, which incorporates the principles of the General Data Protection Regulations into UK law. Invest with Tyler UK will ensure that all personal data handling complies with the following principles: lawfulness, fairness, transparency, data minimisation, accuracy, storage limitation, integrity, confidentiality, and accountability [41].
Additionally, it imposes specific requirements on organisations, such as conducting Data Protection Impact Assessments (DPIAs) when introducing modern technologies that might be a substantial risk to personal data. Invest with Tyler UK will do these assessments as part of its data protection policy.
4.2. [bookmark: _Toc175731861]UK General Data Protection Regulations Compliance 
The UK General Data Protection Regulations requires Invest with Tyler UK to maintain a lawful basis for managing personal data, whether through consent, contractual necessity, legal obligations, or legitimate interests. To ensure compliance, the organisation will verify each data processing activity, confirming that it aligns with one of the legal bases and that clients have a clear understanding of how their data will be used.
The firm will also create processes for handling data subject rights requests. For instance, requests for access, modification, deletion, or data transferability. The Data Protection Officer will supervise these requests and make sure that they are dealt with, in the legal time limits set by UK General Data Protection Regulations.
4.3. [bookmark: _Toc175731862]Breach Notification Requirements
[bookmark: _Int_Cm2v91nV]In the event of a data breach, Invest with Tyler UK will follow strict notification protocols. The organisation will alert the Information Commissioner’s Office within 72 hours if the breach triggers a risk to the rights and freedoms of personal data [42]. Affected individuals will also be informed if there is a significant impact on their personal data, such as the exposure of financial information or identification details. This prompt communication is essential for maintaining transparency and trust with clients and regulators.
5. [bookmark: _Toc175731863]Security Standards
[bookmark: _Int_nn1uzuSs]To develop a robust cybersecurity structure, Invest with Tyler UK will adopt internationally recognised security standards and frameworks. These standards will guide the business in employing and maintaining effective security controls, ensuring both compliance with legal requirements and the protection of client data.
5.1. [bookmark: _Toc175731864]ISO/IEC 27001 Certification
Invest with Tyler UK will work toward achieving ISO/IEC 27001 certification, which is the worldwide recognised standard for managing information security [43]. Achieving certification will involve implementing an Information Security Management System (ISMS) containing policies for data protection, risk management, and incident response. ISO/IEC 27001 certification will also demonstrate the organisation’s dedication to data security, providing reassurance to clients and stakeholders.
5.2. [bookmark: _Toc175731865]NIST Cybersecurity Framework
The National Institute of Standards and Technology (NIST) Cybersecurity Framework is widely recognised as a comprehensive methodology for managing cybersecurity risks [44]. Invest with Tyler UK will apply this framework to identify, protect, detect, respond, and recover from cybersecurity threats. The NIST framework will provide a model for building a proactive security strategy that evolves with the changing threat landscape.
5.3. [bookmark: _Toc175731866]Cyber Essentials Certification	
[bookmark: _Int_m054NrBl]In addition to international standards, Invest with Tyler UK will obtain Cyber Essentials certification, a UK government-backed scheme that helps protect organisations from common cyber threats [45]. Cyber Essentials focuses on basic security controls. For example, firewalls, secure configuration, access control, and malware protection. Acquiring this certification will provide an added layer of security and prove the firm’s commitment to meeting the minimum-security requirements expected by UK regulators.

6. [bookmark: _Toc175731867]Contingency Planning 
Contingency planning is crucial to ensure business continuity and resilience in the event of a cyber incident or system failure. Invest with Tyler UK will implement comprehensive plans to maintain key operations and safeguard client investments, even during disruptive events.
6.1. [bookmark: _Toc175731868]Business Continuity Plan 
The Business Continuity Plan will detail how Invest with Tyler UK will maintain essential business functions during disruptions, such as natural disasters, cyberattacks, or technical failures [46]. The plan will prioritise the continuity of investment processes, ensuring that portfolio management and client advisory services remain operational. Backup communication channels will be formed to keep clients notified of their investments' status in times of disruption.
6.2. [bookmark: _Toc175731869]Disaster Recovery Plan
The Disaster Recovery Plan will focus on restoring the organisation’s IT systems and data in the aftermath of a substantial security incident [46]. Secure off-site backups and cloud-based disaster recovery services will be utilised to ensure that client data and transactional records can be recovered quickly and accurately. The plan will include step-by-step procedures for recovering critical systems and testing recovery processes regularly to ensure their effectiveness.
6.3. [bookmark: _Toc175731870]Incident Response Plan
The Incident Response Plan will establish the procedures to be followed in the event of a cybersecurity incident [47]. The plan will consist of steps for identifying, containing, eradicating, and recovering from security breaches. The plan will also specify the roles and responsibilities of the Incident Response Team (IRT) during an incident, as well as communication protocols for notifying the Information Commissioner’s Office, clients, and stakeholders.


7. [bookmark: _Toc175731871]Governance and Strategic Planning for Security
Governance plays a critical role in confirming that information security practices align with the business’s goals, regulatory obligations, and risk management strategies. Invest with Tyler UK will form strong governance structures to oversee the Information Security Unit and ensure that security remains a high priority across the organisation.
7.1. [bookmark: _Toc175731872]Information Security Governance Committee
The Information Security Governance Committee will be formed to supervise the development and implementation of security strategies [48]. The committee will involve senior executives such as the Chief Executive Officer, Chief Information Security Officer, Data Protection Officer, and key stakeholders from the IT, legal, and compliance departments. The Information Security Governance Committee will meet quarterly to evaluate the effectiveness of security policies, assess emerging risks, and confirm that the firm’s security strategy is aligned with its business goals.
7.2. [bookmark: _Toc175731873]Strategic Security Planning 
Invest with Tyler UK will develop a long-term strategic plan for information security, with a focus on adapting to emerging threats, implementing new technologies, and maintaining regulatory compliance [49]. The plan will include a continuous process of assessment and enhancement, to maintain a proactive security stance. Key areas of attention will involve investing in advanced threat detection technologies, enhancing incident response capabilities, and raising a culture of security awareness among employees.
8. [bookmark: _Toc175731874]Risk Management
Risk management is a fundamental component of Invest with Tyler UK’s tactic for information security. By identifying and mitigating potential risks, the organisation will be able to protect its assets, maintain client trust, and ensure compliance with regulatory requirements.
8.1. [bookmark: _Toc175731875]Risk Assessments 
Invest with Tyler UK will perform routine risk assessments to identify potential vulnerabilities within its systems, processes, and operations [50]. These assessments will be comprehensive, covering technical and organisational risks. The results will inform the business’s security approach, guiding decisions on investing in new security technologies and processes.
8.2. [bookmark: _Toc175731876]Cybersecurity Risk Management 
[bookmark: _Int_NpNDDqva]To mitigate cybersecurity risks, Invest with Tyler UK will implement a combination of technical controls such as encryption, firewalls, secure transaction platforms, and multi-factor authentication. Regular penetration testing and vulnerability assessments will be conducted to identify any weaknesses in the firm’s security controls and make sure that corrective actions are taken promptly.
8.3. [bookmark: _Toc175731877]Monitoring and Reporting 
A Security Information and Event Management (SIEM) system will be used to monitor security events and provide real time alerts for suspicious activities [51]. The system will generate detailed reports on security incidents, which will be reviewed by the Security Operations Team and reported to senior management. Systematic monitoring and reporting will make sure that the firm can detect and respond to threats rapidly, subsequently minimising the impact of cybersecurity incidents.

9. [bookmark: _Toc175731878]Conclusion
[bookmark: _Int_2UHboa1q][bookmark: _Int_jdGB4QqH]By establishing a dedicated Information Security Unit, Invest with Tyler UK will be well positioned to protect client data, comply with UK data protection regulations, and mitigate cybersecurity risks. Through the implementation of robust policies, adherence to international security standards, and strategic planning for security, the organisation will maintain a strong cybersecurity stance in an increasingly digital investment environment. The Information Security Unit will play a pivotal role in making sure that Invest with Tyler UK can meet its regulatory obligations, safeguard client trust, and continue its operations with confidence in a constantly evolving threat landscape.
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