
Networking Project 
Example Requirements Specification 


Constraints:
	Must use Cisco networking equipment.

	Project completion within 8 weeks.



Functional Requirements
	ID
	Title
	Priority
	Description

	FR-01
	Device Support
	High
	Network must support 200 wired and 150 wireless devices.

	FR-02
	VLAN Segmentation
	High
	Implement VLANs: Staff (VLAN 10), Students (VLAN 20), Guests (VLAN 30).

	FR-03
	DHCP/DNS Services
	Medium
	Provide DHCP and DNS services using Windows Server 2022.

	FR-04
	VPN Access
	High
	Enable secure remote access via OpenVPN.


Non-Functional Requirements
	ID
	Title
	Priority
	Description

	NFR-01
	Performance
	High
	Minimum bandwidth of 100 Mbps per user.

	NFR-02
	Reliability
	High
	99.9% uptime with redundant links.

	NFR-03
	Security
	High
	WPA3 for Wi-Fi, Cisco ASA firewall, AES-256 encryption for VPN.

	NFR-04
	Compliance
	Medium
	GDPR and university IT policies.


Security Requirements
	ID
	Title
	Priority
	Description

	SEC-01
	Firewall Configuration
	High
	Configure Cisco ASA firewall with ACLs.

	SEC-02
	IDS
	Medium
	Deploy Snort IDS for intrusion detection.

	SEC-03
	VPN Encryption
	High
	Use AES-256 encryption for VPN.


Testing & Validation Requirements
	ID
	Title
	Priority
	Description

	TST-01
	Connectivity Tests
	High
	Ping and traceroute between VLANs.

	TST-02
	Performance Tests
	Medium
	Use iPerf for bandwidth and latency checks.

	TST-03
	Security Tests
	High
	Penetration testing using Kali Linux and Nessus scans.



