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The labs given within this module are geared to assist you in carrying out vulnerability assessments and penetration testing on systems. In a penetration test an Ethical Hacker attempts to break into a company’s network to find vulnerability or the weakest link in the network or the network system. They are also required to analyzes the company security policy and procedures and report any vulnerability to management.

An Ethical Hacker is a person who performs most of the same activities as a hacker but with the owner of the company’s permission.  The distinction is important and can mean the difference between being charged with a crime or not being charged.  Ethical Hackers are usually contracted to perform penetration tests or security tests.  After pre-engagement activities, penetration testers begin gathering information about their targets. Often all the information learned from a client is the list of IP addresses and/or web domains. Penetration testers then learn as much about the client and their systems as possible, from searching for employees on social networking sites to scanning die perimeter for live systems and open ports.  Taking all the information gathered into account, penetration testers study the systems to find the best routes of attack. This is similar to what an attacker would do or what an invading army would do when trying to breach the perimeter. Then penetration testers move into vulnerability analysis, the first phase where they are actively engaging the target.


Task 1: Scenario & lab instruction

What Makes Systems Insecure?
You have joined as an Intern at the Cyber company near the University to gain real-world experiences while pursuing your ethical hacking course.
The company has developed a web application in-house and is planning to publish it on the Internet as an online e-commerce store.
The Head of Technology has provided you with a local copy of the main website to identify security weaknesses in it.
You are required to report any vulnerabilities that you find and then further help them to fix the same.

Instructions for the Lab Exercise
1. Following up from last week's lab session where you manually start exploiting the website by:
a. By adding a single quotation mark (‘) to the end of the category parameter, you injected a basic SQL query.
b. The URL was modified as: http://192.168.56.10:8000/products/?category=Monitor’
c. This intentional modification triggered an application error, which serves as a clear indicator of a potential SQL vulnerability.
d. You would have an error looking similar to:
[image: A screenshot of a computer

AI-generated content may be incorrect.]
e. You would have then asked to add a second quote (‘) that would have back the UI confirming the presence of SQL vulnerability, which would look similar to:
[image: A screenshot of a computer

AI-generated content may be incorrect.]
f. To list all products, regardless of their category, you were asked to perform a basic SQL injection in the URL as follows: http://192.168.56.10:8000/products/?category=Monitor%27%20OR%201=1--

g. This forces the database to return the entire product list, revealing items that were hidden from normal browsing (showing possibly unreleased products). The list would now look similar to:
[image: A screenshot of a computer store

AI-generated content may be incorrect.]


2. Continuation from last week:
a. From the testing, list all the information about the vulnerabilities that you were able to identify.
b. To access the source code of the application, open a terminal session on your Atack VM and download the file via FTP using the command <ftp://192.168.56.10/cyber_store.zip>.
c. You may use ShellGPT on your Attack VM to analyze the source code and suggest improvements to eliminate the identified vulnerabilities, as required.
d. Make a list of all suggestions improvement to eliminate the identified vulnerabilities.  It is ok to search the Internet to help with your suggestion.

3. Exploiting with SQLMap
Now that the SQL injection vulnerability is confirmed, SQLMap can be used to automate the process of extracting data from the application database. SQLMap is a powerful tool designed to detect and exploit SQL injection flaws.
a. To demonstrate disclosure of PII (Personally Identifiable Information), execute the following command in the terminal: sqlmap -u "http://192.168.56.10:8000/products/?category=Monitor" --tables –dump
This command instructs SQLMap to:
· -u		: Specify the vulnerable URL
· --tables	: List all database tables
· --dump	: Extract and display the contents of those tables
Observing the output indicates how sensitive data, such as customer names, emails, and passwords, can be easily compromised due to this vulnerability. This step visually reinforces the serious real-world consequences of SQL injection.

4. Optional - Expanding the Attack Surface: Beyond the Obvious
The previous steps confirmed a SQL injection vulnerability, but it is also important to recognize that a single flaw can often lead to the discovery of others.
[bookmark: _Hlk210757919]Introducing a single quote (‘) into the product parameter in the URL instead of the category parameter, a Django debug error page was triggered. This is a critical observation, as it indicates that the website is running in debug mode – a misconfiguration that should never be enabled on a production server.
This debug page not only confirms a security misconfiguration but also exposes valuable internal information, including other URL patterns such as */addproduct/.
[image: A screenshot of a computer

AI-generated content may be incorrect.]
When trying to access the */addproduct/ page, users would be asked to provide login information.
[image: A screenshot of a computer

AI-generated content may be incorrect.]
With a little brute force, one can notice that the application is using basic guessable credentials.
· Username	: admin
· Password	: supersecret
[image: A screenshot of a computer

AI-generated content may be incorrect.]


5. Next Steps: Remediation
After making the observations about the security flaws in the application, the source code of the application needs to be analysed and suggestions or fixes to the code must be identified, so that SQL injection is not possible. This can be achieved using ShellGPT or any other LLMs.
Asking the LLM for possible security fixes to the view.py code, the LLM might suggest something as follows:
The Python code you provided has a significant security vulnerability: a SQL injection flaw.
Vulnerable Code and Fix
The vulnerability lies in the product_list function.
Python
# VULNERABLE CODE
def product_list(request):
    # ... other code ...
    selected_category = request.GET.get('category', 'Monitor')
    with connection.cursor() as cursor:
        cursor.execute(f"""
            SELECT product_name, price, image 
            FROM products_product 
            WHERE category = '{selected_category}' AND released = 1;
        """)
        # ... rest of function ...
Explanation of the Vulnerability
The code constructs a SQL query string by directly embedding the user-provided selected_category variable into the SQL statement using an f-string. This is a classic SQL injection vulnerability. An attacker could manipulate the category URL parameter (e.g., ?category=something' OR 1=1 --) to execute arbitrary SQL commands.
For instance, an attacker could set the URL to /products/?category=Mouse' UNION SELECT 'hacked', 1000, 'hacked.jpg' --. The resulting SQL query would be:
SELECT product_name, price, image FROM products_product WHERE category = 'Mouse' UNION SELECT 'hacked', 1000, 'hacked.jpg' --' AND released = 1;
The -- at the end comments out the rest of the original query, allowing the attacker to inject their own UNION statement and potentially retrieve sensitive data or manipulate the database.
The Fix
To resolve this, you must use parameterized queries. This method separates the SQL command from the data. The database driver handles the sanitization of the data before executing the query, preventing malicious code from being interpreted as a part of the SQL command.
# FIXED CODE
def product_list(request):
    with connection.cursor() as cursor:
        cursor.execute("SELECT DISTINCT category FROM products_product ORDER BY category;")
        categories = [row[0] for row in cursor.fetchall()]
    selected_category = request.GET.get('category', 'Monitor')
    with connection.cursor() as cursor:
        # Use a parameterized query with placeholders
        cursor.execute(
            "SELECT product_name, price, image FROM products_product WHERE category = %s AND released = 1;",
            [selected_category] # Pass data as a tuple or list
        )
        rows = cursor.fetchall()
        products = [(row[0], row[1], settings.MEDIA_URL + row[2] if row[2] else '') for row in rows]
    
    context = {
        'categories': categories,
        'selected_category': selected_category,
        'products': products,
    }
    return render(request, 'products/index.html', context)
By using the placeholder %s and passing selected_category as a second argument to cursor.execute(), the database driver ensures that the value is treated as a literal string and not as executable SQL code.
Other Observations
While not a direct security vulnerability in this specific code, a potential issue is the use of a simple, hardcoded password (supersecret) for the admin login. This is extremely insecure for any production environment.
Recommendation
· Store passwords in a hashed format, not as plain text. Use a robust hashing library like Django's built-in make_password and check_password functions.
· The admin_login function's logic is simplistic. It should authenticate against a proper user model with hashed passwords rather than hardcoded credentials.
· The add_product view directly accesses request.POST data without validation. It would be safer to use Django forms, which provide built-in validation and CSRF protection.
Troubleshooting
· Username for Ubuntu VM	: tony
· Password for Ubuntu VM	: jarvis
The vulnerable website is configured to serve automatically upon system startup. To check if the lab environment is active, open the Firefox browser on the VM and navigate to the website by clicking the "CyberStore" bookmark on the main toolbar.
If the website is not working, open the terminal, navigate to the Desktop location (/home/tony/Desktop), and exe
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Request Method: GET
Request URL:  http://127.0.0.1:8000/products’

Using the URLconf defined in cyber_store.urls, Django tried these URL patterns, in this order:

6. adminlogout/ [name='adnin_logout']
7. “media/ (7P<path>.*)$

The current path, products’, didn't match any of these.

You're seeing this error because you have beeus - True in your Django settings file. Change that to Fatse, and Django will display a standard 404 page.
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