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[bookmark: _Toc117249546]1. Introduction
Cyber security stands as a corner stone to the stability and safety of technology. In the coming years, growth surrounding the use and transaction of individual data are set to be rampant, with more extensive data collection approaches stemming off the introduction of new online apps and technologies [1]. Ensuring the secure collection and storage of this data is vital, with guidance materials such as the DPA 2018 and GDPR 2016 enforcing strict measures protecting the handling of individual data. The UK government found that in a recent cyber security breaches survey that 39% of UK businesses identified an attack against their network, with one in five being sophisticated DoS, malware, or ransomware attacks [2].
This study aims to highlight the short comings of many network infrastructures, showcasing the weaknesses and vulnerabilities of systems across the digital world. The inclusion of a real-time network infrastructure will provide a genuine insight into how vulnerability assessments function, and their effect on an active infrastructure, something that is lacking within the field of study. The report will not only be beneficial to the real-time network involved, but also to those looking to replicate a similar study in the future or protect their own network infrastructure.


[bookmark: _Toc117249547]2. Background to the Proposed Research
Vulnerability assessments often come as the precursor to penetration tests. Making use of various network assessment tools to help carefully map systems within a network, vulnerability assessments will aid in identifying the various services and versions of services running within a network to locate and catalogue potential vulnerabilities systems may face [3]. As of time of writing, the American National Institute of Standards and Technology have published over 187,000 [4] known software vulnerabilities threatening the security of systems globally. It has become almost essential that frequent vulnerability assessments are carried out on networks as to help identify any of the catalogued vulnerabilities and produce an effective remediation strategy to overcome the danger lurking within the infrastructure.
Vulnerabilities are recognised as flaws within systems, services, or applications that can be exploited by would be attackers to circumvent and evade security infrastructure to manipulate systems in ways they were not intended [5]. Figure 1 depicts a typical life cycle of a vulnerability, demonstrating the increase in attack frequency relative to time. New vulnerabilities that have been discovered are often quickly announced by developers as to warn users of the potential threat their system, service or application may pose. Shortly after, the vulnerabilities are documented and stored within an accessible database for use of individuals, or most often vulnerability scanning tools, to identify potential vulnerabilities on a system and propose mitigation measures.
[image: The Vulnerability Life Cycle][6]
[bookmark: _Toc117249561]Figure 1
Vulnerability scanning plays a significant role within vulnerability assessments, identifying key information such as hosts and their attributes, including operating systems and open ports. Using this information, the scanner can help locate any misconfigurations within the network, outdated software such as an operating system, or even missing released patches. Even going as far as ensuring valid security policy compliance across a network [7]. Holm concluded within their case study on Vulnerability Assessment, Remediation, and Automated Reporting [within] Higher Education Institutions, that while vulnerability scanners do not identify every vulnerability within a network (34 – 55 percent), the software is very capable of providing sufficient remediation guidelines for many of those identified (44-87 percent) [8].
Nmap is an example of a popular open-source network scanning tool developed for network traversal and security auditing [9]. Described as an excellent multi-functional utility in Tim Corcoran’s ‘An Introduction to Nmap’ [10], the software tool has a strong feature set capable of various functions including:
a) Host Discovery	     b) Port Scanning	c) Service Detection	d) Firewall/IDS Evasion 
[9]
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The aim of my project is '
‘To investigate and analyse a real-time network, assessing its vulnerabilities and proposing mitigation strategies.’ 
This aim can be broken down in several objectives. Each of which adheres to the SMART objective structure. 
· To explore existing literature to identify what work has already been done within the area of study.
· To do a study on existing vulnerability assessment
· On a similar kind of networks
· On the real-time network
· To choose an appropriate research method in investigating and analysing the real-time network.
· To design using appropriate tools to investigate and analyse the real-time network.
· To analyse and compare data gathered from various vulnerability assessment tools on the real-time network with the researched literature.
· To demonstrate few high impact vulnerabilities listed on the analysis on a simulated environment.
· To critically review the analysed data and produce a detailed report recommending mitigation measures for the vulnerabilities.
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[bookmark: _Toc117249550]4.1 Outline of Project Process
This project will follow the experimental evaluation of an anonymous real-time network infrastructure. With the use of specialised vulnerability assessment tools, the investigator is able to conduct detailed vulnerability scans of the real-time network to produce crucial comparative data. The adopted method of research of the real-time network will be influenced by previous studies identified throughout the literature review. A detailed comparison of the vulnerabilities identified within the real-time network across two separate scans will be prepared, highlighting critical information surrounding the infrastructures security. Few High impact vulnerabilities will be tested within simulated environments to demonstrate the threat that faces the real-time infrastructure. Results of these simulations can be used to highlight key points of failure within the network and help provide a breakdown of how such vulnerabilities can be exploited. Using the information collected from both research and the real-time assessment, a detailed vulnerability analysis report commending mitigation measures for the identified vulnerabilities will be collated and provided to real-time network infrastructure.
[bookmark: _Toc117249551]4.2 Data Collection
The project will follow an action research methodology approach, aiming to identify problems and vulnerabilities within the networks’ security infrastructure and design to evaluate and propose creative solutions for those identified. Specialised vulnerability tools such as network scanners and packet analysers will be used to perform a vulnerability assessment on the real-time network, with the intention of identifying vulnerabilities within the target network and creating computer-generated log files. Using all that is gathered, the investigator is able to propose a descriptive remediation strategy for the network infrastructure. Due to the inclusion of an anonymous real-time infrastructure, the ability to replicate such an experiment may be difficult, therefore potentially effecting the reliability of the study. However, the use of widely available tools paired with the detailed actions taken at each point of the report could reinforce the study’s replicability and allow for an alternate approach to be taken. Taking these statements into account, the reliability of this project is stated to be average to low due to the implications brought on by the inclusion of a real-time network. Additionally, while there are many available tools for conducting a vulnerability assessment, most tools will both act and produce very similar results. Furthermore, the vulnerabilities identified within the study span across numerous systems and often are shared across operating systems. Because of this the generalisability of this project is high.
[bookmark: _Toc117249552]4.3 Data Evaluation
Comprehensive evaluations of the data will come from reviewing details such as the similarities and differences between the two vulnerability assessments, each conducted across the real-time network. From these comparisons, it is possible to identify potential new vulnerabilities facing the network; the dreaded existence of prior vulnerabilities unsuccessfully resolved; and even highlighting vulnerabilities effectively removed. All of this aiding in building a comprehensive remediation strategy for the real-time network. Existing vulnerabilities will be recorded and categorised based on the threat level they pose to the real-time network, this can be used during quantitative research and evaluation further into the project. Ensuring that appropriate material is researched through the use of reputable sources, paired with accurate data gathering strategies and methodologies will help support a high level of validity for this project.
[bookmark: _Toc117249553]4.4 Risks & Limitations
While vulnerability scans can be a fantastic tool for sniffing out individual threats within a network, they cannot quite offer the same depth of data reconnaissance as the likes of a full penetration test. But instead merely placing network administrators at the start line of what could be a marathon of further investigation. 
Additionally, vulnerability software and tools are heavily limited by the libraries and database upon which their knowledge of threats are drawn from. Any unknown vulnerabilities such as zero-day threats can fly under the radar of specialised software, leaving networks at risk of potential attacks all while remaining unaware of the looming threat.
[bookmark: _Toc117249554]4.5 Ethical Issues
When working with external networks, it is important to receive the appropriate consent and acknowledgement to conduct the invasive act of network vulnerability scanning. Within the SANS Institute whitepaper on ‘The Ethics and Legality of Port Scanning’ [11], Jamieson mentions how professionals within the industry view port scanning as a violation of machines. He states how in almost every instance the act would be considered malicious, as it would be viewed as a preliminary to a potential exploitation of identified vulnerabilities. This ethical dilemma could affect the overall generalisability of the project, with alternating organisational policies needed to be accounted for.
Ensuring the protection and confidentiality of the Private Companies data is of up most importance. Following the latest UK public general acts such as the Data Protection Act 2018 can aid in preventing the loss sensitive data and subsequently unwanted legal action. Additionally, the investigator may be required to sign a formal non-disclosure agreement (NDA) for the infrastructure as to prevent the distribution of sensitive details or material revolving around the ongoing assessments. This contractual agreement allows for the infrastructure to pursue legal action against the investigator in the event of a data breach.
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[bookmark: _Toc117249556]5.1 Resources Required
This project will require the following resources:
[bookmark: _Toc117249557]5.1.1 Hardware Resources
· Secure University / Home Computer
· Reasonably powerful x86 hardware
· Minimum 16GB of RAM
· 100GB+ of available storage
[bookmark: _Toc117249558]5.1.2 Software Resources
· Specialised vulnerability tools
· Network scanner (E.g. Nmap, NetScanTools) used to discover hosts and services on a network through port scanning.
· Packet analyser (E.g. hping3) used to audit network security and test firewalls.
· Database scanner (E.g. MSSQL DataMask) can discover vulnerabilities through various functions including passwords, role permissions, etc.
· Network mapping (E.g. Mapper, OpManager, NetBrain) can map the target network to easily visualise the target and its hosts.5.1.3 Other Resources
· Network simulation software
· VirtualBox virtualisation software
· Windows Sever ISO
· Kali Linux ISO
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	Task
	Start Date
	End Date

	1. Literature Review
	October 2022
	December 2022

	i. Identify and ingest relevant material ideal for use within project.
	October 2022
	November 2022

	ii. Summarise and analyse valuable research theories.
	November 2022
	November 2022

	iii. Highlight areas of interest, including failures or controversy within the field.
	November 2022
	December 2022

	2. Collate and Analyse Gathered Data
	November 2022
	December 2022

	i. Perform vulnerability scans on the real-time network.
	November 2022
	December 2022

	i.i.      Ensure assessments are properly recorded and stored.
	N/A
	N/A

	ii. Arrange and compare results from alternate scans to produce a detailed comparison document.
	November 2022
	December 2022

	3. Review Data and Produce Detailed Report
	January 2022
	February 2022

	i. Critically review comparison data.
	January 2022
	January 2022

	ii. Through use of related material, document mitigation measures of identified vulnerabilities.
	February 2022
	February 2022

	iii. Critically Evaluate Real-Time Network
	February 2022
	March 2022

	iv. Discuss the effectiveness of the vulnerability assessment.
	February 2022
	March 2022

	4. Simulate and Demonstrate Vulnerabilities
	February 2022
	March 2022

	i. Simulate high impact vulnerabilities identified on the real-time network.
	February 2022
	February 2022

	ii. Document simulated attacks for further use vulnerability analysis report.
	March 2022
	March 2022

	5. Collate Final Report
	April 2022
	April 2022

	i. Justify reasoning for assessment and report. State findings of report in conclusion.
	March 2022
	March 2022

	ii. Ensure all relevant material is appropriately documented. 
	April 2022
	April 2022 (Deadline)
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