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Abstract- Abstract Body Text
Task 1 Research 
Introduction 
I have been tasked to undertake a research task into three different computer forensics tools. My aim with this report, is to find reliable, peer-reviewed books, articles undertake research from these literatures and explain how these computer forensics tools work what they are used for and their advantages and disadvantages. 
While the aim of a computer forensic tools stays the same, hackers and criminals will always find ways to attempt to avoid prosecution. So, computer forensics tools are always updated and improved to keep up with an ever-changing computer environment. 
Computer forensics tools:
Snort/Wireshark tools 
DDOS attacks is probably one of the most common types of attacks in the computing world. By obtaining an IP address the hacker can send multiple packets at the same time to an IP address resulting in the receiver losing access to the internet.
Wireshark forensic tool allows you the user to capture network packets, and display all incoming and outgoing communications over the network. Think of it like a GUI for computer packets, the ability to identify incoming and outgoing pings.
Filtering is also used for Wireshark, it allows the user to filter certain IP addresses so you can focus and identify what is happening on that specific IP address, filtering allows for an investigation to begin to determine if there are any problems that need to be documented and resolved.
Lastly once you have been able to identify the packet which has the issue you can visualize the problems that the packet is suffering from. For example, the image below (see image 1.1) illustrates a Wireshark program. The two black lines highlights the packets which are having major problems. By selecting this packet, your able to dive straight into the middle of the network packet, looking at the packet’s communications and network streams. 
For my example below, it displays the protocol which is ICMPv6 and on the left it shows the info, the info can provide a overview of the problems that the packet faces. In this example it says that “Destination unreachable (Port unreachable” meaning I am able to quickly identify that the router is not working, meaning a computer forensic investigator and narrow the search down to the router having the issue. [5]
[image: A screenshot showing how to drill down into a packet to identify a network problem using Wireshark]
1.1
The snort tool is another packet sniffer tool which is used by forensic investigators. The snort tool monitors network traffic, analysing each packet in a bid to detect and alert if any dangerous the packet could contain.
Snort tool is used along side Wireshark tool by forensic investigators to detect bad packets. The snort tool will take live data packets from the internet. The tool will match each packet captured with predefined signatures; the user will be alerted by a message if there weren’t any matches. Once this is done the tool will generate a log file of each packet which is stored in the directory. The log file which has been generated will export to Wireshark which will examine the captured network packets. The forensic investigator will then examine the packets to identify if there are any issues. A report will be generated by the investigator displaying their findings. 
Think of snort tool as a tool which collects potentially dangerous packets alerts the forensic investigator, where the Wireshark tool is used to look further into the packet to identify any dangers and creates a report. (see image 1.2) [2]
[image: ]
1.2
Sleuth Kit/Autopsy
 Another tool used my computer forensic investigators is the Sleuth Kit, the forensic tool which was created by Brian Carrier is an improvement on an older version of the kit called Coroner’s Toolkit. The Sleuth Kit allows investigators to analyse volumes of data and file system data. Investigators will use the tools to recover evidence from images during a incident response. The Sleuth Kit uses exclusively Command Line in Linux as command line isn’t considered user friendly there are other versions which use Sleuth Kit but make it much easier to navigate and control. This program is called Autopsy I will explain more about this tool later.  
The Sleuth kit supports processing raw disk images, additional image formats can also be used offering more options for forensic investigators to use. The Sleuth Kit comes with a list of tools the investigator can use, to give a couple of examples one tool the user can use is File Name Layer Tools by typing in FLS command in the command line the user receives a list of files that have been deleted and allocated, this is something forensic investigators will use a lot as they will be dealing with criminals attempting to delete and hide evidence.
Another example to generate more information about the image format typing in the command IMG_STAT will display the image type, size in bytes etc all of the image file information is displayed allowing the forensic investigator more knowledge about the image they are investigating. 
With Sleuth Kit being open-source software, anyone can use the original source code to redistribute it or modify it. [3]
The Autopsy tool, is a tool which was created to expand the user accessibility to the Sleuth Kit command line tools. Due to Sleuth Kit being hard for the average person to navigate, Autopsy was created to give computer forensic investigators a forensic tool that was easy to log evidence and investigate it. The Autopsy tool can be accessed through a HTML browser, as it’s run as a web server. An advantage of it being run on a web browser is, the user doesn’t need to download Linux or Ubuntu as there Operating systems, meaning they can stick with a trusted OS like Windows and access the tool over the internet. 
Two analysis modes are made available by the Autopsy tool. Dead analysis is performed to analyse the past events on the suspect system if it is required. This would take place in a safe environment like a laboratory as in this mode the Autopsy and Sleuth Kit are running. Live Analysis happens when the suspects system is running while being analysed. This mode would use the tools that run from the CD, you would only use this method if you were on the crime scene and you needed an answer straight after the incident has happened. 
The Autopsy tool allows the ability to analyse the contents of folders, when analysing these folders, the forensic investigator can analyse and find deleted files. Contents of files are analysed, this is typically done in an ASCII or hex format, the investigator can use the autopsy tool to extract parts of the files.  
Autopsy tool allows the ability to monitor the time sequence of events for example it can check the times and dates of access and changes to the document. Files which have been deleted are recovered, all data which has been collected on the file is reported using the appropriate computer forensic laws. For example, it’s important that everything is reported time stamped, stored in the correct place ensuring that when the computer forensic investigator is finished collecting the evidence from autopsy, they must follow all the rules and regulations otherwise the evidence could be worthless and would not be accepted to produce in a court of law. 
There are certain tools when using Autopsy that an investigator should know to ensure they extract all required evidence. Directory Seek is an option which allows for faster and easier finding of directories. Being able to identify the problem directory will drastically narrow down investigators search meaning they can devote their time and effort on one directory instead of looking through potentially thousands of files of different directories.  
Once this step is completed the investigator can then narrow down there search even further, by using File Name Search the investigator can search for categories, typically an investigator will know what they are looking for so they will search for things related to what they have been briefed on. If the investigator is looking for a jpg image, then they would have to enter the correct extension. Wherever or not it’s searching for images which would always include an extension like jpg, PNG etc or a text file which would be doc, the user can narrow down their search by searching for the appropriate extension.
In the Hide/Expand directories mode the contents are shown, each file and folder will be given a colour if the colour is blue then the directory/file has been allocated this means it hasn’t been deleted. Forensic investigators will ignore this as they know the files haven’t been deleted. However, if a file comes up red that means the file has been deleted, a computer investigator will use this file and investigate further.   
A mode can be used to view the contents of an individual data unit this is called Data Unit Analysis. This mode can describe the areas on the disk that are used to store data. Once the unit address is entered the contents are displayed. Strings, Hex dump, ASCII are different types of formats in which the data will be formatted. Once the content of the file has been viewed it’s important that it’s saved and name appropriately so the investigator knows what the evidence is for. 
[6] 


Sleuth Kit
[image: Beginner Introduction to The Sleuth Kit (command line) - YouTube]
Autopsy
[image: ]
Images above show the main differences between sleuth kit and autopsy, while both works exactly the same autopsy is much more user friendly. The GUI is much easier to navigate, while with Sleuth Kit you need to learn the language to investigate.
FTK Imager 
The FTK Imager is an open-source software developed by AccessData. The main goal of FTK is to create accurate copies of original evidence. When a copy is made it should be almost identical meaning no changes have been made to it. The evidence which has been collected from the image is preserved. Once preserved it will begin its next stage to be analysed, typically this will be done in a lab by a forensic investigator who will use a copy of evidence which has been collected, taking a deep dive into the evidence by analysing it. 
An inbuilt integrity checking function comes with FTK this generates a hash report. The hash report is used to match hash to the evidence before and after the creation of the image original evidence and evidence which was copied. 
At the beginning of an investigation using FTK, the forensic investigator will need to make a backup copy of the entire hard drive. The storage file contains all of the data, it will also contain the information to boot the operating system. It’s impossible to restore deleted files on a hard drive if the disk image files are saved on the hard drive. An imaging program will be needed to install and open the hard drives files. 
Another advantage of FTK is that it captures memory. The whole point of this investigation is to find hard evidence. Capturing and dumping the contents from a volatile to a non-volatile storage device protects the contents and ensures its preserved and the investigation can continue. RAM analysis begins once the acquisition is successful ensuring that the image hasn’t been corrupted in volatile memory.
Once the data has been collected forensic investigators will analyse the data. FTK allows for a presentation of the evidence. The creation of a report so the investigator can log their findings. There are many sub headings, which will include evidence collected related to each investigation. For example, the investigator could investigate a deleted image, but also investigate a deleted email. All of this evidence is presented and would be considered to be used in a court of law. 
[1] 
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Task 2 Case Study: Sabotage
Conclusion 
References 
[1]Comprehensive Guide on FTK Imager - Hacking Articles
[2] Application of SNORT and Wireshark in Network Traffic Analysis - ProQuest
[3] Digital forensics with open source tools using open source platform tools for performing computer forensics on target systems : Windows, Mac, Linux, UNIX, etc. - University of Wales Trinity Saint David (uwtsd.ac.uk)
[4], The Sleuth Kit (TSK) & Autopsy: Open Source Digital Forensics Tools
[5], What Is Wireshark and How to Use It | Cybersecurity | CompTIA
[6], 196618047.pdf (core.ac.uk), 
[7], What The Tech? Using FTK Imager - University of Wales Trinity Saint David (uwtsd.ac.uk)
image3.jpeg
ers s (4]

T s (I > e
Joshuasicaras:/beskeop aages § clear

loshuactcarus —/oesktop/insges ¢ [ -0 11264 468 USD.dd

Dt

i
i

3 bythan Crach Couree” A handa-0n, Froject Atroduction to Propromming
16 Qi ity Kesurance Wanagenent of 3 Gidteal Farencic Laborstary.par

PR

221 fnager

35 utopey 1,15
£ shtrtet it rpnrea. ooz

i ol Sty ol senson gty

s gty ol eseen 0L o

b SERceTScasyet T dansoneasaas

L5 e

397 s60ca2005TeA Loanat3sE3AdkT0 1 11

Eric otthor.pat




image4.png
8 caset - gy 312
g oomenn s e .

P pe—
oty ins | \i‘f\;\;
| e [

i “ I e

sunrenzing 8

anzannn
i





image1.jpeg
).
An:e  DRGQcexTiiZaaan

e

ot nn
i





image2.png
INTERNET ROUTER

Packets.

GENERATED EXAMINE
REPORT PACKETS

Lite treaming Data

(] \;J;ll

‘Capture e data and
Saveit

LOG FILE IS
GENERATED

Export Log File

WIRESHARK
ToOoL




