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[bookmark: _Toc49808601]Abstract
The Practical Tasks are to be completed via ‘workshop sessions’ in scheduled and/or non-scheduled lab time as appropriate. Each group will submit one set of screenshots with summary comments indicating what the screenshots are intended to demonstrate.
[bookmark: _Toc49808602]Worksheet 1
Building the NOS infrastructure using Active Directory
Task 1: 
[image: ]Figure 1
[image: ] Figure 2
This picture (Figure 1&2)  show the system will be displayed before the installation of the active directory Service (AD DS) and DNS Server. It shows that the server has three services:  File and Storage Services, Local Server and All Serves this will change after the installation of active directory.
[image: ]  Figure 3
In Figure3, showing the AD DS and DNS Server are installed two more services are added to the services as is showed on the previous image these are AD DS and DNS.  Also, more information will be displayed in the next images.
[image: ] Figure 4
In Figure 4, the picture is showing that the system has been setting up the AD DS and DNS (the active Directory Domain Services Role) and it has added the root Domain – uwtsd.com
[image: ] Figure 5
Figure 5 is showing that the Domain has been successfully online using my network (my home) and the computer on the service side changed the name to be Cloud as the service side name. 
[image: ] Figure 6
[image: ]Figure 7
These two screenshots (Figure 6&7)showed the local domain has been online and the IPv4 is 192.168.154.130 (my home IPv4), the hostname is Cloud and DNS, uwtsd.com. 
Those showed we basically set up the domain for uwtsd.com and it has been online. In the client’s computer, we must use the server’s IPv4 address to be the client’s site DNS address. The client will be able to join the uwtsd.com domain. And we can use the client’s computer to add the administrator computer to access the client’s computer. 
[image: A screen shot of a computer monitor

Description automatically generated]Figure 8

[image: ]Figure 9
[image: ]Figure 10
Those screenshots (Figure 8,9&10)showed the DNS server address is the same as the domain Ipv4 address. The Client-side computer has been successfully added into the domain network now. 





[bookmark: _Toc49808603]Worksheet 2
 Resource Management in Active Directory: Users, Computers, and Groups
Task 1. Creating an OU Hierarchy
[image: ]
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Those screenshots showed we successfully created an OU (London/ Campus) under our domain. Users – Staff 
Computers – Students
Resources – Computers 
Under the different departments, especially we added the users into the different Staff group. 
[image: ]
Normal user – Normal user (Luis Martin), is created inside the OU called staff. Normal users will have basic privilege access into shared files as read and execute files. But without the privilege of modifying the file or delete it. 
[image: ]

Global users (Administrators)-Three administrator users are created inside the OU called IT-Staff. We added three administrators to be IT, staff, these users will have full privileged of files, documents, and settings. 
[image: ]

We allocated the client's computer (the administrator computer into the domain controller). The computer got full access to the domain and changed the setting of the Active Directory DS.
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Those screenshots showed that we successfully changed the setting of the domain security policy.
· Changed the minimum password length from 7 to 8 characters. 
· Disabled on the “password must meet the complexity requirements”
· 3 times to attempt the invalid password 

[image: ]
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In Task 3, we added all users in the Group we created – uwtsddomainusers, this is the local domain group. The picture showed we added a normal user to this group (Luis Martin). They can have the same access into the domain, and we can know they are our domain users. 
On the Group named uwtsddoaminusers – global, we added the three IT administrator users into this group, and we opened one of the IT support users. 

[bookmark: _Toc49808604]Worksheet 3
 Resource Management in Active Directory: Managing access to files /folders and controlling domain user environments
	Task 1: 
	[image: ]
Firstly, a folder Student Database is created, then a text file (StudentDatabase) with some information is created inside the folder. 
	[image: ]
	[image: ]
Once the folder is created, to share the folder some permission at the sharing tab needs to be added as this all the users can access it but the only administrator can modify the documents inside. 
So as is showed in the pictures normal users’ group (uwtsddomainusers) have only read permission and the administrator's group (uwtsd-global-group) have full control over the folder. 
[image: ][image: ]
As well some security in the folder needs to be added. For normal users (uwtsddomainserver) only read and execute permissions will be given and for administrators group (uwtsd-global-group) permissions of full control will be given.
	[image: ]
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On the client workstation, we logged as a normal user. Then we access the mapped network and write the direction of the folder that is going to be accessed 
	[image: ]
[image: ] (a)
[image: ](b)
Once the connection is successful the user has access to the file saved inside the folder as is showed. Then as images above when a normal user tries to modify the document (a) and tries to delete the file are not allowed as a normal user only has permission to read.
	[image: ](c)
[image: ] (d)
[image: ] (e) 
To test permissions, we accessed the workstation as an admin user (c). Then a modification is done inside the Student Database file successfully (d) and finally, a modification on the file name is done successfully (e).
[image: ]
In this image, the creation of a group policy to remove access to the context menus for the taskbar is created.
[bookmark: _Toc49808605]Worksheet 4
Network Administrator using DHCP
	[image: ]
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On the image above a new service is showed called DHCP, which means that the installation of the DHCP service was successful.
As a result of the successful installation, the DHCP console is available as is showed in the second image.
	[image: ]
	 [image: ]
These images show the creation of a new scope on the DHCP console. The first image is the start of the installation where the range of 	IP addresses useable for the client will be specified. Once the installation is complete the new scope is added to DHCP as is shown on the second image.
	[image: ]
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	[image: ]
These images show the information displayed on the console of the client-side as a result of the successful scope creation.
	[image: ]
This image shows the result of configuration the DHCP scope options for make the IP od the server the IP of the Router and make this the default gateway for client access to the server.


[bookmark: _Toc49808606]Worksheet 5
Network Administration using DHCP

[image: ]
[image: ]
In task A, we checked the fully qualified domain name in our server-side computer and the client-side computer.
Our domain name is CLOUD.
Then we were installing the networking service from our server-side computer for the primary domain and the secondary domain for our service.
[image: ]

[image: ]
In this task, we created two domains, the primary domain is the uwtsd.com. Then we had the secondary one, which is _msdcs.uwtsd.com. The primary domain has a parent folder that relates to the secondary one. And also, we set up the permission for our sensitive information. We set the privilege rights for the administrators.

[image: ]

[image: ]
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[image: ]
After installing IIS (internet information server), we created our localhost website. And we created a simple front-page front page. But only for our local host at the moment.
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