DATA CENTRE TECHNOLOGIES(ACUA6000_LON)

DATA CENTRE DESIGNING

Abstract— The datacentre designed has been developed for the Manchester’s University to manage IT Operation and ICT management for educating 34000 students in a year. The report has aimed to design a data center architecture for managing daily IT operations in a effective and successful manner. The effectiveness of data center to the university can be utilised through the understanding of the architecture. The key components of data center architecture have been identified. A proper data center architecture has been successfully recommended with appropriate explanation. The scalability, fault tolerance, security, performance, energy usages of the constructed data center have been discussed.
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I.  Introduction (Heading 1)
A. Background 

The information of each day of the organizations has been increased quickly. Hence data processing based on the cloud has become so famous, but the standards and elements of data centers of the data centers can have to be properly maintained for gaining the demand of future data. The classification of data centers and the standard of it can be helpful to build a sustainable data center. The study can help to learn and gain sufficient knowledge about the concept and security, scalability, fault tolerances, and performances of a data center. The study has discussed a few of the common but main considerations for designing and planning data centers that can be said to be dependent on the business needs of an organization, tolerance for availability, and failure of budget [11]. 

Before almost eighty years, it has been so complicated to operate the computers and has required multiple cables and supporting devices with costly accessories.  It needs large floor space for the accommodation and required racks for mounting devices. A mainframe can need a big deal of cooling and power that is a large issue [15].  The constant increase of "cloud computing" and the huge growth in the use of social media and the internet have made the interest in the consumption of energy and the "carbon footprint" of data centers. 
B. Aims and objectives 

Aims

The study has aimed to design a typical data center architecture to support the daily operations of an organization using Packet Tracer.

Objective

· To construct a "data center" for centralizing equipment and IT operation of an organization

· To help an organization manage and keep the infrastructure of ICT

· To recommend an appropriate data center architecture based on the knowledge of underlying principles and concepts with appropriate justifications

C.  Rationale 

Data Centres mainly include electronic components used for data storage, data processing, and communications.   Those equipment stores, transmits, and processes digital information and has been called IT equipment. Data centers generally include the backup equipment and conversion of specialized power to keep up high-quality and reliable power besides that the equipment of environment control helps to maintain an appropriate humidity and temperature for the equipment of IT [12]. In addition to that, data centers are generally classified into three separate spaces, IT room, Support area, and ancillary spaces. The "IT room" can be said as the space of environmentally controlled space which houses cabling and equipment directly associated to calculate and systems of telecommunications that can generate the proper quantity of heat in the small region. 

Support areas can be stated as those where various systems like cooling, telecommunications, and power can be placed.  Generally, those areas are UPS control and electrical gear, a system of power backup, UPS room, areas of cooling equipment, and control room. Data centers comprise three key subsystems, “IT equipment" that gives services to the customers, "power infrastructure" that supports the calling and IT equipment, and the last one is calling infrastructure that eliminates the generated heat through the power and IT equipment [14]. Data centers have been customized based on a few characteristics to give a better overview of the market of data centers, the objective or function of the data center, surroundings, and location and size. 

Though the investment of data centers can be obtained as high at the starting point, it cannot be said to be so expensive from the perspective of the long term. The data centers have a large influence on the improvement of organizational efficiency and economic development [18]. The demand for global power for "Data Centres grew to an estimated 40GW in the year of 2013, the enhancement of seven percent over the year of 2012. Maximum experts have agreed that the figure can continue increasing in the future despite the improvement of IT performance besides the operation and design of data centers. 

The most usual data centers can be seen as owner facilities of small companies, cloud computing has faced enormous changes across the complete IT industry. The impact of it has been increasing with each passing year [16].  A growing but small number of operators and owners of data centers have seen availability and sustainability benefits, financial advantages from enhancing the energy proportion that has been used from grid-based and on-site renewables like solar, wind, biofuels, and hydropower. The average "data centers" are likely to derive a little percentage of the energy from on-site or grid renewables.   

Big players like Apple, Google, eBay, Facebook have a record of the adaptation of disruptive approaches to the operation and design of data centers. 

[image: image1.png]Backup
Generation

ing system |
o e

(

1

|

|

|

|

|

|

1

|

|

{
I Cooli
—_

Servers Utilisation g

i
TP o oot st ae
-— v

Cold Al Flow

-
i ol chiledwater -5 HetAcrow

= 9





Figure 1: Components of a typical DC [10]
The data center can be considered as home to the storage, computational power, applications required to support the business. The network design of a data center can be based on the approach that is proven layered, that has been improved and tested over previous years in a few of the huge implementations of data centers in the world [13]. The "layered approach" can be stated as the general foundation of the design of a data center that aims to improve performance, scalability, resiliency, maintenance, and flexibility. 
D.  Significance of the research 

The study has shown the ways through which a data center can be designed to facilitate the IT operation of an organization. In the IT enterprise world, data centers have been designed for supporting the activities and applications of business which can include, artificial intelligence, machine learning, and big data. The study recommended having a "data center" designed for an organization. A powerful center of the operations of a computer can manage a lot of demand for resources compared to a network of standard business can [22].  In addition to that, the architecture of a data center can specify how and where the server, racks, storage networking, and other resources of the data center can be physically located. It can also address the ways through which the devices or resources can be interlinked and the ways through which the workflows of logical and physical security can be organized. 
II. Literature Reviw
A. Definition and effectiveness of Data center

A data center can be stated as the facility of a physical environment with the tendency of housing the systems of computers and related components. "Data centers"  can comprise the staff and computer systems that can maintain them [12].  The required facility of the physical environment encompasses the power supplies with a possibility of ensuring the power of backup, required equipment of communication and cabling systems of redundant communication, fire suppression, air conditioning, devices of physical security for the entrances of staff. 

In the simplest term, a "data center'' is the physical benefits that organizations can use to store crucial data and applications [19]. The design of a data center has been seen as based on the network of storage and computing resources that can enable the shared data and applications delivery. The main components of the design of a data center can include switches, routers, storage systems, firewalls, applications, servers [25]. Data centers can help in a lot of activities of an organization including file and email sharing, applications of productivity, management of customer relationships, databases and planning of enterprise resources, collaboration and communication services, virtual desktops, and others [20]. 

The explosion of the applications that are data-intensive such as social media, artificial intelligence, financial analysis, and streaming video lead multiple to state that: data centers use effective quantities of electricity and that the demands of their power can just enhance as the 5G, smart cities or cryptocurrencies. The improvements in energy efficiency and facility design have kept the energy of data center use comparatively flat for the last ten years [17].  

The progress of historical efficiency made through data centers can be stated as remarkable. The utilization of the data center permits a business in outsourcing the power it required. In addition to that, it permits an organization to concentrate on the objectives of customers in the place of only technological maintenance. Data centers can be considered as more secure and safe compared to the storage method of traditional data. A "data center" can give reliable and valid storage without "glitches of portable technology" and removes a part of losses [24]. It can omit the power levels of uncertainty surroundings with monitoring processes and strict guidelines.  Companies that analyze a data center can obtain tremendous improvements in the function and speed of technology as "data centers" can privatize the power for ensuring that just one business has been linked to every grid. 
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Figure 2: Overview of a data center [25]
Data centers have been said to be the building environments that are most complicated and energy demanding. The trends of enhancing the power and capacity of data center use through the equipment of information technology can re-emphasize the requirement of reducing loads of cooling, costs of operations, and others [19]. Different kinds of resources have been present for supporting the operation and design of high performance. Data centers provide a significant opportunity for cost and energy savings. Technological advancement has made "data centers" the powerhouses in the world of industry [24]. The potential advantages can be exactly transformative both operationally and financially for a business that is ready to reinvent and embrace the strategies of data centers and their data. 
B. Benefits of data center

The common advantages of a data center have been identified in the daily operation of an organization. Data centers can reduce the risks and cost of information technology and it is the major benefit of DC. The requirement of IT manpower needs to be reduced together with difficulties in the retention of staff with the particular skills of IT. DC can give the facility of data with high class and state of " the network infrastructure of art" [11]. It helps to immediately increase the scalability and reliability of the network. If a business grows rapidly and needs more resources of the network, and in this case, DC can meet the latest needs and requirements. In addition to that, the managed services of DC can give a company a readily present competent staff of IT for monitoring, maintaining, and operating the system.

  The managed services of DC can provide constant support, operation, flexibility, and security. Space or building used for housing the servers or systems of computer networks and the associated systems like networking components and telecom systems has been called a data center. Data centers have been used by organizations to process, organize, and store a huge quantity of data [12]. It can offer the best services to customers based on the affordable rates in different kinds of plans according to lease requirements and period.  It can offer a robust ecosystem of hardware and software and also a great performance of the system through the distribution of load across the nodes of the cluster [19]. In addition to that, the customers and users require not to think about recruiting people due to maintenance for managing DC. The DC can offer instant scalability dependent upon the changes in the requirements of capacity by the customers. The services can exist all the time and without any kind of failover because of the systems back up. 
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Figure 3: Benefits of the data center for an organization

 Data centers can offer possibilities such as security, scalability, state-of-art technology, and efficiency, which are enhanced as demanded by organizations and companies, but too costly for the realization of themselves. Outsourcing services of DC can guarantee the downtime that is lowest possible in the time of delays or power outages because of different facilities of distribution [21]. Investment in the outsourcing of data centers can be stated as a good way to accelerate the bottom line by saving costs regarding the maintenance of equipment, upgrades, IT labor, overheads, and physical space. For increased functioning of data centers, one needs to assure that the provider of outsourcing can ensure better connectivity and latency while it comes to the Internet or other tasks that are network-related [24].  

In the outsourcing model of DC, the burden of constructing an upgrading or new systems infrastructure of IT can be shifted to the provider of services. It can enable the IT managers to shift their concentration to meet the goals of an organization.

C.  Data center design considerations

Design of technology infrastructure

The design of a data center can be stated as the process of designing and modeling the IT resources of the data center, entire architecture, and architectural layout. It can enable the conception based on the logic of the data center before implementation or development in an IT environment or an organization [17]. 

Site Selection

The location of the data center can be chosen and several generally identified aspects can be proximate to existing power grids, services of networking, emergency services, transportation lines, telecommunications infrastructure. In addition to that, these kinds of aspects can help in operating DC smoothly and effectively [20]. 

Flexibility and Modularity

Flexibility and modularity have been considered as main elements in granting a DC to change and grow over time. The modules of the data center are standardized and pre-engineered blocks of the building which can be simply moved and configured as per requirement [21].  

Environmental Control

The "physical environment" of a DC can be rigorously handled and AC has been used for controlling the humidity and temperature in the DC. Environmental components such as humidity, heat, smoke, electricity, and airflow can be devastating to the equipment of server rooms in an equal manner [25]. 

Electrical power

If the “national grid” fails then the “bank of batteries in the huge DC, used to give power until the generators of diesel can begin. The line of doubler feeders can be incorporated from a nearby substation for ensuring an uninterrupted supply of power. 

Fire protection

The key objective is actually to protect the resources of DC, human capital, and services of uninterrupted IT from any hazards of instant fire. Evacuation, alarm, extinguishing, and detection can be an important concern in the protection aspects of DC fire. Two kinds of measures can be taken: passive and active measures. Active measures contain staff-related and organizational measures, mechanical and structural measures, detection and technical measures, evacuation and alarm measures, and intervention measures [25]. Besides that, Passive measures include the compartmentalization of fire of a building, usage of materials for the prevention of buildings collapse, elements of fire-resistant construction to bound spread, provision of staircases or elevators or exits or routes of fire-resistant escape, materials selection for fire load reduction and toxic vapors prevention. 

Security

Physical security plays an important role with DC and physical access to that site can be generally prohibited to chosen personnel. The control of electronic access and cards of temporary visiting can be the tools of solution for entering into the DC. The checkup of the body needs to be done while entering the DC. Whole-day security needs to be ensured by the company of professional security [21]. Each activity of security needs to be supervised through the central administration. 

Energy efficiency

There can be a central metric of energy efficiency. This metric of energy efficiency can be stated through a formula,

“PUE=Total Facility Power/Total Equipment Power” where PUE indicates “power use effectiveness”. 

The value of PUE of 1 can stand for the center efficiency of optimal data. In practical terms, the value of PUE of 1 represents that total power going into the DC has been used to "power the IT equipment". 

Network of data center

The network of data centers can include DC and gives the links to the DC that can be described by the network topology of it, the equipment of switching or routing, and the protocols that can be used [23].

The networks of DC can offer multiple features for helping in organizing cloud computing for a few reasons that have been discussed below

The network of DCN can allow the connection of thousands of servers of data centers in an effective way, therefore cloud computing can easily extend the service following the topology of DCN. DCN can offer the efficiency and reliability of traffic to huge communications of machine-to-machine in those activities for "cloud computing" can emerge as the distributed workloads on the servers of data centers [19]. In addition to that, DCN can support different kinds of virtualization techniques that can assist DCN in creating "virtual networks, virtual functions, and virtual machines". DCN needs to possess the scalability to give migration and isolation to a lot of "virtual instances".  

D.  Current scenario of Data center

Several key complexities and challenges experienced by the managers of DC internationally have been found in surveys. The main findings that can describe the present scenario of DC has been discussed below

Efficient but so complexed

PUE has improved across the industry, signaling the improvement in the efficiency of data centers In present circumstances, operators have been grappling with upcoming challenges including the case of business and expenses of hybrid approaches of IT [24].

Edge computing has been coming 

Operators have been desiring to deploy effective computing capacity of new edges that can add a layer of the complexity of management and operations. 

Issues of rack density are increasing

The densities of higher rack reported at the service provider and enterprise data centers recommend that multiple operators experience the challenges of colling. 

DCIM is mainstream now

The small majority of DC have several kinds of DCIM in present situations, and their implementation can be stated as successful. 

Multiple DC has been unprepared, or the managers are actually not desiring to be impacted negatively through the change of climate [22]. Despite being so vulnerable to enhanced water shortages, temperatures, massive and a few events of disastrous water, the operators of maximum DC have determined that they cannot be influenced or are avoiding the issues. 

Skill shortages of DC can intensify

In the male sector of overwhelming and aging, maximum operators have been struggling with the issues of staffing. In addition to the statement, it can be known that a "lack of diversity" in the ranks has been stated as the issue where one needs to be focused. 

III. Methodology

A. Design

The data centre design is considered as the process of designing and modelling an organisation's IT resources, entire infrastructure and architectural layout. In this report, centralise data centre designing has been done for the university of Manchester’s that assist in its IT operation along with ICT infrastructure management. The data centre design includes certain components such as CPU, storage device or servers, communication medium and software. Thousands of processors have been used in a data centre, as it is considered as the brains of DC and performs all the business-related activities. It is a huge project as data centre designing requires proper resources to meet the requirements [4]. Hence, in this project, a data centre has been designed that helps universities in their day-to-day task management, such as students’ enrolment for different courses. A data centre has been prepared that saves all the data and efficiently manages 34000 students' data every year. 

B. Architecture
The diagram below shows the architectural design of the data centre. It consists of three layers, including core, aggregation and access. The first layer is the Data centre core that includes servers and storage. Similarly, aggregation layers include various racks that manage data and data sources of the university, and the third layer includes access switches and computer nodes that help in accessing all the data for business processes. As per the analysis the rack efficiency is crucial for communication of interact and interact [1]. This architecture aggregation layer consists of rack and ethernet connections. Rack is used in the data centre to connect devices with the help of cables and store data [5]. In this architecture storage system, network infrastructures like routers and switches along with servers are used with security elements to perform required tasks of the university. 

[image: image4.png]Centralize data center for University's

Data centre Data centre

=
W

Ethemet connection Ethernet connection

v—l "Admin panel
>
—— L
| == | =
Switches Switches

e R T

Victoria University computer nodes UMIST Computer Nodes




Figure 4: Data centre Architecture

(Source: Acquired from Draw.io)

C. Scalability

The system is scalable as it can be improved efficiently without losing the previous data. The use of cloud servers can help in storing all the data and is readily available for remote users. It has been identified that a cloud-based data centre has a limitless capacity to store data [6]. Moreover, it can efficiently work when the data centre's size and volume are increased to accommodate more files. It is efficient as it is capable of saving 34000 students data along with academic courses data every year. Moreover, change in the racks or data centre server size increment will not impact the previously backed up data. Designing your own data centre with knowing all the requirements of universities has made it more feasible and scalable.
D. Fault Tolerance

The fault tolerance of this system is moderate in order to increase the fault tolerance system of the data centre. The use of firewalls and other backups is crucial to ensure uninterrupted services [7]. Power supply and AC needs to be available in all the conditions for no loss of services. However, proper maintenance of hardware and software systems is required in an interval of 2-3 months to check the scalability and efficient functionality of the components. Moreover, the downtime of the system must be low for the uninterruptible flow of services.
IV. Results

A. Performance

The above-prepared data centre design architecture implementation in the university can help in managing university core tasks such as the management of 34k students’ data at a time. IT operation for data findings and other works such as enrolment in courses and fee payment can be done easily. The data centre is a complete package for universities to take their work online [8]. At this time, it is the necessity of universities and colleges to make their operations online. 

B. Energy usages 

Energy usage of the system is high as data centres that manage such huge information at the university require an uninterruptible power supply. It must be stored in a cool place, as the increase in load can increase the heat level also. An increase in heat can cause system failure and burning effects [9]. On the other hand, the requirement of AC for Data centres is also crucial as high energy usage is required to run the services without interruption.

V. Conclusion

Based on the above findings, it can be concluded that Data centre design development for the management of IT operation and other resources in a centralised way will be helpful to manage the University's Operations. Architectural development for universities can efficiently manage ICT operations. However, fault tolerance needs to be enhanced specifically. Three layers have been used to show data centre communication among systems. The scalability and fault tolerance of the system has been described. However, it has been identified that fault tolerance is a complex thing that requires special care and maintenance. In order to lower fault tolerance and uninterrupted services, certain recommendations have been provided below.

VI. Recommendation

A. Use of firewalls for security protection 

The use of a firewall is crucial for the data centres as there are a number of malicious clients that are active on the internet and perform MITM, DDoS and network intrusion attacks [3]. In order to safeguard the network infrastructure along with the data saved in servers, require firewall protection that warns the system before opening any malicious websites or performing data breaches.  

B. Use of load balancing techniques
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Figure 5: Load balancer technique [2]
The use of a load balancer is another recommendation for data centre management as it helps in fault-tolerance issues. Teachers and students are connected through university web applications as there is a chance of web page unavailability or any error, which can be performed by malicious clients by changing the HTTP link of the server [2]. Thus, the load balancer ensures the high availability of the system and web pages. A load balancer provides rapid disaster recovery with zero downtime. The diagram below shows load balancer work which makes the website available from multiple networks, and it could help in University IP operation, ICT management and other operations. 
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