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Project Topic: Design and Development of a Secure Student Support Web Application
The outcome of the project, a secure student support web application, will be designed and developed.A secure student support web application will be designed and developed as the outcome of the project.
The project will be a web platform that will enable the students to access academic support, request for academic support, schedule for appointment, and notification via a centralised system. This topic is appropriate for Applied Computing as it covers software development, requirements engineering, database design, user-interface design and cyber security.
[bookmark: _Toc235586572]Introduction

With the growing demand for students to have convenient and timely access to academic and support services, the digital platforms have become an integral part of modern education. Student support information, however, is often spread out across multiple systems, emails and administrative processes, resulting in delays and inaccessibility. The aim of this project is to design and develop a secure student support web application, which will be a centralised platform for students and support staff.
It will enable the students to register and securely login, view available support services, submit requests to them, book appointments and receive updates. Support staff will be able to support student requests, create appointment information and send relevant information via the system. The project problem therefore is to facilitate fragmented support communication by offering a user-friendly digital solution.
The project will utilize software project management and systems development concepts in planning, designing and controlling the proposed solution. Agile development is chosen due to the changing needs of a software system as user feedback is gathered. For requirements engineering, the following practices from the requirements community will be used: recognised practices from the requirements community, in addition, security requirements will be informed by the following: OWASP Application Security Verification Standard (ASVS) [1] [2]. The project will have a clearly defined scope, a specific set of technological resources, a project timeline, constraints, a Gantt chart and project design artefacts. The design will be in the form of a requirements specification and a system flow/UML-based design which will illustrate how the application that is being designed would function. In total, the project is designed to show the potential of a systemically planned project and the use of suitable computing technologies in the creation of a viable and secure digital tool for student support.
[bookmark: _Toc235586573]Task 1: Project Management
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This proposed project involves designing and developing a secure student support Web application. It seeks to deliver to students a single point of contact for support services, requesting for services and making an appointment. Requirements analysis, interface design, database planning, prototype and system testing are all part of the project scope. The solution to be provided will include: Student registration and authentication, Student Dashboard, submission of support requests, appointment scheduling, Staff administration and notification. Payment processing, advanced AI capabilities and integration with legacy systems from institutions are features that are out of scope.
The front end will be developed using HTML, CSS and JavaScript, the application layer using Python and Flask, and the data storage using MySQL. Visual Studio Code will be used for the development, GitHub for version control and Microsoft Project or Microsoft Excel for the Gantt chart. A computer, internet connection and cloud or local development environment are required resources. Requirements will be documented systematically since ISO/IEC/IEEE 29148:2018 offers guidance on requirements processes and information created throughout the system life cycle [1]. The security requirements will cover secure authentication, input validation, access control and prevention of common web vulnerabilities as per OWASP ASVS [2].
This project will take 8 weeks to complete. Weeks 1 will be devoted to project initiation and background research. In Week 2 stakeholders and functional and non-functional requirements will be identified. In week 3 students will create wireframes, a system flowchart and database design. Prototype implementation will be covered in weeks 4 and 5. This week is devoted to integration and security controls. Evaluation, documentation and final submission will take place in Week 7, with functional and usability testing taking place in Week 8. Since Gantt charts clearly depict activities, timelines, dependencies, and project progress [3], the duration of the tasks, and any dependencies and milestones, will be shown.
Time, development resources and academic parameters are the major restrictions. Another restriction is that the use of the application will be a prototype and will not be completely integrated into a university's existing authentication or student information system. Security and privacy are also key restrictions as a part of the system could possibly be processing personal details on the students. The prototype should therefore be based on test data and be based on the principle of security-by-design and not real sensitive data.
This project can be developed using an Agile/Scrum-inspired development method. The work will be broken down into short iterations of work based on planning and requirements, design, development and testing. Deliverable will be produced for each iteration to be reviewed and changes to requirements or interfaces will be identified early. Agile planning helps to facilitate iterative and continuous delivery while visual planning tools can be used to manage backlogs, timelines and progress [4]. The method is also appropriate for student project as priorities can be changed if technical problem or time limit comes up.
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Figure 1: Proposed eight-week project Gantt chart.
The chart can be recreated in Microsoft Excel, Microsoft Project or another project-management tool.
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There will be two design artefacts produced. The first is a requirements specification that has functional and non-functional requirements. The functional requirements are: create account, log in, submit support request, view available services, book appointment, authorised staff update the status of the request. Non-functional requirements are those that relate to usability, availability, maintainability and security. Requirements should be clear, traceable and testable; following the principles set forth in ISO/IEC/IEEE 29148:2018 [1].
The second design artefact is a system flow/uml design that illustrates the relationships between the Student, support staff, Web Application and Database. Student logs in and accesses dashboard, submits a request or appointment booking. The web application will validate the input, and save the information to the database and send appropriate confirmation. Staff have access to authorised administrative functions to check and amend requests. Access control is essential since OWASP ASVS states that authentication, session management and access control are crucial areas of web application security [2].
Student, click on Login, Dashboard, Submit Request / Book Appointment, Validation, Database, Confirmation.
To view or update a request in your database, follow these steps: 
Support Staff → Secure Login → Admin Dashboard → View/Update Requests → Database
This design shows the major processes of the main system before the design is implemented, and aids in determining the system's functional, data, and security requirements early in the project life cycle.
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Microsoft Corporation, a global software and cloud computing company, is an appropriate technology company for this analysis. Microsoft's business environment is constantly evolving as a result of technology advances, regulations, economic trends and shifting customer expectations. The PEST analysis recognises external factors that impact the business. Political factors encompass government policies regarding the cloud service and cybersecurity and artificial intelligence. Economic factors are inflation, business investment and cloud infrastructure cost. Social factors are factors such as rising demand for remote collaboration, digital services and accessible technology. Technological factors: AI, cloud computing, cybersecurity and automation. Here are some opportunities and threats that technology companies need to consider.
The SWOT analysis highlights the strengths of Microsoft, such as their global brand recognition, software portfolio, and cloud strategy, which appear to be their biggest assets.Some of the main strengths identified in the SWOT analysis are Microsoft's global brand recognition, software portfolio, cloud strategy, and research capabilities. The drawbacks are that it relies on a complicated world infrastructure and large-scale products and services may be hard to manage. Growth areas include cloud computing and artificial intelligence and cyber security services. Intense competition, cyber attacks, data breach and changes in regulation and fast advancement of technology are threats.
Technological companies have special considerations for legal and ethical issues. Organisations handling personal data are required to meet the data protection requirements entering into effect under the applicable data protection laws, such as the UK GDPR and the Data Protection Act 2018 (as applicable). Ethical issues include transparency in the use of artificial intelligence, protection of user privacy, accessibility and avoiding discriminatory outcomes. These issues are applicable to the proposed Student Support Web Application since the system might handle personal data of students. Hence, privacy-by-design, data minimisation, proper access management and secure data processing should be considered from the outset, not after the development phase. Mitigations can be achieved through secure development practices, which can lessen vulnerabilities and their effects [5].
[bookmark: _Toc235586578]Q2. Building, deploying, maintaining and evolving the project within a large organisation
For a large-size organisation, the proposed Secure Student Support Web Application would need a structured approach to DevOps and secure software-development, if implemented. This would start with a product backlog of prioritised requirements. The software developers, the UI/UX designers, DBAs, cybersecurity experts, testers and their operation folks are going to work together in a cross-functional team. Incremental development and feedback from students and support staff would be achieved through agile sprints.
The NIST Secure Software Development Framework (SSDF) would be included in the development process. This model suggests the introduction of secure software development practices into software development lifecycle to mitigate vulnerabilities and their causes [5]. As a result, developers would employ secure coding practices, peer code reviews, automated testing and dependency scanning. This would automatically build and test the code as it is committed to the codebase. Vulnerability scanning and penetration testing would be part of the security testing prior to deployment in production.
A deployment would involve using a CI/CD pipeline to move the tested code through the development, staging and production environments automatically. Cloud services can be used to scale infrastructure, and consistency can be achieved through containers. It would enable environments to be reliably reproduced using infrastructure-as-code. Releases must be deployed in a controlled manner, for example, in a staged fashion or blue and green, so that the organisation can minimise disruption and quickly revert back to a previous version if a major problem arises.
Monitoring, performance, security events and user experience would be some of the aspects of maintenance. It would be captured in a service-management process of recording incidents, root cause analysis and prioritising improvements. The application and data would be protected due to backups, disaster recovery and patch management. Access would be granted on a regular basis, through a system of role-based access control. The OWASP SAMM may also be applied to measure and enhance the organisation's secure development maturity as it offers a measurable and risk-driven approach throughout the software lifecycle [6].
Lastly, the system would be continuously developed based on user feedback, analytics, security audits and organizational needs. The key value metrics of DORA—such as change lead time, change failure rate, deployment rework rate, and change failed recovery time—can measure delivery performance and help find delivery bottlenecks [7]. This would enable continuous improvement and not consider the project as an implementation. The proposed application is therefore designed to be an iterative release, secure engineering, monitoring and evidence-driven improvement to a basic support portal that can become an institutional platform.
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The project concept that I would move forward with is the Secure Student Support Web Application. Looking back on this project, I feel that I have learned a lot of technical and professional skills, and have been able to make a real solution to a real problem. As a BSc Applied Computing student, I would apply the project to enhance my knowledge and skills in requirements engineering, web development, database design, cyber security, and project management and user-centred design. I would start by creating clear and testable requirements, which is within the framework of ISO/IEC/IEEE 29148:2018 [1]. This would help me to understand how user needs are translated into technical requirements and enhance my communication with technical and non-technical people.
I would also gain new knowledge by applying it in practice. I would be able to use HTML, CSS, JavaScript, Python and a relational database to enhance my programming skills and system development skills. Furthermore, with the use of Git for version control and Agile planning, I would be developing my collaboration, organisation and problem-solving skills. Security would be a very prominent learning area with the possible processing of personal information in the proposed application. I would like to learn how incorporating security into a system throughout the development lifecycle would help me understand how to make security more of a part of the development process, and less of something that is considered after a system is created [5]. My understanding of authentication, access control, input validation and secure application design would also benefit from OWASP guidance [2].
The project also has the potential to positively influence society through the provision of educational support. A centralised platform could help to minimise communication delays and help students to more easily recognise and access suitable support services. This may be especially beneficial for students who are unable to participate in the traditional in-person processes. The project thus aligns with the vision of inclusive and equitable education listed under the United Nations Sustainable Development Goal 4 [8]. The use of the application, if properly developed, could help create a more accessible, digitally connected learning environment. The project may also contribute to my future employability as it would help to show my skills in software development, cyber security and project management to potential employers.
But there are a number of risks and challenges that may impact the project. The first is scope creep, adding more and more features than are planned during the initial project. I would minimize this hazard by establishing a clear scope, prioritizing requirements and have a project backlog. Risk #2 is lack of technical expertise or unforeseen programming challenges. I would tackle this with a developmental approach and frequent testing, as well as early prototyping. Requirements will also be reviewed during the project to identify any misunderstandings early in the project.
The risk of data protection and cyber security is high. Confidential student information may be disclosed if there is a security weakness. I would use test data instead of real personal data, employ role-based access control, validate user input and run security testing, to reduce the risk. To minimize vulnerabilities and their effects, the NIST SSDF suggests embedding secure practices within software development [5]. OWASP ASVS would offer more security verification advice [2].
Finally, the time and resources may be prohibitive of a high-quality final product. To minimise this risk, I would create the Gantt chart from Task 1, outline milestones per week and emphasise a minimum viable prototype. Overall, the reflection has shown that the project has been not only a technical project but also a project for further personal and professional growth. I could build a practical system, and my knowledge of how to build it would be valuable to the broader computing community, using a structured requirements, Agile planning, safe development, and user feedback approach.



[bookmark: _Toc235586580]Conclusion
This report has investigated the proposed Secure Student Support Web Application as a viable BSc Applied Computing project. The project shows the integration of project management, enterprise innovation and reflective practice to create a viable solution to a real problem using a technology. The project scope, required technologies, resources, timeline and constraints, along with the use of Agile development approach gives a structured base for planning and implementing the proposed system. Moreover, requirements specification and system flow design are discussed with reference to the proposed solution to show that it can be analysed and designed before its implementation.
The innovation discussion also illustrated that business and organisational context needs to be taken into account in a successful technology project. The PEST and SWOT analysis revealed external opportunities and threats that impact technology organisations and legal and ethical considerations revealed that privacy, security, responsible data management and inclusive technology is paramount. The proposed application can benefit from Agile development, DevOps practices, CI/CD automation, secure software development and continuous monitoring if it is implemented in a large organisation. These approaches would enable the system to be developed, deployed, maintained and improved in a controlled and scalable manner [5]–[7].
The reflection also revealed that the project could be a very valuable personal and professional learning experience. The creation of the application would enhance my technical skills in programming, databases, web development and cybersecurity, as well as sharpen my skills in project planning, problem solving, communication skills and employability. Social value may be realised through better access to support for students and access to a more connected and inclusive learning environment. But there are also risks that need to be addressed, including scope creep, lack of technical expertise, security concerns, data protection concerns and time constraints, which should be managed carefully with clear requirements, prioritisation, testing, secure development practices and regular monitoring of the project [1, 2, 5].
In general, the project is a realistic and useful experience to use theory in a real computing problem. By using this application appropriately, taking an ethical approach and continuing to improve, the project could develop into a secure, scalable and user-centric digital solution that would offer technical and professional learning as well.














[bookmark: _Toc235586581]References
[1] ISO, ISO/IEC/IEEE 29148:2018: Systems and Software Engineering—Life Cycle Processes—Requirements Engineering, 2nd ed. Geneva, Switzerland: International Organization for Standardization, 2018. [Online]. Available: ISO/IEC/IEEE 29148:2018
[2] OWASP Foundation, OWASP Application Security Verification Standard (ASVS), Version 5.0.0. OWASP Foundation, 2025. [Online]. Available: OWASP Application Security Verification Standard
[3] Atlassian, “What is a Gantt chart? Key features and benefits with helpful templates,” Atlassian, 2026. [Online]. Available: What is a Gantt Chart?
[4] Atlassian, “What is Agile? Understanding the Agile methodology,” Atlassian, 2026. [Online]. Available: Agile methodology guide
[5] K. Scarfone, M. Souppaya, and D. Dodson, Secure Software Development Framework (SSDF) Version 1.1: Recommendations for Mitigating the Risk of Software Vulnerabilities, NIST Special Publication 800-218. Gaithersburg, MD, USA: National Institute of Standards and Technology, 2022. doi: 10.6028/NIST.SP.800-218. [Online]. Available: NIST Secure Software Development Framework (SSDF)
[6] OWASP Foundation, “OWASP Software Assurance Maturity Model (SAMM),” OWASP Foundation, 2026. [Online]. Available: OWASP Software Assurance Maturity Model (SAMM)
[7] DORA, “DORA’s software delivery performance metrics,” Google Cloud, 2026. [Online]. Available: DORA software delivery performance metrics
[8] United Nations, “Goal 4: Quality Education,” United Nations Sustainable Development, 2026. [Online]. Available: United Nations Sustainable Development Goal 4


9 | Page

image1.png
Prifysgol Cymru
¥ Drindod Dew Sant

J University of Wales
Trinity Saint David




