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[bookmark: _Toc39395272]Abstract
Smart Cities and the Internet of Things is an innovative concept for urban living solutions of the future. Information technology is used to merge the Internet of Things into everyday living, embracing the technology to provide inhabitants with, amongst other things, smart energy-saving devices, and security devices that can be accessed remotely, reassuring inhabitants of home security.  
With the tremendous amount of data that is being processed and how cyber criminals exploit security, a major concern of Smart Cities is the security measures being implemented.
Part one, task A, of this paper will discuss what a Smart City consists of, the infrastructure required, and the security measures involved. Part one, task B, consists of the documentation and analysis of four lab exercises.	Comment by Carlene Campbell: 
This section could be in the introduction.	Comment by Carlene Campbell: 
Abstract is the last to be written.
 Part two of the paper analyses the design and implementation of a working simulation of a Smart Campus using Packet Tracer. It also covers security measures utilised, provides an example of bad security management and discusses cyber-attacks.
[bookmark: _Toc39395273]Part 1: Task A Research
[bookmark: _Toc39395274]1.1	Introduction
[bookmark: _Hlk38364582]Cyber security is a substantial topic which encompasses the protection of privacy and integrity. It ensures the availability of connectivity for computer devices to securely transfer data (CIA).[1]  
[bookmark: _Hlk38365559]For cyber security to be effective the application of security processes, policies and procedures is essential along with implementation of technical applications. [2]
[bookmark: _Toc39395275]Literature Review
[bookmark: _Toc39395276]2.1	Internet of Things and Smart Cities.
The internet of things (IoT) and Smart Cities are increasing to accommodate the predicted increase of urban residents, which the United Nations has stated will be more than fifty per cent of the world’s population by 2050. [3]
What is the IoT? According  to [4], any object or device that can communicate with another object or device through the internet is an IoT. [5], [6] 
IoT is a technological revolution that represents the future of connectivity and reachability. In IoT things refer to any object on the face of the Earth, whether it is a communicating device or a noncommunicating “dumb” object. [7] 
With the expanding connectivity that is emerging through the explosion of IoT comes the rise in the need for different security. [8]  Fig 1 below shows how the IoT is interconnecting todays lives.   
[image: ]
[bookmark: _Toc39226420]Figure 1: Interconnection Through IoT.[6]
What is a Smart City? While there are many characteristics that constitute a Smart City, Econsult Solutions, Inc. (ESI) Thought Lab have identified ten ‘Pillars of Smart City Success’ as shown in figure 2. [9]
[image: ]
[bookmark: _Toc39226421]Figure 2: Ten Pillars of Smart City Success [9]
Infrastructure is key to the sustainability of a Smart City and that in turn is directly connected to ensuring public resources are managed to maximum capability. 
The backbone of the technological structure, the network, that interconnects the devices, is one place where security needs to be implemented to discourage and prevent cyber-attacks. [10]
[bookmark: _Toc39395277][bookmark: _Hlk39216305]2.2	Internet of Things and Smart Device Security Issues.
[bookmark: _Hlk39146273]Cyber security plays a large part in keeping Smart Cities secure.
A side effect of being ‘Smart’ is the amount of data available to be collected and surveilled. This could cause security issues to the residents of the Smart Cities. [11]
Every product that is connected to the internet has the potential for data to be collected, corelated and examined. 
Observations of the data could include spending habits or food consumption. Utilities are now using smart energy meters, allowing energy companies to gather information on what and when utilities are being used.  [12]
[bookmark: _Hlk38366457]Smartphones log where, when and how long their owners spend their time. This not only deprives people of privacy, but the information can be used for marketing analysis. [13] 
Systems that provide protection of the data collected while still alerting emergency responses as required pose both technical and security challenges. [12]
One of the major issues with ‘Smart’ anything is security.
Making sure IoT security requirements are met, for both hardware and software, such as changing the default password and using cryptographic techniques, security protocols or standards, encryption tools and authentication mechanisms is essential. [14]–[16]
[bookmark: _Toc39395278][bookmark: _Hlk37503740][bookmark: _Hlk38974976][bookmark: _Hlk37503718]2.3	Wireless Fidelity Protected Access 2 Pre-Shared Key 
[bookmark: _Hlk37503709]Wired Equivalent Privacy (WEP) and Wireless Fidelity Protected Access/2 Pre-Shared Key (WPA/WPA2-PSK) is part of the IEEE 802.11 protocol and is focused on wireless connectivity.
WPA2 uses Advanced Encryption Standard (AES) which is an encryption algorithm [17] that uses 128-bit encryption.
Every session creates a fresh key, and each key is unique to one client. This makes using WPA2 more secure as the encryption key is not reused. [17]
The current standard encryption used over wireless is Wi-Fi Protected Access 2 (WPA 2) [18]. 
[bookmark: _Toc39395279]2.4	Secure Shell 
Secure Shell (SSH) is a network layer cryptographic protocol operating over the TCP/IP stack. It is used primarily for secure remote command-line interaction. All data sent using SSH in encrypted. [19]
[bookmark: _Toc39395280]2.5	Secure Real-time Transmission Protocol
Secure Real-time Transmission Protocol (SRTP) uses Advanced Encryption Standard (AES), which is a symmetric block cypher, and provides security for data being transmitted across networks that are not secure, ensuring no unauthorized person can read it. [20]
[bookmark: _Toc39395281]2.6	Fragmentation Redundancy Scattering
Separating data by fragmentation and storing them separately is known as fragmentation redundancy scattering and is a way of implementing security as each piece individually has little meaning. [21]
[bookmark: _Toc39395282]2.7	Firewall
Firewalls are an essential part of corporations’ security system and are the first line of security encountered when accessing a network. 
They are governed by a pre-defined security policy set out by the organisation and consists of a set of rules known as an access control list (ACL). [22]
Firewalls can also include software such as Intrusion Prevention Systems (IPS) which are designed to detect incidents that may have malicious intent. 
[bookmark: _Toc39395283]2.8	Access Control List
An ACL list is used to prevent unauthorised users from accessing the private system or intranet by filtering the Media Access Control (MAC) addresses. 
This address is a unique identifier added by the manufacture that cannot be changed. 
It allows every network card and device on the network to be identified. [23]
The ACL is stored internally, and each rule describes an action required to be performed on matching packets. 
These packets are compared to the rules consecutively until a match is found. If there is no match, then a default action is carried out. 
[bookmark: _Toc39395284]2.9	Intrusion Prevention Systems / Intrusion detection system
The IPS takes actions such as contacting the system administrator and closing wired or wireless access points. [24]  
The addition of an Intrusion Detection System (IDS) is also useful for monitoring network traffic and send alerts to the system administrator when potential threats are detected. [25]
There are known attack techniques used against IDS/IPS one of which is Spoof Reporting. 
If an intruder manages to spoof report messages, the network could look to be acting normal while there is malicious activity, or could point the administrator in the wrong direction by reporting on activities that are not happening. [25] 
The use of Managed Detection and Response(MDR) and Endpoint Detection and Response (EDR), such as Kaspersky or Sophos, is also recommended to guard against Advanced Persistent Threats such as ones used by Cozy Bear and is documented in the Mitre Att&ck Framework. [26]
[bookmark: _Toc39395285]2.10	Physical Security 
Ensuring that all the hardware to the system is protected behind locked doors is part of creating a secure system.
[bookmark: _Toc39395286]2.11	Demilitarised Zone
A Demilitarized Zone (DMZ) is used to connect the internal network of an organisation to an untrustworthy external connection. 
The DMZ is an isolated part of the network which acts as a buffer zone and usually contains the systems most susceptible to attack and is contained between two firewalls. One is connected to the outside and the other is connected to the interior private network.
These include the Domain Name System (DNS), Web, email and DHCP server, and is usually protected by a firewall that filters incoming traffic to the network. [27] 
[bookmark: _Toc39395287]2.12	Password Security
To make a network secure there is need for more than just a firewall. 
Each component that can be access needs to have some sort of protection. 
This can be achieved with the use of passwords. Password authentication is used in all levels of security. 
The password policy chosen by an organisation can range from basic authentication requiring little complexity to more robust authentication requiring a more complex set of rules.
Passwords rules can comprise of:
· A minimum of eight characters required.
· Does not include the current password.
· Requires at least one upper-case and one lower-case letter with at least one special character that is on any standard keyboard.
· Must not consecutively repeat a character more than twice.
· Does not contain the users name.
· Does not contain more than twenty characters.
The above is a demonstration of what a password policy might contain. [28]
[bookmark: _Toc39395288]2.13	Service Set Identifier 
When employing security measures for wireless connectivity, it is important that the passwords employed are strong, and the Service Set Identifier (SSID) is unique. IEEE 802.11 is the standard  used for wireless local area networks. [22] 
Access Points (AP) use SSID as part of the authentication process and periodically broadcasts the SSID allowing any wireless device, with the same SSID configured, to connect to the network. 
This is open to attacks from network sniffers and is categorised as a Man In The Middle (MITM) attack on the Mitre Att&ck Framework. [29]
Using a network sniffing product such as NetStumbler, [30] can lead to the information of the network system become known by capturing information (beaconing frames), being broadcast from the Access points. [29]–[31] 
[bookmark: _Toc39395289]2.14	Bring Your Own Technology
Bring your own technology (BYOT) is being used more and more and now includes IoT being connected to organisations networks. 
it is imperative that any BYOT device be isolated from the main network. 
This is so that should any personal device that becomes attached to the system, have any malware, it cannot easily infect the network. [32]
[bookmark: _Toc39395290]2.15	Virtual Local Area Networks
Using virtual local area networks (VLANs) is another security measure that can be implemented. 
It allows groups to be connected to the same network regardless of their physical location. 
The security level for each user can be determined by the network the user can access. For example, a lecturer may have the ability to download programmes, whereas a student would not.
[bookmark: _Toc39395291]2.16	Virtual Private Networks
Virtual Private Networks (VPNs) allow users to communicate from different geographical locations, over public networks, to the organisations private network. For example, this would enable users to work from home, connect to the organisations private network, while utilising security measures in place. [33], [34] 
[bookmark: _Toc39395292]2.17	Social Engineering
Keeping a network secure, involves many methods of security. One of the many facets is to educate the employees about social engineering. 
Having a secure password is of no use if it is attached to the underside of a keyboard or is so complex that it is written down on a scrap of paper and stuck on the side of a monitor. 
· Ensuring privacy policies have been read and are understood should be implemented for every employee. 
· Making sure that workstations are locked every time they are left, not just switching off the monitor and hoping no one will notice. 
· Report any suspicious e-mails before opening them, having regular phishing exercises to keep security in the employee’s mind.
Social engineering works through the art of deception and manipulation, and humans are the weakest security link. [35]





[bookmark: _Toc39395293][bookmark: _Hlk39216372]Part 1: Task B: Analysis of Lab Exercises
[bookmark: _Toc39395294]3.1	Introduction.
Lab 3.2.2.4 documents how to navigate the Linux Filesystem and Permission Settings using a Linux virtual machine.
[bookmark: _Toc39395295]Exploring Filesystems in Linux
Linux has many file systems. The extended file system (ext) is the original Exploring Filesystem in Linux. [11] 
[bookmark: _Toc39395296]Step 1:	Access the command line
A Linux virtual machine was used for this lab. Fig 3 below features the terminal window being launched, which gives access to the command line. 
[image: ]
[bookmark: _Toc39226422]Figure 3: Terminal Window and Access to Command Line
[bookmark: _Toc39395297]Step 2:	Display the filesystems currently mounted.
The next step was to find which filesystem was mounted. To achieve this there must be a file system already mounted, and a link created to the physical partition. 
The mounting process is used to link the block device’s physical partition (SSD drive, hard drive, thumb drive etc.) to a directory that can be accessed by the complete filesystem. 
This new directory becomes the root of the mounted filesystem, it is also referred to as a mounting point.
Once this is created the list all command ‘\lsblk’ can be used to find the specific information regarding the block device. 
Fig 4 shows three disk mountpoints.
[bookmark: _Toc39226423][image: ]Figure 4: Displaying Specified Block Devices
The ‘/dev/sda1’ shown in Fig 5, is the root filesystem. This is where the operating system all configuration files, programs and tools for Linux is stores.
[bookmark: _Toc39226424][image: ]Figure 5: Root Filesystem
Fig 6 is a change directory command ‘cd /’. 
[image: ]
[bookmark: _Toc39226425]Figure 6:Change Directory
Once the change directory command has been executed a new list command was issued. As shown in Fig 7, the ‘/dev/sdb1’ is no longer listed as the directory now being access has changed.
[image: ]
[bookmark: _Toc39226426]Figure 7: Contents of Directory
When the ‘Mount’ and ‘grep sdal’ command is issued as show in Fig 8 below, the output illustrates where the root filesystem is established.
[image: ]
[bookmark: _Toc39226427]Figure 8: Root Filesystem
The slash symbol ‘/’ indicates the first partition is where the root filesystem resides.
Also, the ‘/dev/sda1’ output is using the ext4 formatting for this partition and the mounting options for this partition are shown in the parentheses.
In Fig 9 below, the directory has been changed and a new list command entered. The output indicates the files listed are stored on the second drive.
[image: ]
[bookmark: _Toc39226428]Figure 9: New Command List
[bookmark: _Toc39395298]Part 3: symbolic Links and other Special File Types
When using Linux, there are features that are built-in that allow users to execute, change and navigate filesystem contents using permissions. There are also soft and hard links.
With the use of ‘ls -l’ command the following list was produced. As shown in Fig 10.  The highlighted ‘d’ is shown for directory and ‘- ‘, for file.
[image: ]
[bookmark: _Toc39226429]Figure 10: List Showing Directory and File
While listing the ‘/dev’ directory, output shown in Fig 11 below, the block files ‘b’ and character device files ‘c’ have been highlighted and the ‘l’ shows the symbolic links.
[image: ]
[bookmark: _Toc39226430]Figure 11: Directory Output Outlining Files and Symbolic Links
Information regarding the number of links, size, pointers, data and time of creation, access and modification are parts of the data structure of a file system that are stored in an inode. [36], [37].
There are two types of links in Linux, a hard link and a soft link. 
A hard link file is an exact replica of the original file including the same value stored in the inode which means that it will always refer to the same physical location. Hard links cannot cross to different file systems.[38]
A soft link, also known as a symbolic link, can cross different file systems and although it contains the same information as the original, it has its own unique inode value. It is similar to the Windows Operating systems shortcut feature and in the same way, if the original file is moved, the link is broken, and the file cannot be accessed.[38]
Creating a symbolic file and a hard file using echo creates an output, shown in Fig 12 , which demonstrates the symbolic link starts with an ‘l’ and points to the file1.txt, while the hard file starts with a ‘- ‘and does not differ from the characteristics and location of the file2.txt disk block.
[image: ]
[bookmark: _Toc39226431]Figure 12: Symbolic Link
If the file name of a symbolic file is altered it breaks the link to that file, while if the same command is given for a hard file there is no change. This is because the inode of the file has not been changed, just the name. Fig 13 below shows an example of the symbolic link for file1.txt that is no longer working.
[image: ]
[bookmark: _Toc39226432]Figure 13: Symbolic Link Not Working
[bookmark: _Toc39395299]Findings
Two extremely significant characteristics of Linux are ownership and file permission. If either of these two functions are incorrectly attributed to files, then programs that need to access these files will encounter problems and errors will be experienced.	


1.1 [bookmark: _Toc39395300]Introduction.
Lab 2.1.2.10 demonstrates the process of the Windows Registry, Handles, Threads and Processes.
[bookmark: _Toc39395301]Exploring Processes. 
With the use of Process Explorer in Windows SysInternals Suite new process with be started and observed.
[bookmark: _Toc39395302]Step 1: Explore an Active Process.
With a web browser open, the procexp.exe file was opened and a list of processes that were active were noted. As depicted in Fig 14 below.
[image: ]
[bookmark: _Toc39226433]Figure 14: List of Active Processed in Explorer
Dragged The process icon ([image: ]) was dragged into the open web browser as illustrated in Fig 15 below.
[image: ]
[bookmark: _Toc39226434]Figure 15: Image After Process Icon Used
[bookmark: _Toc39395303]Kill Process.
This programme allows a process to be ended by right clicking on the process and selecting the kill process as show in Fig 16 below.
[image: ]
[bookmark: _Toc39226435]Figure 16: Kill Process
After the kill process is executed, Fig 17 shows all the processes associated with the original process is stopped.
[image: ]
[bookmark: _Toc39226436]Figure 17: Google Processes Killed
[bookmark: _Toc39395304]Open New Process
To open a new process using Windows SysInternals Suite, the command prompt needs to be accessed and a ping issued. Fig 18 depicts the command prompt being accessed.
[image: ]
[bookmark: _Toc39226437]Figure 18: How to Open A New Process
Once the ping command has been issued the cmd.exe and conhost.exe processes are activated, as displayed in Fig 19.
[image: ]
[bookmark: _Toc39226438]Figure 19: Cmd.exe and Conhose.exe
It is possible to check for virus threats while using this programme. Fig 20 display’s the Check Virus Tool that can be utilised to end a process if it is found to be malicious.
[image: ]
[bookmark: _Toc39226439]Figure 20: Virus Checking Tool
Step 2: Exploring Thread and Handles
The Windows SysInternals Suite also allows users to explore threads and handles. Fig 21 illustrates information that can be found.
[image: ]
[bookmark: _Toc39226440]Figure 21: Exploring Image
Fig 22 shows thread id etc. that can be found using the Windows SysInternals Suite.
[image: ]
[bookmark: _Toc39226441]Figure 22: Exploring Threads
[bookmark: _Toc39395305]Exploring Handles
When the lower pane is opened, it allows the user to identify graphic objects, kernel object etc. As depicted in Fig 23
[image: ]
[bookmark: _Toc39226442]Figure 23: Lower Pane Exposed
[bookmark: _Toc39395306]Part 3: Windows Registry
This database is where most Windows operating systems are stored, along with configuration settings for the desktop environment.
It is made up of five hives which are the highest level of the registry. They are:
 HKEY_CLASSES_ROOT; HKEY_CURRENT_USER; HKEY_LOCAL_MACHINE: HKEY_USERS and HKEY_CURRENT_CONFIG.
The HKEY_CURRENT_CONFIG is where the boot up sequence is stored. Fig 24 outlines the Hives.
[image: ]
[bookmark: _Toc39226443]Figure 24: Top 5 Hives
[bookmark: _Toc39395307]Changing the Value Data 
To change the value data in Windows SysInternals Suite, requires opening the HKEY_CURRENT_USER, the Software, SysInternals and then the Process Explorer. 
Once here double click the EulaAccepted key and change the value from 1 to 0 as show in Fig 25.
[image: ]
[bookmark: _Toc39226444]Figure 25: Changing the Value Data
Once the value has been changed the EulaAccepted output is show in Fig 26.
[image: ]
[bookmark: _Toc39226445]Figure 26: New Data Value
[bookmark: _Toc39395308]Findings
Windows Registry, Handles, Threads and Processes can be operated by using the Windows SysInternals Suite.
This suite is a very strong tool that can be utilized to find viruses and to kill off any process in use. 
Using the Windows registry is also useful for troubleshooting and changing the User Acceptance by changing the Value Data.


1.2 [bookmark: _Toc39395309]Introduction
Lab 9.1.2.5 consists of creating hashes with OpenSSL and verifying hashes. A hash is a way that data is measured using a mathematical algorithm. The one used is md5 hash. 
[bookmark: _Toc39395310]Part 1: Creating Hashes with Open SSL.
Using a virtual machine and a text file called grandma.txt, the command cat letter_to_grandam.txt was entered on the command line. This called up the letter displayed in Fig 27.
[image: ]
[bookmark: _Toc39226446]Figure 27: Letter Output by Cat Command
The next command was openssl md5 letter_to_grandma.txt which output a has number for the file. As show in Fig 28.
[image: ]
[bookmark: _Toc39226447]Figure 28: Hash Value of Grandma.txt
The letter was altered from ‘Hi Grandma to Hi Grandpa’ then saved, using the nano letter_to_grandma.txt. Fig 29 shows the new hash value of the text file.
[image: ]
[bookmark: _Toc39226448]Figure 29: Hash Value After Alteration
The hash value is different as the file has been altered. A hash value changes any time there is an alteration to a file. The value will not return to the original number if the file is restored to the original text. 
Md5 hashes are prone to attacks as they are considered weak. SHA-1and 2 are deemed more resilient.
The next command was to generate a sha1hash. This was executed by using the sha1sum letter_to_grandma.txt, illustrated in Fig 30.
[image: ]
[bookmark: _Toc39226449] Figure 30: Sha1 Hash Value Generated
[bookmark: _Toc39395311]Part 2: Verifying Hashes
Verifying file integrity is a common use for 
Using an image downloaded from the internet and using the cat sample.img_SHA256.sig command to call the SHA256 value to the screen. Fig 31 shows the generated hash output value after using the sha256sum sample.img to be the same value.
[image: ]
[bookmark: _Toc39226450]Figure 31: SHA 256 Value the File
As the values are the same, it can therefore be concluded the download was successfully carried out without any changes.
[bookmark: _Toc39395312]Findings
Knowing the hash value of data can be imperative to knowing the integrity of the data is ensured. The data does not have to be a text file, it could be a folder, a picture, attachment etc. Once the original and the copied data have been examined and the hash value is the same then it can be concluded the data is original and unaltered.


[bookmark: _Hlk482174621][bookmark: _Toc39395313]3.4	Introduction
Lab 6.2.2.9 researches and Identifies Social Engineering
[bookmark: _Toc39395314]3.4.1		Social Engineering
Using the SANS Institute Information Security Reading Room for information the following questions were answered.
[bookmark: _Toc39395315]3.4.2	Step 1: Read ‘Methods for Understanding and Reducing Social Engineering Attacks’ by Michael Alexander.
Read the whitepaper and used it to answer the questions in part 2.
[bookmark: _Toc39395316]3.4.3	Step 2: Answer questions on the paper
[image: ]Three of the social engineering methods used to garner information in the above paper were baiting, watering holes and spear phishing.
[image: ]
Examples of attacks are a baiting attack carried out and documented by Steve Stasiukonis.  Trojan infected USBs were scattered throughout a parking lot of a company. Clients of the company retrieved the USBs and accessed them while in work. This activated the Trojan which was a key logger and gave login access to Steve and his team.
 A water-holing attack carried out on Bit9 company, compromised their security by injecting malware into a website the company regularly used and gained access to the companies file-signing infrastructure. Once this had been achieved the information was used on Bit9, customers of Bit9 and Symantec customers.
Spear phishing is usually a targeted attack. Specific people or organisations are targeted. The pre-attack information gathering can take week or even months. One such attack was attempted on KnowBe4, which is a Security Awareness Training and Simulated Phishing platform Company.
The company received an email from the ‘CTO’ with regards to a wire transfer request. Being aware of spear phishing techniques, this request was forwarded to the CEO. The company dealt with spear phishing daily and decided to find this culprit by engaging in the email. The IP address was tracked and handed to the FBI. 
[image: ]
Social networking is a way of getting to know people. To that end, people get to know you, your personal information like date of birth, your family names, pet names, where you went on holiday, favourite colour etc. This information can be used in social engineering exploits to penetrate organisations.
[image: ]
Security awareness and security training programmes are one way for organisations to minimise social engineering attacks success.
[image: ]
The SANS Institute is a company that is involved in security. SANS (SysAdmin, Audit, Network, Security) trains, researches, certifies and organises events for industry security.[39]
[bookmark: _Toc39395317] 3.4.4		Findings
Cyber criminals frequently use social engineering and social networking to further their attacks. SANS is a company that works educating Organisation’s employees to better understand how these attacks occur, what to look for, and what to do if they encounter such an attack.


[bookmark: _Toc39395318]Part 2: Synthesize a Solution to a Potential Real-Life Scenario
[bookmark: _Toc39395319]4.1	Background
A Smart Campus infrastructure encompasses IoT as well as traditional network devices. This requires additional policy and procedures to ensure the integrity and security of the network.
Using Packet Tracer, a simulation and design implementation package, the design and security procedures of the network will be discussed. Additionally, IoT and bring Your Own Technology (BYOT).
BYOT is not a new phenomenon. As discussed in 2.14, it allows personal technology to join the network and adds to the security requirements of the organisation.
When used on a Smart Campus, it is important to ensure the BYOT devices are isolated from the main network. 
Any user who has an account, faculty members or students, should be able to connect to the account and any security setting that have been set up for that individual should be enough to keep the network secure. 
[bookmark: _Toc39395320]4.2	Design and Implementation
A Smart Campus infrastructure is centred around the backbone of the network. This backbone is the core layer and oversees the movement of large quantities of data as rapidly as possible. It connects the to the distribution layer and usually contains high-speed devices with redundant links. 
Fig 32 is a layout depicting the core, distribution and access layer utilising redundant links. The design offers a modular topology which allows for easy expansion.
[image: ]
[bookmark: _Toc39226451]Figure 32: Campus Core Layout
Fig 33 shows the Demilitarized Zone (DMZ) cluster, chapter 2.11. Which is situated in the wiring closet. The servers are positioned here for physical security covered in chapter 2.10. They are between two firewalls, one which protects the inside network from exterior access and the outer firewall which is the first line of contact from the outside ISP, chapter 2.7.
[image: ]
[bookmark: _Toc39226452]Figure 33: Wiring Closet /DMZ
Firewalls were created and implemented, shown in Fig 33. This stopped all the network from connecting so the author was unable to configure them with IDS/IPS, VPN, or the ACL. They were placed in the wiring closet and connected on either side of the DMZ.
Also, in the wiring closet is the Dynamic Host Configuration Protocol (DHCP) server. This is used for network management and dynamically allocates internet protocol (IP) addresses to the devices on the network allowing them to communicate, shown in fig 34.
[image: ]
[bookmark: _Toc39226453]Figure 34: Expanded DMZ Cluster
There is an IoT device, a web camera, positioned above the entrance to the wiring closet and is activated by the motion detector when anyone approaches the door. This is for physical security, and to deter tailgating.
The siren alarm activates if an intruder manages to penetrate the server room, and the light is also connected to the door being opened. They are connected wirelessly, as per Fig 35.
[image: ]
[bookmark: _Toc39226454]Figure 35: Wiring Closet /IoT
Password security, covered in 2.12, is a necessary step to keeping the network secure. All wireless connections have Wireless Fidelity Protected Access 2 Pre-Shared Key authentication (WPA2-PSK). 
The Registry Server is set up to control the IoT devices, as seen in Fig 36, and uses admin as the username and password for this demonstration. For real-life use a much stronger username and password would be used.
[image: ]
[bookmark: _Toc39226455]Figure 36: Registry Server Login Page
Fig 37 depicts the motion detector being activated which starts the camera.
[image: ]
[bookmark: _Toc39226456]Figure 37: Motion Detector/Camera
Fig 38 shows the server room open and the alarm sounds. This is a security measure to ensure the server door is always closed.
[image: ]
[bookmark: _Toc39226457]Figure 38: Server Room Door Open Sounding Alarm
A simulation to check the connectivity between a laptop from BYOT and a desktop in the school room could communicate was successful with the use of vlans, covered in 2.15, and depicted in Fig 39.
[image: ]
[bookmark: _Toc39226458][bookmark: _Hlk39146200]Figure 39: Laptop and PC 2 Connection Successful
DHCP was configured for the classroom and BYOT areas. Fig 40 shows the successful DHCP request.
[image: ]
[bookmark: _Toc39226459]Figure 40: DHCP Successful
The home office was connected to the ISP via a cable modem to the home gateway. The use of WPA 2-PSK, covered in 2.3, along with SSID, 2.13, was used as the security of the home network connection, Fig 41. This is also to deter man-in-the-middle attacks. The use of DHCP was also implemented here. Again, for demonstration purposes, a weak password was used. 
[image: ]
[bookmark: _Toc39226460]Figure 41: WPA 2-PSK
Fig 42 depicts the topology of the home network. The smart devices are controlled by the smartphone controller. The web cam is activated by the front door opening, and the light is proof of concept for lighting throughout the home.
A VPN, covered in 2.16 would be implemented in the real world, but was not able to recreate in packet tracer.
[image: ]
[bookmark: _Toc39226461]Figure 42: Home Network Topology
The car park has a motion sensor connected to an alarm and a Micro Controller Unit (MCU) board. This sensor sets off the alarm which indicates there is a car occupying the parking slot. It registers on the smart phone controller. Fig 43.
[image: ]
[bookmark: _Toc39226462]Figure 43: Car Park
Fig 44 depicts the script written in JavaScript for the MCU to operate the sensors.
[image: ]
[bookmark: _Toc39226463]Figure 44: JavaScript
The switch connecting the ground and car park have been configured so that all the ports are open and there is no security on the wireless access point. This is to demonstrate bad configuration. 
Leaving passwords set to default pose a threat to security and are open to attacks from cyber criminals. Fig 45.
[image: ]
[bookmark: _Toc39226464]Figure 45: Bad Security
[bookmark: _Hlk498788715]Configuration of the switches with security measures included shutting down all the  unused ports to eliminate access using port scanning techniques.
The routers were configured with security measures in place that include password encryption and an executive time-out. 
The smart garden is under construction and will have smart lighting and sprinklers along with internet access throughout the garden.
[bookmark: _Toc39395321]Conclusion
Smart Cities utilising IoT is the way new urban living is evolving.  In Part one, task A of this paper, the infrastructure and security issues of Smart Cities was discussed, and security countermeasures were explored. Task B of part one covered the analysis and documentation of lab exercises. 
Part two of the paper analysed the design and implementation of a working simulation of a Smart Campus. It implemented security measures, provided an example of bad security management and discussed cyber-attacks. Packet Tracer was used to simulate the Smart Campus. It showcased the infrastructure and security measures undertaken to ensure maximum security against cyber-attacks. It also discussed physical security and touched on how this security could help dissuade attacks such as tailgating. Security measures for the firewall, routers and switches were discussed and implemented where possible. 
The implementation of IoT in Smart Campuses are just one reason security measures are required to ensure the safety and integrity of faculty, staff and students.
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                 MARKING CRITERIA AND STUDENT FEEDBACK



This section details the assessment criteria. The extent to which these are demonstrated by you determines your mark. The marks available for each criterion are shown. Lecturers will use the space provided to comment on the achievement of the task(s), including those areas in which you have performed well and areas that would benefit from development/improvement.

	[bookmark: assessmentComponent]Common Assessment Criteria Applied  (Assignment 1)
	Marks available
	Marks 
awarded

	1. Engagement with Literature Skills
Extent of research and/or own reading, selection of credible sources, application of appropriate referencing conventions.
	
	

	[bookmark: feedbackRIL]Diversity of appropriate sources used with key concepts discusses. The appropriate referencing used. (Grade mark: 88.89%)
	[bookmark: totalRIL]45
	[bookmark: markRIL]40

	
	
	

	2. Knowledge and Understanding Skills
Extent of knowledge and understanding of concepts and underlying principles associated with the discipline.
	
	

	[bookmark: feedbackKUS]
	[bookmark: totalKUS]
	[bookmark: markKUS]

	
	
	

	3. Cognitive and Intellectual Skills
Analysis, evaluation and synthesis; logic, argument and judgement; analytical reflection; organisation  of ideas and evidence
	
	

	[bookmark: feedbackANA]You have demonstrated excellent research knowledge in most areas. How do these all link together. The analysis and evaluation is missing in some areas making them seems to be isolated sub-areas. You have given an excellent account of the lab exercises though some discussion ends abruptly without relating them back to security compromisation or countermeasures. How can they assist an organisation to prevent or detect vulnerabilities, threats or attacks? (Grade mark: 84.44%)
	[bookmark: totalANA]45
	[bookmark: markANA]38

	
	
	

	4. Practical Application Skills
Deployment of methods, materials, tools and techniques; application of concepts; formulation of innovative and creative solutions to solve problems.
	
	

	[bookmark: feedbackPAD]
	[bookmark: totalPAD]
	[bookmark: markPAD]

	
	
	

	5. Transferable Skills for Life and Professional Practice
Attributes in professional practice: individual and collaborative working; deployment of appropriate media; presentation and organisation.
	
	

	[bookmark: feedbackSPP]Very professional work that written, flow and organise excellently. (Grade mark: 90.00%)
	[bookmark: totalSPP]10
	[bookmark: markSPP]9

	
	
	



	Assignment Mark (Assessment marks are subject to ratification at the Exam Board.  These comments and marks are to give feedback on module work and are for guidance only until they are confirmed. )
	Late Submission Penalties (tick if appropriate)
	[bookmark: totalMark]87%

	
	Up to four weeks late
	[bookmark: fourWeeksLate]
	

	
	First Attempt?
	[bookmark: firstAttempt]
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                 MARKING CRITERIA AND STUDENT FEEDBACK



This section details the assessment criteria. The extent to which these are demonstrated by you determines your mark. The marks available for each criterion are shown. Lecturers will use the space provided to comment on the achievement of the task(s), including those areas in which you have performed well and areas that would benefit from development/improvement.

	Common Assessment Criteria Applied  (Assignment 2)
	Marks available
	Marks 
awarded

	1. Engagement with Literature Skills
Extent of research and/or own reading, selection of credible sources, application of appropriate referencing conventions.
	
	

	
	
	

	
	
	

	2. Knowledge and Understanding Skills
Extent of knowledge and understanding of concepts and underlying principles associated with the discipline.
	
	

	You have demonstrated coherent knowledge and understanding of the subject area. The report structures excellently following the IEEE report format. (Grade mark: 90.00%)
	20
	18

	
	
	

	3. Cognitive and Intellectual Skills
Analysis, evaluation and synthesis; logic, argument and judgement; analytical reflection; organisation  of ideas and evidence
	
	

	Excellent documentation of the physical packet tracer design. How does this implementation combat or enhance challenges to the University; this should be interrelated in your discussion. (Grade mark: 75.00%)
	20
	15

	
	
	

	4. Practical Application Skills
Deployment of methods, materials, tools and techniques; application of concepts; formulation of innovative and creative solutions to solve problems.
	
	

	[bookmark: _GoBack]Your design was labelled for ease of understanding.  Redundancy considered within the core. It emulated well the case study scenario. All tested areas work, pings were successful. Security measures implemented; firewalls, DMZ, passwords, etc. (Grade mark: 91.67%)
	60
	55

	
	
	

	5. Transferable Skills for Life and Professional Practice
Attributes in professional practice: individual and collaborative working; deployment of appropriate media; presentation and organisation.
	
	

	
	
	

	
	
	



	Assignment Mark (Assessment marks are subject to ratification at the Exam Board.  These comments and marks are to give feedback on module work and are for guidance only until they are confirmed. )
	Late Submission Penalties (tick if appropriate)
	88%

	
	Up to four weeks late
	
	

	
	First Attempt?
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a. Whatare the three methods used in social engineering to gain access to information?
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b. Whatare three examples of social engineering attacks from the first two methods in step 2a?
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c. Why is social networking a social engineering threat?




image36.png
d. How can an organization defend itself from social engineering attacks?
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e. Whatis the SANS Institute, which authored this article?




image38.png
Classroom Netwark

e L—
oz

sl
ot
o eons

Vian 1

18218811 ‘SR*?M

SN
b

|

7
% BIetPC-PT
=, Sefd
Lortopt 7, &

%,

S
O
S
/

j

vt o1 4
[
SARTEHONE T
ey

5024 20824
Swicho
BYOT Vian 3
1921683024

g It
&QBXSSPM;W Iy, /
icoess poit,

TblelPC-PT
Tablet FC1





image39.png
5505

Internal Firew all External Firew all




image40.png
Web Server

Server-PT
Email Server

Server-PT

DNS Server
3650-24PS

MSinterior

Server-PT
HTTP server




image41.png
TabletPC-PT
ControlFoint_for _Srrart_Classraom

Server-PT
Registration Sery,

7y, Webcam
Carrera_Server_Raom

FC-PT

ServerControl Server-FT

DHCP_Server

Server_Room_Light

4 o d
\ Motion Detector
Motion Detector Server Room

Alarm Door
Door to Server Room




image42.png
I

j\\\

W Registration Server - o x
Pryscd  Confiy  Servees _oecko  Proganming  Atindes
N . N \\\\\\\\\\\\\HH‘
Registration Server Login
Username: admin Webcam
Pasoword o] Camera_Server_Room
Server-PT
Registration Sery,
Sign In
Dontt have an LoE account? Siga up now "y,
"y,
i
FCPT (
ServerControl
Sien
Alarm
tector
[ " Detectar





image43.png
B Registraton Server

Physical  Confiy

Servicss _Desidon _ Programming

10T Server - Devices

on

Image
@ Server_Room_Light (PTTO810QNDQ-)

@ &larm (PTTO8102CIB83R4-)

@ Door to Server Room (PTTO8102CI883R4VO1P-)

@ Server_Room_Detector (PTTO81050DQ-)
on

O

Home [ Conditions | Editor | Log Out
@ Camera_Server_Room (PTTOB10P345-)

e

t

. i
atrbutes TabletPC-PT
ControlFoint_for _Smart_Classraom
WHHIT
yeeeen _‘__‘_%mm|\\\\\\\\n\\m\\\\\n\\n\\\\\n
[ ] Acee /W/, Webcam
)
iimage Acgss FEintiy)) 17y, Camera_Server_Room
ho NI ///////
S = '/,
Light N B "y,
S z 7 1,
S B Z, 1y,
Siren N = 7 1
S = 7, 1,
S = 7 Uy,
Door \\\\ :; ///// ////// L.
S = 2
Mation Detecter | | | & = 2, F
N Z
S 2 |
Z L
[ 2
A 7, Siren
7, Alarm
1
|
Door |
Door to Server Raom

Motion Detectar
Server_Room Detector




image44.png
n\

—
/////////////////////////// //////////// -
_:: ////// Siren
z /,//// Alarm

= //( [ ]

‘
)
Serve
rto

Door

tector or
nosectr
o b
tcon ot

r_Roe
Server




image45.png




image46.png
e e
por—

@ Ommcms Ose  owergesions
Lrktniess e —

O





image47.png
¥ Home Gateway

Pryseal _Conty_ G Atnbutes
e Vs Seigs
Settings =3 WytoneGatsway

Algorthm Settings | | 24 oMz Crannel s 240
InTERFACE overage Renge (neters) om0
teme] Authentication
LA Ovested Ower  wepkey
Wirsless

O WPA-PSK (@) WPA2-PSK PSK Pass Phrass|ciscohome.

Owea O wea2

ADILS Server Sefings
P Ackiress

hared Secret

Encrypton Type. aEs

O





image48.png
Cable-Madem-PT
Cable Modem

SMARTPHONE-FT
controller

Printer-PT
Printer2

webcam
Security Camera





image49.png
W
\\\%M RTPHONE-PT
\\\\\\ Smartphane0
a

= — :
. ==-Q — Motion Sensor
o 10T4(4)(1)

Alarm MCU-PT

Mation Sensor
10T3E() MeuoE)(1)

10T4(5)( 1)





image50.png
® McUoGEI() - o x

Specifcations  Physical  Confly_Progranming_ Atirbutes

motion detector (JavaSeript) - main js

Open|[New [Delete| |Renarme| [rmport Stop] (Clear Outputs| [Help

o Reload| [Copy| [Paste|[Unda| Reda) Find| Replace| zoom: 4|

1 //set up bontroller pins
2
3+ function setup () (
4 pinliode (0, TNPUT);
5 pinfiode (1, OUTPUT) ;
6 )
7
8 //using loop to read data from pins
s
10+ function leap()(
1L var motion - digitalRead (0);
12 serial.printin (motion);
13
14 //if conditon to output analysis of data
15
16+ if (motion==1023) (
17 aigitalirite (1,HIGH);
18 )
19+ else(
20 aigitalirite (1,100);
21y
22
23
21
25 )
o 5
o
o
o
o

O





image51.png
=h E5
possso 1
P

St Lamp
Gl

| swsmo

Srarphened
TlpoT
Tt P2

apop'fT
Lotepa

Lann prner
{5
Laun prner
L— (54
Lapop T
popz

B Access Pointd(1)

Physical atrbutes
GLoBAL Pori
Seftings ort Stetus
INTERFACE =1 etaut
Parto 4GHz Channel 6
Port 1 average Range (meters) 14000
Authertication
@© Disabled O WEP WEP Key

O wpa-psi O WPA2-PSK PSK Pass Phrase
UserD
Password

Encrypton Type Disabled





