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Password Principles
Sound password principles are important in modern network environments to protect information stored within them. Making sure that a password is unique is possibly the most important principle as they create a safer environment for information on the network and pose a difficult obstacle for cyber-attacks. Unique and strong passwords tend to use a mixture of letters, numbers, capitalisation and special characters to create tougher passwords. These can vary in length, however long passwords are better. Complexity is also important when considering passwords, avoiding the use of common words and phrases makes a password more challenging to guess.

Another sound principle is to use different passwords for different accounts, be they logins for desktops or emails accounts, a password should not be used on more than one account. This includes modifying already used passwords slightly to make them easier to remember, as these changes can be easily guessed by hackers. Although using different passwords is an important practice, so too is changing passwords at regular intervals, particularly if there has been an attack in the past or there is a change to the network and/or who has access to it. Checking regularly to see if passwords have been stolen using apps and dedicated software can help to keep data safe as passwords can be changed as soon as the breach is noticed. 

As an organisation there are some principles that can be put into place to secure organisational and user data. Password encryption is an important additional protection as good encryption can stop attacks before they begin. They work by scrambling the password so that if a hacker were to gain access to where they are stored, all the passwords would be useless to them. 

Another practice could be in implementing two-factor authentication for users of the network, which would provide a second layer of security for data held on the network. Two-factor authentication requires a second form of credential which can vary in its form. Some authentications require a memorable word or phrase, pins, one-time passwords, biometrics, and second-device authentications. However, it is important to note that this may not be a viable protection method for all organisations as it would be expensive to implement, particularly in large scale organisations.

Avoiding storing passwords (particularly online) is an important security step in trying to keep data safe as they can be easily stolen. If users store passwords they have on desktops, or other physically, they can be found and used to gain access to the users other accounts. For instance, if they are stored on a desktop the hacker only needs to crack one password in order to gain access to the rest of their passwords.









Failover Clustering	

A failover cluster is a form of failsafe. It runs as a group of computers that work as one to increase the availability of applications and services on a network. These are usually set up in enterprise network to help assist the uptime of all applications. They are setup in addition to any networking that has already been done.
Before beginning, every system that is to be part of the cluster will have to be running the same version of Windows server. It matters not which version they are all on, just that they are all running the same one. To create a clustered system, the system must have the hardware capable of supporting itself when running. Keeping a system running at all times is part of the point of having a failover cluster. All systems must have access to any storage that will be used. The user who is creating the cluster must be a domain users and they must have the rights of administration for every server that needs cluster nodes.
The main purpose of this server cluster is the constant availability of any applications that are required. These clusters are invaluable within big organisations as keeping productivity at a maximum will be a goal of managers. They also keep access to these applications available throughout a server failure. 
There are different types of failover servers. The is a cold server, which activates once a primary server fails. It remains dormant until required. This will help keep access to applications but may require a setup time before being fully operational. There are warm servers, which receive updates from the primary server periodically. It achieves this through mirroring or data replication. Lastly, there is a hot server, which receive updates more commonly than warm servers and are active at all times. They are the most resource-intensive, but if a large organisation suffers a server failure, this is the clustering they would wish to have as it will nearly eliminate server downtime and keep productivity high.
Depending on the size of the organisation, different types of server will be used. It is cheaper to keep a cold server, due to it sapping minimal power, but as a trade off it has less up to date information. The hot server will be the most expensive due to constant running so there is a sweet spot. The warm server will cost less to run than a hot server while keeping downtime to a minimum in the event of server failure.
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lC: \Users\User>ftp 192.168.11.1
> ftp: connect :ICHP network unreachable
Ftp> DC1-NWT\Ftpuser22
MidInvalid command.
Eftp> o




image1.png
Securty
Object name:  C:\Share_Fies_NOSS

Group or usernames:
& Administrator (WS 1-NWT\Administrator)

Pemissions for Adminitrator
Fullcontrol

Modfy

Read & execute.
Listflder cortents

Read





image2.png
trollers
dityPrin
ice Ad

Jake Wears Properties

Member OF Diskin

Remie coirol _ Remote Desdop Services Profe
Generd  Adduss | Account  Pfie

Envionment foceucra)

com+
Telephones  Organization

Userlogon name:
T — .
User logon name (pre-Windows 2000):
[NOSSTASKY T
B G

0 Unlock account

Account optons:

] User st change password 2t nest logon
(0] User cannot chenge password

1 Paccmard mener exoires.





image3.png
re name

Shrenome:  [Share Files NOSS]

— Share description:

Local path to share:
CAShares\Share_Files NOSSS
© if the folder ‘does[xpt exs, the folder i created.

Remote path to share:
\DC1-NWR\Share Files NOSSS.




image4.png
Nome: CAShares\Share_Files NOSSS

Ovner: Administators (NOSSTAS\ Administators)  Change

Permissions. Share [\peiting | Effective Access

Effective Access allows you to view the effective permissions for a user, group, or device account. fthe account i a member of 2
domain, you can also evaluate the impact of potential additions o the security token for the account. When you evaluate the impact of
adding 2 group, any group that the intended group is a member of must be added separately.

User/ Group:  Administrator (NOSSTASK\Administrator)  Select 2 user

Include group membership Click Add items v [ Additems
Device: Select a device
Include group membership Click Add items Add items

Include a user claim

Include a device claim

View effective access




image5.png
~ Devices and drives (2)

Local Disk (C) CD Drive (D) ESD-1S0
I Obytes free of 3.90 GB
W 7,70 GB free of 24.4 GB UDF

[y Network locations (1)
Share_Files NOSSS (WDCT-NWT)

v
—




image6.png
C:\Users\Administrator>gpupdate /force
Updating policy...

Computer Policy update has completed successfully.
User Policy update has completed successfully.
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