Lab – 4
 part one lets go phishing 
This section contains the main phishing steps which was followed in order to perform the phishing.
1) Selecting the Social engineering Toolkit (SET).
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2) Starting the SET.
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3) Selecting 1 to perform the SE attack 
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4) Select option 2 for the website attack vector 
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5) Entering option 3 in order to harvest the credentials .
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6) Selecting 2 to perform the site clone.
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7) Entering the sudo ipconfig to identify to local IP address of VM.
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8) Following to the entry of the local IP address, the official Facebook website(domain) was entered as it can be seen below.
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9) Next fake link was created by selecting the link button located on the email compose section.
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10) The fake link sent to the targeted user by clicking send option as it can be seen below.
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                                   REFLECTIONS 

1) Reflections or understanding about SE Toolkit
The SET is a python-driven open source tool which focuses on pen testing. It is also designed to perform an advanced attack against human by exploiting their behaviour. 
Social Engineering is an ever-growing threat to many organizations all over the world. it commonly used to compromise companies every day.
An intruder can draft email messages, jpg image files and many attack malware files so the he/she can trick the intended targeted individuals in opening them. user.
The SET is also a very powerful tool which can used to gain the username and passwords using the Credential Harvest method. 
2) What is the security vulnerability when using the link to login the social media pages?
Most of the time this type of malicious files requires the user to insert his/her credentials into insecure URL such as http. Sometimes even you see message that inform that your using insecure URL. Hence, closely paying attention is strongly recommended. 
Nowadays, almost everyone addicted or heavily depends up on social media for the sake of information gathering or relaxation time, however, the exiting weak security in many social media platforms, throw many innocent households or organisations at the hand of many attackers. Most of the time these intruders are seeking to ransom, steal, compromise or destroy the Identity, Credentials and Privacy of the targeted induvial or organisation. 
3) What is your recommendations to mitigate the above identified vulnerability?

The user should always check following things.
· Whether the URL is secure or not most of the time the https URL are more secured.
· Pay attention if the link is asking you to inter your credentials more than once. 
· Check or consult the expert or security personal. 
· Stay alert for any unusual malware files.



Part -2 
Telnet and SSH
Telnet is application protocol which is commonly implemented on the Internet and the local area network to prove backward and forth interactive text based communication using a virtual terminal connection. It also provides command line interface communication with the given remote server or other devices.
It used for initial devices setup such as network hardware, but it also be used for management. 
 Advantage of telnet 
· Telnet user is versatile.
· It can used cross-platform
· It also provides unlimited access to target resources

Disadvantages 
· It is uses unencrypted data transfer.
· Easy for intruders to get full access.  
· Know a days only limited servers can be reached out via this protocol.
SSH  stands for secure shell protocol
SSH is protocol which uses secure methods for remote login and file transfers. It provides a secure encrypted connection between hosts over an insecure network. The established connection can used for terminal access, file transfer and for tunnelling other applications. 
Advantages of SSH
· It is very powerful.
· Efficient backups and relocations.
· Provides direct access to site and command line tools.
· Smaller footprint on WordPress.
Disadvantages 
· Extra upfront work.
· There is no native GUI.
· It is available everywhere.
REFLECTIONS ON SSH AND TELNET
1) The vulnerabilities in using the Telnet
Any remotely established communication can be easily seen and interrupt by hackers as the data transfer is performed is in a plain text without any encryptions.
2) Vulnerabilities on SSH protocol 
The data transferred method is performed under secure encrypted data transfer method. Hence, there is a less chance for hackers to hack or see the data while communicated between the hosts. 
3) Recommendations to mitigate the identified vulnerability. 
The compunction between the remote hosts should be established using SSH protocol in order to enhance the security of the data exchange by encrypting it.








Part -3 
Investigating the FTP using packet simulation software

1)   Switching on the packet sniffing device
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2) Confirming that each device is pinging by looking into the green colour sign. 
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3) Opening and FTP SERVER using its public IP address. 
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4) Entering the username and password as a cisco for the authentication with server.

[image: ]

5) Entering the command dir to view the current stored files 
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6) Entering the command put clientinfo.txt in order to the upload clientinfo.txt file.
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7) Finally closing the program by entering the command quit.
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Investigating FTP traffic

1) FTP packets from the sniffing device
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2) FTP packet analysis 
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RELECTION ON THE FTP 

1) Understanding about the vulnerability of when using the FTP.
 As it can be seen from the above screenshot, up on the careful investing of the FTP packets, the source and destination IP address of the can be viewed clearly (SRC IP: 209.165.200.225 and DST IP: 192.168.30.252).
Moreover, the port number used for the FTP file transfer port (source port number 1025 and the destination port number 21) was also revealed. Knowing that the port number in use is very import finding for potential hackers, as they can scan it using Nmap or other similar tools to check if it is open or not.
Additionally, the use
Thus, it easy to understand that the data send through the FTP are secured as they are usually sent through clear or plain text messages. The user password and authentication can be also be seen FTP command as USER and the FTP argument is displayed as cisco. 
 and this makes this protocol to be vulnerable for sniffing, spooring and brute force attack among the other basic attacks. 
2) What are the recommendations to mitigate above mentioned vulnerability? 
The following practice and methods can done.
· Disabling the Standard FTP.
· Making use of strong Encryption and Hashing methods.
· Implementing IP blacklists to deny many a range of IP addresses from accessing the system and whitelist only the well know IP address to enter the system. im
· Using file and folder security.
· Using strong passwords is also important.
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bash: ifconfig: command not found

kaliakali:~$ ipconfig
bash: ipconfi
kaligkali:~$ sudo ifconfig
[sudo] password for kali:
etho: flag

ether 08:00:27
RX packets 20 bytes

RX errors 0 dropped

TX packets 55 bytes

X errors @ dropped

To: flags=73<UP, LOOPBACK, RUN
inet 127.0.0.1 netm:
inet6 :1 prefixlen
Toop txqueuelen 100
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RX errors 0 dropped
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X errors @ dropped

kalidkali:~$ I
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command not found

mtu 1500

e5c:6526 prefixlen 64 scopeid 0x20<link>
126 txqueuelen 1000 (Ethernet)
7316 (7.1 KiB)
@ overruns 0 frame @
7688 (7.5 KiB)
0 overruns 0 carrier 0 collisions 0
NING> mtu 65536
ask 255.0.0.0
128 scopeid 0x10<host>

(Local Loopback)
1756 (1.7 KiB)
@ overruns 0 frame @
1756 (1.7 KiB)
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0

carrier 0 collisions 0





image8.jpeg
[ ShellNo.1

B omO=

File Actions Edit View Help

[-] Credential harvester will allow you to utilize the clone capabilities w
ithin SET
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* IMPORTANT * READ THIS BEFORE ENTERING IN THE IP ADDRESS * IMPORTANT *

The way that this works is by cloning a site and looking for form fields to
rewrite. If the POST fields are not usual methods for posting forms this
could fail. If it does, you can always save the HTML, rewrite the forms to
be standard forms and use the "IMPORT" feature. Additionally, really
important:

If you are using an EXTERNAL IP ADDRESS, you need to place the EXTERNAL
1P address below, not your NAT address. Additionally, if you don't know
basic networking concepts, and you have a private IP address, you will
need to do port forwarding to your NAT IP address from your external IP
address. A browser doesns't know how to communicate with a private IP
address, so if you don't specify an external IP address if you are using
this from an external perpective, it will not work. This isn't a SET issue
this is how networking works.

set:uebattack> IP address for the POST back in Harvester/Tabnabbing [10.0.2

Example: http://wm.thisisafakesite.com

5
1 SET supports both HTTP and HTTPS

1

t:uebattack> Enter the url to clone:https://wm.facebook.com

[*] Cloning the website: https://login.facebook.com/login.php
[+] This could take a little bit ...

The best way to use this attack is if username and password form fields are available. Regardless, this captures
[*] The Social-Engineer Toolkit Credential Harvester Attack

[*] Credential Harvester is running on port 80

[+] Information will be displayed to you as it arrives below
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>ftp 209.165.200.227

Trying to connect...209.165.200.227
Connected to 209.165.200.227

220- Welcome to BT Ftp server
Username: cisco

331~ Username ok, need password
[——

230- Togged in

(passive mode on)

£p3)
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rename
ftp>dir

Listing /ftp directory from 209.165.200.227:

0 : asaB42-k8.bin

1 : asa923-k8.bin

2 : clB4l-advipservicesk9-mz.124-15.T1.bin
3 : cl84l-ipbase-mz.123-14.T7.bin

4 : cl84l-ipbasek9-mz.124-12.bin

5  : c1900-universalk9-mz.SPA.155-3.Mda.bin
6 : c2600-advipservicesk9-mz.124-15.T1.bin
7 : c2600-i-mz.122-28.bin

8  : c2600-ipbasek9-mz.124-8.bin

9  : c2800nm-advipservicesk9-mz.124-15.T1.bin
10 : c2800nm-advipservicesk9-mz.151-4.M4.bin
11 : c2800nm-ipbase-mz.123-14.T7.bin

12 : c2800nm-ipbasek9-mz.124-8.bin

13 : c2900-universalk9-mz.SPA.155-3.Mda.bin
14 : c2950-i6g412-mz.121-22.EA4.bin

15 : c2950-i6q412-mz.121-22.EA8.bin

16 : c2960-lanbase-mz.122-25.FX.bin

17 : c2960-lanbase-mz.122-25.SEEl.bin

18 : c2960-lanbasek9-mz.150-2.SE4.bin

19 : c3560-advipservicesk9-mz.122-37.SE1l.bin
20 : c3560-advipservicesk9-mz.122-46.SE.bin
21 : c800-universalk9-mz.SPA.152-4.M4.bin
22 : c800-universalk9-mz.SPA.154-3.M6a.bin
23 : cat3k caa-universalk9.16.03.02.SPA.bin
24 : cgrl000-universalk9-mz.SPA.154-2.CG

25 : cgrl000-universalk9-mz.SPA.156-3.CG

26 : irB00-universalk9-bundle.SPA.156-3.M.bin
27 : ir800-universalk9-mz.SPA.155-3.M
28 irB00-universalk9-mz.SPA.156-3.M

29 : ir800_yocto-1.7.2.tar

30 : ir800_yocto-1.7.2_python-2.7.3.tar
31 : pt1000-i-mz.122-28.bin

32 6q412-mz.121-22.EA4.bin

frpd

5571584
30468096
33591768
13832032
16599160
33591768
33591768
5571584
13169700
50938004
33591768
5571584
15522644
33591768
3058048
3117390
4414921
4670455
4670455
8662192
10713279
33591768
83029236
505532849
159487552
184530138
160968869
61750062
63753767
2877440
6912000
5571584
3117390
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ftp>put clientinfo.txt

Writing file clientinfo.txt to 209.165.200.227:
File transfer in progress...

[Transfer complete - 662 bytes]

662 bytes copied in 0.102 secs (6490 bytes/sec)
ftp3
p3f
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ftp>quit

221- Service closing control connection.
c:\}
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al-Engineer Toolkit as well.

Note that the Social-Engineer Toolkit is provided as is, and is a royalty f
ree open-source application.

Feel free to modify, use, change, market, do whatever you want with it as 1
ong as you give the appropriate credit where credit is due (which means giv
ing the authors the credit they deserve for writing it)

Also note that by using this software, if you ever see the creator of SET i
n a bar, you should (optional) give him a hug and should (optional) buy him
a beer (or bourbon - hopefully bourbon). Author has the option to refuse t
he hug (most likely will never happen) or the beer or bourbon (also most 1i
kely will never happen). Also by using this tool (these are all optional of
course!), you should try to make this industry better, try to stay positiv
e, try to help others, try to learn from one another, try stay out of drama
, try offer free hugs when possible (and make sure recipient agrees to mutu
al hug), and try to do everything you can to be awesome
The Sacial-gn

neer Toolkit is designed purely for good and ot
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Codenane: "Maverick
1 Follow us on Twitter: T Se
=] Follow me on Twitter: @HackingDave
] Homepage: https://wmi.trustedsec.com
Welcome to the Social-Engineer Toolkit (SET).
The one stop shop for all of your SE needs.

The Social-Engineer Toolkit is a product of Trustedsec.
Visit: https://wm.trustedsec.com

It's easy to update using the PenTesters Framework! (PTF)
Visit https://github.con/trustedsec/ptf to update all your tools!

Select from the menu:

1) Social-Engineering Attacks

2) Penetration Testing (Fast-Track)
3) Third Party Modules

4) Update the Social-Engineer Toolkit
5) Update SET configuration

6) Help, Credits, and About

99) Exit the Social-Engineer Toolkit
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Welcome to the Social-Engineer Toolkit (SET).
The one stop shop for all of your SE needs.

The Social-Engineer Toolkit is a product of Trustedsec.
Visit: https://wm.trustedsec.con

It's easy to update using the PenTesters Framework! (PTF)
Visit https://github.com/trustedsec/ptf to update all your tools

Select from the menu:

1) Spear-phishing Attack Vectors
2) Website Attack Vectors

3) Infectious Media Generator

4) Create a Payload and Listener

5) Mass Mailer Attack

6) Arduino-Based Attack Vector

7) Wireless Access Point Attack Vector
8) QRCode Generator Attack Vector

9) Powershell Attack Vectors

10) Third Party Modules

99) Return back to the main menu.
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The Web-Jacking Attack method was introduced by white sheep, emgent. This m
ethod utilizes iframe replacements to make the highlighted URL link to appe
ar legitimate however when clicked a window pops up then is replaced with t
he malicious link. You can edit the link replacement settings in the set_co
nfig if its too slow/fast.

The Multi-Attack method will add a combination of attacks through the web a
ttack menu. For example you can utilize the Java Applet, Metasploit Browser
, Credential Harvester/Tabnabbing all at once to see which is successful

The HTA Attack method will allow you to clone a site and perform powershell
injection through HTA files which can be used for Windows-based powershell
exploitation through the browser.

) Java Applet Attack Method

) Metasploit Browser Exploit Method
) Credential Harvester Attack Method
) Tabnabbing Attack Method

) Web Jacking Attack Method

) Multi-Attack Web Method

) HTA Attack Method

99) Return to Main Menu
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