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[bookmark: _Toc228132384]Introduction
The increasing complexity of modern organisations has made virtualisation a foundational component of secure, scalable, and cost‑efficient enterprise networks. As businesses continue to adopt cloud‑driven infrastructures and distributed work environments, cybersecurity professionals must be able to design, configure, and manage virtualised network ecosystems that maintain confidentiality, integrity, and availability of services. This coursework explores the practical and theoretical principles involved in building a virtualised enterprise network, focusing on the deployment of virtual machines, network segmentation, routing, and essential network services within a controlled lab environment.
Through the use of virtualisation platforms such as Oracle VirtualBox, the project simulates a realistic enterprise infrastructure, enabling hands‑on configuration of servers, clients, and security mechanisms. Key tasks include implementing IP addressing schemes, configuring routing protocols, managing directory and authentication services, and applying security controls that reflect industry best practices. By completing these activities, the report demonstrates not only technical proficiency but also an understanding of how virtualised networks support organisational resilience, operational efficiency, and secure digital transformation. [1]
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Figure 1 Installation Oracle Virtual Machine
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Figure 2 Creation of Virtual Machine windows server
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Figure 3 Creation of Virtual Machine Linux Devian client
[image: ]
Figure 4 Creation of Virtual Machine Linux Devian Client
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Figure 5 Creation of Virtual Machine windows client
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Figure 6 Nat network 1 Windows 192.168.1.0/24
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Figure 7 Creation network with Nat for Linux 192.168.200.0/24
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Figure 8 Windows Pc connected with NAT Network
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Figure 9 Linux PC connected with NAT Network
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Figure 10 Ip addressing client Windows
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Figure 11 IP addressing Server Windows
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Figure 12 IP addressing Linux Server
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Figure 13 IP addressing Linux Client
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[bookmark: _Toc228132386]Conclusion
The successful configuration and management of a virtualised enterprise network demonstrates the essential competencies required of cybersecurity practitioners operating in modern digital environments. Through the deployment of virtual machines, implementation of structured IP addressing, configuration of routing and core network services, and application of security controls, this coursework has shown how virtualisation provides a flexible, scalable, and secure foundation for enterprise operations. The hands‑on tasks reinforced theoretical knowledge by translating it into practical skills, highlighting the importance of network segmentation, service hardening, and secure administration within a controlled virtual lab. [1]
Beyond the technical outcomes, the project emphasised the broader cybersecurity principles that underpin resilient network design—confidentiality, integrity, availability, and least privilege. By simulating a realistic enterprise infrastructure, the work demonstrated how virtualisation supports secure experimentation, rapid deployment, and effective incident response without risking production systems. Overall, the experience strengthens readiness for real‑world cybersecurity roles, where the ability to design, secure, and maintain virtualised networks is increasingly critical to organisational defence and digital transformation. [1]
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