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[bookmark: _Toc203714880]Part 1: Risk assessment (Seawolf in-service usage – 6 Pages)
1. [bookmark: _Toc203714881]Introduction
This report presents a detailed risk assessment of the Seawolf missile system during its in-service phase. The assessment builds upon the outcomes of a previous group Hazard Identification (HazID) exercise, where initial hazards were identified and assigned pre-control risk ratings. The current assessment aims to expand on that work by introducing detailed mitigations and estimating residual risk in line with the principles of Safety-Led Design and ALARP (As Low As Reasonably Practicable). The focus lies on the operational use of the Seawolf system covering aspects such as handling, launch readiness, and in-service maintenance.
The analysis aligns with the Manufacture to Target Disposal Sequence (MTDS) specifically addressing the phases of transport, onboard storage, readiness, and active operational deployment. The ultimate objective is to reduce all identified risks to an ALARP status and communicate them effectively to both technical and non-technical stakeholders.

2. [bookmark: _Toc203714882]System Description
The Seawolf missile system is a short-range surface-to-air guided weapon used by naval forces to provide point defence against incoming aircraft and missiles. The system includes a vertical launch mechanism, fire control sensors, and a command system integrated with shipboard radar. During the Falklands “sea Wolf was the Royal Navy's only modern point-defence weapon. It equipped the Type 22 frigates.”[1] During its in-service usage the Seawolf system is exposed to a range of hazards, including mechanical failure, human error, environmental stress, and electrostatic discharge.
The system's complex nature and explosive components make it critical to assess all potential hazards thoroughly and ensure robust mitigations are in place. The in-service phase being high-risk due to proximity to personnel and potential combat stressors, is the primary focus of this risk assessment.

3. [bookmark: _Toc203714883]Risk Classification Matrix 
The matrix below is based on the format in DSA 02.OME DCOP 105[2], illustrates the intersection of hazard severity and likelihood to determine the risk class (A to D). This framework supports standardised decision-making around hazard tolerance.


[bookmark: _Toc203714900]Table 1 - Risk Classification Matrix
	
	Catastrophic
	Critical
	Marginal
	Negligible

	Frequent
	A
	A
	A
	B

	Probable
	A
	A
	B
	C

	Occasional
	A
	B
	C
	C

	Remote
	B
	C
	C
	D

	Improbable
	C
	C
	D
	D

	Incredible
	C
	D
	D
	D



A (Intolerable) – Unacceptable unless there are exceptional reasons.
B (Undesirable) – Should only be accepted when risk reduction is impracticable.
C (Tolerable) – Requires endorsement by safety oversight authority.
D (Broadly Acceptable) – With standard review.
3.1 [bookmark: _Toc203714884]Severity category definitions 
[bookmark: _Toc203714901]Table 2 - Severity category definitions
	Category 
	Associated Personnel (Persons directly involved) 
	Non-Associated Personnel (Persons indirectly involved) 

	Catastrophic 
	Multiple Deaths. 
	A single death and / or multiple severe injuries or equivalent occupational illness. 

	Critical  
	A single death and / or multiple severe injuries or equivalent occupational illness. 
	A single severe injury or occupational illness and / or multiple minor injuries or minor occupational illness. A Work-Related Over-7-day Incapacitation Injury. 

	Marginal 
	A single severe injury or occupational illness and / or multiple minor injuries or minor occupational illness. 
 
A Work-Related Over-7-day Incapacitation Injury. 
	At most a single minor injury or minor occupational illness. 
 
A Work Related 3-day Work Incapacitation Injury. 

	Negligible 
	At most a single minor injury or minor occupational illness. A non-sporting injury requiring professional medical attention (may include a Medical Orderly or Military Medical Personnel). 
 
A Work Related 3-day Work Incapacitation Injury. 
	Any injury or occupational illness, however minor. 
 



4. [bookmark: _Toc203714885]Risk Assessment Table
[bookmark: _Toc203714902]Table 3 - Risk Assessment table

	Hazard ref
	Hazard Description 
	Potential Cause
	Potential Consequence 
	Pre-Control Risk 
	Controls & mitigations
	Post Control risk
	Notes

	OP-001
	Missile Launch Failure
	Software glitch, sensor malfunction, propulsion fail
	Collateral damage, onboard injury
	Remote/Catastrophic/B
	Built-In Test (BIT), launch interlocks, SOPs, pre-launch diagnostic routines
	Remote/Critical C
	Consider enhancing diagnostic software to predict failure before readiness declaration

	OP-002
	Unintended launch
	System malfunction, human error
	Injury, friendly fire, civilian damage
	Remote/Catastrophic/B
	Two-person rule, arming key protocols, checklist verification, physical arming guards
	Remote / Critical / C
	Consider remote weapon safing systems and additional interlocks as tech improves

	OP-003
	Inaccurate target engagement
	Sensor misalignment, data fusion error
	Missed threat, friendly fire
	Occasional / Catastrophic / A
	Sensor calibration SOPs, IFF systems, crew training
	Occasional / Critical / B
	Review training refresh cycle and consider integrating adaptive targeting algorithms

	OP-004
	Deck crew injury during missile prep
	Slip, trip, moving equipment, launcher exhaust
	Physical injury
	Occasional / Critical / B
	Crew PPE, safety briefings, hazard markings, exclusion zones
	Remote / Marginal / C
	Consider portable barriers or light-based danger zone indicators

	OP-005
	Fire/explosion during combat operations
	Missile leak, direct enemy strike on launcher
	Catastrophic loss, crew fatalities
	Occasional / Catastrophic / A
	Sealed magazine, fire suppression, reinforced launcher housing, damage control drills
	Remote / Critical / C
	Fire test scenarios should be reviewed against real incident data for further mitigation validation

	OP-006
	Electrostatic discharge (ESD) during maintenance
	Static buildup on tools or personnel
	Ignition of warhead or electronics failure
	Occasional / Catastrophic / A
	Anti-static PPE, grounding tools, humidity controls, training
	Remote / Critical / C
	Consider integrating ESD monitoring tags and static-sensitive work zones

	OP-007
	Loss of power to launcher system
	Generator overload, cable damage, mechanical fault
	Launch failure, tracking failure
	Remote / Critical / C
	Redundant power systems, automated transfer, generator diagnostics
	Improbable / Marginal / D
	Routine integrity checks of power routing and launch system interfaces





5. 
6. [bookmark: _Toc203714886]Applicable legislation and guidance
The following legislation and standards are used to ensure the risk assessment process is completed accurately and to the relevant level and to help shape the mitigation strategies adopted. 
· Health and Safety at Work Act 1974 [3]: Requires an employer to ensure the health and safety of an employee to so far is as reasonably practicable (SFAIRP), essentially underpinning the As Low As Is Reasonably Practicable (ALARP). 
· DSA.02.DSLR [4] and DSA.02.OME [2]:  Provide detailed defence safety regulations and hazard classification guidance. These support risk estimation, classification, and mitigation tracking.
· JSP 482 [5]: Covers the safety, storage, and transportation of explosives. Relevant especially for hazards involving in-service storage and handling of munitions
· STANAG 4297 [8] and NATO AASTP-1 [9]: Offer international standards for explosive safety in munitions and operations, promoting interoperability and best practices.
· HSE ALARP Guidance [6]: Provides criteria for evaluating reasonable practicability when applying mitigations, including when and how cost-benefit analysis may apply.

7. [bookmark: _Toc203714887]Summary and observations
The risk assessment identifies seven primary hazards during the in-service usage of the Seawolf missile system. In each case, appropriate controls have been applied to reduce the risk to a level that could be considered ALARP. The most critical risks relate to unintentional launch (OP-002), fire/explosion during combat (OP-005), and ESD during maintenance (OP-006), all of which carry catastrophic potential consequences.
Where feasible recommendations for future controls have been noted especially for hazards where technology is improving (e.g., predictive diagnostics, remote safing mechanisms). All mitigations described comply with Defence Safety Authority (DSA) guidance, HSE expectations, and established industry relevant good practice (RGP).


[bookmark: _Toc203714888]Part 2: ALARP Justification Report 
[bookmark: _Toc203714889]Hazard OP-006: Electrostatic Discharge (ESD) During Maintanence
1. [bookmark: _Toc203714890]Introduction
This report provides an ALARP justification for hazard OP-006 concerning the risk of Electrostatic Discharge (ESD) during the maintenance of the Seawolf missile system. This hazard was selected due to its potential to result in catastrophic consequences, including inadvertent initiation of warheads or critical system failure. In the initial group hazard assessment, this risk was classified as Occasional/Catastrophic, placing it in Risk Class A (Intolerable).
This analysis outlines the controls that have been implemented, evaluates their effectiveness and practicality and justifies the ALARP position. In doing so, it references relevant legislation, MOD guidance, and the principles of reasonable practicability and cost-benefit analysis.
2. [bookmark: _Toc203714891]Hazard Content 
Electrostatic Discharge is a well known ignition source especially relevant in the context of explosive ordnance. ESD can occur when personnel or equipment accumulate static electricity and subsequently discharge it through contact with conductive surfaces or sensitive components. In the case of the Seawolf system such discharges during warhead maintenance could result in premature initiation, component degradation, or total system failure. This risk is magnified when procedures take place in confined or sensitive operational environments
Factors increasing ESD risk include:
· Dry operational environments, such as in winter or air-conditioned compartments
· Movement and friction involving synthetic materials
· Poor maintenance of grounding systems
Historically, ESD incidents have been responsible for numerous near-miss and actual explosive events in munitions depots and assembly lines. The root cause of incidents often a combination of synthetic clothing, poor humidity control, and lack of operator awareness issues that continue to be monitored closely across defence platforms. 
With respect to an incident triggered by ESD the impacts go beyond the physical destruction or explosion. There could also be a loss of operational capability, damage to equipment on the ship, or even danger to other ships and people in the vicinity. Furthermore, we cannot overlook the fact that there would be a comprehensive full safety investigation, impose operational downtime, and potentially harm the reputation of the operating unit. Everything described here is additional motivation to have stringent mitigation safeguards in place.
3. [bookmark: _Toc203714892]Controls implemented and justification 
The following controls have been adopted to reduce this hazard to a tolerable risk level:
Firstly, the use of anti-static Personal Protective Equipment (PPE) is considered a cornerstone of ESD risk management. Technicians wear conductive footwear, anti-static overalls, and wrist straps which help discharge accumulated static charge safely to ground. These materials have been chosen based on their compliance with MOD PPE regulations and tested for effectiveness under normal maintenance conditions. According to JSP 482 [5], such protective measures are mandatory in areas involving the handling of energetic materials. This approach is not only cost-effective but has a proven record of risk reduction in operational environments.
In addition to personnel protection tools and workstations used in the maintenance of the Seawolf system are grounded. This means that maintenance benches, test devices, and all metallic surfaces in contact with missile components are bonded and linked to the ship’s grounding system. These connections are periodically tested to ensure they are continuily working as intended. Without this safeguard static charges could migrate to sensitive components creating potential ignition points.
Humidity regulation is another key strategy. Maintenance compartments are equipped with systems to maintain ambient humidity above 50%, as recommended in HSE guidelines. Dry environments are conducive to the generation of static electricity, and maintaining adequate moisture in the air reduces this likelihood significantly. This control is effective but limited in scope; while it works well indoors or in below-deck compartments, it is not feasible on exposed launch decks.
Comprehensive training and adherence to Standard Operating Procedures (SOPs) round out the implemented controls. All personnel assigned to missile maintenance receive periodic ESD training, which covers hazard awareness, proper handling procedures, inspection of PPE, and the importance of grounding. SOPs are designed to be concise, unambiguous, and aligned with MOD safety requirements.
It is important to note that ESD events are often silent and invisible with no immediate sign of a discharge occurring. This makes detection and confirmation of effectiveness difficult without the use of advanced monitoring tools. Therefore, the reliance on preventive controls like PPE, training, and grounding becomes even more critical as there is rarely real-time feedback unless equipment is damaged or personnel are injured.
These controls collectively reduce the likelihood from "Occasional" to "Remote" and the risk class from A to C.
4. [bookmark: _Toc203714893]Controls Considered but Not Implemented 
To validate the ALARP position, several additional controls were considered and ultimately rejected due to gross disproportion. The most notable examples include:
4.1 [bookmark: _Toc203714894]ESD Monitoring Network
A fixed ESD monitoring system across the missile maintenance bay would provide real time alerts if static levels exceeded safe thresholds. While effective in high-end electronics manufacturing it is complex and expensive in mobile naval environments.
Cost Benefit Analysis (CBA):
[bookmark: _Toc203714903]Table 4 - Cost benefit Analysis
	Factor
	Estimate

	Installation & 10-year maintanence 
	£250,000

	Risk Reduction (probability)
	From 1 in 10,000 to 1 in 100,000

	Estimated Benefit (Lives Saved)
	0.009 over 10 years 

	Value per life saved (HSE estimate)
	£1.8M

	Implied cost per saved life 
	>£2.7M



“Where the risks have been assessed as high, the use of formal cost benefit analysis may be required to test the cost-benefit balance for the prospective remedial measures.” [7] According to the HSE when the cost of a mitigation exceeds the proportional benefit in terms of risk reduction it may be considered grossly disproportionate. The CBA concluded this measure was excessive relative to its marginal benefit. Existing controls already achieve similar outcomes at a fraction of the cost. This view is supported by HSE’s guidance in “Reducing risks as low as reasonably practicable (ALARP)” which allows for economic and operational feasibility to be part of the decision-making process.
4.2 [bookmark: _Toc203714895]Faraday Cage 
Enclosing the maintenance area within a full Faraday cage would virtually eliminate ESD but would severely restrict access, visibility, and airflow. Cost and disruption to workflow are excessive given current risk levels.
4.3 [bookmark: _Toc203714896]Fully Automated Maintanence System 
Eliminating human contact through automation would remove ESD risks entirely. However, current technology does not support full automation of missile diagnostics and handling due to variability and complexity. Development cost would be in the millions and introduce new failure modes which ultimately would need further Lines of Defence (LOD’s) to mitigate. 
5. [bookmark: _Toc203714897]Maintaining ALARP Status
ALARP still requires consideration even after a hazard has been reduced to Class C. At this level, safety is considered tolerable but not insignificant. Risk owners and safety managers must ensure that current mitigations remain effective and are continuously reviewed.
Future steps to maintain or enhance the ALARP position include conducting annual refresher training on ESD hazards, incorporating recent incident data and updated safety procedures. Routine inspections of PPE and checks of grounding systems are also essential to detect wear or failure that could undermine safety. The integration of passive ESD indicators in maintenance zones could provide a non-intrusive way to monitor static buildup, offering additional assurance.
The adoption of new ESD mitigation technology, such as self-grounding tools or conductive flooring materials, should be periodically assessed for cost and practicality. If such solutions become economically feasible, they should be considered. Near-miss reports related to ESD should be formally recorded and reviewed quarterly to identify trends. If incident frequency increases, controls that were previously rejected may need to be reconsidered. This lines up with the Ministry of Defences Safety and environmental management system “achieved through application of the Acquisition Safety and Environmental Management System (ASEMS), which is mandated in DE&S. The outputs are used to achieve assurance by demonstrating that safety risks have been reduced to As Low As Reasonably Practicable (ALARP) and Tolerable or Broadly Acceptable, and Best Practical Environmental Options are taken.” [10]

6. [bookmark: _Toc203714898]Conclusion
Hazard OP-006 is a real risk that could have disastrous consequences. The risk has been lowered from an unacceptable Class A to a manageable Class C by implementing layered economical mitigations such as PPE, grounding, SOPs, and environmental controls. Although more stringent controls were contemplated, cost-benefit analysis and operational evaluation demonstrated that they were wildly out of proportion. According to this report, the current risk posture is ALARP and satisfies the requirements outlined in the MOD Safety Policy, the Health and Safety at Work Act, and the HSE ALARP guidance.
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