Module Title: Networks and Cyber Security Essentials
Assignment Title: Synthesize a solution to a potential real-life scenario
Name: Edoard Buzga
ID: 2439674

Introduction

Cybersecurity is a concern for organizations that handle sensitive data especially in healthcare. HealthPlus Analytics (HPA) deals with a lot of patient information, which makes it a prime target for hackers. Recently there have been some security incidents like someone accessing data stored in the cloud without permission and a ransomware attack that show HPAs current security is not strong enough.

With more people working from home and using their devices the risks have increased. This is made worse by rules like the UK GDPR and NHS Digital Security Standards, which require strong data protection.

This report provides a framework for data security and governance. It aims to:

* Identify threats from inside and outside the organization

* Create security policies

* Suggest ways to mitigate risks

* Define how to monitor and respond to incidents

* Promote a culture of security awareness through training, at HealthPlus Analytics.

HealthPlus Analytics needs to focus on Cybersecurity to protect data.

The Cybersecurity framework will help HealthPlus Analytics to improve its security posture. 
The framework is aligned with internationally recognized standards such as International Organization for Standardization ISO 27001 and National Institute of Standards and Technology NIST.

2. Identification of Threats

a. Insider Threats

People who work for a company like employees or contractors can hurt the company’s data on purpose or by accident. This can happen in many ways like:

· They might look at data they are not supposed to see

· They might take data out of the company on their devices

· They might not handle information very carefully

b. Weak Access Controls

When people do not use good passwords or do not have to use a second way to prove who they are like a special code sent to their phone it is easier for someone else to get into the company’s system.

c. Shadow IT

Sometimes people who work for a company use apps or cloud services that they are not supposed to use, and this can get around the security rules that're in place.

d. Lack of Security Awareness

People can make mistakes that let bad things happen to the company’s data. This often happens when they fall for tricks like phishing, which is when someone tries to fool them into giving away important information like Insider Threats and Lack of Security Awareness can both lead to big problems, for a company and both are related to how people behave, like Insider Threats.

2.2 External Threats

a. Ransomware Attacks

Hackers lock up systems and ask for money like what happened to HPA.

b. Phishing and Social Engineering

Scammers trick workers into giving out passwords or installing software.

c. Cloud Security Vulnerabilities

When cloud storage is set up wrong it can leave patient information open.

d. Advanced Persistent Threats

Some smart hackers try to get into healthcare groups to steal data over a long time.

e. Distributed Denial of Service

Hackers can shut down services making it hard to use systems.

2.3 Threat Impacts

The threats above directly affect the patient records and the system in a way.

The patient records are affected in terms of Confidentiality. This means that patient records can be exposed.

The data is also affected in terms of Integrity. This means that people can tamper with the data or corrupt it.

The system is affected in terms of Availability. This means that the system can go down because of ransomware or DDoS.

So, the main things that are affected are Confidentiality of records Integrity of the data and Availability of the system.

3. Security Policies

To reduce risks HPA needs to put in place security rules that follow best practices.

 3.1 Access Control Policy

· Make sure people only access what they need for their job.

· Use role-based access control (RBAC) to limit access.

· Implement -factor authentication (MFA) for extra security.

· Give people the privilege possible to do their job.

 3.2 Data Protection Policy

· Protect data by encrypting it when its stored and when its sent.

· Classify data based on how sensitive it's

· Follow GDPR rules to keep data safe.

 3.3 Acceptable Use Policy

· Tell people how to use company computers and systems.

· Don't let people install software that isn't approved.

· Have rules for using devices for work (BYOD).

3.4 Incident Response Policy

· Have a plan to find and deal with security incidents.

· Know who is responsible for what, during an incident.

· Escalate incidents quickly.

 3.5 Network Security Policy

· Use. Systems that detect intrusions.

· Divide the network to prevent hackers from moving easily.

· VPNs to secure access.

 3.6. Recovery Policy

· Back up data regularly.

· Keep backups safe and offline.

· Test recovery procedures often.


4.Mitigation Measures

We need to deal with each problem we that’s found. We must come up with solutions that work.

4.1 Making Access Control Better

· We have to use something called Multi Factor Authentication on all our systems.

· We need to use tools that help us manage who can access what.

· We should check who has access to things on a basis.

We will make sure Multi Factor Authentication works with our cloud platforms. We will make sure passwords are hard to guess.

4.2 Making Our Cloud Infrastructure Safe

· We have to set up our cloud storage, so it is secure.

· We need to use encryption and systems that help us manage our keys.

· We should use something called Cloud Security Posture Management.

We will check our cloud settings all the time. Make sure people outside the company can’t get to important data.

4.3 Protection Against Ransomware

· We need to use tools that can find and stop problems on our computers.

· We should update our software all the time to fix any weaknesses.

· We have to keep offline backups of our data.
We will use software to stop bad programs, and we will make sure our systems are updated automatically.

4.4 Making Our Network More Secure

· We have to use firewalls and systems that can find and stop intruders.

· We should separate systems from the rest of the network.

We will keep data separate, from the rest of our company network.

4.5 Protecting Email and Stopping Phishing

· We need to use email filters.

· We should test our employees to see if they can spot emails.

· We must block attachments and links that look suspicious.

We will use email gateways and teach our employees how to spot fake emails.

4.6 Securing Devices That Employees Own

· We have to make sure employees devices are secure.

· We need to be able to erase data remotely.

We will install software to control and monitor devices that access our company data.

5. Monitoring and Incident Response

To stay safe, we need to watch out for problems and fix them away.

A good plan to monitor and respond to security issues is important to detect and stop threats as they happen.

5.1 Security Monitoring Framework

HPA should do these things:

· Security Information and Event Management systems, which are also called SIEM systems

· Keep watching the network all the time

· Look at logs. Find things that are not normal

5.2 Incident Response Plan

Step 1: Detection

We need to find activity using the tools we must monitor the network.

Step 2: Analysis

Find out how bad the problem is and what is happening.

Step 3: Containment

Separate the systems that are affected so the problem does not spread.

Step 4: Eliminate

Get rid of the things and the weaknesses in the system.

Step 5: Recovery

Get the systems back, to normal using the backups. Start working again.

Step 6: Review

Look at what happened and try to improve the security, so it does not happen again.

5.3 Incident Response Flow

When we find a threat, we generate an alert then we analyse the incident then we contain it then we get rid of it then we. Finally, we learn from it.

5.4 Compliance and Reporting

We must tell people about security breaches on time according to the rules of GDPR.

We need to keep records of what we do so we can be accountable.

We should check our security often to make sure it is good.

6. Training and Awareness Program

Human factors are a weakness, so staff training is really important.

6.1 Goals

· Increase awareness of cyber risks

· Promote actions

· Ensure compliance to policies

6.2 Training Parts

a. New Employee Training

· Overview of security policies

· Data protection duties

b. Regular Awareness Sessions

· Being aware of phishing

· Password safety

· Safe remote work practices

c. Simulated Cyber Attacks

· Phishing tests to see how employees react

d. Role-Based Training

· Specialized training, for IT staff and managers

6.3 Ways to Deliver Training

· Online training modules

· Workshops and seminars

· Email campaigns and reminders

6.4 Checking Progress and Improving

· Conduct checks

· Track how employees do in simulations

· Update training content based on threats


7. Alignment with Industry Standards

The plan that is being suggested works with some rules.

These rules are:

· ISO 27001 which's about keeping information safe

· NIST Cybersecurity Framework which is about dealing with security risks

· UK GDPR which is about protecting people’s private information

· NHS Digital Security Standards which are special rules for healthcare

These rules help HPA make sure it is doing everything it can to keep its information safe and follow all the rules about cybersecurity. HPA follows these rules so it can have a plan, for dealing with cybersecurity and make sure it is doing everything correctly.

Conclusion

HealthPlus Analytics works in a field where security is crucial. Recent problems show that a strong security plan is needed.

This report looks at threats suggests security steps and gives ideas to fix problems and protect information and systems. If HPA uses monitoring and response plans, they can find and deal with threats fast and limit harm.

It's also key to make sure employees understand security. Human mistakes can still cause problems. If HPA trains staff and follows industry rules, they can get much better at security.

In the end using this plan will help HPA follow rules protect information keep trust and look good.

