


Table of Contents
Task 1	2
Research on Hypervisor	2
Research on IP Addressing	3
Research on Routing:	4
Research on Network Services:	5
Task 2	6
Screeenshot	7
Task 3	14
Reflect	14
References	15




[bookmark: _Toc225465677]Task 1
[bookmark: _Toc225465678]Research on Hypervisor 
A hypervisor is the software layer that allows multiple virtual machines to run on the same physical hardware. Academic literature generally distinguishes between two main types. Type 1 hypervisors—such as VMware ESXi, Microsoft Hyper‑V, and KVM—run directly on the hardware. Because they remove the need for a host operating system, they offer stronger isolation, lower latency, and better performance under server‑class workloads. Type 2 hypervisors—like VirtualBox or VMware Workstation—run on top of a conventional OS. They are easier to install and ideal for testing or learning environments, but they introduce extra overhead and weaker security boundaries due to the additional software layer. [1] [2]
For a topology that needs to host both Windows Server 2022 and a Debian server—and potentially expand into an enhanced topology with more services—a Type 1 hypervisor is the more practical choice. Research consistently highlights its advantages in scalability, resource scheduling, and security hardening, all of which matter when running domain controllers, Linux‑based services, and multiple client workloads on shared hardware. [3]
In the context of the BIRMINGHAM.ACCA domain, the environment must reliably support Windows authentication, Debian‑based services, and mixed clients without performance drops or security gaps. If hardware resources are limited, a Type 1 hypervisor maximizes efficiency by giving each VM more direct access to CPU and memory. Its stronger isolation also reduces the attack surface—important for safeguarding domain services. For these reasons, a Type 1 platform such as Hyper‑V or KVM is the most suitable and defensible choice for this mixed‑OS deployment.
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Figure 1. Hypervisor type 1 and type 2.
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IP addressing is the fundamental mechanism that allows data to move between computers across the Internet. When a device sends information, each packet is labelled with a source and destination IP address, enabling routers to forward it across multiple networks until it reaches the correct host (Tanenbaum & Wetherall, 2011). Switches operate at Layer 2, using MAC addresses to move frames within a local network, while routers work at Layer 3, examining IP headers and routing tables to determine the best path for each packet (Kurose & Ross, 2021). This layered forwarding process was first formalised in early internetworking research by Cerf and Kahn (1974), which established the idea of globally unique addressing. [4]
IPv4 uses a 32‑bit structure written in dotted‑decimal notation (e.g., 192.168.1.10). Subnetting divides this space into smaller, more manageable networks—such as splitting 192.168.1.0/24 into /26 subnets—to improve address efficiency and support security segmentation (Forouzan, 2017). IPv6 expands the address space to 128 bits, written in hexadecimal (e.g., 2001:db8::1), providing hierarchical allocation and long‑term scalability (Deering & Hinden, 1998; Hagen, 2014).
In our Oracle VirtualBox lab, assigning different IPv4 subnets to the Windows Server and client machines demonstrated how addressing directly affects reachability, DNS resolution, and domain authentication. A simple diagram would show two subnets—192.168.10.0/24 for clients and 192.168.20.0/24 for servers—connected through a router, illustrating how structured addressing ensures predictable routing and efficient network operation. [5]
Network: 192.168.10.0/24
Subnetting into 4 subnets (/26)

IPv4 Subnetting Example (/24 → /26)
	192.168.10.0/26      
	| 192.168.10.64/26
	192.168.10.128/26    
	192.168.10.192/26    

	| Hosts: .1 - .62      
	Hosts: .65 - .126    
	Hosts: .129 - .190   
	Hosts: .193 - .254   

	Broadcast: .63       
	Broadcast: .63       
	Broadcast: .191      
	Broadcast: .255      



IPv6 Address Structure Diagram
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Modern networks rely on several foundational services to ensure secure, efficient, and manageable communication. Virtual Private Networks (VPNs) create encrypted tunnels that allow remote users to access internal resources securely. They protect data confidentiality and integrity, especially when users connect over untrusted networks. Best practices include strong authentication, certificate‑based access, and enforcing modern encryption standards.
DHCP (Dynamic Host Configuration Protocol) automates the assignment of IP addresses, subnet masks, gateways, and DNS settings. This reduces manual configuration errors and ensures consistent network behaviour. In multi‑subnet environments, DHCP Relay agents—such as the Debian Server in this topology—forward broadcast DHCP requests to a central DHCP server, improving manageability.
Active Directory Domain Services (AD DS) provide centralised authentication, authorisation, and policy enforcement for Windows‑based networks. AD DS stores user accounts, groups, and security policies, enabling administrators to manage access across the domain efficiently. Best practices include secure password policies, organisational unit (OU) structuring, and regular auditing. [6]
Certificate Authorities (CAs) issue and manage digital certificates used for encryption, identity verification, and secure communication. They underpin services such as HTTPS, VPN authentication, and secure email. A well‑managed CA hierarchy includes strong root CA protection, certificate revocation mechanisms, and adherence to cryptographic standards.
Together, these services form the backbone of a secure enterprise network. In the topology you deployed, Windows Server provides AD DS, DHCP, and CA roles, while the Debian Server supports network communication through DHCP Relay. This combination ensures secure identity management, automated addressing, and encrypted connectivity across the environment. [7] [8]
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Modern networks rely on several foundational services to ensure secure, efficient, and manageable communication. Virtual Private Networks (VPNs) create encrypted tunnels that allow remote users to access internal resources securely. They protect data confidentiality and integrity, especially when users connect over untrusted networks. Best practices include strong authentication, certificate‑based access, and enforcing modern encryption standards. [9]
DHCP (Dynamic Host Configuration Protocol) automates the assignment of IP addresses, subnet masks, gateways, and DNS settings. This reduces manual configuration errors and ensures consistent network behaviour. In multi‑subnet environments, DHCP Relay agents—such as the Debian Server in this topology—forward broadcast DHCP requests to a central DHCP server, improving manageability. [10]
Active Directory Domain Services (AD DS) provide centralised authentication, authorisation, and policy enforcement for Windows‑based networks. AD DS stores user accounts, groups, and security policies, enabling administrators to manage access across the domain efficiently. Best practices include secure password policies, organisational unit (OU) structuring, and regular auditing.
Certificate Authorities (CAs) issue and manage digital certificates used for encryption, identity verification, and secure communication. They underpin services such as HTTPS, VPN authentication, and secure email. A well‑managed CA hierarchy includes strong root CA protection, certificate revocation mechanisms, and adherence to cryptographic standards.
Together, these services form the backbone of a secure enterprise network. In the topology you deployed, Windows Server provides AD DS, DHCP, and CA roles, while the Debian Server supports network communication through DHCP Relay. This combination ensures secure identity management, automated addressing, and encrypted connectivity across the environment.



[bookmark: _Toc225465682]Task 2
Oracle’s VirtualBox is a highly capable and adaptable Type 2 hypervisor that stands out for being both free and open‑source, making it an ideal option for educational, personal, and professional environments. It operates on top of existing operating systems and supports a wide range of host platforms, including Windows, macOS, Linux, and Solaris. VirtualBox delivers strong functionality for running diverse guest operating systems and includes valuable features such as snapshot management, VM cloning, and broad cross‑platform compatibility. These capabilities make it a preferred tool for developers, testers, and learners who require a versatile and accessible virtualization environment. [11]
Key Features
• 	Type 2 Hypervisor: Installs on an existing host OS, enabling straightforward setup and use.
• 	Snapshot Functionality: Allows users to capture and restore VM states, which is essential for testing, troubleshooting, and rollback.
• 	Cross‑Platform Support: Works across multiple host systems and supports a wide variety of guest OSs.
• 	Seamless Mode: Integrates guest applications directly with the host desktop for a smoother user experience.
• 	Free and Open‑Source: Provides extensive virtualization features without licensing fees.
Why It Is Recommended
VirtualBox is recommended for its flexibility, broad compatibility, and cost‑free access, making advanced virtualization capabilities available to a wide audience without financial or technical barriers.
Who Benefits Most
This platform is particularly well‑suited for developers, software testers, students, and individual users who need a powerful yet easy‑to‑use virtualization solution without the complexity or cost associated with enterprise‑grade hypervisors.
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Figure 1 Installation Oracle Virtual Machine
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Figure 2 Creation of Virtual Machine windows server
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Figure 3 Creation of Virtual Machine Linux Devian client
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Figure 4 Creation of Virtual Machine Linux Devian Client
[image: ]
Figure 5 Creation of Virtual Machine windows client

[image: ]
Figure 6 Nat network 1 Windows 192.168.1.0/24
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Figure 7 Creation network with Nat for Linux 192.168.200.0/24
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Figure 8 Windows Pc connected with NAT Network
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Figure 9 Linux PC connected with NAT Network
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Figure 10 Ip addressing client Windows
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Figure 11 IP addressing Server Windows
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Figure 12 IP addressing Linux Server
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Figure 13 IP addressing Linux Client
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This section provides a critical reflection on the deployment, configuration, and testing of the virtualised network environment developed in Oracle VirtualBox. The reflection outlines the challenges encountered, the diagnostic methods applied, and the systematic troubleshooting steps undertaken to ensure a functional and stable multi‑OS topology.
The deployment of the virtual network environment involved configuring Windows Server, Windows Client, Linux Server, and Linux Client machines within Oracle VirtualBox. While the overall process was successful, several technical issues emerged during configuration and testing. Addressing these challenges enhanced my understanding of virtual networking, system interoperability, and the importance of structured troubleshooting in network security practice.
IP Addressing and Network Adapter Issues
Challenge Encountered
During initial configuration, both servers attempted to use identical static IP addresses within the Internal Network. This resulted in intermittent connectivity failures, duplicate IP warnings, and inconsistent ping responses between nodes.
I Used “ipconfig” (Windows) and “ip a”  (Linux) to verify IP assignments.
I Conducted sequential ping tests to identify conflicting devices, reviewed VirtualBox network adapter settings to confirm correct network modes.
Resolution
Implemented a structured IP addressing plan (e.g., 192.168.10.0/24). Assigned unique static IPs to each server and client. Disabled DHCP on the host‑only network to prevent automatic address allocation. Validated connectivity using continuous ping and traceroute.
This issue highlighted the importance of early IP planning and consistent documentation.
DNS Resolution Failures
The Windows Client was able to reach the Windows Server via IP address but failed to resolve the server’s hostname, indicating a DNS configuration issue.
Firewall and Service Accessibility Issues
Firewall restrictions on both Windows Server and Linux Server initially blocked essential traffic, including SMB, DNS, and SSH. This prevented communication between the Linux Client and Windows Server.
VirtualBox Network Mode Misconfigurations
The Linux Client was unable to communicate with the internal servers because its network adapter had been mistakenly set to NAT instead of Internal Network.
Personal Reflection
Completing this coursework significantly enhanced my practical understanding of virtualised networking and the complexities involved in deploying multi‑OS environments. While theoretical knowledge provided a foundation, the hands‑on configuration process exposed me to real‑world challenges such as IP conflicts, DNS failures, firewall restrictions, and adapter misconfigurations.
Through systematic troubleshooting, I developed stronger skills in:
Layered network diagnostics, Structured IP planning, Cross‑platform configuration, Firewall rule management, Snapshot‑based testing and rollback.
This coursework improved my confidence in deploying and managing virtual networks and prepared me for more advanced configurations in Coursework 2, including DHCP, DNS enhancements, routing, and security hardening.
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