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Abstract
This report describes the modern day problem of computer viruses and specifically the problem of ransomware. There is a brief description of ransomware and how it works, with a particular focus on CryptoWall.  
The Ransomeware  type of virus is used to extort money from usersere  are many types of ransomwill be a focus on the ransomeware CryptoWall which is a sub category of virus known as a “trojan horse”. one of the more well known ransomware virus. brief discussion on how they work, their use to extort money and methods to avoid  
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1. Trojans and Virus
https://www.varonis.com/blog/cryptowall/ [1]

1.1 What are these how do you get infected
1.2 
2.  Ransomware
	How this type of virus works

3. The CryptoWall Trojan
Each iteration of the virus becomes more sophisticated, for example the level of encryption used complex and  
3.1 Specifics
3.2 Infection methods
3.3 File types affected
The following list is known file types that cryptowall is known to infect. Obviously this list will change as the Trojan designers release new versions of the trojan
4. Eradication
4.1 Payment?
5. Good practice
The follow sections describes some good practice techniqueues to avoid the Trojan and discusses techniques to ensure data is recoverable.
5.1 	Initial avoidance

Keep computer patched and up to date
Use well known anitviru
	5.2 Backup procedures
	The Trojan will scan the local network for any connected devices such as Network Attached Storage or 	
Offline backup
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