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	Project title
	Cyber-Threat Detection Dashboard

	Artefact type
	Working web application and source-code folder

	Implemented model
	Random Forest Classifier trained using the CICIDS2017 dataset

	Main technologies
	Python, Flask, Scikit-learn, SQLite, HTML, CSS, JavaScript and Chart.js


Artefact Overview
The submitted artefact is a machine learning-based cyber-threat detection dashboard. It operationalises the dissertation implementation by combining a trained intrusion-detection model with a Flask backend, a browser-based frontend, SQLite prediction history, dashboard analytics and downloadable reports. The system uses real CICIDS2017 network-flow data rather than hypothetical or manually invented training data.
Included Contents
	backend/
	Flask API, prediction engine, database logic and upload/report handling

	frontend/
	Home, Scanner, Upload, Dashboard, History, Model Performance, Reports and About pages

	model/
	Training script, testing script, saved model artefacts and model metrics

	dataset instructions
	CICIDS2017 Parquet files are placed in the dataset folder when running locally

	run_project.bat / README
	Execution script and instructions for installing, training, testing and running the app


Core Functionality
	• Single traffic prediction with confidence, status, risk level and recommendation
	• Batch CSV/Parquet upload with downloadable prediction report

	• Dashboard charts showing scan totals, safe/threat distribution and recent activity
	• SQLite scan history for traceability and review

	• Model performance page with accuracy and critical class-imbalance interpretation
	• Local execution through run_project.bat and VS Code Live Server


How to Run the Artefact
	1
	Open the project folder: cyber-threat-dashboard

	2
	Double-click run_project.bat to install requirements, check/train the model, test it and start Flask

	3
	Confirm the backend is running at http://127.0.0.1:5000

	4
	Open frontend/index.html using VS Code Live Server and test Scanner, Upload, Dashboard, History and Reports


Academic Note
The implemented system uses Random Forest as a deployable baseline model. CNN-LSTM-Attention is retained as a future enhancement for improved spatial, temporal and attention-based cyber-threat detection. The artefact therefore demonstrates practical feasibility while clearly acknowledging the boundary between implemented functionality and proposed future work.
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