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Abstract This report will outline and discuss cloud computing. Its impact on the industry, the evolving role of network professionals, the use of RESTful Web Services, software defined networking and the adaptation of the role of network engineers and the standards that are used for interoperability, such as json and REST. 
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INTRODUCTION
Cloud computing has had a huge impact on industry, organisations, and individuals alike. Cloud computing has developed and evolved into a more recognised, mainstream way of storing, collaborating, accessing, and sharing data. It informs the way we communicate and process data. From storing photos in a cloud-based repository to software as a service, SaaS. With the growth of technology at our fingertips also comes the growth and expandability of data and where it is stored. Gone are the days of buying a boxed product and then buying another when it required updating. Cloud services have enabled users to access data at a touch of a button, without the additional costs of external storage media and the securing of such media.
Cloud Computing – An Innovation
There have been many benefits of cloud computing in computer networking.  Research has expanded to include virtually all aspects of modern distributed systems including the development, management, deployment, and orchestration of networking resources [1].  Data centres are expensive to run, maintain, and manage, in respects of hardware, scalability, security, power consumption and the ever-increasing storage demands.  Virtualisation, centralisation, improved management, the ability to remotely administer services, have greatly improved the role of data centre and network administrators, significantly reducing costs, overheads and even time, with many CSP’s (Cloud Service Providers) offering a pay per use model. With the substantial increase and constant threat of cyber-attacks such as Ransomware and Denial of Service, the added benefits of an organisation utilising cloud services, provides an additional step in ensuring Quality of Service (QoS), data recovery and minimal service downtime. Many cloud services store data across different graphical locations, which provides further security in the event of a breach or attack.  Moving applications and storage capabilities, application development environments, and even infrastructure and security capabilities to the cloud, offers more efficient use of IT hardware and software investments, on-demand provisioning (and deprovisioning), elastic scalability, agility, and usage-based charging [2]. 
 
The Evolution of Network Professionals and Cloud-Based Technologies
Network programmability is a set of tools to deploy, manage, and troubleshoot a network device. The tool chain uses application programming interfaces or APIs, which serve as the interface to the device or controller. The tool chain also utilizes software that uses the API to gather data intelligently. Network professionals job roles have developed to incorporate the use of these network programmability tools and cloud-based systems to manage networks. The traditional roles and demands of network administrators; setting up, maintaining, expanding, and troubleshooting networks, administering network security, network services and hardware have blended with system administrator roles to integrate cloud-based services [3]. Adjusting learning and experience to incorporate, support and manage these new technologies; modifying legacy systems and applications to work in parallel with the new technologies. There are many programming languages that have been adopted such as Perl, Bash, and Python to automate tasks, advancing the management of network devices and security [4]. With the rise of agile working and emergence of cloud hosted and network critical applications a robust, secure, and optimal performing network is fundamental to build configurations [5]. Since organisations have implemented cloud-based technology, whether it be hosted within a public or private platform, managed in-house or by a service provide. Companies can choose to either use on-premises cloud networking resources, build a private cloud network; use cloud-based networking resources in the public cloud, or a hybrid cloud combination of both. These network resources can include virtual routers, firewalls, and bandwidth and network management software, with other tools and functions available as required [6]. 

Software Defined Networking in a Network Engineers Role
Software Defined Networking or SDN was the second wave of Cloud Computing which developed into networking as a service, the NaaS model. This changed the way network professionals were able to manage, control, develop and administer the data plane and the control plane. In today’s world, SDN allows the flexible and automated management of networking equipment using software running on external servers. The separation of the data plane and the control plane enables dynamic programmable, reconfigurable, scalable, and adjustable networks, necessary features required for cloud computing on-demand usage models [7], utilising API’s. To ensure Quality of Service (QoS), the implementation of the Continuous Delivery (CD) process when building, testing, configuring, and deploying networks is a fundamental requirement for organisations. Managing the networks with Infrastructure as Code (IaC) ensures a scripted infrastructure is utilised and thus the environment is tested, generated, and deployed competently and without error [8]. Without IaC, settings and configurations are carried out manually and cannot be deployed automatically, which means any changes to settings or configurations, scalability and errors need to be manually carried out. IaC automates the process and uses idempotence to guarantee the same configurations run in parallel across the networks [9]. Amendments are made at the code source, using programming languages such as Python and XML, rather than at each individual device or LAN configuration and deployed accordingly, as such saving time, minimising downtime and decreasing the chances of error. This obviously had an effect on network administrators and engineers, who being used to CLI and SSH to configure devices, have had to embrace, learn and administer the new technologies. 

The Facilitation of RESTful Web Services

There are various types of API’s, (Application Programming Interface) the most common being Web API’s. Managing networks via API’s, allows applications to communicate together and the data returned is structured, readable and clearer, aiding in data gathering, troubleshooting, and debugging. Network engineers with little or no code programming experience must be able to learn to code, decipher and manage data and configurations, API’s aid this by simplifying the experience [10]. Configuring a device via the CLI is a manageable operation that has been used for years, however the process is not automatable and can be time consuming and can only be carried out on one device at a time. Representational State Transfer (REST) services focus on system resources, and the way they are addressed and exchanged by service clients. Resources are identified by universal identifiers embodied by URLs, and are manipulated through the uniform interfaces, mostly HTTP methods. As a result, any tool that can work with HTTP protocol can utilize a RESTful service [11]. Adopting RESTful APIs to create and implement network applications using JSON and sending that data via HTTP based client-server protocols provides flexibility, adaption and security. They use current or existing protocols with no requirement to learn additional protocols or functions. They can handle different types of requests and can retrieve data in a variety of formats[12]. 

HTTP web servers use a Stateless Protocol meaning that each request is independent and contains all the information needed to fulfil that request. 

HTTP is used over TCP which is a non-Stateless protocol. TCP works purely with source and destination ports which specify which application connections belong to; Port 80 is the destination port used for HTTP servers, port 8443 for HTTPS servers. TCP is chosen in instances where data is required to be received in its entirety and delivery is ensured. TCP commences a connection session, sends the data and the session is then terminated, this is known as a three-way handshake for data transfer.

The three-way handshake TCP Process:


The sessions are temporary, once the data has been sent the session is terminated. For new data requests, a new session will be opened, and a new sequence number is required, the TCP process starts again. Once data is sent, if there is no acknowledgement received from the server, the data will be re-sent. If the server has already acknowledged and received the data again, it will re-acknowledge, which may cause congestion and loss of speed in the network.

With HTTP sessions, these are kept open on the server side for future requests. When a connection is initiated, the server will provide a unique token id that is associated with that request and will remain that token for future requests. 
When requesting using HTTP format, the application will request a connection to a specific server and start the TCP session, the server will acknowledge the connection with a response with the HTTP status code and requested data. The sessions will remain open, and the process of request and response can be repeated as required.  


The 3-stage HTTP process:




The web server responds with a response code, web token and the data requested, plus the code in JSON format. The response code is the status of the server at the time of the request such as 404 – not found, or 200 – ok. A returned status code dictates the next response. 


HTTP request types in RESTful web services, determines the guidelines and what is required, such as GET, POST and PUT methods. Using stateless protocols and these standard sets of operational request types, provides interoperability between web services. The benefits mean a more reliable and faster performance [13].

· Get is a request for specific data – such as a html page. 
· Post is a request to add, update or change data on the server, which will be added as an additional resource.
· Put is a request to, create, edit or amend current data on the server and will overwrite or replace the current data. 
· Delete is a request to delete the specified data.

Requests are sent to the web server via Uniform Resource Locator (URL) which determines the protocol HTTP/HTTPS, the domain, port, path, and area where the data is located. 

Open-source tools such as Postman, Insomnia and Advanced; are tools that you can use to create HTTP requests and URL’s, import and export data and view status codes [14]. 

When a HTTP request is sent, the code returned will always be in JSON format. The web requires data sent to be in JSON format. This data can then be read, manipulated, easily formatted, and inspected. JSON or JavaScript Object Notation is written in plain text only format, making it easy to write in any programming language, simple to read and understand by humans and is used for storing and sending data between devices.

HTTP data transfer requests are not limited to a specific language the web service is written in such as Python or XML. What is important is where it is stored and what format. 

Conclusion

The interoperability of using JSON as a format to store and transport the data, RESTful web services to communicate and transfer the JSON API’s and HTTP protocols and methodologies to manage the requests using standard methods, allows for an automated web service that can be flexible and scalable. Without reliance on a specific platform or programming language. This allows the adoption by network administrators to manage networks using cloud-based platforms where the virtual hardware or network resides. The network configurations, adaptions, error handling and troubleshooting can all be carried out automatically using API’s and the data retrieved in JSON format can be easily read and deciphered. Programmes can be created and used to manage changes and deployments to one or many network devices, thus negating the need for manual changes to be made using SSH or the CLI of each device, reducing downtime and ensuring QoS. Issues can be discovered and remedied, traffic can be monitored, and security protocols administered to ensure consistency, all from one platform or web service. Costs are minimised as Cloud services are only chargeable on a pay per use method and data centres streamlined. The cost saving can be used to replace redundant and faulty hardware in networks and data centres so that the services can be run in parallel. The initial concerns with regards to network engineers and administrators becoming redundant in their roles due to automation and cloud services, is in the opinion of the author a valid concern, however the demand will not change, just the process and application; and the automated services should be adopted to benefit the service. 






The below diagram is a representation of Network Programmability, incorporating the Applications stored on cloud servers and RESTful Web Services, used together to manage networking equipment and services [15].
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SYN -connection is opened with a sequence number


FIN - session is terminated


ACK - the received request is acknowledged by the server
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Figure 1-2 Whar is nerwork programmabiliry?




