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Overview

In this report I am going to talk about all the different kinds of threats to a website online that it can get opened up to. I will also talk about what measures I will have to take if I was to take the website I have designed and put it online, there are multiple different kinds of threats that could break, damage or even steal data from my website or database. I will be looking into some of the biggest security threats that have been ranked in order by OWASP [1] Some examples of the threats are:
SQL Injection

SQL Injection is one of the most used methods people use to try and gain unauthorised access to webpages and websites. SQL Injection is when the attacker injects a string of a SQL into the database which could potentially steal data or gain access to data that they are unauthorised to see and alter it without anyone knowing. One example of one of these attacks is back in 2018 where Heartland Payment Systems.  [2] The hackers used SQL injection to pry open the corporations networks and gain access to the network where they were able to do damage and steal data. 
With my website before I would put it online in the real world, I would have to implement prepared statements into my webpages to help prevent SQL injections from being easily entered into my website and potentially losing all the data. Prepared statements handle parameters differently and help prevent the use of SQL injection as it won’t be able to execute the malicious SQL.
Currently I do have some prepared statements in my website but its only in my login page but I can be expanded to cover other pages if the need be if the website was to go live:

[image: image1.png]//opens a connection to the database
$conn = mysqli_connect("localhost™, "root”, "*, "users”);

//searches the SQL database for an account with the matching username and password
$query = "SELECT * from users where username=2 AND password=2"
//5QL statement to protect against SQL injection

$stut = $conn->prepare(squery);
$stut->bind_param(”ss”, $usernam
$stut->execute();
$stmt->bind_result($username, $password);
$stut->store_result();

$passuord);

if($stmt->Fetch()) //if the details enetered match an account, fetches the contents of the row in the SQL database

-/dashboard/index.php"); // Redirecting To Dashboard

Suser_error = "Username or Password is invalid, please try again”;

mysqli_close($conn); //closes the connection to the database

¥




This is a screenshot from the php for my login page where it checks to make sure what the user enters to login is valid.
Broken Authentication

Broken Authentication is the next biggest security threats when it comes to websites online where webpages don’t handle sessions or authentication correctly and it grants users access to parts of the webpages where they should not be able to access. This is done by webpages not correctly closing Sessions when users log out or not closing database connections after a transaction has taken place which leaves it open to malicious attacks. Another way is by not having the correct checks in place so someone with a user account is able to gain access to a page they should not be able to see or get access to as it havent been checked. 

With my website before I would put in online, I would go through it and check every page and make sure that they all contain the correct checks and session_start and destroy_session where they are needed to be. I also will need to make sure they no ID’s for any records are exposed unless they are admins or have the right credentials to see them. I will also make sure that there is not any default/ weak passwords on any of the accounts, especially the admin one as people will be able to brute force their way in.
Sensitive Data Exposure

Sensitive data exposure can be a massive problem for people in businesses with things like people’s addresses and credit cards etc as if people we to see these or get hold of these then the owner of that data can hold the business reliable. There has been plenty of examples in the world where companies store passwords as plain text or they don’t encrypt credit card details and people gain access to them and do damage. One example of this is an insurance company called “First American” had an exploit where people were able to access record of customer’s financial records going back to 2003 [3]. One way people can avoid this is by encrypting the data stored in the database and then storing the key somewhere where no one can gain access to it. This will allow the data to be secure and only admins or people with the correct authority  to be able to call the data and decrypt it with the key.
With my website if I was to put it online I would encrpyt all of the data in the database (username, password etc…) and then store the decryption key somewhere safe and only call upon it when nessecary to log in or display data on the webpages but making sure not to directly display the decryption key as they will cause a lot of problems if someone was to gain access to the key.
Broken Access Control

Broken access control is when the webpages don’t have anything on them to check the credentials of the user past the login page. This can be done by alter the URL of the website to another page on the site to try and gain access without actually logging in or providing valid credentials that are allowed access to specific pages. This is mostly done by web developers forgetting to put checks in on the pages that check to see if the user visiting the page has logged in and if they have the correct credentials to visit the page. One way to fix this is simply put checks on every page past the login page to check to make sure the user has logged in beforehand and is using valid credentials. 
When my website if I was to put it online I would double check all of my pages past the login page and make sure that they all have some type of check in place where it will check to see if the user visiting the page has the correct credentials to be viewing the page and if they don’t they will be redirected to an error page or back to the login page.
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