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Abstract


This report has been created for the purpose of providing a guideline for the secure design and documentation of the Hyper-fort enterprise network and associated offline and online resources in relation to the BYOT strategy.  This document will provide the reader with the framework of policies required in order to best secure their IT infrastructure and other connected systems when implementing BYOT.
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1. [bookmark: _Toc534563092]Introduction

“You can't hold firewalls and intrusion detection systems accountable. You can only hold people accountable.”  [1]

The above quote may be over 10 years old, but it is just as true today as it was when it was written.  

For the implementation of the secure configuration then it is presumed that Hyper-fort take advantage of Microsoft Office 365 with EM&S, SharePoint Online and Microsoft Azure Cloud Services.

If the business has an appropriate security framework in place, then it will improve the integrity and availability of the network and data and will cover all aspects of the associated hardware and software. Effective policies and technologies will help to stop threats at source and also prevent the spreading of those threats if they should make it in to the environment.

There is legislation in place that makes businesses as well as individuals liable for any mismanagement or breaches of sensitive data.  Some examples of this legislation include but are not limited to:

GDPR – The General Data Protection Regulation has replaced the pre-existing Data Protection Directive.[2].  One example of the penalty received should the business be found in breach is up to 4% of the annual global turnover or 20 million euros.[3]

NIS Directive - The Security of Network & Information Systems Regulations ("NIS Regulations") place legal obligations on providers to protect UK critical services by improving cyber-security.
2. [bookmark: _Toc534563093]Framework Components
2.1 [bookmark: _Toc534563094]Scope
As the policies that will require implementation will form a binding agreement then they should be treated as a contract.  As such, the scope of the policy requires to be clear and concise and outline all specific areas.  Some examples of what the scope needs to cover and provide detail on are as follows
· Users 
All users using Hyper-fort networks, systems and services
· Corporately Owned Devices 
All devices owned by Hyper-fort
· BYOT Devices 
Users personally owned devices which are used to access company networks and resources
· Applications 
All applications used for the Hyper-fort business and any associated data held within.
· Data 
All company data of sensitive and non-sensitive nature.
· Networks 
All company networks that are part of the company infrastructure.
2.2 [bookmark: _Toc534563095]Roles
Within the overall policy, there should be an outline of the roles and responsibilities to define who is responsible for the scheme along with the plan for implementation, education and when updates will occur.
2.3 [bookmark: _Toc534563096]Acceptable Use Policy
An up to date and relevant AUP can be used to provide the service users with a set of rules on what can and cannot be done in relation to the business ICT resources. Acceptable Use Policies are also sometimes referred to as Fair Use Policies or Terms of Use. [4]  This policy will cover all areas of the resources provided by the company to its users such as internet, email, device and storage.  Having a fair use policy in place can help protect the company data and intellectual property.
2.4 [bookmark: _Toc534563097]Data Policy
A data policy is required so that there are a documented set of guidelines in place, so the digital information owned by the company have proper management and security.  There are also technical components to this policy on how users can consume the company data and where and how they should be stored
2.4.1 [bookmark: _Toc534563098]Cloud Services
If the company allows the users to access cloud services for storage of digital information, then there needs to be specific controls in place to prevent data leakage or unauthorised access from third parties.  The cloud storage used by Hyper-fort needs to be the only one that users can access and store data on.
2.4.2 [bookmark: _Toc534563099]Encryption
All company data in transit needs to be secured through encryption so that if any of that data is intercepted by other third parties then the company can be sure that the data is secure and cannot compromise the company in any way.
2.4.3 [bookmark: _Toc534563100]Data Classification
All data held on Hyper-fort servers and systems will be correctly classified so that appropriate auditing of access can be monitored.  Appropriate users will then be given access based on the principle of least privileged.  No additional access will be provided unless authorised.
2.4.4 [bookmark: _Toc534563101]File Transfers
All file transfers will be routed through either SharePoint or secure FTP which is hosted on the WWW servers located on Azure.  This enforces the security of the data by it not leaving the boundary of the Hyper-fort domain.
2.5 [bookmark: _Toc534563102]Social Media Policy
Some estimates report that misuse of the internet and social media by workers costs Britain's economy billions of pounds every year and add that many employers are already grappling with issues like time theft, defamation, cyber bullying, freedom of speech and the invasion of privacy. [5]

With the growth of Social Media as a business platform, all company employees and trusted third parties who have access to Social Media need to be aware of and adhere to the appropriate controls and policies put in place to reduce risk to the business.

Social Media access is managed via specific group access in Active Directory.  Only authorised staff are able to access Social Media services once they have undertaken the appropriate training and agreed to the Hyper-fort Social Media policy.
2.6 [bookmark: _Toc534563103]Network Policy / OSI Model
The Open Systems Interconnection model is a framework in place which describes the several layers of a system and its underpinning infrastructure.  The system and its communications are split into 7 layers and offers interoperability between different vendors/suppliers through standards.

The basic concept of the OSI model is demonstrated in the below diagram

[image: ][6]

2.6.1 [bookmark: _Toc534563104]Application
The application layer is the level at which the user operates and is related to the networking operations undertaken here.  This is the layer that supplies connectivity for systems and applications such as email, network data and directory services amongst others.
2.6.2 [bookmark: _Toc534563105]Presentation
The presentation layer (or syntax layer) is responsible for sending data to the application layer in a standard format.
2.6.3 [bookmark: _Toc534563106]Session
The session layer monitors and controls the connections between multiple computers/systems.  This layer will establish the sessions between the systems and will terminate when applicable.
2.6.4 [bookmark: _Toc534563107]Transport
The transport layer is responsible for the communication on a network.  It will facilitate the communication between the processes running on any host. It will also provide error correction so that the user experiences a higher level of stability, quality and reliability.
2.6.5 [bookmark: _Toc534563108]Network
The network layer of the model is responsible for the organisation and the transmitting of the data.  This layer covers all the applicable networks and will route the data down the best physical path as necessary.
2.6.6 [bookmark: _Toc534563109]Data Link
The data link layer covers the data being transmitted between nodes on a network.  The nodes that the layer covers will be physical and can be a range of devices such as switches, routers and access points.
2.6.7 [bookmark: _Toc534563110]Physical
The final layer is the physical layer which will be the in the form of the data communication used.  This could be electrical or optical amongst others.  This layer in basic terms is what medium the data will be transmitted over.  This could be fibre channel, ethernet, or many other options.

Further reading on the OSI model is available in the appendices.
2.7 [bookmark: _Toc534563111]Device Policy
It is best practice that all devices connected to any network where there is access to company systems or data will need to be enrolled into a device policy whether they are company owned, personal enabled or personally owned.
2.7.1 [bookmark: _Toc534563112]Mobile Devices

This growing sophistication in technology and the proliferation of mobile devices is changing the workplace dramatically, but in doing so, it is presenting added security issues for businesses. [7]

Mobile devices (tablets, smartphones, etc.) are different to traditional PCs and laptops in the sense that they would require their own policies and configurations based on what has been allowed through APIs released by the device vendors.  Whereas historically, PCs and laptops were mostly setup using Microsoft Windows which had standard configurations you could apply using Microsoft Server Technologies (Group Policy Objects/Group Policy Preferences), the widening of the business market to include Apple iOS devices and the variations of Google Android has introduced further complication and risk.  To achieve the controls and security needed on mobile devices then the mobile device will need to be enrolled into a Mobile Device Management (MDM) system. This could mean that devices must be chosen from a specific list of chosen devices dependant on what can be supported from the company point of view due to the technical limitations of some device types.  For the purpose of this report, the author presumes that the devices being used are currently supported iOS devices, devices that support Android Enterprise or Windows 10 mobile devices.

2.7.1.1 [bookmark: _Toc534563113]Security
To allow mobile devices to work securely on the company network and have access to the necessary data then they must be able to adhere to security controls and policies put in place.  
2.7.1.2 [bookmark: _Toc534563114]BYOD
For users to utilise BYOD as their working choice then they will need to be enrolled into appropriate security systems and policies.  Hyper-fort provide “Sandboxing” technology through the UEM system as well as providing virtual access to resources through Citrix XenApp and Microsoft RDS technology.  Hyper-fort utilises Microsoft SharePoint online for their data storage and this is accessible through Microsoft Azure web services.

BYOD offers many advantages to users in that they do not have to carry multiple devices with them, they can use their preferred device which they are comfortable with and could have associated peripherals such as chargers which will improve their mobile experience at a reduced cost to Hyper-fort.  Along with these advantages, there are disadvantages to Hyper-fort specifically around security and risk.  With the blurred line between work and personal there could be a risk of data loss unless the appropriate policies and systems are put in place.  The lack of separation between work and personal could also affect the user’s personal life.
2.7.1.3 [bookmark: _Toc534563115]UEM
To be able to support a mobile workforce, an appropriate Unified Endpoint Management technology needs to be put in place.  There are several options available in the market including but not limited to Cisco Meraki, MobileIron, VMWare Airwatch, Blackberry UEM, Microsoft Intune.    To make a decision on the appropriate UEM to use, the author has limited the included list to only those included in the Gartner Magic Quadrant for UEM.  A Magic Quadrant provides a graphical competitive positioning of four types of technology providers, in markets where growth is high and provider differentiation is distinct:[8]  Magic Quadrant for UEM and the assessed products available in the appendices.

· MobileIron
· VMWare Airwatch
· Blackberry UEM
· Microsoft Intune

The author has assessed the four mentioned products and is of the opinion that the key differences to the products are around what extra functionality can be offered on top of the security controls plus cost.  The device vendors (Apple, Samsung etc.) decide on what can be controlled via the APIs released to their software and most UEM vendors then implement these changes soon afterwards.
After assessing all of the options, the author has decided on a hybrid approach, utilising Blackberry UEM for iOS and Android devices and Microsoft Intune for Windows devices.  Both of these products support a hybrid method and others do not offer the same functionality.
2.7.1.3.1.1 Device Policy
Device must not be jailbroken so security cannot be circumvented, access will be automatically disabled if this occurs.
2.7.1.3.1.2 IT Policy
Device must be protected with a passcode and encrypted.  Access will be disabled if this is not adhered to.
2.7.1.3.1.3 Enterprise Connectivity
Apple and Android devices will have a feature available to them called Blackberry Secure Connect Plus, this enables Hyper-fort to do application-based VPN so even on a BYOD device, VPN functionality can be provided without risking exposure to malicious code that may be on a user’s device as the VPN is only open to the specified application.  All applications will be sandboxed into a “work partition” on the device which is not accessible by other applications on the device.  Personal data cannot be copied to the work partition and vice versa.
2.7.1.3.1.4 Enrolment
Users will be pre-staged into the appropriate supplier scheme.  If an Apple device they will have an Apple ID setup through Apple Business Manager, if an Android device then they will have an account setup on Android Enterprise and if a Windows device they will use their Active Directory account.  If the user would prefer to use their own Apple/Android account, then this is also supported.
2.7.1.3.1.5 Application Access
All supported device types will have an enterprise app store made available to them so that users can install required applications when required.  If an application is not available for a specific OS, then Hyper-fort will utilise virtualisation technology such as Citrix XenApp to provide the application in another way.
2.7.1.3.1.6 Removal of Access
When a user leaves the company or their device becomes lost or stolen, the central UEM system(s) can remotely disable access and delete the work data off the device.  If deemed necessary, then the personal data can also be wiped if requested by the user.
2.7.2 [bookmark: _Toc534563116]Static Devices
All static devices within the network need to adhere to the same policies and controls as directed through best practice. 
2.7.3 [bookmark: _Toc534563117]Controls
There is a requirement for device controls where internal drives such as CDs, USB ports and other mounting methods are disabled.  This will improve the security by reducing risk of introduction of malware/viruses and also reducing risk of data leakage.
2.7.4 [bookmark: _Toc534563118]Device Protection
Devices that are used to access Hyper-fort systems and resources will be required to have specific protection components in place.
· Built off company image – Where BYOD has not been used and the user is using a device owned by Hyper-fort, the device must have been built by the company so that appropriate licenses and packages are consumed.  Hyper-fort use Microsoft SCCM to build their devices and deploy software, manage assets, etc.
· Anti-Virus/Malware Scanning – All devices connecting to the Hyper-fort network must have appropriate anti-virus and anti-malware systems in place with latest definitions installed.
· Hard Disk Encryption – All devices which are used to consume Hyper-fort systems and data must be encrypted to industry standards.  Encryption protects information stored on mobile and static devices and in transmission. [9]
· Pre-boot password – Where devices are classed as “mobile” these devices must be enabled with a pre-boot password tied in with their encryption.  This offers an additional level of protection where if a device where to be compromised by the hard drive or device being taken, there will be a hardware level protection in place as well as the additional software protection as part of the operating system.
· USB Protection – Although mentioned in this report previously, there may be some exceptions to the control of USB drives where a user may need it for a critical piece of work.  In this scenario a USB scanning solution called Safend DPS will be used and only authorised USB devices will be allowed to have data copied to them or read from.  Additional information on Safend can be found in the Appendices.
· Systems Management – All Windows clients are setup with SCCM (Systems Center Configuration Manager) to handle configuration which also embeds into Intune.
· Device Lockouts – All devices will be set to lock themselves after 10 minutes of inactivity.  This makes sure that another user cannot jump onto a client after another user has left their workstation for some time.
2.7.5 [bookmark: _Toc534563119]Access
Access to devices is only be made available to authorised users only.  There will be a computer policy in place that only authorised groups of users can login and consume resources on specific devices.

The policy followed for all access right across the organisation will be based on the principle of least privileged.  This means that any user or administrator only has the access to perform their job and nothing more.
2.8 [bookmark: _Toc534563120]User Policies
Users are the weakest link in the security hierarchy of a network and provide the biggest risk.
2.8.1 [bookmark: _Toc534563121]Password Policy
All users that consume resources will require a password.  The password policy will be as such so that the password complexity is sufficient to reduce risk of any sort of brute force attack and enforce the regular changing of them.  In the technical sense (from the Directory Service level), there will be two separate password policies in place as a minimum.  There will be a password policy to cover standard user accounts plus a separate policy to cover any elevated accounts that are required which should be more complex due to the access they will have.  There will be a separate written policy to cover user accounts and passwords which cannot be controlled centrally, such as those set on certain switches or access points and it will require a manual action on a schedule to change these.
2.8.1.1 [bookmark: _Toc534563122]Standard User Password Policy
The password policy for users will be set to be of at least 7 characters long and contain at least one capital letter, one number and one symbol.  The password will require changing every 90 days and the same password cannot be used twice within a 12-month period.  The password will also lockout after 3 invalid password attempts.
2.8.1.2 [bookmark: _Toc534563123]Elevated User Password Policy
The password policy for elevated accounts will be set to be at least 15 characters long and contain at least one capital letter, one number and one symbol.  The password will require changing every 30 days and the same password cannot be used twice. The password will also lockout after 3 invalid password attempts.
2.8.1.3 [bookmark: _Toc534563124]System Accounts that cannot be controlled through central services
Any system accounts in place (such as those set on switches and routers) will need to be changed at the installation stage and no “default” passwords can remain in place when a device is put onto the live network.  These passwords will then need to be changed every 3 months.
2.8.2 [bookmark: _Toc534563125]Standard User Policy
The standard user policy will contain the following
· Proxy Server Information – when the user is using device which has access to the Hyper-fort network, it will be a requirement that all their internet traffic through the company proxy server for filtering purposes.  This will be in place to reduce the risk of the user hitting a compromised web service which may introduce a virus or malware into the network.  This can also be used to prevent use of non-authorised web storage systems so that data leakage risk is reduced.
· Network Drive Mappings – The default drive mappings for where company data will be stored.  The user will also have a private drive for confidentially sensitive personal information.
· Saving Locations – This configuration will prevent the saving of data to non-authorised locations such as their desktop or other network drives.
· Wireless Configuration – This policy will apply the appropriate wireless configuration to the user so that they connect to the correct network – staff, third party or guest.
2.8.3 [bookmark: _Toc534563126]Elevated User Policy
The elevated user policy will contain the following:
· Internet Configuration – this will disable internet access for the account as any elevated access account should not have access to internet or email so if a compromised website or email be visited then the impact will be minimised as the surface covered will be greatly reduced.
· Surface Area for Elevation – this will make sure that even though the account is elevated it can only access what is appropriate rather than them having full coverage to all services on the network.
2.9 [bookmark: _Toc534563127]Application Policies
There will be a requirement for only authorised applications to be used for Hyper-fort business. Making sure that only authorised software packages/applications are used can reduce the need to repeat work (when inputting into correct system) but also reduce risk through data leakage or data loss if that application is not being backed up or maintained.  

Any web applications used by Hyper-fort and it’s customers, staff and partners are secured using 2048bit HTTPS encryption.  Any data transmitted is then secured in transit and not easily intercepted and deciphered.
2.9.1 [bookmark: _Toc534563128]Whitelists/Blacklists
[bookmark: _GoBack]Using Microsoft AppLocker configured through Group Policy (further reading available in appendices) A policy will be put into place that only required software can be used on end devices.  This also offers an improvement where if a device should get compromised through Malware then this would also fail to run.

There are two methods to implementing this system, you can either whitelist authorised applications (recommended) or blacklist non-authorised.
2.9.2 [bookmark: _Toc534563129]Supported Platforms
Making sure that the devices being used for Hyper-fort business is on a supported platform will also improve performance, improve security and reduce risk.  As vendors introduce better security standards on their newer platforms, the business can utilise these.  If devices are no longer supported by their vendors, then this will contravene directives such as Cyber Essentials.  

There will be a pre-login scan undertaken which will scan the platform on which the device is connecting from and if it does not meet the requirements then access will not be granted.
2.9.3 [bookmark: _Toc534563130]DBMS
Having all systems connecting to an enterprise level DBMS is key to resilience and redundancy.  For this purpose, it is presumed that the applications used within Hyper-fort are SQL compatible.

All databases will be hosted on a Microsoft SQL 2017 cluster utilising SQL Always on Availability Groups (AAG).  The SQL nodes will be hosted in separate locations to improve resilience.  For Hyper-fort, there will be 3 SQL AAG nodes in the cluster, one at each datacentre location plus one in Azure.  These servers perform asynchronous replication so in the event of a DR situation, the DBMS system is still available.  More reading on SQL 2017 AAG can be found in the appendices.
2.10 [bookmark: _Toc534563131]Authentication
As part of AAA (Authentication, Authorisation, Accounting) users will log on using their own credentials.  If the user is connecting to services from one of the Wireless access points within the network, then they will be logging in using their own username and password.  If they are logging on from outside the network then they will have to provide a secondary level of authentication using either a physical RSA fob or a soft token, either will need to be linked to their account prior to attempting to log in.  If a user’s account should then get compromised and a hacker attempts to access from outside the network, then without the secondary token they will not be able to login.
2.11 [bookmark: _Toc534563132]Physical Security
The physical security of the network, data and systems are key.  There must be controls in place to stop any unauthorised users gaining access physically to hardware or software that may contain company data.
2.11.1 [bookmark: _Toc534563133] Room Access
Access to rooms where there may be computers, storage or network interfaces will be controlled via a centrally managed door access service which incorporates a “fob” allocated to an individual which is programmed to only open doors that they are authorised to gain access to.  The access lists will require checking on a regular basis in case any requirements have changed.

Within the rooms, central services cabinets which may house network equipment or servers will have a secure door on them with key access only to authorised individuals.  Keys for these cabinets will need to be asset logged and verified regularly to identify any possible losses.

If motion is detected in any protected room where an authorised user has not authenticated access, then an alarm will be triggered.
2.11.2 [bookmark: _Toc534563134] Cameras
At entry points to rooms where there is critical equipment and access to systems/storage there are cameras monitoring so that all access can be visibly monitored, and any non-authorised individuals identified.
2.11.3 [bookmark: _Toc534563135] Identity Badges
All persons on site at any Hyper-fort office will be required to wear ID badges, these badges will have different coloured and labelled lanyards to identify if they are staff, third parties or guests.  All staff will be actioned to challenge individuals who are not wearing identity badges.
2.12 [bookmark: _Toc534563136]Network Access Policies
2.12.1 [bookmark: _Toc534563137]Physical Connectivity
· Port Controls – All unused ports on switches and their corresponding drop points will be disabled and in a “shut” state.  This will prevent any non-authorised devices from being plugged into the network.
· NAC – Cisco Network access control will be put into place which will be configured to check any connected device and deny them access should they not meet compliance requirements.  Further reading on NAC can be found in the appendices.
2.12.2 [bookmark: _Toc534563138]Wireless Connectivity
· Guest Wi-Fi (HF_Guest) – Guest Wi-Fi will be provided which does not allow direct access to the corporate network.  Access to network resources will be accessible via a “landing page” to the company Extranet hosted on Microsoft Axure.  Guest Wi-Fi passwords will be changed weekly.
· Staff Wi-Fi (HF_Staff) – Staff Wi-Fi provided access to all resources that the user is authorised to access.  This access is applied using UEM/SCCM/Intune services so no passwords are required to be known by the user.  Certificates will be need on the client device to gain access and WPA2 enterprise authentication is used.
· Third Party Wi-Fi (HF_Temp) – Access will be provided to authorised resources based on the user account being used.  This user account also authorises access to the third party Wi-Fi network and accounts will have a closure date specified in them when they will automatically disable.  This access is applied using UEM/SCCM/Intune services so no passwords are required to be known by the user.  Certificates will be need on the client device to gain access and WPA2 enterprise authentication is used.
2.12.3 [bookmark: _Toc534563139]Logical Connectivity
· VLAN – As part of the setup, there is a logical segregation between the separate network areas.  There will be firewall ACLs in place so that authorised traffic can traverse appropriate VLANs and unauthorised traffic will be blocked.
· VLAN1 (Datacentre at Site 1)
· VLAN2 (Datacentre at Site 2) 
· VLAN3 (Main Site Office)
· VLAN4 (VOIP Network)
2.12.4 [bookmark: _Toc534563140]VPN Connectivity / Remote Access
· VPN connectivity (Cisco AnyConnect for Windows Devices or Blackberry BSCP for iOS/Android) will only be made available to Hyper-fort employees and only those authorised to have such access. Control to VPN connectivity will be via an Active Directory group and only those using authorised devices.  The Hyper-fort devices will be built with a VPN agent installed and with a pre-check scan to make sure that the device connecting is Hyper-fort built, has latest Anti-Virus and is encrypted.  If these checks are failed, then VPN access will be denied.  BYOD devices will have application specific VPN connectivity allowed only.
· Other remote access offered where VPN services cannot be used would be via SharePoint Online and the company Extranet both hosted on Microsoft Azure.  Sandboxed access will be provided to authorised users only.
2.13 [bookmark: _Toc534563141]Central IT Systems
2.13.1 [bookmark: _Toc534563142] Email Scanning
All emails coming into the Hyper-fort domain will be scanned for malicious content, have the sender checked against industry blacklists and only allowed through where there is deemed no risk.  The technology for this action is called Secure Email Gateway and additional reading on this product is available in the Appendices.

All emails leaving the Hyper-fort domain will be scanned for PII and company information to reduce risk of data leakage and contravening GDPR guidelines.  If authorised information needs to be transmitted, then this needs to be facilitated by authorised from the Information Governance department then transmitted via the Hyper-fort secure file sharing system (Citrix Sharefile – more reading available on the in the Appendices.).  Scanning of outbound email is critical in maintaining records of what data is leaving the company.
2.13.2 [bookmark: _Toc534563143] Proxy and Internet Filtering
All internet traffic will be appropriately filtered, logged and monitored.  For this purpose, the product Smoothwall will be used.  Smoothwall will look up all HTTP and HTTPS requests against its database and only allow access to sites which are deemed appropriate.  All sites access and blocked will be logged by the system and reports automatically emailed out monthly on staff usage.

Smoothwall automatically updates its database as and when they are released so that sites are always scanned to their latest status.
2.13.3 [bookmark: _Toc534563144] DLP
Utilising “MacAfee DLP Prevent”, Hyper-fort can be confident that the risk of data loss is at a minimum.  DLP is a Data Loss Protection appliance which takes the protection of the data one step further.  This system can scan all data leaving the organisation in real time and perform actions such as redirect where it detects a violation.  Further reading on this product is available in the Appendices.
2.13.4 [bookmark: _Toc534563145] Logging Events / Monitoring
A syslog server is in place to monitor and record all events on the Hyper-fort network.  This server will monitor and record all endpoints and servers so that access attempts, errors, logs, etc. can be accessed and audited regularly. This will help with troubleshooting issues as well as investigating and possible policy breaches that may have occurred.

Regular penetration testing of the network and its related resources/systems so that Hyper-fort stay on top of their security and do not remain static as new vulnerabilities and exploits are being found regularly.
2.13.5 [bookmark: _Toc534563146] Updates / Patching / Maintenance
Utilising the chosen UEM providers (Blackberry/Intune) patching of client operating systems and applications will be completed.  Intune will be integrated into Microsoft WSUS (Windows Server Update Services) and appropriate Microsoft patches will be pushed through this product.  Application updates will be pushed to the clients automatically when they are required.  As a result of this approach, any security vulnerabilities or exploits can be addressed straight away.

Maintenance windows will occur where updates such as patching and upgrades will occur.  All changes will be passed through Change Control and customers, users and partners will be notified prior to any work being undertaken.
2.13.6 [bookmark: _Toc534563147] Device replacement programmes
As mentioned earlier in the report, devices need to remain current in regard to their platform.  This will have an effect on both Hyper-fort owned devices as well as BYOD.   
· Hyper-fort owned - Disposal control needs to be in place so that any expired hard drives are appropriately wiped and shredded so that data cannot be recovered from them.
· BYOD – Users will need to be aware that just because their device is supported as part of the strategy on day one, this does not mean that this will be the case in the future. There will be a requirement on the users to update their device on a schedule so that they do not lose functionality.
2.13.7 [bookmark: _Toc534563148] Backups
Backups of central data will be taken as per a best practice approach.
There will be a nightly incremental backup of every server individually and also a weekly.  These will be virtual backups which are then automatically cloned to repositories in the adjacent site plus the Azure presence.  After the weekly backup has been undertaken, the backups will also be copied to disk and then moved to an offsite secure location where they will be stored in a secure fire proof safe.  Should a restore of data then be required from up to 12 months ago then this can be achieved before the tapes are overwritten.
4.0 [bookmark: _Toc534563149]Network Overview
As part of this report, there is a separate network diagram provided to give an understanding of the structure and the components.  The description below covers the sites and their roles.
4.1 [bookmark: _Toc534563150]Infrastructure Sites - Site 1, Site 2 and Cloud Presence.

Site 1 and Site 2 are exact clones of each other, and the resources held within are highly available.  If either site should fail or the connection to them goes down, then the user will experience no downtime as they will automatically revert to the other site.  The two sites work in an Active/Active based setup which means that they can connect to either service at any one time.  There is no single point of failure at these sites.  If in the extreme situation occurs where both connections at both sites were to fail, then users can fall back to the HF_Guest wireless network which has a dedicated connection and the users will be able to access their resources through the cloud presence.

All physical servers have a dual power supply with disks setup in a RAID 5 setup so there is redundancy at the local server level too.

In both sites, there are the following services which are highly available and asynchronous:
· DHCP
· DNS 
· NTP 
· AAA Services
· Wireless LAN Controllers
· SharePoint Services and Data Storage
· Backup Appliances
· MDM/UEM Server
· Firewall
· Point of Presence – Dual point of presence so if a link to the internet goes down at a specific site then traffic will automatically be routed via the connection at the other site.
· Redundant Network Configuration
· SQL AAG
· Application Services
· Redundant, secure network switches and routers utilising GLBP and Spanning Tree configuration
· Syslog Services

Both sites also have the following facilities
· Air Conditioning and temperature monitoring
· Humidity detectors 
· Motion Detectors
· Cameras
· Security Guard at site
· Redundant Power – Multiple UPS appliances and generators
· Secure Door Access
· Power Meters

The Cloud presence also hosts the following services in the same highly available setup as Site 1 and Site 2.
· SQL AAG
· Application Services
· SharePoint Services and Data Storage
· MDM/UEM Server

The following services also exist solely on the cloud presence but are highly available using Microsoft Azure Services
· WWW servers
· Office 365 with Exchange Online for mail services
4.2 [bookmark: _Toc534563151]Main Office
The main office has a highly available network setup which can access both sites plus the cloud presence.  There is no single point of failure at this location.
4.3 [bookmark: _Toc534563152]Other locations
When access is required from home or third-party locations then standard VPN access as per earlier in this report will be offered.  Again, as the user can access both sites plus the cloud presence through VPN, there should be no Hyper-fort-based scenario where the user can fail to connect to their resources.
5.0 [bookmark: _Toc534563153]Staff Education
5.1 [bookmark: _Toc534563154]Awareness
Through the company intranet, the IT policies will be made available for staff so that they know their roles in keeping the Hyper-fort network secure.
5.2 [bookmark: _Toc534563155]Regular Communications
Any changes or updates to policy will be communicated to users as well as regular prompts to keep the knowledge fresh.
5.3 [bookmark: _Toc534563156]Training
Yearly training will need to be undertaken by all staff so that they know how to keep information safe.
5.4 [bookmark: _Toc534563157]Reporting Incidents
Users should know the exact process should an incident of data loss occur and how urgency could be key.
5.5 [bookmark: _Toc534563158]Policy Agreement
As well as the users having access to the policy, they will also be required to sign an agreement to make sure they have read and understood the contents so that appropriate action can be taken if a breach were to occur.
5.6 [bookmark: _Toc534563159]Configuration Security
Having a base policy and configuration in place works but maintaining that configuration is key, especially where there could be changes made to client devices by owners, users and well-meaning IT administrators.

Utilising UEM and SCCM/Intune, end user devices will be scanned regularly so that if changes have been made which contravene defined policies then actions will be taken to remediate them.  Depending on the risk, this could mean, automatically reverting the change, disabling access or wiping the device/data automatically.
6.0 [bookmark: _Toc534563160]Conclusion
In conclusion.  Security of the data of Hyper-fort, it’s customers as well as its employees is critical in maintaining the business and avoiding future implications of breaches.  The implications are major if a serious breach were to occur and tackling this risk whilst providing a dynamic and mobile workforce with sufficient access to systems and resources is a serious challenge.

With the submitted network design and the guidelines defined in this report, Hyper-fort can implement a secure and resilient network whilst reducing the associated risk.

With the industry moving so quickly along with user requirements, this report and design will only be valid for so long so a key element to the approach is refreshing the design and making sure that the security controls remain current.
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8.0 [bookmark: _Toc534563162]Supplementary Information / Appendices

Microsoft Applocker - https://docs.microsoft.com/en-us/windows/security/threat-protection/windows-defender-application-control/applocker/applocker-overview 

OSI Model - https://www.networkworld.com/article/3239677/lan-wan/the-osi-model-explained-how-to-understand-and-remember-the-7-layer-network-model.html 

SQL 2017 AAG - https://docs.microsoft.com/en-us/sql/database-engine/availability-groups/windows/overview-of-always-on-availability-groups-sql-server?view=sql-server-2017 

Cisco NAC - https://www.cisco.com/c/en/us/products/security/what-is-network-access-control-nac.html 

Citrix Sharefile - https://www.citrix.co.uk/products/citrix-content-collaboration/ 

Secure Email Gateway - https://www.trustwave.com/en-us/services/technology/secure-email-gateway/

Safend DPS - https://www.safend.com/products/ 

McAfee DLP Prevent - https://www.mcafee.com/enterprise/en-gb/products/dlp-prevent.html 

Gartner Magic Quadrant for UEM
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Mobile Iron - https://www.mobileiron.com/en/modern-security-modern-work 

VMWare Airwatch - https://www.air-watch.com 
Blackberry UEM – https://www.blackberry.com/us/en/products/endpoint-management/blackberry-uem 

Microsoft Intune - https://www.microsoft.com/en-gb/cloud-platform/microsoft-intune 
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