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[bookmark: _Toc37896504][bookmark: _GoBack]Introduction	Comment by Carlene Campbell: Number, name your diagram/figure and then refer to it in your discussion. Reference source where you get this table. Avoid using contractions (shortened form of a word combination using the apostrophe (') e.g. don't, isn't)!

Write " is/has" instead of "'s".

Reference(s):http://grammar.about.com/od/words/a/EnglishContractions.htm. Introduction can include background literature of the subject area.

This report will be undertaking to see how well “CoffeeCapulus” is set up, the report will monitor how good the security is, the network, and how both can be manipulated by users. Also, Bring Your Own Device (BYOD) will be covered in this report. BYOD is also known as Bring Your Own Technology (BYOT). They are very similar abbreviations but mean the same thing.
CoffeeCapulus is a company which sells Blue Mountain Peak coffee from Jamaica, it has one of the best sought-after blends in the World. The company uses cloud services to deliver IT Services. It is estimated that almost 95% of the company’s network is wireless based. 

[bookmark: _Toc37896505]Related work

[bookmark: _Toc37896506]Security – what data is held by private companies, how it should be protected
Many companies can withhold data about you, they do not need consent from you to hold this data, if it is being used it’s in a “lawful basis” meaning for reasons such as a “contract, legal obligation and so on” [1].	Comment by Carlene Campbell: 

However, everyone has the right to access their own data which companies have. If a company has your data which might be sensitive, then you have the right to contact that company, and ask for a copy, this company cannot charge you for this, if you request a second or third then they can charge you a fee. Once obtaining a copy of your data, you will then have access to it and will be able to identify what kind of data they have on you. Then you can ask them “What is the reason for having your data and what it is being used for?) [2]. 
According to an online source there are many companies out there which legally share information with third party companies, in which can generate hundreds if that thousands of copies of people data which may be sensitive. Also, some companies will keep hold of this data on their file months even years in some cases [3]. 
It is very important for CoffeCapulus to keep their data protected, as some people would like to get it, like their competitors. Hackers will always try their best to hack into businesses, to get this type of data and sell it to the highest bidder, again like their competitors. If the company were to lose data, then it could prove costly, for example losing customer details like their billing address or payment details, this will be considered sensitive information  and to lose this will cost them greatly because they could sued by the customers, also they would be breaking the “GDPR” rules [4].


[bookmark: _Toc37896507]Wireless network
A wireless Network uses radio waves to connect devices to the internet or to each other. These devices could be anything such as laptops, mobiles devices, iPads or any smart devices. Wireless tech would also allow employees/customers to connect to the business network and any applications it would have. If you were at a business such as a coffee shop and use its Wi-Fi then you would be connecting to that business’s wireless network. 
With having a wireless network, there are many risks which can come forth, like “piggybacking”, someone with a wireless enabled device which are in range could use your connection and find a way to steal your data [5].
[bookmark: _Toc37896508]Social media
[image: ]Social Media is an online experience for users to be able to connect and keep up to date with their relations of others. Social media is a central part of experience of use from the internet. When someone says social media, they will instantly think of “Facebook, Twitter, Instagram and so on”. These social media websites are internet-based applications that are built on technological foundations of web 2.0 [6]. Some people would argue that social media also includes online games such as “World of warcraft and Second Life”. If you see in the image below.	Comment by Carlene Campbell: 



Later on then with the research,  it shows how far social media has come over the years, simply because Facebook and YouTube started off with being a simple website that was accessed through desktops, whereas now everyone is able to access these applications because of the use of smart technology, we are able to go on Facebook anytime and anywhere through the use of mobile devices and laptops.
Whereas if CoffeeCapulus had an online presence in social media, like a Facebook page they would need to be careful, because other people in the real world could hack their account, and post fake status acting as them, and this would damage their reputation. Causing them to lose potential customers resulting in a loss for their them. [7]

[bookmark: _Toc37896509]Online/offline
Online and offline is terms of where they are based with data, for example if a company were offline they wouldn’t be keeping any of their data on the internet through servers, which mean there is a less chance of them being hacked and losing their data. But if a company were to keep their data online such as OneDrive, the cloud then there will always be the risk of them being hacked and losing all their data.
With CoffeeCapulus, they stated previously “almost 95% of the company's network is wireless based”, with this being stated, they must use an online source such as OneDrive or cloud to store their data, thus is a good way of storing your data. However, in the past sources like OneDrive, Dropbox have been hacked [8], and if this happens again then CoffeeCapulus are at risk of losing their data, the recipe to their blends and so on. 
[bookmark: _Toc37896510]BYOD
BYOD is known for permitting employees to bring their own device into work. It is the same for universities where many of their students bring in their own laptops and smart mobile devices. By allowing this to happen in your business or institute you are giving people the ability to access the network wirelessly and giving them access to applications and services within the business. [9]
With policies there is a certain agreement which must be put in place, which is an SLA (Service Level Agreement) which everyone must agree too, which will enable people to have access to the network, which involves the computer misuse act, this will stop people from doing bad on the network, they will not be able to hack the network, not be able to have access to certain websites like gambling, porn and so on. 
If they break the SLA, then they will either be kicked from the network and will be asked to leave the premises or will be fixed with a penalty or fine. With students in universities they are asked to sign a student handbook which means they know the rules and will not break them.

[bookmark: _Toc37896511]Security Policies & Internet Usage Policies 
Security Policies are used by companies to safeguard their systems from risks being developed. Also it safeguards themselves, simply because the employees would read and understand the things they should not do, and if they do break rules then it is at their own risk because they may be at risk for breaking the rules. Also having security policies in place, will establish that any visitors or customers will have to comply with rules set in place, and they will have to comply with these rules if they want access to any services provided by the company or even the internet [10]. 
With internet usage policies being set in place will restrict employees to use it for business needs only. Having this will benefit the company, it would also minimise the risk of viruses being drawn into the company as well.

[bookmark: _Toc37896512]Advantages
One of the advantages of having policies in place is that it safeguards the company, in which if anything goes wrong which in terms of viruses it is down to one of the employees for bringing it in, in right the company has the right to punish that employ or lay them off because they agreed to obey the rules in which they had broken. Another advantage is that the company resources will be used purely for the company, it won’t be used for personal internet usage [11].
[bookmark: _Toc37896513]Disadvantages
One of the main disadvantages of this is the fact that its strict regulations and some people with argue with this being too strict, may push some people away because of the regulations. However even having security policies in place there are still risks out there which could affect your business even with policies in place. [12]

[bookmark: _Toc37896514]BYOD Mobile Device Management Software
MDM which is also known as “Mobile Device Management“ is a type of software which is used by it staff to monitor the company, and keep everyone in check making sure they are up to no good, it is used for all types of devices. There are many different MDM software’s out there, they are crucial for some companies because they ensure security for the company. Some software will prompt the customers to agree the policies before they can access any of the services, some are even so advanced they even erase any files that are saved on the devices, if the person was to leave the building the software would delete any data that is on that device saving the company from losing any data. The software would save so much time for the IT specialists, they would not have to deal with new devices coming to the company and leaving. It would also save time for the customers, they would have to bring the device to the IT staff so they would add it, the customers and other staff members would end up frustrated, instead the software would deal with all of that saving time. 
The software would keep people from having access to CoffeeCapulus’s blend recipe. If the company were to go for one of the more advanced MDM software’s, then there would not be any potential risks of anyone leaving the facility with any data because it will be deleted before they leave the area [13]. Thankfully for the software the IT Staff would have the ability to give different departments, different privileges for example the delivery department would only have access to customers delivery addresses, and the billing department will have access to the customers billing details, the Human Resources would have access to staff details, which no one else would.  Having a BYOD MDM software in place like “IBM’s MaaS360” [13] would benefit the company because it would allow the company to work with all Brands like Apple, Samsung and so on, but the software also supports most operating systems like windows, Linux. Another reason why CoffeeCapulus should go for an identical system to IBMS’s is because the software allows applications and push documents to be used securely, it even allows certain users to open certain files within the company, if a specific user isn’t allowed to open private files then they will not be allowed to do so. Lastly when an employer leaves the company the IT staff can use this software to erase any files saved or running on their device.

[bookmark: _Toc37896515]Implementation 

[bookmark: _Toc37896516]DFD

[image: ]	Comment by Carlene Campbell: 


This is my Data Flow Diagram explaining the process that each employee and customer must follow when visiting the business or starting work for them/bringing in a new device. It is a fairly straight forward process; which people must follow and will save time doing it this way rather than taking their device to the IT Staff, Hassle free and would keep the individuals happy because again it saves time and energy from going back and forth, plus its easier on the IT Staff because the policies that people must follow is there when people want to join the network. It is down to them to read and follow the guidelines.  



[bookmark: _Toc37896517]Network Diagram 

[image: ]

This is the network that has been designed, as you can see form the diagram, it is a simple network with, PC’s a router and Switch in place. The PC’s have been slotted in ports 1-10 on the switch and then the router has been slotted on the other end of the ports into port 24, that way when a problem arises it will show up on one end, making it easier to see where the issue is coming from.
Having the BYOD mobile device management software in place will help minimise the security risks that business will encounter, but also the IT Staff will help by making sure employers will change their passwords every few months as well. Also the IT Staff will prioritise access from certain departments, like previously stating, only allowing HR staff to have access to staff records, and the Delivery department will only have access to delivery details from their manufacturers and access to their customers details such as names and address so they know where to ship their product, this will minimise the risk of losing data from the company and saves a lot of problems from occurring later on.
With the security Framework, it would be advisable that the company have policies in place for potential customers and their employers. No one can use the company’s resources for personal use or to undertake the Computer Misuse Act 1990 [14].



[bookmark: _Toc37896518]Conclusion	Comment by Carlene Campbell: 
Your conclusion should wrap up key areas from the report.  No new argument should be introduced within it.
CoffeeCapulus should think twice about being a serverless company. The reason for this is because having their data saved online could add to extra issues, simply because it would invite hackers to try and steal their data. They should think about keeping their data offline, by doing this will keep their data safer, and would add extra security measures in place, making it more difficult for the hackers to steal that data. By having your data saved online in a company like the “iCloud” or “Dropbox” could prove costly, the reason for this is because companies like these have been breached before by hackers. Another point which CoffeeCapulus should look into is, getting really good BYOD MDM software like “IBM’s MaaS360”. This software could be beneficial to the company, as it would save a lot of time and keep pressure of the IT Staffs shoulders, not only that but it would keep the customers and employers happy because they wouldn’t have to keep coming back and forth to the IT department getting their devices connected constantly. It is the agreement they have to accept to get the full service of resources from the company. Lastly the only other thing which will benefit the company greatly is having the policies in place to stop trouble from developing, by having a “SLA” in place will stop employees from doing anything bad while on the job, but also stop customers from doing anything wrong while using company resources.
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                 MARKING CRITERIA AND STUDENT FEEDBACK



This section details the assessment criteria. The extent to which these are demonstrated by you determines your mark. The marks available for each criterion are shown. Lecturers will use the space provided to comment on the achievement of the task(s), including those areas in which you have performed well and areas that would benefit from development/improvement.

	[bookmark: assessmentComponent]Common Assessment Criteria Applied  (Assignment 1)
	Marks available
	Marks 
awarded

	1. Engagement with Literature Skills
Extent of research and/or own reading, selection of credible sources, application of appropriate referencing conventions.
	
	

	[bookmark: feedbackRIL]You have used mainly websites for your referencing and did not engaged with academic peer review article to make your work credible. Websites require careful consideration.  Key concept considered.  Utilising the University online resources and journals, this will also help to improve your writing in an academic way. Your writing is jejune. 
 (Grade mark: 50.00%)
	[bookmark: totalRIL]15
	[bookmark: markRIL]7.5

	
	
	

	2. Knowledge and Understanding Skills
Extent of knowledge and understanding of concepts and underlying principles associated with the discipline.
	
	

	[bookmark: feedbackKUS]You have demonstrated knowledge and understanding. However, see comment above which is lacking in this report.  You have not used the IEEE report formatting.  
 (Grade mark: 50.00%)
	[bookmark: totalKUS]15
	[bookmark: markKUS]7.5

	
	
	

	3. Cognitive and Intellectual Skills
Analysis, evaluation and synthesis; logic, argument and judgement; analytical reflection; organisation  of ideas and evidence
	
	

	[bookmark: feedbackANA]Your report explain the relevant areas for this assignment; policy, DFD, network design, etc. and a written conclusion. Number, name and refer to your figures within the report 
 (Grade mark: 60.00%)
	[bookmark: totalANA]40
	[bookmark: markANA]24

	
	
	

	4. Practical Application Skills
Deployment of methods, materials, tools and techniques; application of concepts; formulation of innovative and creative solutions to solve problems.
	
	

	[bookmark: feedbackPAD]No packet tracer design uploaded to see and test for countermeasures. The design in your report is similar to that of some other students 
 (Grade mark: 10.00%)
	[bookmark: totalPAD]20
	[bookmark: markPAD]2

	
	
	

	5. Transferable Skills for Life and Professional Practice
Attributes in professional practice: individual and collaborative working; deployment of appropriate media; presentation and organisation.
	
	

	[bookmark: feedbackSPP]Your work could do with formatting alignment/justify to make it look more professional.  Some grammatical errors are within your report and your writing style can be improved.
  (Grade mark: 60.00%)
	[bookmark: totalSPP]10
	[bookmark: markSPP]6

	
	
	



	Assignment Mark (Assessment marks are subject to ratification at the Exam Board.  These comments and marks are to give feedback on module work and are for guidance only until they are confirmed. )
	Late Submission Penalties (tick if appropriate)
	[bookmark: totalMark]47%

	
	Up to four weeks late
	[bookmark: fourWeeksLate]
	

	
	First Attempt?
	[bookmark: firstAttempt]
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