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Introduction 
  Information protection is a collection of procedures aimed at keeping data safe against unwanted access or modifications, both when stored and when transferred from one computer or physical location to another. As intelligence has become one of the most valuable possessions in today’s society, attempts to keep information secure have become particularly critical in this regard.
  Information protection is meant to safeguard the interests of the participants of information partnerships by maintaining the availability, honesty, and secrecy of information and to shield it from unintended or deliberate leakage, use or loss, as well as from other sources of risks. Security is the process of protecting against malicious attacks computers, routers, mobile devices, electronic services, networks and records, which can be categorised into a few different categories. (Fruhlinger, 2020)

IT Security types
  Network security is used to stop unwanted or malicious users from breaking through our network. This kind of security is expected to stop an attacker from accessing data inside the network. It also prevents them from negatively impacting the capacity of the workers to connect or use the network.
  Application security is oriented towards keeping apps and computers secure from attacks. A hacked program may have access to the information it must be secure. Effective protection starts in the design stage long before the launch of a program or system.
  Internet security requires defence of information sent and received by browsers, as well as security of the network including web-based applications. This protections are designed to track both incoming malware and unauthorised traffic on the internet. This security can come in the form of antimalware, firewalls, and antispyware.
  Endpoint Security offers system-level protection. Endpoint-secure products include mobile phones, smartphones, notebooks, and desktop computers. Endpoint protection will stop the devices to have access to entering compromised networks which may pose a danger to an organization.
  Cloud Security - Applications, files, and identities migrate into the cloud, which means users link directly to the Internet and are not covered by the standard security package. Cloud security can help to protect of usage of Software-as-a-service (SaaS), (CASB), (SIG), and (UTM) for security in the cloud. (Fruhlinger, 2020), (cisco.com, n.d.), (kaspersky.co.uk, n.d.)

[bookmark: _Hlk49882675]Information security principles
  Information security is the science and technology of preserving sensitive knowledge in every aspect of handling, sharing, and using it. However, information management is fundamentally based on some concepts that you will use every day to secure our information.
Confidentiality is the first step toward network security and data security. It means protecting from access by unauthorized persons to the data. As a consequence, sensitive details can only be accessed by the original user and by trained staff.
Integrity requires securing data from unwanted changes (e.g., inserting, removing, or changing). The principle of integrity is intended to ensure that the data can be believed to be reliable and has not been manipulated improperly. Furthermore, this concept also includes a physical network of hardware machines.
Availability is like a mirror of confidentiality: we need to make sure that unauthorized persons cannot access the data, you also need to make sure only those with the correct authorizations can access it. For example, keeping a bank account wouldn't be helpful if you never could check how much money was in it or what transactions had taken place. Banks offer information in many ways, including online banking, ATM balance enquiries, and monthly statement. (Clark., 2020), (Burnette, 2020), (Fruhlinger, 2020), (study.com, n.d.)

[bookmark: _Hlk49882702]Different types of Attacks
  As far as data security is concerned, there are two kinds of threats: internal (staff, technicians and device users, programmers, professional workers, administrators of different responsibilities, information technology security officers) and external (clients and guests, retired employees, members of rival agencies and international intelligence, illegally exposed persons).
  Most attacks can be categorized into several main categories.
Phishing attacks
  Phishing includes sending emails which seem to come from reputable sources. It's about getting the confidential information or distributing malware. Phishing is one of the simplest (and thus the most common) ways to compromise the security of an organisation. This is a way to find out our password.
Malware Attacks
  Malware: This is a basic term for software that is created for malicious purposes. It includes virus attacks, worms, adware, Trojan horse, and spyware. These are the most common dangers of a computer system. Malware is different from other malware because it can spread over a network, cause changes and disruption, remain undetectable and live in the device which is infected.
Denial – of – Service (DDos) attacks
  DDos is type of attack that causes loss of service or inability of the network to function. In this attack, the attackers do not have access to the system, but block the access of legitimate users. One way to block a legitimate service is to flood the target system with multiple fake connection requests. Thereby, it cannot respond to legitimate requests. DoS is the most common attack on the web.
SQL – injections attacks
  SQL injections are the input of SQL commands into login forms (username and password fields) to try and cheat the server and execute these commands. The most popular aim is to get the server to identify the attacker, even though there is no valid username and password for him. If the code is overloaded, our data can be read, changed or removed. (Dobran, 2019), (Валентина Войноховска, 2014) (www.comtact.co.uk, 2019)

[bookmark: _Hlk49890015]Man- in – the – Middle Attack
  Man in the middle attack is a form of cyberattack, where a malicious individual introduces him / herself to a two-sided conversation. Present both parties and access information that the two sides attempted to send to each other. A Man in the middle attack allows a malicious person to catch, send and receive data for someone else, or not intended to be set at all, without any knowledge from either outside until it is too late. (leastwastefulcities.com, n.d.)
A Man in the Middle Attack is a form of cyber-attack where a hacker or attacker is introduced into a communication or data transmission between two client and server parties. Either eavesdrop or impersonate one of the parties making it appear as if there is a normal exchange of information going on. Now he can inject false information, after establishing himself between the connexion. If you send a parcel to your friend by speed post but at the post office, if a worker opens the parcel and exchanges it with another item, he can also insert unwanted items into the parcel. Like that a hacker can perform the Man in the middle attack on your device, without letting you know.
  Man in the middle attack is further divided into categories that are as follows: 
1 IP spoofing 
2 DNS spoofing 
3 HTTPS spoofing
4 SSL Hijacking 
5 Wi-Fi Eavesdropping
6 E-Mail Hijacking
7 Stealing browser cookies

  In order to impersonate another operating device, IP spoofing is the development of Internet Protocol pockets with a fake source IP address. IP spoofing is a tactic that hackers frequently use to launch DDos attacks and men strike targeted computers in the centre.
  DNS spoofing is an attack that uses manipulated DNS records to divert traffic online to a fake website that matches its intended destination.
  Cannot hack HTTPS websites. But that doesn't mean hackers won't be able to build websites whose domains look very close to the target website's. HTTPS spoofing, also known as homograph, attacks, removes characters in the target domains domain which are very similar in appearance to other characters. The attack exploits a feature called Punycode, a specification requiring registration of hostnames which contain other characters. 
SSL Hijacking or SSL Stripping is an attack used to bypass the protections imposed on HTTPS-enabled websites by the SSL certificates. SSL spoofing is, in other words, a technique that downgrades your link from stable HTTPs to vulnerable HTTP and exposes you to eavesdropping and exploitation of data.
E-mail Hijacking a widespread threat uses any of the methods such as email spoofing, social networking software, or viruses injected into a consumer computer. In this method, email is sent from a known domain by a spammer misguiding the recipient to open the message, as it is from a known source. Typically, these mails have questionable connexions and suspect material.
WiFi Eavesdropping is one of the most popular ways hackers use to access your private data when connecting to a public Wi-Fi hotspot. If you use public Wi-Fi, then make it easier for you to get compromised. Cyber criminals rely on people connecting to public Wi-Fi without worrying or taking the appropriate precautions.
Stealing Browser Cookies
  An HTTP browser cookie is a small piece of data that is sent from a website and stored by the user's web browser on the user's computer while the user is browsing. Cookies were designed to be a reliable mechanism for websites to retain state-of-the-art information or to record browsing activity by the user. This cookies are encrypted so that the hacking of confidential data is harder for people in the middle of the client and the server. Yet forward hackers will be able to access the encrypted data and know all your private information.
 (leastwastefulcities.com, n.d.), (us.norton.com, n.d.), (Dobran, 2019), (Swinhoe, 2019), (www.comtact.co.uk, 2019), (Graham, 2019)

Preventing Man in the middle attack
  Never connect to free public Wi-Fi routers directly. If possible
install VPN, because VPN encrypts your Internet connection or public hotspot to protect private data you send and receive while using public Wi-Fi connection. Like password or credit card information or any other important information.
  Secure your Wi-Fi router network and change your password regularly.
  Never click on malicious links or spam, unknow email links.
  Do not download pirated software or any pirated contains from untrusted sites.
  Make sure websites contain HTTPS connection in front of URL.
(www.comtact.co.uk, 2019)
VPN in Network Security
  If you have high internet privacy standards, then our answer is a Virtual Private Network (VPN) connexion. It provides security which is unattainable if you directly connect the network via the servers of your ISP. VPN is a method of connecting which brings a number of additional security benefits, particularly to anyone using a public link.         When we connect to a network without a VPN the traffic is freely transferred from the computer to the servers of the provider in an unencrypted form. It is reaching servers around the world from there. This makes traffic more vulnerable to attacks and threats to security. If a VPN is used, the traffic is encrypted by the VPN application on a computer or smartphone before it even leaves the device.
Therefore, it is highly advised to use VPN Protocol. (tscomputersblog.wordpress.com, n.d.),

HTTPS in Network security
[bookmark: _GoBack]Man in the Middle describes a very particular assault in which the perpetrator (in this case you and the server) lies between the two hostages. Both sides are criminals and both sides believe they interact openly with each other as they talk to a third person, the intruder. In many cases the attacker is just software.
The answer on this problem is using Hypertext Transfer Protocol (HTTP). 
  HTTPS does two things: it encrypts communication between you and the website you are visiting and authenticates that the place you are visiting is really the right location you are visiting. You will understand that a user is using HTTPS, because in your browser bar a green lock would appear.
  To ensure the link is safe, the sender and the data receiver must communicate with each other via a system for encryption and decryption of messages. In this context, HTTPS relies on two main encryption protocols: SSL (Secure Sockets Layer) and TLS (Transport Layer Security). (leastwastefulcities.com, n.d.), (Vertommen, 2017), (liptrade.eu, 2019)

IDS and IPS in Network Security
  Intrusion Detection Systems (IDS) and Intrusion Prevention Systems (IPS) are two tools that network administrators use to identify cyberattacks.
  Intrusion Detection Systems (IDS) is network security technology which can analyse user activity network traffic and detect malicious intrusions and network attacks. Once the signal is received, the user can take action to find the cause and eliminate it. 
  An IDS programme is a diagnostic tool capable of detecting malicious packets and generating notifications but cannot block the entry of packets into the network. Therefore, Intrusion Prevention System (IPS) system is used to help.
  Intrusion Prevention System ( IPS) combines IDS analytics functionality with the ability to intervene and prevent malicious packets from being delivered. IPS is system which analyses the content of network traffic to detect and respond to attacks.
In simple terms, IDS systems detect and IPS tools prevent. That is why is very important to use both of them. (JACKSON, n.d.), (bg.howdots.com, n.d.)

Conclusion 
  The Republic of Snowdenia County Council needs to understand and realise the importance and the necessity, on the information and data being protected. It is highly recommended for the company to invest in a software and security measures which protect and do not allow unwanted hackers to access the information and cause detrimental damage for the business organisations as well as for an individual. 
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