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HND Electronics Engineering Year 2
Network Operating Systems and Security
WorkSheet 3: Planning and Deploying DNS in the network infrastructure.

Group Name:	 
Date:
Author(s):	

Complete the following tasks:
[Note you should read the worksheet information carefully as there are a number of written observation tasks.  As always, take screen captures and written observations where appropriate].
	Task 1: Understanding DNS operation; Planning and deploying DNS

	We saw previously that the Network Infrastructure needs to implement a Naming System (Host Names) which involves mapping IP addresses to names, as a form of alias.  This is because it is very difficult for Humans to remember 32-bit number combinations (the format of logical IP addresses).

You will remember that the DNS Namespace is used to refer to Computers or more specifically Network Cards (after all this is how our devices talk over the Network) as Hosts.

Anything that binds an IP address to it is referred to as a Host in the DNS Namespace.  DNS namespace is hierarchical, arranged into Parent and Child Domains, therefore Names can be reused. 

Understanding the DNS Namespace.

DNS unlike the NetBIOS namespace is hierarchical; it uses a Parent – Child Domain Structure.  This allows for scalability and reuse of names.  Take the following example;

Server1.leespace.com

Can we reuse the domain space of leespace, the answer is yes, as long as it’s unique within the Parent Level Domain Space of com.  


Can we have more than 1 Server named Server1,again the answer is yes as long as it’s unique within the Domain (no more Server1’s allowed in leespace domain), you could as part of leespace.com have a child domain called sales, therefore we could have

Server1.sales.leespace.com

The other important aspect to understand with DNS Namespace is within the Parent – Child (hierarchical space), we generate names for devices by giving them Fully Qualified Domain Names (FQDN).  Example server1.leespace.msft

Server1 identifies the host name and leespace identifies the Parent Domain that this host lives within.   


You don’t have to have the DNS Server Service installed to work in an everyday Windows 2003 Server environment; you could be part of a Workgroup or simply a Member Server in the domain. 

Choosing/Planning Domain Names using DNS.

· You must use a unique domain, within the parent level domain space.
· Once this is done, you need to select the Name Server that is authoritative for the Domain Space. (E.g. Is Server1 the authoritative Name Server for nwtraders.msft domain space?)

[Complete this task from both servers]

Task (A).  Check the Host Name and Fully Qualified Domain Name of your Server.
To better visualize the concept of how the domain name system breaks down host names/fully qualified host names we have 2 methods available to us.

To check the host name

· Start – run – cmd
· At command prompt, type hostname (Note the result)

To check the Fully Qualified Domain Name 

· Start – right click on My Computer – choose Properties
· Click on the Computer Name tab
· Note the full computer name provides the Fully Qualified Domain Name.

Task (B). Installing the DNS Server Service.

[Complete this task from the low number server]

Login using an administrative account; (User Name – Administrator, Password: P@ssw0rd
Domain: NWTRADERS).

· Start – Settings – Control Panel – Add/Remove Programs
· Add/Remove Windows Components
· From the Windows Components dialog – choose Networking Services.
· Click Details – Check on Domain Name System (DNS) choose Ok.  The Service will now install.
· The DNS Console is now available by choosing Start – Administrative Tools – DNS.

Authoritative and Non-Authoritative DNS Servers.

Authoritative DNS Server – Is authoritative for the namespace of the query, if authoritative the DNS Server hosts a primary/secondary copy of the query. When queried; the DNS Server will check the Cache then check the Zone and then return the requested address.  If it cannot find the address the DNS Server responds to the client with an authoritative No.

Non-Authoritative – Means the DNS Server is non-authoritative for the namespace of the query.  The DNS Server will then either Forward the query to another server called a Forwarder, or addresses of multiple root servers to step up the DNS hierarchy to locate an answer for the query (also known as the Root Hints process).

[Complete this task from the low number server]

Task (C). Configuring the Properties of the DNS Server Service.

Q).  We will not configure the DNS server at this time, although it is generally a good procedure to make the DNS Server, a Client of itself. In other words make our computer a DNS client, then this client will be a client of the DNS Server we are installing, why is it important do this?  

· Demonstrate how you would make this server a client of itself 

There are Several elements to appreciate when configuring the properties of the DNS Server Service.

* DNS Solutions:

Comprise the following elements:

· DNS Server Service (The computer that runs DNS Service, resolves requests/queries that DNS Client – Resolve submits)
· DNS Client – A computer that runs the DNS Client Service
· DNS Resource Records – Information/records of host names to resources. 

* DNS Queries: 

A client takes several steps when trying to resolve a Name to an IP address, you will recall the process (from last week’s notes) but to refresh your memories the third step involves the client querying a DNS server.

E.g. We are attempting to ping lees-server.com, in order for this action to be completed successfully we need to resolve the name to an IP address.

To better appreciate the principle behind this, we first need to recall the DNS Namespace Hierarchy:

Take the following FQDN (ftpserver.mainservers.sihe.org

Root Level/Top Level Domain – Managed by Internet Controlled Servers (e.g. com, org, edu, ac).
Secondary Level – Our registered domain name (e.g. sihe)
Subdomain Level – Subdomain used in our hierarchy (e.g. mainservers)
Host Level – the host name of our Machine (e.g. ftpserver1).

The client (when attempting to resolve the IP address via the DNS service) will walkthrough the DNS Hierarchy of Servers with a series of Recursive and Iterative Queries.  A query is the process involved when a DNS client resolver asks the DNS Server for the IP address of the supplied host name.  

The reason for the query is for the DNS solution to allow users to access resources by using alphanumeric names.  

2 Types Recursive and Iterative;

Keywords; Root Hints:  These are resource records stored on a DNS Server that list IP addresses of DNS root Servers.  


Task (D).  More DNS properties: DNS Forwarders, cache entries and root hints.

This is a DNS Server that other internal DNS servers designate to handle/forward REQUESTS/QUERIES for resolving domain names that reside at external/offsite locations.

Example:

DNS Name Server receives a request so it attempts to locate this information in its own zone files.  If this fails (e.g. because the Server is non authoritative for the domain requested) the server must liaise with other servers to solve the request.  This is the function of the Forwarder.

In Wide Area Network contexts, the query may involve interaction with DNS servers across the WAN links. 

[Configuring a DNS Server to use a DNS Forwarder].

[Complete this Task from the low number server]

· Ensure that DNS Console is open
· Select the server in the console view
· Choose Action – Properties
· In the Selected Domains Forwarder IP address type the following IP address:
· 192.168.1.200 (This Server will act as the forwarder for queries that are in the Servers DNS Domain).
· Type 10 seconds into the ‘Number of Seconds before forward queries time out’ field.
· Chose Enable for the option that states: Do not use Recursion for this Domain: 

DNS Server Caching.

We use Caching to temporarily store recently accessed information in a nearby memory location for the purposes of fast & efficient retrieval.

DNS Server Caching provides fast responses and reduces DNS formulated network bandwidth.  DNS Responses are cached for a certain period (TTL) so that future queries for this record can be resolved quickly from Cache.

[Complete this Task from the low number server]

[Updating Root Hints].

· Open DNS Console
· Select your Server.
· From the Action Menu – select Properties
· Select the Root Hints tab – click Add: enter the FQDN and Classroom Network Connection IP Address of London
· Click Ok to close the properties dialog box and then close the DNS console.


[Clearing the DNS Server cache using DNS Console].

· Ensure that DNS Console is open
· Select the appropriate Server
· Choose Action – Clear Cache

Q).  Why is it important to be able to control the DNS cache and in some cases clear the DNS cache entries?




	Task 2: Storing and Maintaining DNS Data.

	The Resource Record is a set database structure that contains information needed to process DNS queries.  (E.g. Host Name: DNSClient1 IP Address: 192.168.10.100).

The DNS Zones are the physical portion of the domain space, where Resource Records are kept.  

Lets say for example we have the following Namespace structure

Second Level Domain: nwtraders.msft

And then within this structure we have two subdomains called Sales and Purchase.
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We could have a Zone (Zone 1) that can be Authoritative for both nwtraders.msft domain and the purchase.nwtraders.msft domains.

If we have another Name Server on the Sales Domain, then on this server we have a Zone file.  This zone file is authoritative for only a single portion of the DNS Namespace (hosts in the sales.nwtraders.msft domain).

Zones are stored on Name Servers.  The Zone file is the file stored on the Name (DNS Server) that contains configuration information for a zone and resource records contained within that Zone.

A DNS Server is authoritative for a Zone, if it hosts resource records for the names and addresses that the clients request, in its Zone File.

DNS Fault Tolerance  - DNS Zone Types
  
There are three different types of DNS Zones, Primary, Secondary and Stub Zone.

It is generally good practice to configure a Primary DNS Zone on one server and configure a Secondary DNS Zone on another, this way if the primary zone fails we have fault tolerance in place.

Primary Zone – The authoritative copy of DNS Zone information, resource records are created and managed here. We setup a Primary Server to host the zones for a domain or domains, this server is usually stored at an accessible location so that we can administer the zone file with any changes

Secondary Zone – This zone contains a copy of the DNS Zone, but in read-only format.  Records in the Zone file can only be changed at the Primary Zone.

Stub Zones – A stub zone is a copy of a zone; that contains only the resource records that are needed to identify the authoritative DNS servers for that particular zone.   The principle is like a bookmark or pointer that simply points to the DNS Server that is authoritative for a particular zone.

Forward and Reverse Look-up Zones:

Forward Lookup Zone – A query process where the display name for the DNS domain of a host computer is searched in order to find its IP address.

Reverse Lookup Zone – A query that involves searching the IP address of a host computer, in order to establish its display name for the DNS Domain.

Task (A):  [Configuring DNS Zones]

Here we will configure a DNS Zone by type and establish the Lookup Zone type:

[Complete this Task from the low number server]

· Open the DNS Console
· In the DNS Console, right click on the DNS Server, click New Zone
· At the Welcome Wizard Dialog page click Next
· At the Zone Type page – choose Secondary Zone – choose Next.
· In the Forward and Reverse Lookup Zone page, choose Forward Lookup Zone (if it is not already selected). Click Next
· Zone Name: nwtraders.msft
· Master DNS Server requires the IP address of the Master DNS Server: type the following 192.168.1.200
· Verify that the zone is loaded from the Master DNS Server:

· We may have to ensure that zone transfers are allowed for this zone (security settings) to allow this to occur on our servers (this has already be configured on London).  This is available by right clicking the zone you have just created and checking on Allow Zone transfers.

· In the DNS Console select the Secondary Forward Lookup Zone we have just created – in the details pane, view the Resource Records to check that the zone has been loaded from the master server.  

[Here we will configure a Reverse Lookup Zone, each DNS Server in the lab will maintain both a forward lookup zone and a reverse lookup zone]

[Complete this Task from the low number server]

· Open the DNS Console
· In the DNS Console, right click on the DNS Server, click New Zone
· At the Welcome Wizard Dialog page click Next
· At the Zone Type page – choose Secondary Zone – choose Next.
· In the Forward and Reverse Lookup Zone page, choose Reverse Lookup Zone (if it is not already selected). Click Next.
· In the Reverse Lookup Name page – in the Network ID field – type the Network ID Portion of the Classroom Network IP address 192.168.1
· On the Zone file page click Next to accept defaults.
· At the Master DNS Servers page – type the IP address of the Master DNS Server 192.168.1.200.
· Click Finish at the Summary of Selections page.

· Verify that the zone is loaded from the Master DNS Server:

· In the DNS Console select the Secondary Reverse Lookup Zone we have just created – in the details pane, view the Resource Records to check that the zone has been loaded from the master server.

Here we will create a Forward Lookup Zone on a Primary Zone Type on our DNS Server. To achieve this we will need to create our own Primary Zone that will manage the resource records for just the client machine in our private network.

[Complete this Task from the low number server]

· Open the DNS Console
· In the DNS Console, right click on the DNS Server, click New Zone
· At the Welcome Wizard Dialog page click Next
· At the Zone Type page – choose Primary Zone – choose Next.
· In the Forward and Reverse Lookup Zone page, choose Forward Lookup Zone (if it is not already selected). Click Next.
· At the Zone Name page, we need to type the DNS Name of the Zone that this server will be authoritative for type the following:
· Server.nwtraders.msft (Where Server is the hostname of your High Number Computer Name (e.g. Glasgow would be glasgow.nwtraders.msft).
· At Zone file page, choose Next to accept the Defaults.
· At the Dynamic Update page (more on Dynamic Updates later on) choose the option; Allow both non-secure and secure dynamic updates.
· On completion of the New Zone – choose Finish.

Finally we create a Reverse Lookup Zone on a Primary Zone Type on our DNS Server. 

· Open the DNS Console
· In the DNS Console, right click on the DNS Server, click New Zone
· At the Welcome Wizard Dialog page click Next
· At the Zone Type page – choose Primary Zone – choose Next.
· In the Forward and Reverse Lookup Zone page, choose Reverse Lookup Zone (if it is not already selected). Click Next.
· In the Forward Lookup Name page – in the Network ID field – type the Network ID Portion of the Partner Network IP address (e.g. if you are in the 192.168.101 private network this would be 192.168.101)
· On the Zone file page click Next to accept defaults.

Implementing Fault Tolerance via DNS Zone Transfers.

A DNS Transfer is the transfer of all data in a particular zone, from the Primary DNS Server hosting the zone to a Secondary Server.  The purpose of the Secondary Server is to host a copy of the Zone.

Changes made to the Primary Server need to be reflected at the Secondary Server, thus should the Primary Server ever fail, the Secondary Server has an up to date copy of zone file (including all the resource records). 

We may have more than one Secondary Server, so it is important to replicate changes at the Primary Server to all these servers. This is done using DNS Zone Transfers.

DNS Notify – This is the system by which, it is possible for the Primary Servers to notify Secondary Servers when changes to the zone occur.

The purpose of DNS Notify is to enable Secondary Servers, (upon receiving notification that a change has occurred to the zone) to obtain these zone changes from the Master server.  This ensures that the local replicas, on the Secondary Server, are up to date.

[Configure DNS Transfers and DNS Notify]

Here we are going to setup a zone transfer using DNS notify from our Primary – Forward Lookup zone (SRV-NWTRADERS.MSFT – in other words our server).  We will set the Secondary Server (the Replica Server for our Zone to be the London Server.

[Complete this Task from the low number server]

· Open DNS Console
· Expand the Server and then Expand Forward Lookup Zones.
· Select the Primary Zone. 
· Select Action – Click Properties
· Click the Zone Transfers tab – verify that Allow Zone Transfers is selected.
· Select Only to the following Servers.
· Type the IP address of the DNS Server that Zone data will be transferred to in the IP Address field : 192 .168.1.200 (London)
· Now click Add
· Within the Zone Transfers category – select the Notify option.
· In the Notify category – choose the option; The following Servers.
· Here we need to type the IP address of the DNS Server (Secondary Server) that will receive the automatic notification of changes to the zone, from the Master Server – click the IP address field type in 192.168.1.200.
· Click Ok
· On the Zone properties tab, click Ok.
· Close the DNS Console.
· Repeat this process for the Reverse lookup zone in our network.

	Task 3.  DNS Application.

	Here we will begin the steps towards deploying a common network service that relies heavily upon the correct configuration of DNS, the web server service.  Before we configure host settings in the zone file, we need to install and configure the web service.

[Complete this task from the high number server].

· Start – Control Panel – Add Remove Programs.
· Add/Remove Windows Components
· From the Windows Components dialog – choose Application Server – details
· Check on IIS.
· Next – Finish.

Now that we have the web server installed there are a few things we need to do before the server is ready to ‘host’ a website.  

[Creating a virtual directory]

You may remember that a virtual directory is an alias for remote computers to access the files that are stored on one or more of our web servers ‘local disks’.  By being local, these disks are not viewable by remote computers.  The virtual directory makes this possible.

· Start – Administrative Tools – IIS (Internet Information Services).
· In the console view, expand the local computer, expand the web sites folder, right click on Default Web site and choose New – Virtual Directory.
· Click Next on the Welcome screen
· Give the virtual directory an Alias name. This name is what remote users will insert into their browsers to find the files that live locally on your machine.  Ensure the name is relevant to the application you are hosting – choose Next.
· At the web site content directory page you will need to point the alias to the local directory where you web site content will be stored.  This is usually within the Inetpub/www directory within your local disk (e.g. C:\Inetpub\wwwroot).  This is the default web folder for websites in Microsoft windows operating systems.  Choose Next
· At the permissions page, ensure that your application has permissions to read files and run scripts.  Choose Next and Finish to complete the wizard.
· There are a few more steps to complete to ensure that content is visible from this directory.
· Go into My Computer – C:\Inetpub and right click on the wwwroot folder, ensure that the Internet Guest Account user has at least read permissions.
· Finally go to Start – Administrative Tools – Internet Information Services Management.
· Expand the server name and the default web site folder – right click on the Virtual Directory you have just created and choose properties.
· Click on the documents tab – click Add – select the page you just created and ensure it is at the top of the list.  This is the only way your page will be set as the default IIS page.
· We now need to create some simple web content for publishing.  To do this we need to create a simple html file and place it within the C:\Inetpub\wwwroot local directory on the web server.
· Now demonstrate locally how you would test this service is running.

[Complete this task from the low number server].

Q).  Test how we could access this webpage is working from the remote machine (namely our low number server (tip we don’t have DNS resource records setup for it yet so searching for the webserver using its name will not work). 


	Task 4: Observational Tasks.

	
Q). What steps does a client take (what is the process involved) when trying to resolve a Name to an IP address?

Q). Describe how the Recursive Query and Iterative Query Processes resolve DNS Client Requests?

Q).  Explain the significance of root hints and how this process enables us to resolve names that are not managed (or kept in an authoritative DNS server in our network)?

Q).  We have a Server called Server1, this server will be hosted in a subdomain called ‘subcontA’ with a root domain called nwtraders.msft, answer the following questions:

      (1). What is the exact FQDN for this host.
      (2).  Illustrate how the Domain Name System breaks up this FQDN into Host and  
             Domain Namespace.

Q).  Explain how DNS Zones are used in DNS, give examples to illustrate the use of multiple 
       zones and how these can be used to manage resource records of domains.  What 
       important factors/characteristics do we need to be aware of?
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