[image: Text

Description automatically generated]

	Student Name
	Cristopher Alexander Gonzalez Hidalgo

	University Name
	University of Wales Trinity Saint David (London Campus)

	Module Name
	Cloud Computing Administration 

	Programme
	BSc Cloud Computing

	Module code:
	ACCA5029_LON

	Lecturer:
	Renuga Jayakumar

	Student ID
	2113442

	Word Count
	6,000

	Assessment 
	1







Index
Background Introduction	4
a)	Total Cost of Ownership Calculator (TCO)	5
1.	Servers	5
1.	Windows Server	5
2.	Linux Server	5
3.	Web Applications	5
2.	Networking	13
3.	Adjust Assumptions	14
b)	Azure File Storage	15
1.	Azure Blobs	15
2.	Azure Files	15
3.	Azure Elastic SAN	15
4.	Redundancy	17
Single region:	17
c)	Azure Database	20
1.	Azure Database for MySQL.	20
Management	20
Performance.	20
Development experience.	20
Security and compliance.	20
2.	Azure Database for PostgreSQL	20
Familiarity.	20
Flexible Server.	20
AI-Powered.	20
IP Advantage and Microsoft Defender for open-source relational databases.	20
3.	Azure SQL for Database	21
d)	Azure Backup	24
e)	Analyse the suitable option for GLI using Azure Site Recovery	25
f)	Conclusion	26
g)	References	27



[bookmark: _Toc164812667]Background Introduction
The Global Learning Institute (GLI) is a medium-sized educational institution which offers online courses and certifications for approximately 20,000 students. Currently, they manage their IT infrastructure with local servers for hosting user profiles, course materials, and various administrative systems. This institution is considering migrating its entire IT infrastructure to the cloud offered by Azure because it offers greater scalability and lower cost. The main reasons for doing so are:
· On-premises servers are expensive to maintain and update.
· Servers at local facilities are vulnerable to hardware failures, power loss, and natural disasters.
· On-premises servers have limited storage and processing capacity, they cannot handle it effectively manually due to increased demand for your online courses and certifications.
This report will analyse why to migrate the entire IT infrastructure to the Azure cloud platform to do this I will do analyse some of the main key points, which are which will be analysed in detail in the following pages.
To do so, several key aspects will be analysed, such as:
a) Total Cost of Ownership Calculator (TCO)
b) Azure File Storage
c) Azure Database 
d) Azure Backup 
e) How to minimize downtime in case of unexpected problems and disasters



[bookmark: _Total_Cost_of][bookmark: _Toc164812668]Total Cost of Ownership Calculator (TCO)
The first key point to analyse is to estimate the cost savings that can be achieved if data is migrated from on-premises servers to the services used in the Azure cloud.  Given that GLI is a medium-sized company, solutions can be made regarding the use of different servers to analyse which one offers the best features according to what the institution needs, likewise the same process can be carried out for the best choice in As far as databases, storage types and network types are concerned, it is necessary to use the Azure total cost of ownership (TCO) calculator which will help with this purpose.
[bookmark: _Toc164812669]Servers
The number of servers used by educational institutions can vary significantly based on their size, infrastructure, and technological requirements. As GLI is a medium-sized institution they will need different servers for different applications such as: servers for email, websites, virtual learning environments, and administrative systems. According to what was previously established, we can estimate that the number of servers can range from 500-1000, also considering that this will allow the institution's capacity of students to be expanded soon.
Microsoft Azure offers two types of servers, which are: Windows/Linux and Web App.
1. [bookmark: _Toc164812670]Windows Server. Developed by Microsoft, it runs services created and maintained by Microsoft. It offers a rich collection of additional features.
1. [bookmark: _Toc164812671]Linux Server. Based on open-source Linux distributions, it provides more flexibility and customization options. This contains thousands even millions of developers that provide their knowledge to keep updated and optimized this server.
1. [bookmark: _Toc164812672]Web Applications. Deployed on web servers accessible via browsers.
For the type of applications that the institution will use, it is most advisable to use physical servers that allow tasks to be executed and services provided on local machines which will be used by staff, administrators, and students.
As mentioned above, Azure Cloud offers two types of physical servers, Windows Server, and Linux Server. The choice depends entirely on what you want to install and use within the server, since both platforms offer different performance, security, and stability for the applications, depending on the environment in which they run. Let's now look at each of the characteristics. 
Windows servers are oriented to use ASP, ASP.NET, Access databases and MSSQL, for example. Although it is well known that they can also run applications made in a variety of other languages such as C, C++, Python, and other cross-platform languages such as PHP [1]. 
Linux servers are ideal for running technologies such as C, Perl, MySQL or PHP with Nginx or Apache web servers, which are optimized for this environment, since they were languages created specifically under these Linux-based platforms and Unix, where they run natively and from where you can get the maximum performance when executing them [1].
Keeping this in mind some characteristics of each one to be able to choose the most suitable one. A table detailing the characteristics of each will be shown below.

	Features
	Windows Servers
	Linux Servers

	Uses
	Windows dedicated servers are in themselves much easier to manage than Linux, especially if we are beginners in the subject, thanks to their visual interfaces. Even so, an expert user of Linux dedicated servers will have no problems performing all kinds of complex tasks.
	Dedicated Linux servers do not have a graphical interface, so they can be more difficult to manage than a Windows server.

	Functionality
	One can be much more useful than the other depending on the technologies that are going to be used, so for some things one will be more useful over the other and vice versa so it will totally depend on the technology that is going to be executed within.

	Reliability
	Microsoft is a world-renowned company that has been developing the Windows operating system for as long as we can remember, which is why it also has great support.
	Both are extremely similar since they have existed for many years and are frequently updated. Linux is supported by hundreds of thousands (if not millions) of developers around the world, who contribute their knowledge to opensource projects, although there are also large corporations founded on opensource and Linux, such as RedHat Inc, creators of the system platforms. CentOS, RHEL and Fedora.

	Prices
	In Windows Server we need to acquire separate licenses for certain products that are quite essential in some cases, such as MSSQL Server for example.
	Linux servers are cheaper, since they use a generally free operating system (you do not have to pay a license like Windows), and they also have a large open-source community where we can obtain many completely free applications.

	Security
	Both types of servers can be equally secure. It is possible to achieve a considerably high level of security in both cases, although there are many more cases of security holes and service exploits on Windows servers than on those running Linux. This is simply for two reasons, a software development architecture issue, and on the other hand the fact that Windows has been the most used operating system in history, and logically it tends to receive more attacks than those that are not so popular.

	Control Panel
	In the case of the Microsoft operating system, you can find a similar version adapted for Windows under the name Plesk, which is a similar control panel, but in many ways more complicated and difficult to carry out at the configuration and updates level.
	The most popular in the case of Linux is cPanel, a control panel specially created for Web Hosting environments where you can find an easy, secure, and fast solution to work in the web hosting business.

	Performance
	At low load levels, both types of servers usually have similar performance, although here more factors influence, such as the number of resources available for each server (CPU, RAM and type of disks that are used more than anything). Although on high traffic platforms generally, Linux servers are much more powerful than those running Windows Server 2008, 2012 or 2016.


Given the specific characteristics of each type of server and given the usefulness of each one, it is most advisable to opt for Windows Server since it is a product endorsed by a world-leading company such as Microsoft, which enjoys a great reputation worldwide and It is known that it will provide great support to IT teams.
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Although it is a bit expensive to opt for Microsoft servers, this can be offset when hiring personnel since there are more people trained in the management of these servers and the complexity when managing them is not as high. The Total Cost Calculator (TCO) has been used to analyse the cost of migrating the entire IT infrastructure, specifying the hardware and software characteristics that the company has in its facilities versus what it would cost to have them hosted in the Azure cloud and these are the results:
In this case, GLI has a main headquarters where it carries out its activity, which is in London. Here are the specifications of the servers assigned to this location. The servers shown here possess certain features that are standards for optimal resource execution and data management.
This following graphic represents the costs in the next 5 years if GLI continues keeping the infrastructure of IT on-premises site instead of to Azure Cloud Services. In the following images the activities that cost more money will be explained. As was mentioned before, the cost is estimated on the next five years doing their activity.
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This cost is divided by:
[image: ]Those percentages represent the money invested in each department required to do their services activities.
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As is showed above, on-premises GLI must pay for every department such as: hardware, software, electricity, datacentre, networking, storage and IT Labor, but using Azure Services some payments (electricity, software) are not necessary because Azure Cloud covers all those features, and those departments represent a huge cost that GLI can save if the moving on Azure Cloud. On the next image the costs are detailed for an easy comprehension.
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On-premises, Data Centre, GLI pays £111,339.60; on Azure the cost is 0£, a huge difference. Even on IT Labor on premises costs £127,233.08 on Azure is £73,972.60. Other reason to move to Azure Cloud. On-premises GLI must pay electricity bills that represent £57,386.86 on Azure is £0.
To observe more differences on details, check the image below.
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Every feature that GLI needs such as virtualization, database, etc represents costs, on Azure the payment is only one and includes all the feature that GLI requires.
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Sometimes, there are on Azure is a different cost but anyway those cost is less that on-premises cost.
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For compute is the same, on-premises for computing GLI must pay £75,805.70 on Azure is £0.
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GLI faces the same issue with the storage and here is even worse because in case that requires more storage must buy physical devices and place on-premises, increasing with that the cost and the electricity, on Azure only is necessary to pay for the storage requires and in the case that you need more, simply add it. On-premises this cost represents £111,339.60 on Azure is £0.
[bookmark: _Toc164812673]Networking
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A huge difference because is on Azure is only £700.80; on-premises is £88,993.50.
The image below specifies the cost for IT Labor:
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For example, in this case the costs on Azure are not £0 but is considerably less because on-promises are £127,233.10 while on Azure is £73,972.60. The difference is £53,260.50 all the costs that GLI can save is money that they don’t have to pay, that means that this money is savings.
There are other features that GLI can activate to keep the data safe if a natural disaster occurs such as the following:
[bookmark: _Toc164812674]Adjust Assumptions 
These are adjustments that Azure offers with assumed situations that can be chosen for better performance of the contracted services. Some of the most notable are [2]: 
1. New Version Rights.  Each license covered under the software insurance could be updated to the newest version. 
1. Spread Payments. License payments can be split into equal payments through annual payments.  
1. Microsoft Desktop Optimization Pack (MDOP) for Software Assurance. Subscription additions available. 
1. E-Learning. The number of users who can access courses is based on the number of licensed copies of qualifying products enrolled in Software Insurance.
1. Cold Backups for Disaster Recovery. For each Server Permit secured with Program Affirmation, you're entitled to run 1 occasion of the computer program on a “cold” server for calamity recuperation purposes.
All of those are good ideas but increase the costs of the infrastructure and the main objective to migrate it is to save on cost so the most recommended for GLI is discard them and stay with the basic plan. 
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[bookmark: _Azure_File_Storage][bookmark: _Toc164812675]Azure File Storage
The Azure Storage platform is Microsoft's cloud storage solution for modern data storage scenarios. Azure Storage offers secure, durable, highly scalable, and highly available storage for a variety of data objects in the cloud, ideal for our case as it offers high performance at a low cost compared to on-premises storage. Another advantage that Azure Cloud offers is that stored objects can be accessed from anywhere in the world over HTTP or HTTPS through a REST API. Developers and IT professionals can use Azure PowerShell and Azure CLI to write scripts for configuration or data management tasks. The Azure portal and Azure Storage Explorer provide user interface tools to interact with Azure Storage and more easily and efficiently manage stored files and user permissions and privileges over them.
The Azure Storage platform includes the following data services:
1. [bookmark: _Toc164812676]Azure Blobs: A enormously adaptable protest store for content and twofold information. Moreover, incorporates back for enormous information analytics through Information Lake Capacity Gen2.
2. [bookmark: _Toc164812677]Azure Files: Provides fully managed cloud file sharing that you can access from anywhere via the industry standard Server Message Block (SMB) protocol, Network File System “NFS”; Azure Files REST API and Protocol.
3. [bookmark: _Toc164812678]Azure Elastic SAN: Azure Elastic SAN is a fully integrated solution that simplifies deployment, scaling, management, and configuration of SANs, while providing integrated cloud features such as high availability. All these features are perfect for the expansion of courses and learning materials that GLI wants to roll out in the coming years.
There are other services such as:
· Azure Queues: A informing store for solid informing between application components.
· Azure Tables: A NoSQL store for schemeless capacity of organized information.
· Azure Managed Disks: Block-level capacity volumes for Sky blue VMs.
· Azure Container Storage: A volume administration, sending, and organization benefit built natively for holders.
For the proposed of GLI the most recommended services to used are:
Azure Blob Storage and Azure Files.
Azure Blob Storage. This is an unstructured data type in what you can storage several types of files, BLOB means Binary Large OBject (any file), those Blob files are storage in containers and on Azure can exits as many containers as there are needed, those containers allow to the user and the apps to work their files on the cloud. 
Azure Blob Storage, uses three kind of storage tiers:
· Hot: frequently accessed data, for example in the case that a web application must deliver images to the customer this would be the tiers used because offers the best performance for the files, as offers the best performance is also the most expensive one.
· Cool: this is another solution that allows to the files being accessible data, this offers less performance, but a high durability and a significant discount for storage date. This is a perfect solution for storage all the versions for backups and applications.
· Archive: this one is the cheapest one because only lets to backup files than you to need to keep for 10 years.
The most recommended tier for GLI is cool, this allows to the users and applications to work on cloud provided high durability and less costs.
Each benefit is gotten to through a capacity account with a one-of-a-kind address.
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Azure Files has the following features:
· Identity: Enter ID; Storage account key.
· Performance: Standard (300 Mbps); Premium (5 Gbps).
· Direct mount: SMB, NFS, HTTP.
· Azure File Sync: Cloud tiering; Multi-site access; Cloud site backup.
· Redundancy: LRS/ZRS; GRS/GZRS; RA options.
· Storage tier (cost): Premium; Transaction optimized; Hot/cool/archive.
[bookmark: _Toc164812679]Redundancy
Geo-redundant storage. This is another important setting that can be an add-on feature such as an extra setting to allow backup copies to be made in a different region, thus allowing our data to be insured in case the main region suffers some type of incident. such as floods, fires, earthquakes, tornadoes, etc.
Those are the way to keep the date in secure backups in different locations this could be:
[bookmark: _Toc164812680]Single region: 
1. LRS: Three replicants in one locale; secures against disk, hub, and rack disappointments; type in is recognized when all replicants are committed. Prevalent to dual-parity Strike.
1. ZRS: Three replicants in three zones in one locale, synchronous composes to all three zones; secures against disk, hub, rack, and zone disappointments.
















Below are two images about creating a storage account and how it is displayed in Azure Cloud.
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[bookmark: _Azure_Database][bookmark: _Toc164812681]Azure Database
Evaluate different Azure database options (Azure Database for MySQL, Azure Database for PostgreSQL and, Azure SQL Database).
1. [bookmark: _Toc164812682]Azure Database for MySQL.
Center on application improvement with Purplish blue Database for MySQL, which is taken a toll viable and simple to set up, work, and scale. Appreciate progressed security, tall accessibility, and a service-level understanding (SLA) of up to 99.99 percent. Perused the diagram and learn how emigrate your on-premises MySQL database to Sky blue [3].
The main features are:
[bookmark: _Toc164812683]Management 
Fully managed MySQL, this makes it compatible with the latest versions of community editions, it also provides maximum flexibility for all types of relational database operations.
[bookmark: _Toc164812684]Performance.
Smart performance recommendations provide personalized analysis and more effective suggestions for MySQL database optimization.
[bookmark: _Toc164812685]Development experience.
Thanks to a simplified development experience and a very close relationship with Azure Application Services and Azure Kubernets Service (AKS), Azure manages to offer very simple and easy database management skills.
[bookmark: _Toc164812686]Security and compliance.
It offers enterprise-grade security and compliance, as well as the enhanced security capabilities of Microsoft Defender for Identity.
2. [bookmark: _Toc164812687]Azure Database for PostgreSQL
With Azure Database for PostgreSQL focus on application innovation, not database management, with an intelligent, fully managed Azure Database for PostgreSQL. This also allows you to scale your workload quickly with ease and confidence. Features high availability with a service level agreement (SLA) of up to 99.99 percent uptime and a choice of high availability in the same zone or with zone redundancy, AI-based performance recommendations, and security integrated business [4].
[bookmark: _Toc164812688]Familiarity.
The main features are: Familiar functions like JSON because it is a derivative of the famous JSON language, it also offers geospatial support, rich indexing and dozens of extensions.
[bookmark: _Toc164812689]Flexible Server.
Flexible server, this allows us to offer high availability with zone redundancy and a simplified user experience, very valuable and necessary features but for another type of organization other than GLI.
[bookmark: _Toc164812690]AI-Powered.
It enables query storage and intelligent performance optimization by using artificial intelligence to build and scale your database thereby improving its performance.
[bookmark: _Toc164812691]IP Advantage and Microsoft Defender for open-source relational databases.
Azure IP Advantage allows you to effectively manage IP addresses and, together with Microsoft Defender, provides greater protection for data in relational databases, especially open-source ones.

3. [bookmark: _Toc164812692]Azure SQL for Database
Azure SQL Database always runs on the latest stable version of the SQL Server database engine and patched operating system with 99.99% availability. PaaS capabilities built into Azure SQL Database allow you to focus on domain-specific database management and optimization activities that are critical to your business. With Azure SQL Database, you can create a high-performance, highly available data storage layer for Azure applications and solutions. SQL Database can be the right choice for a variety of modern cloud applications because it allows you to process both relational data and non-relational structures, such as graphs, JSON, spatial, and XML. Making this an ideal option for the case study [5].
Given the characteristics seen above, the best option given the GLI requirements is Azure SQL for Database since the servers will also be configured by Azure, this improves and optimizes compatibility in the communication between the database and the other services., as well as the execution of applications. As for its hardware specifications, they are specified in the following image: 
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To create a Microsoft SQL Database is necessary to follow the next steps:
First, go to Azure portal and type SQL, click on create.
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It is probably to fill the part of the server, that means that it is necessary to create a new one if none exists. To create a new one, click on create and fill the following fields:
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Choose the server’s name, the location and the method to authenticate for the database administrator. In this case the method used will be the SQL Authentication, after setting up the details of the administrator and click on Ok.
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In geo-location the setting up will be configured as a Locally-redundant back up storage. This option will allow to GLI save on the database cost because the data will be storage in one site only, offering what the company requires.
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Here the connectivity method could be changed it is necessary. The rest of the configurations are setting up with the default selections. After the review finished only is remained to click on ok and start with the deployment. 
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If everything was ok, this is the result.
Using the Microsoft Application to manage databases “Microsoft SQL Server Management Studio” An attempt was made to connect to the database to verify that everything is working correctly, but first it is necessary to enable remote connections to the database.  In the following image we have the result of this test. 
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As you can see, the connection was a complete success since with the credentials previously closed for the database administrator it is possible to log in and manage the entire database by creating tables, making reports and a countless number of operations that are available in this program. Azure will manage the connection to the database through the portal but in this case, it was used only for the purpose of demonstrating that the database was created correctly and that a successful connection can be established and accessed remotely, if you have previously enabled this option in your connection settings.
[bookmark: _Azure_Backup][bookmark: _Toc164812693]Azure Backup 

As a learning institution GLI must be able to effectively manage its students' data (name, last name, student ID, grades, modules) as well as the files and other available resources to which they have access and continue their learning... By hiring Azure services this can be done very easily and quickly. Below is the link to an explanatory video in which the creation of a file storage account is carried out, as well as the creation of a database. of data to manage the institution's data and the management of backup and recovery on site.
YouTube link video: https://youtu.be/DiomL_a6uCk





[bookmark: _Analyse_the_suitable][bookmark: _Toc164812694]Analyse the suitable option for GLI using Azure Site Recovery

Azure Site Recovery offers ease of deployment, cost-effectiveness, and reliability. Implementing these replication, failover, and recovery processes through Site Recovery can help keep all your applications and services running during planned and unplanned outages.
While Site Recovery is a native disaster recovery service (DRaaS), and Microsoft has been recognized as a leader in DRaaS based on completeness of vision and ability to execute by Gartner in the 2019 Magic Quadrant for Disaster Recovery As a service, this makes Azure the best option on the market to execute cloud services with the best tolerance to failures and unplanned problems [6].
Simply to implement and manage
Setting up Azure Site Recovery is simply replicating an Azure virtual machine to a different Azure region directly from the Azure portal. Additionally, recovery issues are minimized by sequencing the order of multi-tier applications running on multiple virtual machines. Also, ensure compliance by testing your disaster recovery plan without impacting production workloads or your end users.
Reduce infrastructure costs.
Reduce the cost of deploying, monitoring, patching, and maintaining on-premises disaster recovery infrastructure by eliminating the need to build or maintain an expensive secondary data centre. Plus, you pay only for the compute resources you need to support your applications in Azure. All of this is a huge advantage over traditional on-premises data centres.











[bookmark: _Toc164812695]Conclusion

To conclude, I would like to raise several points: today, any company that needs an information technology infrastructure with some handling of large volumes of data, it is preferable to look for options to migrate or hire directly (in case you are starting) cloud platforms like Azure.  In this case Global Learning Institute (GLI) is the type of business that would be better off migrating its entire infrastructure to the cloud due to everything mentioned throughout this report, but as a summary it stands out: the operational cost, assuming a much lower cost compared to what would be carried out if we continued with infrastructure in the facilities themselves, not only because of the cost of the infrastructure and equipment but also because of other additions such as electricity and network connections.  Another very notable point is the scalability that Azure offers, with Azure you only pay for the resources you consume and when you need more it is very easy to scale and increase the number of users, the latter with a future perspective above all.
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Software cost

Cost of Windows standard

license per 4 proc, 32 core,
2000 GB RAM virtualization ~ £600141
server

Number of servers needed

for 50 virtual machine(s) - 4 1

core, 32 GB RAM

Cost of Windows standard
license per 2 proc. 4 core, 14 £750.18
GB RAM physical machine
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Number of licenses needed 30

Total software icense cost  £28,506.70

Total software cost over five

oty £28506.70
Electricity cost

Price of electricity per kWh £010
Power rating of 32 core, 2000 30069
GB RAM server Watts

Total electricity cost for 1
server(s) - 32 core, 2000GB  £225.96
RAM server per month

Power rating of 4 core, 14 GB

RAM server 324 Watts
Total electrcity cost
consumed by 30 sever(s) -
4 core, 14 GB RAM server £73049
per month,

Total electricity cost over five
year(s) £57386.86
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Virtualization cost

Virtualization software license
cost

Per virtual machine, per
month, cost to load balance,
backup and patch virtual
machines

Number of virtual machines

Virtual machine management
cost per month

Virtual machine management
cost per year

£000

£2047

50
£1,02350

£1228174

Total virtualization cost over

£61,408.72

five year(s)

5QL Database cost

Total CPU cores

SQL Server Enterprise License
cost per 2 cores
Enterprise cores

Total license cost

240

£11,00347
240

£132041620
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Total SQL Database cost over
Toeyents) £1,320,416.20

NOTE: A minimum of four core licenses are
required for each physical processor on the
server or VM.

Total cost over five year(s)  £1942,721.61

Total Azure compute cost
over five year(s)

£886,133.75
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Data center cost

Compute cost

Number of rack units per rack a2

Rack unis required per 32 4
core, 2000 GB RAM server
Number of 32 core, 2000 G8
Mserer
Total number of rack units
required 817

Rack nits required per 4 B
core, 14 G8 RAM server
Number of 4 core, 14 GB 2
RAM server
Total number of ack units
required =

Total number of rack units

required for all server(s) e

Data center constructon cost

it amortzed vy 23699
0years

Data center compute cost £15,161.14

Total Data center compute
cost over five year(s) £75,805.70

Storage cost
Total number of rack units 30
required for all storage

lumber of rack unis for 3

DAS or SAN

Azure data center cost

Total Azure data center cost
over five year(s)

£000
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Total Data center storage
cost over five year(s) £3553391

Total Data center cost over five

year(s) £11339.60

Total Azure data center cost

over five year(s) £0.00
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Networking cost

Total hardware + software
cost over five year(s)

Network hardware and
software cost assumed to be
5% of hardware and

software cost over five year(s)

£503,509.83

£7552648

Network maintenance cost
assumed to be 15% of
network hardware and
software cost over five year(s)

Senvice provider cost/GB per

month .
‘Amount of bandwidth 200
needed (GB) per month

Total service provider cost per
month

£1132897

£3563

Total networking costovr e £gg 99350

Azure networking cost

Total outgoing bandwidth
needed per month

Total outgaing bandidthcost
per mont

Total Azure networ
over five year(s)

30068

£1168

£700.80
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Networking
Enter the amount of network bandwidth you currently consume in your on-premises environment.
Outbound bandwidth ® Destination Region

300 UK South v

G v

(1-2000000)
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IT labor costs

Number of physical servers that can be managed by a full time administrator 100
Number of virtual machines that can be managed by a full time administrator 120
°

Hourly rate for IT administrator 1821  GBP
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IT labor cost

Number of IT admin hour(s)
needed per year
Houry rate for IT
administrator

Total IT labor cost over five
year(s)

143333
£775

£127,233.10

Azure IT labor cost

Number of IT admin hour(s)
needed per year
Houry rate for IT
administrator

Total Azure IT labor cost over
five year(s)

83333
0775

£73,972.59
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Adjust assumptions Currency

United Kingdom — Pound (£ ¥
The following assumptions in the TCO model are industry averages accredited by Nucleus Research. To get a more o 5

accurate TCO report, update and customize these values to reflect your situation, which can vary by industry and
location.

Software Assurance coverage (provides Azure Hybrid Benefit)

Enable this if you have purchased this benefit for your on-premises Windows or SQL Servers. If enabled, Azure Hybrid Benefit (AHB) will be applied to Azure estimates. AHB helps you
get more value from your on-premises licenses — save up to 40 percent on virtual machines and up to 82 percent with Azure Reserved Virtual Machines (VM) instances.

Windows Server Software Assurance coverage .
SQL Server Software Assurance coverage .

Leam more about Software Assurance > Learn more about Azure Hybrid Benefit >




image21.jpeg
Geo-redundant storage (GRS)
GRS replicates your data to a secondary region that is hundreds of miles away form the primary region.

Leam more about GRS >

Virtual Machine costs
Enable this for the Calculator to not recommend Bs-series virtual machines ®

Learn more about Bs-series virtual machines >
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Explore Azure Storage Services

A service that you can use to store files, messages, tables, and other types of information

Azure Containers: A massively AP
scalable object store for

Resource Grou
text and binary data ) ’

Images Big data

Documents  Backup file
Video Databases
- Contair Blobs <4—— Audio Logs
Azure Tables: Ideal for storing . =
structured, non-relational data
Table Entities «
Azure Queues: A messaging store for o
S Queue Messages ¢ imagesTOdownload
liabl i bet Account 9
reliable messaging between imagesTOresize
application components == Directorics T &t

exe

Azure Files: Managed file shares for
cloud or on-premises deployments
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Determine Replication Strategies (1 of 2)

Single region

I

®

LRS
Three replicas, one region

Protects against disk, node,
rack failures

Write is acknowledged when
all replicas are committed

Superior to dual-parity RAID

!

=
= &

ZRS

Three replicas, three zones,
one region

Protects against disk, node,
rack, and zone failures
Synchronous writes to all
three zones

Multiple regions

” Typically, >300mi

—_—
Async

Primary Secondary
GRS

« Sixreplicas, two regions
(three per region)

*  Protects against major
regional disasters

+  Asynchronous copy to
secondary

lTTyp\caHy, >300miT

—_—
Async

Primary Secondary

RA-GRS
GRS + read access to
secondary
Separate secondary endpoint
Recovery point objective (RPO)

delay to secondary can be
queried
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Determine Replication Strategies (2 of 2)

Multiple regions

I I Typically,
>300mi
@ Typically, >300mi

@ @ % Secondary @ @ E%j Secondary
Async Async

Read
GZRS RA-GZRS
« Six replicas, 3+1 zones, two regions « GZRS + read access to
* Protects against disk, node, rack, secondary
zone, and region failures « Separate secondary endpoint
+ Synchronous writes to all three » RPO delay to secondary can
zones and asynchronous copy to be queried

secondary
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Home . Storage accounts

Create a storage account

Bisics  Advanced  Networking  Dataprotection  Encyption  Tags  Review + create

Azure Storage i a icrcsoft managed service providing coud storage that s Nighy avalble,secure, durable, scalable. and
ecundant. Azure Storage incudes Azure Blobs objecs, Azure Data Lake torage Gen?, AzureFils, Azure Queues, and Azure
Tabls. The cot of your torage account depends onthe usage and the options you choose below. Lesi mare sbaut Azure
storage accourts

Project detals

Selctthesubscrption in which fo reate the new storage account. Choose a new or xsting Fesource group o organde and
manage your storage account together with other resources.

Subscrption (Disabled) Azurefo Students

Resource grou
i Localy-redundant storage (LS

Lowest-cos oplion with bsic protecion agains srve rackand v fures.
Recommended fo non-crica cenaros.

Instance details
(Geo-redundant storage (GRS}

Storage account name * © Intermediae option wit falover capabiltes inasecondar fegion.
[ —
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Home > SQL databases

Create SQL Database

Microsoft

@ 50 Datbas Hyperscae: Low price, igh scaablty, and bt feture st Leam more

Project details

Select the subscription to manage deployed resources and costs Use resource groups like folders to organize and
manage allyour resources.

Subscription * Azure for Students

Resource group * Select a resource group
Create new

Database details A resource group is a container that holds related
resources for an Azure solution.

Ener required sttings or tisdotabase, ine

Dembascrou]

Create new | OK

@ The value must ot be empy:

Want to use SQL elastic pool? Oves @ No

Workioad environment © Development
® Producion

@ Deautsetingsprovide fo Production wordoads.Configurstions can
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Please select a server first.

Backup storage redundancy
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Home » SQL databases ~ Creste SQL Database

Create SQL Database Server

Microsoft

Server details.

Enter required settings for this server, including providing a name and location. This server will be created in the same.
subscription and resource group as your database.

e 7]
s

[ (europe) Uk south ]

@ fsure Acte Directoy (sure AD) o Moot Enta D, esm more

Select your preferred authentication methods for accessing this server. Create a server admin login and password to
‘access your server with SQL authentication, select only Microsoft Entra authentication Leam more i using an existing
Microsoft Entra user, group, or application as Microsoft Entra admin Lea more ., or select both SQL and Microsoft
Entra authentication.

() Use Microsoft Entra-only authentication
© Use both SaL.and MicrosotEnraautherticaion
) Use SQL authentiation

Sermermai [[coapdnin

Password *

Confirm password *

P Type here to search

Cloudy
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Home > SQL databases

Create SQL Database

Microsoft

manage allyour resources.
ESTIMATED COMPUTE COST/MONTH 333,35 ysp.
Subscription * Azure for Students STORAGE COST/ GB./MONTH. 029us0
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Database details
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[ HssesmentDotabase

(new) glimainserver (UK South)

Create new
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Backup storage redundancy

Choose how your PITR and LTR backups re repiicated. Geo restore or abifty to recover from regionsl outage i ony
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) Zone-redundant backup storage
Geo-redundant backup storsge
(Geo-Zone-redundant backup storage:

e & O O @M@ = Couy ABWDa@aBd o E BN o

oz T





image31.png
Home > SQL databases

Create SQL Database

Microsoft

Basics  Networking Security  Additionalsettings  Tags  Review + reate

‘Configure network access and connectivity for your server. The configuration selected below will apply to the selected
server glimainserver’ and all databases it manages. Leam more

Network connectivity

Choose an option for configuring connectivity t your servr via pubic endpoint or prvate endpoint. Choosing no access
Create with defaults and you can configre connecton method after sever creation. Lean more &1
Conectivity method * (@ Noaccess
) Pubic endpoint
[Erm—

Connection policy
Configure how dlents communicate with your SQL database server: Learn more €7

Connection policy (&) Default - Uses Redirect policy for all client connections originating inside.
of Azure (except Prvate Endpoint connections) and Prosy for al dlent
connections originating outside Azure

Proxy - All connections are provied via the Azure SO Database gateways

*) Redirect - Clients establish connections directly to the node hosting the.
database

Encrypted connections
This server supports encrypted connections using Transport Layer Security (TLS). Forinformation on TLS version and
certificates, refer to connecting with TLS/SSL. Learn more =7
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Servers

Enter the details of your on-premises server infrastructure. After adding a workload, select the workload type and enter the remaining details.

(*) | GliLondon

Workload @ Environment @ Operating system @ Operating System License @ Vs @ Virtualization @
Windows/Linux Server v Virtual Machines v Windows v Standard v 50 Hyper-v.
(1-9999)
Core(s) ® RAM (GB) @ Optimize by @ Windows Server 2008/2008 R2 @
4 2 o M

-3 (1-448)
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W On-premises cost B Microsoft Azure cost
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Total on-premises over 5 year(s)

TCO of on-premises environments tends to e 10tal Azure cost over 5 year(s)

driven by compute and data center costs. In Azure, certain cost categories decrease or go
away completely.




image4.jpeg
£2,280,768
Total cost £1,065,559
Total cost




image5.jpeg
85% gff 4% 0% 6% 83% 2?3 0% 10% 7%

Compute center Networking Storage 1T Labor  Compute  center Networking Storage 1T Labor




