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[bookmark: _Toc176229113]Abstract

In the past decade, the rapid evolution of digital technology has fundamentally transformed the landscape of law enforcement, particularly in the realm of cyber-crime. This study, titled “Policing in the Digital Age: An Analysis of the Impact of Cyber Crime on Law Enforcement Strategies and Operations over the Last Decade,” explores the intricate relationship between the rise of cybercrime and the adaptive strategies employed by law enforcement agencies. 


Through the comprehensive examination of primary research by the use of a survey that was disseminated to members of law enforcement, this research highlights how law enforcement has responded to the challenges posed by cyber threats, including data breaches, identity theft, and online fraud. The findings reveal significant shifts in resource allocation, training, and inter-agency collaboration, underscoring the necessity for a proactive and technologically adept approach to policing.

Ultimately, this work contributes to the understanding of modern policing dynamics and offers recommendations to future strategies to enhance law enforcement’s effectiveness in combating cyber-crime in an increasingly digital world.
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[bookmark: _Toc176229114]1.0 Introduction 

Cyber-crime has emerged as a significant threat to individuals, corporations, and governments worldwide and is still not fully understood by the police or researchers (Curtis, 2022). Cybercrime, defined as criminal activities carried out by means of computers or the internet, has emerged as a significant threat, challenging traditional policing methods and necessitating a revaluation of strategies and operations (Wall, 2007). As societies become increasingly digital, law enforcement agencies worldwide are compelled to adapt to new forms of crime that transcend geographical boundaries and exploit the anonymity of the digital real (Broadhurst et al., 2014). Over the last decade, the rapid evolution of technology has not only facilitated the proliferation of digital platforms but has also expanded the opportunities for cyber criminals to engage in illegal activities. This study will explore the impact that cyber-crime has had on policing, focusing on how law enforcement agencies have adapted to these new challenges. The research will address changes in policy, practice, resource allocation, training, partner agency cooperation, and the adoption of new technologies in the fight against cybercrime.

The nature of cybercrime is diverse, encompassing activities such as identity theft, financial fraud, hacking, and the spread of malicious software. These crimes not only cause substantial economic losses but also undermine public trust in digital systems and institutions (Smith, 2010).  Consequently, law enforcement agencies must develop innovative strategies to combat these threats, which often require specialised skills and technological tools that differ significantly from those used in traditional policing (Holt & Bossler, 2016).

The rise of cybercrime has transformed the landscape of criminal activity, necessitating a shift in policing strategies. Traditional crime fighting techniques are often inadequate to address the complex and borderless nature of cybercrime (NCA, 2023). This study aims to understand the extent to which law enforcement has evolved in response to this threat and identify the successes and challenges they have faced. By conducting research, the study aims to provide insights into best practices and recommendations for future improvements in cybercrime policing.

This study aims to analyse how cybercrime has impacted law enforcement strategies and operations over the past decade, exploring the challenges and opportunities that have arisen. By examining case studies, and data from surveys, the study seeks to understand how agencies have adapted to the evolving digital landscape and what further changes are necessary to enhance their effectiveness. The research will contribute to the field of criminal justice by providing up to date analysis of how law enforcement has responded to the challenges posed by cyber-crime. The findings will help to identify effective strategies and highlight areas in need of further development. The study will have five research objectives which are shown below, and their number will be used to reference throughout the study.
1) How have cyber-crimes evolved over the past decade, and what has been their impact on law enforcement agencies?
2) What changes in polices and strategies have law enforcement agencies implemented to combat cyber-crime?
3) How have resource allocation and training programs for law enforcement been modified to address the challenges of cyber-crime?
4) In what ways has partner agencies cooperation and international collaboration been affected by cyber-crime?
5) What technological advancements have been adopted by law enforcement to prevent and investigate cyber-crime?
[bookmark: _Toc176229115]2.0 Literature Review

[bookmark: _Toc176229116]2:1 Introduction

The digital age has brought major changes in many parts of life, especially in how crime happens and how the police deal with those crimes. Cybercrime, which encapsulates illegal activities ranging from financial fraud to cyber-terrorism, has emerged as a growing concern for individuals, corporations, and governments alike. The evolving complexity of cyber offenses necessitates a progressive adaptation in policing strategies and operations. This literature review critically examines scholarly research, government reports, and professional literature to analyse the impact of cybercrime on law enforcement strategies and operations over the past decade.

[bookmark: _Toc176229117]2:2 Emergence and Evolution of Cyber Crime

The early 21st century marked the proliferation of internet connectivity and digital technologies, setting the stage for the rise of cybercrime. (Wall, D. S. 2007) defines cybercrime as any criminal activity that employs networked infrastructure or computer technology. According to the Internet Crime Report by the FBI’s Internet Crime Complaint Centre (IC3), cybercrime incidents have been on a steady increase, with losses surpassing $12.5 billion in 2023 (IC3, 2024).

Theoretical perspectives on cybercrime, such as the Routine Activity Theory, suggest that the opportunity structure of the digital realm has lowered the bar for offenders to commit crimes (Yar, M. 2005). Cohen and Felson's theory revolves around the presence of a motivated offender, a suitable target, and the absence of capable guardianship, which are all readily found within cyberspace. Moreover, (Grabosky, P. 2001) notes the transnational nature of cybercrime, which has challenged traditional jurisdictional boundaries and policing methods. The Routine Activity Theory, as applied to cybercrime, highlights how the digital environment creates a fertile ground for criminal activity. This is due to three key elements: motivated offenders, suitable targets, and the absence of capable guardianship. In cyberspace, these elements are often exacerbated by the anonymity and ease of access that technology provides.

Motivated Offenders: The internet lowers the entry barriers for individuals to engage in criminal activities. Offenders can easily access tools and knowledge needed to commit cybercrimes, such as hacking tutorials, malware, and forums where illegal activities are discussed. The anonymity afforded by the internet further emboldens offenders, reducing the perceived risk of getting caught.

Suitable Targets: The digital realm offers a vast array of potential targets, from individuals to large corporations. Personal data, financial information, and intellectual property are frequently targeted due to their high value. With the proliferation of online services and digital transactions, the number of suitable targets continues to grow.

Absence of Capable Guardianship: Traditional policing methods struggle to provide effective guardianship in cyberspace. Digital crimes can be committed from anywhere in the world, making it challenging for law enforcement to monitor and respond to threats. The rapid pace of technological change also means that law enforcement agencies often lag behind offenders in terms of expertise and resources.

The transnational nature of cybercrime exacerbates these challenges (Grabosky, 2001), Cybercrimes frequently cross international borders, making it difficult to determine jurisdiction and complicating legal proceedings. Cooperative efforts between countries are often hindered by differences in legal systems, priorities, and resources. This fragmentation allows offenders to exploit legal loopholes and evade capture by operating in jurisdictions with weaker enforcement.

Overall, the digital realm presents unique challenges for preventing and addressing cybercrime. Effective strategies require international collaboration, updated legal frameworks, and enhanced technological capabilities for law enforcement agencies.


[bookmark: _Toc176229118]2:3 Impact on Law Enforcement Strategies

Law enforcement agencies globally have had to reevaluate and redesign their methodologies to counter cyber threats effectively. The traditional reactive model of policing has proven to be less effective against the decentralisation and anonymity provided by the digital landscape (Brenner, S. W. 2006). Consequently, there has been a notable shift towards proactive and preventive strategies.

Cybercrime prevention now often includes public-private partnerships, as evidenced by research on collaborative efforts between law enforcement and financial institutions (Choo & Smith, 2008). The necessity for multi-agency coordination is also emphasised in the European Cybercrime Task Force model, which highlights the importance of sharing information and resources (Europol, 2013).

[bookmark: _Toc176229119]2:4 Cyber Units and Specialisation

A significant development identified in the literature is the formation of specialised cyber units within law enforcement agencies. These dedicated units, such as the FBI’s Cyber Division and the UK’s National Cyber Crime Unit, focus on developing the expertise required to combat cybercrime (Holt, T & Bossler, A. 2014). The work by (Goodman, M and Brenner, S. 2002) underscores the need for specialised training and equipment to manage the complexities of digital evidence and cybercrime investigation.

[bookmark: _Toc176229120]2:5 Intelligence-Led Policing (ILP) and Cybercrime

The integration of Intelligence-Led Policing (ILP) has been recognised as a pivotal change in law enforcement operations. (Ratcliffe, J.H. 2016) advocates for ILP as a strategic framework that uses intelligence to guide operational decisions. (Johansson, P. O. and Korsell, L. E. 2017) highlight the application of ILP to cybercrime, where predictive analytics and threat assessments are used to prioritise and address cyber threats effectively.

[bookmark: _Toc176229121]2:6 Digital Forensics and Legal Challenges

The role of digital forensics in the investigation of cybercrime has become indispensable. (Casey, E. 2011) describes digital forensics as the recovery and analysis of material found in digital devices, often in the pursuit of crime investigation. The literature reports a significant investment in digital forensic capabilities, addressing the need for sophisticated tools and methods to extract and preserve digital evidence (Bryant, R. 2008).

However, the dynamic nature of technology presents legal challenges, such as the debate over encryption and privacy versus security (Svantesson & Gerry, 2015). The balance between individual rights and effective policing is a recurring theme in the discussion of digital surveillance and data access (Richards, N. M. 2013).

[bookmark: _Toc176229122]2:7 Cybercrime Training and Education

The necessity for continuous education and training in the field of cybercrime is a recurrent topic in the literature. (Huebner et al. 2006) discuss the gaps in law enforcement training programs, recommending regular updates to curricula to keep pace with technological advancements. The role of higher education in preparing the next generation of cybercrime investigators is also gaining recognition (Marcum et al., 2010).

[bookmark: _Toc176229123]2:8 Community Policing and Cybercrime Awareness

Community policing models have been adapted to address cybercrime, focusing on raising public awareness and fostering community involvement in preventive measures. (Cordner, G. 2014) emphasises the role of community policing in building relationships and trust, which can be instrumental in educating the public about cyber threats and safety practices.

[bookmark: _Toc176229124]2:9 Challenges and Future Directions

Despite the progress made, law enforcement agencies face ongoing challenges in the fight against cybercrime. The rapid pace of technological change, along with the increasing sophistication of cybercriminal networks, continues to outstrip many of the current law enforcement capabilities. The literature identifies several key challenges that agencies must address to remain effective in the digital age.
Firstly, cross-jurisdictional issues and international cooperation are frequently cited as significant hurdles. Cybercriminals often operate across borders, making it difficult for individual agencies to pursue them effectively. As (Wall, D. S. 2007) notes, international law enforcement collaboration is hampered by differences in legal frameworks, capacities, and priorities. The Budapest Convention on Cybercrime attempts to address these issues by harmonising laws and improving investigative techniques among signatory states, but not all countries have joined, and some have legal systems that significantly differ (Broadhurst & Chang, 2013).
Secondly, there is the challenge of keeping pace with rapid technological advancements. Cybercriminals are often early adopters of recent technologies, exploiting them before law enforcement can adequately respond. (Brenner, S. W. 2006) argues that this requires a more flexible and adaptive approach to policing, with law enforcement needing to anticipate and respond to emerging trends swiftly.
The literature also points to the need for better training and recruitment strategies to develop a workforce skilled in dealing with cybercrime. (Holt & Bossler, 2014) suggest that law enforcement agencies must seek individuals with advanced technical skills, which may not have been traditionally associated with policing roles. Further, the partnership between academia and law enforcement is crucial for developing effective training programs and for conducting research that informs policy and practice (Willits & Nowacki, 2016).
Another area identified for improvement is the collection and sharing of cybercrime data. Better data can enhance understanding of the threat landscape and inform strategic and operational decision-making. (Levi & Wall, 2004) argue that there is a need for a centralised repository of cybercrime incidents to facilitate analysis and sharing of intelligence among different agencies and stakeholders.

[bookmark: _Toc176229125]2:10 Technological and Analytical Tools

The development and deployment of advanced technological and analytical tools have been a significant focus for improving law enforcement's response to cybercrime. Innovations in artificial intelligence (AI), machine learning, and big data analytics are being leveraged to detect and prevent cyber-attacks more effectively (Choo, K. 2011). For example, automated systems can now scan the dark web and flag illegal activities for further investigation by human officers (Maimon & Louderback, 2019).

[bookmark: _Toc176229126]2:11 Public-Private Partnerships

A recurring theme in the literature is the importance of public-private partnerships in combating cybercrime. The private sector often controls the infrastructure targeted by cybercriminals, and collaboration is essential for both prevention and investigation (Choo & Smith, 2008). These partnerships can take various forms, from information sharing to operational collaboration, and are considered vital for a comprehensive response to cyber threats. Although this has been a critical component in combating cybercrime, there are still areas where these collaborations face challenges:
1. Information Sharing Barriers: Despite the importance of information sharing, legal, privacy, and competitive concerns can limit the extent to which private companies share data with government agencies. Companies may fear legal repercussions or loss of consumer trust if sensitive information is disclosed (Clarke & Knake, 2010).

2. Operational Collaboration: While there are successful examples, the level of operational collaboration can be inconsistent. Differences in objectives, resources, and operational procedures between the public and private sectors can hinder effective joint operations (Carr, 2016).

3. Resource Disparities: Smaller private entities may lack the resources to actively participate in partnerships, which can lead to uneven collaboration and an over-reliance on larger corporations (Kshetri, 2010).

4. Global Coordination: Cybercrime is a global issue, and international public-private partnerships are often complicated by differing legal systems, regulations, and priorities among countries (Brenner, 2012).

While significant progress has been made in establishing these partnerships, ongoing efforts are needed to address these challenges and improve the overall efficacy of collaboration against cyber threats.

[bookmark: _Toc176229127]2:12 Cybercrime and Civil Liberties

The tension between effective cybercrime policing and the protection of civil liberties is a critical area of concern. Surveillance and data collection efforts, while crucial for law enforcement, raise privacy issues and may erode public trust if not managed transparently and with respect for legal norms (Richards, N. M. 2013). This is particularly relevant in the context of debates over encryption backdoors and government access to private communications (Svantesson & Gerry, 2015).

1. Encryption Backdoors: Both agencies have expressed interest in gaining access to encrypted communications. This has been a contentious issue, as encryption backdoors could potentially weaken security for all users and infringe on privacy rights. There is ongoing debate about the implementation of such measures.

2. Surveillance and Data Collection: Both agencies have been known to conduct mass data collection and surveillance programs. For instance, the NSA's activities were notably highlighted by the Edward Snowden revelations, which exposed extensive global surveillance programs (IAPP, n.d.)

While specific current practices may not be publicly detailed due to their classified nature, both agencies continue to navigate the complex legal and ethical landscape surrounding cybersecurity and privacy.


[bookmark: _Toc176229128]2:13 Gaps in Literature

Due to the pace at which technology advances, there are several gaps in the literature that scholars and practitioners often grapple with. Some of these gaps that exist or persist over time are: 

1. Rapidly Evolving Nature of Cyber Threats: Cyber threats evolve at a pace that often outstrips the ability of law enforcement agencies to adapt their strategies and operations. Literature does not keep up with the most current trends in cyberattacks, including the techniques, tactics, and procedures used by cybercriminals. As a result, there may be a lack of comprehensive and timely analysis of these evolving threats.

2. Impact of Emerging Technologies: The impact of emerging technologies such as artificial intelligence, quantum computing, and blockchain on both cybercrime and policing is a new area of study. Literature does not fully capture how these technologies are changing the landscape of cybercrime or how law enforcement can leverage them for investigative and preventive measures.

3. Cross-Jurisdictional Law Enforcement Challenges: Cybercrime often transcends national boundaries, creating a need for international cooperation and coordination. Literature does not sufficiently address the complexities of cross-jurisdictional law enforcement, including the legal, cultural, and operational challenges associated with international collaboration.

4. Privacy and Civil Liberties Concerns: As law enforcement agencies adopt new digital tools and methods, there is an ongoing debate about the balance between security and privacy. There are gaps in the literature regarding the efficacy of these tools in preventing crime versus the potential infringement on civil liberties.

5. Cybersecurity Knowledge and Training: Another gap is the extent to which police officers are trained to manage cyber incidents. Literature lacks comprehensive studies on the effectiveness of current training programs and whether they meet the needs of modern policing.

6. Resource Allocation and Funding: There is a lack of analysis on how police allocate resources to combat cybercrime. Studies do not adequately address the funding challenges and whether resources are being used efficiently to maximize the impact on cybercrime reduction.

7. Public-Private Partnerships: The role of public-private partnerships in combating cybercrime is critical, yet the literature lacks in-depth studies on how these partnerships function in practice, including the challenges and best practices for collaboration between law enforcement and the private sector.

8. Longitudinal Studies: Lastly, there may be a scarcity of longitudinal studies that track the evolution of cybercrime and law enforcement responses over extended periods. Such studies are essential for understanding trends and developing effective long-term strategies.

Addressing these gaps in the literature is crucial for advancing the knowledge and effectiveness of law enforcement in the digital age. Researchers, policymakers, and practitioners must work together to ensure that the body of literature keeps pace with the dynamic nature of cybercrime and the technologies that enable it.

[bookmark: _Toc176229129]2:14 Conclusion

The last decade has seen a marked impact of cybercrime on law enforcement strategies and operations. Agencies have been compelled to adapt to the digital age by specialising, incorporating intelligence-led policing, enhancing digital forensics, focusing on training and education, and engaging in community outreach. Challenges such as jurisdictional barriers, technological advancements, data collection, and civil liberties remain at the forefront of the discourse. The literature suggests that the future effectiveness of law enforcement in policing cybercrime will depend on its ability to adapt to an ever-evolving landscape, foster international cooperation, and balance the need for security with the protection of individual freedoms.
This review has highlighted the dynamic interplay between cybercrime and law enforcement, underscoring the importance of ongoing research and policy development. As technology continues to advance, law enforcement strategies and operations will need to be continually reassessed and updated to address the threats posed by cyber criminals effectively.
In conclusion, the literature suggests that law enforcement agencies must continue to evolve by investing in technology, training, and partnerships. They must also adapt their legal frameworks to respond to the challenges posed by cybercrime while safeguarding civil liberties. Future research should focus on the effectiveness of new law enforcement strategies, the development of international cooperation frameworks, and the continued impact of technological change on crime and policing. As digital technologies become further ingrained in society, the importance of understanding and addressing cybercrime within law enforcement strategies and operations will only increase.


[bookmark: _Toc176229130]3.0 Methodology

[bookmark: _Toc176229131]3:1 Introduction

The rise of cybercrime over the past decade has posed significant challenges to law enforcement agencies globally. This research aims to analyse the impact of cybercrime on law enforcement strategies and operations, using the research onion framework to systematically outline the methodology.

The Research Onion, developed by (Saunders et al. 2016), serves as a comprehensive guide to structure the research methodology. It consists of six layers: research philosophies, approaches, strategies, choices, time horizons, and techniques and procedures.

[bookmark: _Toc176229132]3:2 Research Philosophy

The research philosophy lays the foundational assumptions about the nature of reality (ontology) and the nature of knowledge (epistemology). For this study, a pragmatic philosophy is adopted. Pragmatism allows for the use of multiple methods and perspectives to understand the complex interplay between cybercrime and law enforcement (University of Nottingham, 2023). This philosophy is suitable because it focuses on the practical implications of research findings and acknowledges that both qualitative and quantitative methods can be valuable.

[bookmark: _Toc176229133]3:3 Research Approach

The research approach determines how theory is incorporated into the study. Given the dynamic nature of cybercrime and its evolving impact on law enforcement, an abductive approach is most appropriate. This approach allows the researcher to move back and forth between theory and data, facilitating the identification of patterns and the creation of new insights. It is particularly useful in exploring emerging phenomena where existing theories may be insufficient (Paul, 1993).

[bookmark: _Toc176229134]3:4 Research Strategy

The research strategy outlines the plan of action to achieve the research objectives. A mixed methods strategy is employed to provide a comprehensive analysis (George, 2022). This includes:
· Quantitative Methods: Statistical analysis of crime data, law enforcement reports, and surveys to measure the extent and trends of cybercrime and its impact on law enforcement operations.
· Qualitative Methods: Case studies, interviews, and focus groups with law enforcement personnel to gain in-depth insights into the challenges and adaptations in strategies and operations.

[bookmark: _Toc176229135]3:5 Research Choices

The research choices refer to the techniques used for data collection and analysis. A concurrent triangulation design is adopted, where both qualitative and quantitative data are collected simultaneously but analysed separately (Research Rundowns. 2009). The findings from each method are then compared to corroborate results and provide a more comprehensive understanding of the impact of cybercrime.

[bookmark: _Toc176229136]3:6 Time Horizon

The time horizon of the study can be either cross-sectional or longitudinal. This research adopts a longitudinal time horizon, examining the changes and developments in law enforcement strategies and operations over the last decade. This approach allows for the identification of trends and the evaluation of the effectiveness of various strategies over time (Verywell Mind. (n.d.).

[bookmark: _Toc176229137]3:7 Techniques and Procedures

The final layer involves the specific techniques and procedures for data collection and analysis (Phair and Warren, (2021). 
Data Collection:
· Secondary Data: Analysis of existing literature, law enforcement reports, and statistical databases on cybercrime.
· Primary Data: Surveys distributed to law enforcement agencies, in-depth interviews with key stakeholders, and focus groups with cybercrime units.
Data Analysis:
· Quantitative Analysis: Statistical techniques such as regression analysis, trend analysis, and correlation to identify patterns and measure impacts.
· [image: Saunders research onion]Qualitative Analysis: Thematic analysis to identify key themes and insights from interviews and focus groups.
(Phair and Warren, 2021)

[bookmark: _Toc176229138]3:8 Ethical Considerations

Ethical considerations are paramount in research involving human participants. This study ensures:
· Informed Consent: Participants are fully informed about the study’s purpose, procedures, and their rights, and consent is obtained.
· Confidentiality: Personal data is anonymised, and sensitive information is managed with strict confidentiality.
· Minimizing Harm: The research design includes measures to minimise any potential harm or discomfort to participants.

[bookmark: _Toc176229139]3:9 Research Plan

1. Literature Review: Comprehensive review of existing research on cybercrime and law enforcement strategies. Key sources include academic journals, government publications, and industry reports.

2. Data Collection:
- Phase 1 (Secondary Data): Collection of statistical data on cybercrime incidents, law enforcement reports, and policy documents.
- Phase 2 (Primary Data): Distribution of surveys to law enforcement agencies, conducting interviews with key stakeholders, and organizing focus groups with cybercrime units.

3. Synthesis of Findings: Integration of quantitative and qualitative findings to provide a comprehensive understanding of the impact of cybercrime on law enforcement.

4. Report Writing and Dissemination: Compilation of research findings into a detailed report, and dissemination through academic publications, conferences, and presentations to law enforcement agencies and policymakers. 

[bookmark: _Toc176229140]3:10 Data Collection Instruments

1. Surveys:
   - A structured questionnaire developed to gather quantitative data on the frequency, types, and impacts of cybercrime incidents encountered by law enforcement agencies.
   - Questions focus on changes in resource allocation, training, and technological adoption in response to cybercrime.

2. Interviews:
   - Semi-structured interviews with cybercrime units and police officers within cybercrime.
   - Interview guides developed to explore specific challenges, strategic adaptations, and operational changes in-depth.

3. Focus Groups:
   - Organised with members of cybercrime units to facilitate discussions on collective experiences, challenges, and strategies.
   - Focus groups provide nuanced insights into the day-to-day operational impacts of cybercrime.


[bookmark: _Toc176229141]3:11 Potential Challenges and Mitigation Strategies

1. Data Access:
   - Challenge: Difficulty in accessing and sharing sensitive or classified information from law enforcement agencies.
   - Mitigation: Establishing formal agreements and ensuring strict adherence to confidentiality protocols to build trust.

2. Response Bias:
   - Challenge: Participants may provide socially desirable responses or underreport challenges.
   - Mitigation: Ensuring anonymity and emphasizing the value of honest responses for improving law enforcement strategies.

3. Technological Changes:
   - Challenge: Rapid advancements in technology may render some findings obsolete.
   - Mitigation: Focusing on broader trends and adaptable strategies that can remain relevant despite technological changes.

[bookmark: _Toc176229142]3:12 Quality Assurance

To ensure the reliability and validity of the research:
1. Pilot Testing: Conduct pilot tests of surveys and interview guides to refine questions and ensure clarity.
2. Triangulation: Use multiple data sources and methods to cross-verify findings and enhance credibility.

[bookmark: _Toc176229143]3:13 Conclusion

This research aims to provide a comprehensive analysis of the impact of cybercrime on law enforcement strategies and operations over the past decade. By adopting a pragmatic philosophy and a mixed-methods approach, the study seeks to uncover the multifaceted challenges and adaptations within law enforcement. The use of the research onion framework ensures a systematic and thorough methodology, while ethical considerations and quality assurance measures uphold the integrity of the research. The findings are expected to inform future strategies and policies to enhance the effectiveness of law enforcement in combating cybercrime.

[bookmark: _Toc176229144]4.0 Analysis of Results

[bookmark: _Toc176229145]4:1 Introduction 

In this chapter, the researcher has completed a survey in which multiple police officers in Gwent Police were asked to complete. The survey aims to analyse the perspectives of police officers on cybercrime and the strategies employed to combat it. The survey was open for 3 weeks, resulting in 29 surveys being completed by police officers.
By examining the responses of police officers of varying experience levels, from 1-5 years to more than 10 years, valuable insights can be gleaned on the evolving nature of cybercrime and law enforcement responses.

[bookmark: _Toc176229146]4:2 Demographic

The opening question to the survey was important to understand what departments the officers completed the survey worked in which would establish exactly what departments are facing cyber-crime the most.
[image: ]Figure 1 represents the question, “What is your current role in law enforcement?”. The chart shows that 69% of people who completed the survey were police officers, whilst there we 14% detectives, 10% cyber-crime specialists and 7% of other officers in the force.

[image: ]Figure 2 represents the question, “How many years have you been in law enforcement?”. The chart shows that 34% of officers have been in law enforcement for more than 10 years, 10% -10 years, 52% 1-5 years and then there was 1 response who has been in less than 1 year. This is important as it shows what the difference of opinions between experienced and new officers.

[bookmark: _Toc176229147]4:3 The threat of cyber-crime

Figure 3 represents the question, “How significant do you perceive the threat of cybercrime to be compared to traditional crime?”. The chart shows that 14% found it very significant, 38% significant, 41% moderately significant, 7% slightly significant and 0% found it not significant.
[image: ]

[image: ]Figure 4 represents the question, “In your opinion, how has the prevalence of cybercrime changed over the last decade?”. The chart shows that 72% found that it has greatly increased, 28% found that it has increased whilst there were zero responses stating that it has stayed the same or decreased.

[bookmark: _Toc176229148]4:4 Police strategies and technologies

Figure 5 represents the question, “What new strategies or technologies has your department implemented in response to the rise of cybercrime? (Select all that apply)”. The chart shows there were 27% responses for advanced training programs, 48% for cyber forensics tools, 65% for collaboration with other agencies, 51% for public awareness campaigns and 34% for hiring cybercrime specialists. When compared to secondary research, there is no current research to show what the collaboration with other agencies entail and there are very little public awareness campaigns available.
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[image: ]Figure 6 represents the question, “How effective do you think these new strategies have been in combating cybercrime?”. The charge shows 1 response for them being very effective, 28% effective, 38% moderately effective, 17% slightly effective and 14% not effective. When this is compared with other research, neither give a definitive answer as to whether new strategies are effective or not and more research is needed.



[bookmark: _Toc176229149]4:5 Resources and training

Figure 7 represents the question, “What proportion of your department’s resources (time, personnel, budget) is now dedicated to cybercrime compared to a decade ago?”. The chart shows the 28% found it significantly more, 52% more, 21% about the same and there were no responses for less.
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Figure 8 represents the question, “To what extent has cybercrime investigation required changes in traditional law enforcement practices?”. The chart shows 38% believe major changes, 55% some changes, 7% few changes and 0% for no changes.
[image: ]

[image: ]Figure 9 represents the question, “How would you rate your current level of training provided to law enforcement personnel in dealing with cybercrime?”. The chart shows 1 response for excellent, 14% good, 38% fair, 28% poor, 17% very poor. The results from this survey show that the majority of officers who have dealt with cyber-crime have done so without a good level of training which could mean that evidence could have been lost or not dealt with correctly.
[bookmark: _Toc176229150]4:6 Partner Agencies

[image: ]Figure 10 represents the question, “How important is inter-agency collaboration in addressing cybercrime? The chart shows responses being 45% extremely important, 34% very important, 14% moderately important, 7% slightly important and 0% not important. Although all responses state that this is important, when comparing with secondary research, it is possible to see that police responses to cyber-crime are often hampered by lack of coordination and inter-agency collaboration (Cybercrime, 2014). More work is needed in this area to improve the responses to cyber-crime.

[image: ]Figure 11 represents the question, “Has your department increased collaboration with other law enforcement agencies or private sector entities in response to cybercrime?”. The chart 38% being yes, 17% no and 45% being not sure. These responses show that the majority of officers are unaware of the collaboration with other law enforcement agencies which could be a result of how little these collaborations are utilised.


[bookmark: _Toc176229151]4:7 How effective are current laws and regulations to combat cybercrime

Figure 12 represents the question, “Are current laws and regulations sufficient to combat cybercrime effectively?”. The chart shows 24% responses being yes, 34% no and 41% not sure. When this is compared with other researchers, it is apparent that the majority of cyber-crime offences do not result in a successful outcomes and from analysing other responses, this may be a result of little training and collaboration with partner-agencies and there needs to be a change in current laws and regulations.
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The survey also asks the following questions and allow open responses;
· “How has your department’s strategy towards combating cybercrime evolved in the last decade?”
· “How has the rise of cybercrime impacted the daily operations of your department?”
· “What legislative changes do you think are necessary to improve the fight against cybercrime?”
· “What do you believe will be the biggest challenges for law enforcement in combating cybercrime over the last decade?”
· “In what ways do you think technology will aid law enforcement in their fight against cybercrime in the future?”
· “Do you have any additional comments or insights regarding the impact of cybercrime on law enforcement strategies and operations?”

[bookmark: _Toc176229152]4:8 Conclusion 

By analysing the responses received it is possible to see the following;
1. Awareness and Training:
- Police officers highlighted the importance of public awareness campaigns and advanced training programs in combating cybercrime effectively.
- There were mixed responses regarding the effectiveness of existing training programs, with some officers emphasising the need for continual training to address new threats.

2. Collaboration with Other Agencies:
- Collaboration with other agencies was identified as a key strategy in fighting cybercrime, with officers recognising the importance of sharing resources and information.
- Challenges related to data sharing and cross-border investigations were highlighted, pointing to the need for streamlined processes and international cooperation.

3. Use of Cyber Forensics Tools:
- The deployment of cyber forensics tools was deemed essential in investigating cybercrimes and gathering digital evidence.
- However, concerns were raised regarding the time-intensive nature of digital investigations and the need for adequate resources to expedite the process.

4. Recruitment of Cybercrime Specialists:
- Hiring cybercrime specialists was seen as a crucial step in building expertise within law enforcement agencies.
- Officers emphasised the necessity of dedicated teams and upskilling officers to effectively combat cyber-enabled crimes.

5. Impact of Cybercrime on Workload:
- The increase in cybercrime incidents was noted to have escalated the workload for police officers, necessitating additional resources and specialised training.
- Officers highlighted the challenges of keeping pace with technological developments and the evolving tactics used by cybercriminals.

6. Legislative Challenges:
- Concerns were raised about outdated legislation and the need for legal frameworks to address modern cyber threats effectively.
- Officers stressed the importance of adapting laws to encompass digital offenses and enhance the capabilities of law enforcement agencies.

The analysis of police officers' perspectives on cybercrime reveals a complex landscape characterised by rapid technological advancements and evolving criminal tactics. As cybercrime continues to expand in scope and sophistication, law enforcement agencies face significant challenges in combating this pervasive threat. The findings underscore the importance of ongoing training, collaboration with other agencies, investment in cyber forensics tools, and recruitment of specialized personnel to strengthen responses to cyber-enabled crimes. The results from this survey sheds light on the challenges and opportunities faced by law enforcement agencies in addressing cybercrime and emphasises the importance of continuous adaptation and innovation in the fight against digital threats.


[bookmark: _Toc176229153]5.0 Findings, conclusions, and recommendations 

[bookmark: _Toc176229154]5:1 Introduction

This chapter continues from the analysis chapter where the research highlights significant findings regarding the evolution of cybercrime, the adaptive strategies developed by law enforcement agencies, and the implications for resource allocation, training, and inter-agency collaboration.

[bookmark: _Toc176229155]5:2 Completion of Research Objectives

[bookmark: _Toc176229156]5:2:1 Objective 1 - Evolution and Impact of Cyber-Crimes

The study discusses the rapid increase in cyber-crime incidents over the past decade, citing sources like the FBI’s Internet Crime Complaint Centre. It highlights the growing complexity and transnational nature of cyber offenses, which have challenged traditional policing methods (IC3, 2024; Grabosky, 2001). This section explains the impact on law enforcement, necessitating a shift from reactive to proactive strategies (Brenner, 2006).

[bookmark: _Toc176229157]5:2:2 Objective 2 - Changes in Policies and Strategies

It outlines the transition from traditional policing to more innovative strategies, including public-private partnerships and multi-agency coordination. This is exemplified by models like the European Cybercrime Task Force, emphasising information sharing and collaborative efforts (Europol, 2013; Choo & Smith, 2008).

[bookmark: _Toc176229158]5:2:3 Objective 3 - Resource Allocation and Training Programs

The study details the establishment of specialised cyber units such as the FBI's Cyber Division and the National Cyber Crime Unit, reflecting changes in resource allocation. It also discusses how training programs have been enhanced to equip law enforcement with the skills necessary to tackle cyber-crime effectively.

[bookmark: _Toc176229159]5:2:4 Objective 4 - Partner Agencies Cooperation and International Collaboration

It highlights the importance of international collaboration in combating cyber-crime, citing examples of joint efforts and task forces that operate across borders to share resources and intelligence (Europol, 2013).

[bookmark: _Toc176229160]5:2:5 Objective 5 - Technological Advancements

The study examines the adoption of technological tools and analytical techniques by law enforcement to prevent and investigate cyber-crime. This includes the use of digital forensics and intelligence-led policing to enhance investigative capabilities.

[bookmark: _Toc176229161]5:3 Emergence and Evolution of Cyber Crime

Cybercrime has evolved dramatically in the last ten years, driven by technological advancements and increased internet accessibility. According to the Internet Crime Complaint Centre (IC3), reports of cyber incidents have surged, with financial losses exceeding $12.5 billion in 2023 (IC3, 2024). The study identifies that traditional definitions of cybercrime, which include fraud, identity theft, and cyber-terrorism, have become increasingly complex due to the rapid evolution of digital platforms. Theoretical frameworks, such as Routine Activity Theory, elucidate the opportunity structures that have facilitated this rise, emphasising the roles of motivated offenders, suitable targets, and the absence of guardianship in cyberspace.

[bookmark: _Toc176229162]5:4 Impact on Law Enforcement Strategies

In response to the growing threat of cybercrime, law enforcement agencies have had to fundamentally reassess their operational frameworks. The study outlines a significant shift from reactive to proactive policing strategies. This shift is characterised by the development of specialised cyber units within agencies, like the FBI’s Cyber Division and the National Cyber Crime Unit (NCSC, 2019). These units possess the expertise required to tackle complex cyber threats effectively.

Moreover, the research emphasises the need for an integrated approach to combating cybercrime, advocating for public-private partnerships that enhance information sharing and resource allocation. Collaborative efforts between law enforcement and private sectors, particularly financial institutions, have been highlighted as essential for effective crime prevention.

[bookmark: _Toc176229163]5:5 Cyber Units and Specialisation

The establishment of specialised cyber units marks a critical evolution in law enforcement's response to cybercrime. These dedicated units such as the National Cyber Crime Unit, focus on developing skills and knowledge specific to cyber threats, allowing for more effective investigations and operations (NCSC, 2019). The study underscores that these units have become pivotal in addressing the intricacies of cybercrime, from sophisticated financial fraud to data breaches.

[bookmark: _Toc176229164]5:6 Intelligence-Led Policing (ILP) and Cybercrime

The application of Intelligence-Led Policing (ILP) has gained traction in the context of cybercrime. The findings highlight the increasing integration of ILP within cybercrime strategies. The study reveals that ILP strategies have enabled law enforcement agencies to better anticipate and respond to cyber threats through data analysis and intelligence sharing. This approach fosters a proactive stance, allowing agencies to focus resources on high-risk areas and potential offenders before crimes occur and adapting to the dynamic nature of cyber threats.

[bookmark: _Toc176229165]5:7 Digital Forensics and Legal Challenges

Digital forensics plays a crucial role in the investigation of cybercrimes. The study discusses the advancements in forensic technologies, which have enhanced the ability of law enforcement to collect and analyse digital evidence. However, it also highlights the legal challenges that arise, including issues related to privacy, data protection, and the jurisdictional complexities of cybercrime investigations.

[bookmark: _Toc176229166]5:8 Cybercrime Training and Education

The findings indicate that training and education for law enforcement personnel have undergone significant changes to address the challenges posed by cybercrime. Enhanced training programs focus on the technical skills necessary for investigating cyber offenses, as well as the legal and ethical considerations that accompany digital investigations. The study suggests that ongoing education is vital to keep pace with the evolving nature of cyber threats and for officers to stay abreast of technological advancements and emerging cyber threats.

[bookmark: _Toc176229167]5:9 Community Policing and Cybercrime Awareness

The role of community policing in addressing cybercrime is also addressed in the findings. The study indicates that raising public awareness about cyber threats is essential for prevention. Community engagement initiatives, such as workshops and online resources, help educate the public on recognising and reporting cybercrime, thereby fostering a collaborative environment between law enforcement and the community.

[bookmark: _Toc176229168]5:10 Challenges and Future Directions

Despite the advancements, the study identifies significant challenges that law enforcement faces in combating cybercrime. These include resource limitations, the need for ongoing training, and the rapid pace of technological change. The research suggests that future strategies should focus on enhancing inter-agency collaboration, developing international partnerships, and investing in advanced technologies to improve investigative capabilities.

[bookmark: _Toc176229169]5:11 Recommendations

The increasing complexity and prevalence of cybercrime necessitate ongoing research to enhance law enforcement strategies and operations. Future research should focus on several key areas to address current gaps and improve the effectiveness of policing in the digital age.

[bookmark: _Toc176229170]5:11:1 Recommendation 1 - Interdisciplinary Approaches

Cybercrime encompasses a wide range of activities including financial fraud, identity theft, and cyber-terrorism. Future studies should adopt interdisciplinary approaches, integrating insights from fields such as computer science, criminology, and sociology. This will help in developing comprehensive strategies that address both technological and human factors involved in cybercrime (Wall, 2007).

[bookmark: _Toc176229171]5:11:2 Recommendation 2 - Impact of Emerging Technologies

Investigating the impact of emerging technologies like artificial intelligence, blockchain, and the Internet of Things (IoT) on cybercrime is crucial. Research could explore how these technologies can be leveraged for both committing and combating cybercrime. Understanding the dual use of technology will aid in developing proactive measures for law enforcement agencies (Brenner, 2010).

[bookmark: _Toc176229172]5:11:3 Recommendation 3 - International Collaboration and Policy Harmonisation

Given the transnational nature of cybercrime, future research should focus on enhancing international collaboration and harmonising policies across borders. This includes examining the effectiveness of existing international agreements and developing frameworks for more efficient cross-border cooperation (Grabosky, 2001).

[bookmark: _Toc176229173]5:11:4 Recommendation 4 - Training and Resource Allocation

Further research is needed to evaluate current training programs and resource allocation for law enforcement agencies. Studies should assess the effectiveness of training in digital forensics, cybersecurity, and intelligence-led policing (ILP) to ensure that personnel are equipped to handle sophisticated cyber threats (NCA, 2023).

[bookmark: _Toc176229174]5:11:5 Recommendation 5 - Legal and Ethical Challenges

Exploring the legal and ethical challenges associated with cybercrime investigation is essential. Future research should focus on balancing civil liberties with security needs, specifically in the context of surveillance and data privacy. This involves examining the adequacy of existing legal frameworks and proposing reforms to address new challenges (Yar, 2005).

[bookmark: _Toc176229175]5:11:6 Recommendation 6 - Public-Private Partnerships

Research should investigate the role of public-private partnerships in combating cybercrime. Understanding how these partnerships can be structured to enhance information sharing and resource pooling will be vital. This includes studying successful models and identifying best practices for collaboration.

[bookmark: _Toc176229176]5:11:7 Recommendation 7 - Community Engagement and Awareness

Enhancing community engagement and raising public awareness about cybercrime can play a significant role in prevention. Future research should explore strategies for effective community policing in the digital age, focusing on education and outreach programs that inform the public about cybersecurity best practices (IC3, 2024).

[bookmark: _Toc176229177]5:11:8 Recommendation 8 - Evaluation of Cyber Units and Specialisation

Finally, research should evaluate the effectiveness of specialised cyber units within law enforcement agencies. This includes studying their structure, operational strategies, and outcomes to identify areas for improvement and scalability (Curtis, 2022).

By addressing these areas, future research can contribute significantly to developing robust strategies for combating cybercrime and enhancing the overall effectiveness of law enforcement agencies in a rapidly evolving digital landscape.


[bookmark: _Toc176229178]5:12 Conclusion

In conclusion, the study on "Policing in the Digital Age" provides a comprehensive analysis of the profound impact that cybercrime has had on law enforcement strategies over the past decade. The findings underscore a significant transformation in policing approaches, emphasising the necessity for proactive, specialised, and intelligence-led frameworks to address the complexities of cyber threats. As cybercrime continues to evolve, law enforcement agencies must adapt by enhancing training programs, fostering public-private partnerships, and embracing technological advancements.

The study contributes valuable insights into the dynamics of modern policing, highlighting effective strategies and identifying areas for further development. It is crucial for law enforcement to remain agile and responsive in an increasingly digital world, ensuring they can safeguard communities and mitigate the risks posed by cybercriminals. Ultimately, the recommendations outlined in this research aim to enhance the effectiveness of law enforcement in combating cybercrime, promoting a safer digital environment for all.
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8%
® Increased 8
® Stayed the same 0
® Decreased 0
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® Grestydecreased 0
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6. What new strategies or technologies has your department implemented in response to the rise of
cybercrime? (Select all that apply)

29 Responses

© Advanced training programs 8 —
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7. How effective do you think these new strategies have been in combating cybercrime?

29 Responses
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9. What proportion of your department's resources (time, personnel, budget) is now dedicated to
cybercrime compared to a decade ago?

29 Responses

® Significanty more 8

2
28%
® Nore 15

® About the same 5
o Less 0
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10. To what extent has cybercrime investigation required changes in traditional law enforcement
practices?

29 Responses
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® Majorchanges 11 o

38%
@ Somechanges 16
® Fewchanges 2
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11. How would you rate the current level of training provided to law enforcement personnel in
dealing with cybercrime?

29 Responses
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13. How important is inter-agency collaboration in addressing cybercrime?

29 Responses
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14. Has your department increased collaboration with other law enforcement agencies or private
sector entities in response to cybercrime?

29 Responses
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15. Are current laws and regulations sufficient to combat cybercrime effectively?
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What impact does Cyber Crime have on Law Enforcement?

* Required

1. What is your current role in law enforcement? *

O Police Officer
O Detective
(O cyber Crime Specialist

(O Forensic Analyst

(O other

2. How many years have you been in law enforcement? *

(O Less than 1 year
O 1-5years
O 6-10years

(O More than 10 years
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3. How significant do you perceive the threat of cybercrime to be compared to traditional crime? *

QO Verysignificant

QO significant

(O Moderately significant

QO slightly significant

O Not significant

4. In your opinion, how has the prevalence of cybercrime changed over the last decade? *

O Greatly increased
O Increased
(O stayed the same.
(O Decreased

(O Greatly decreased
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5. How has your department's strategy towards combating cybercrime evolved in the last decade? *

Enter your answer

6. What new strategies or technologies has your department implemented in response to the rise of cybercrime? (Select all that apply) *

[] Advanced training programs

] cyber forensics tools

[ collaboration with other agencies
[ Public awareness campaigns

[ Hiring cybercrime specialists

[] other

7. How effective do you think these new strategies have been in combating cybercrime? *

O Very effective

QO Effective

(O Moderately effective
QO slightly effective

(O Not effective
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8. How has the rise of cybercrime impacted the daily operations of your department? *

Enter your answer

9. What proportion of your department's resources (time, personnel, budget) is now dedicated to cybercrime compared to a decade ago? *

QO significantly more
O More

O About the same
QO Less

QO significantly less

10. To what extent has cybercrime investigation required changes in traditional law enforcement practices? *

(O Meajor changes
(O Some changes
(O Few changes

(O Nochanges
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1. How would you rate the current level of training provided to law enforcement personnel in dealing with cybercrime? *

O Excellent
O Good
QO Fair
QO Poor

O Very poor

12. What additional training or resources do you believe are necessary to improve law enforcement's ability to combat cybercrime? *

Enter your answer

13. How important is inter-agency collaboration in addressing cybercrime?

O Extremely important
O Veryimportant

(O Moderately important
O slightly important

O Notimportant
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14. Has your department increased collaboration with other law enforcement agencies or private sector entities in response to cybercrime? *

O Yes
O No
O Not sure

15. Are current laws and regulations sufficient to combat cybercrime effectively? *

QO Yes
O No
O Notsure

16. What legislative changes do you think are necessary to improve the fight against cybercrime? *

Enter your answer

17. What do you believe wil be the biggest challenges for law enforcement in combating cybercrime over the next decade? *

Enter your answer
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18. In what ways do you think technology will aid law enforcement in their fight against cybercrime in the future? *

Enter your answer

19. Do you have any additional comments or insights regarding the impact of cybercrime on law enforcement strategies and operations? *

Enter your answer
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1. What is your current role in law enforcement?

29 Responses

® Police Officer 20 7
10% gl

@ Cyber Crime Specialist 3 4%

® Forensic Analyst 0 0

® Other 2

1 anonymous Police Officer

2 anonymous Police Officer

3 anonymous Police Officer

4 anonymous Police Officer

5 anonymous Police Officer

6 anonymous Police Officer

7 anonymous Police Officer

8 anonymous Police Officer
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2. How many years have you been in law enforcement?

29 Responses

® Lessthan Tyear 1 L/
® 1-5years 15

® 6-10years 3 52%
DT Name Responses

1 anonymous 1-5 years

2 anonymous 1-5 years.

3 anonymous 1-5 years

4 anonymous 1-5 years.

5 anonymous Less than 1 year

3 anonymous 1-5 years.

7 anonymous 1-5 years

B anonymous 1-5 years.




image26.png
10

11

12

13

14

15

16

17

18

19

20

21

2

23

2

anonymous

anonymous

anonymous

anonymous

anonymous

anonymous

anonymous

anonymous

anonymous

anonymous

anonymous

anonymous

anonymous

anonymous

anonymous

anonymous

More than 10 years
More than 10 years
More than 10 years
1-5 years
More than 10 years
1-5 years
More than 10 years
6-10 years
More than 10 years
More than 10 years
1-5 years
1-5 years
6-10 years
1-5 years
6-10 years

More than 10 years




image27.png
25

2%

27

28

2

anonymous

anonymous

anonymous

anonymous

anonymous

1-5 years
More than 10 years
More than 10 years
1-5 years

1-5 years




image28.png
3. How significant do you perceive the threat of cybercrime to be compared to traditional crime?

29 Responses

® Very significant 4 ; %
® Significant "
® Moderately significant 12
4t
® Sightly signifiant 2 38%
® Not significant 0
R Name Responses
1 anonymous Significant
2 anonymous Moderately significant
3 anonymous Moderately significant
a anonymous Slightly significant
5 anonymous Significant
6 anonymous Significant
7 anonymous Moderately significant

8 anonymous

Significant
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4. In your opinion, how has the prevalence of cybercrime changed over the last decade?

29 Responses

® Greatiyincreased 21
8%

® Increased 8

® Stayed the same 0

® Decreased 0

2%

® Greatydecrezsed 0

R Name Responses

1 anonymous Increased

2 anonymous Greatly increased
3 anonymous Increased

a anonymous Greatly increased
5 anonymous Greatly increased
6 anonymous Increased

7 anonymous Increased

8 anonymous Greatly increased
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5. How has your department's strategy towards combating cybercrime evolved in the last decade?

29 Responses

DT Name Responses
1 anonymous  more technology to combat the ever growing issues

2 anonymous  Made doing the job harder. Strategy hasn't changed

3 anonymous  Since being in the role | have seen little to no change

a anonymous  Unknown to myself - More information to front line officers would be nice.

5 anonymous  Unable to answer at this time - have only been in role 9 months

6 anonymous  employment of more analysts, and expansion of the designated department
7 anonymous  Unsure as have not dealt with a great deal of it

don't believe it has changed much apart from getting correct URLS/ using mapping

s anonymous
g services built into apps in terms of response and charter being used

Iwork in cyber and am therefore specifically responsible for investigating cyber
dependent crime. The department has evolved since its creation in 2018 and now

9 anonymous  encompasses a team of Cyber Investigators and Digital Media Investigators.
Investigative support and advice is provided to officers but we also carry our own
crimes/investigations.

10 anonymous  Uplift in calls being reported, meaning more action fraud referrals
1 anonymous It hasn't and not relevant to my department

12 anonymous  More money in cyber crime
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N/A

There is a greater understanding of the use of electronic devices in crime and the
associated evidence contained on these devices.

1:am part of the POLIT team & | have seen how much cyber crime has increased
significantly, so much so that the team has been expanded

no strategy.
Fraud investigation has changed dramatically due to increase in cyber crime
Seize and preserve forensic evidence for examination

It hasn't, we rely heavily on other departments such as DFU

Little. PCs on the whole stil havent caught up with the developments seen in cyber
based crime

Not as quickly as the technology has developed

Targeting high impact 'volume' crime (sextortion, high risk DV, child sexual
exploitation offences) and major crime (murder, GBH, kidnap)

N/A
I think the strategy kind of adapted to the needs

None
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anonymous

anonymous

anonymous

More staff and better investment in equipment and training
Hasn't that much. Don't have much input or training on cyber crime.

1 believe that the departments cyber strat has tried to keep up with the ever changing
world of cybercrime, however | believe that the techniques and policy that guide
officers in dealing with cybercrime is outdated and needs to change
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6. What new strategies or technologies has your department implemented in response to the rise of
cybercrime? (Select all that apply)

29 Responses

© Advanced training programs s ——
® Cyberforensics tools 1 EE——
@ Colaboration with other agencies 19 ——
© Pubic awareness campaigns 5 S
@ Hiting cybercrime speciaits 10 —
© Other 4 —
3 s 0 15 Y
IDT  Name Responses
T o gt s e iy o, il
2 anonymous ["Public awareness campaigns","Hiring cybercrime specialists ]
3 anonymous ["Collaboration with other agencies”,"Public awareness campaigns']
4 anonymous ["Public awareness campaigns']
B aronymous ["Public awareness campaigns”,"Collaboration with other agencies","Cyber forensics

tools"]
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["Collaboration with other agencies']

["None]

["Public awareness campaigns”,
specialists *]

yber forensics tools”,"Hiring cybercrime

["Cyber forensics tools”,"Hiring cybercrime specialists °]

["Collaboration with other agencies","Public awareness campaigns’]

["Collaboration with other agencies'
programs']

‘Cyber forensics tools”," Advanced training

["Collaboration with other agencies']

[one’]
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7. How effective do you think these new strategies have been in combating cybercrime?

29 Responses

® Very effective 1 e

® Effective 8 s 28%
%

® Moderately effective 11

® Sightly fiective 5

® Not effective 4 prey

R Name Responses

1 anonymous Moderately effective

2 anonymous Slightly effective

3 anonymous Moderately effective

a anonymous Moderately effective

5 anonymous Moderately effective

6 anonymous Effective

7 anonymous Moderately effective

8 anonymous Moderately effective
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8. How has the rise of cybercrime impacted the daily operations of your department?

29 Responses

DT Name Responses

1 anonymous  has not

2 anonymous  Higher demand

B snonymous  More €rime going undetected due o being unsble to collaborate with socil media
sites

a anonymous  More appointments on diary car have been made.

5 anonymous  Increased workload

6 anonymous  Unsure

7 anonymous | Not much

5 snonymous  3Prtfrom blackmsi in the form of sexcalimages not much is touched by response
most goes to specialist departments

9 anonymous  Yes

10 anonymous  Impacted on the number of callers reporting crimes

1 anonymous It hasn't

12 anonymous  more demand

13 anonymous  Investigations take longer to investigate
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A significant number of crimes are now cyber enabled, either conducted through
online means or via devices. Therefore, a large number of cases have associated
digital devices that are often seized and downloaded. The time taken to download
and review these devices drastically increases the time taken to compile a case file
and send to the CPS.

POLIT is build on the receipt of referrals from external agencies around the accessing
& sharing of Indecent Images of Children, the increase year on year is marked

no
Huge impact on fraud and finandial investigations
Awareness of digital forensics and investigation oppertunities

Not hugely in reactive CID - However online bullying / blackmail / threats are
becoming more prevalent

Increased demand
It has created a lot more logs

Increase of crimes being cyber enabled/ dependent has meant that the department
has needed to be more selective about the crimes that we assist with as the workload
has significantly increased.

N/A

1 could see a grow in demands related to cybercrime lately
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Increased demand longer time to deal with things
My department is a Cyber dependent team anyway

Alot more complaints to do with cyber crime now, and the uncertainty on how to
effectively investigate them.

a lot of crime is now cyber enabled so | would state it has 2 large overall impact on
scale, but on severity it is rare.
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9. What proportion of your department's resources (time, personnel, budget) is now dedicated to
cybercrime compared to a decade ago?

29 Responses

® Significanty more 8 2%
2%
® More 15
@ About the same 6
® Less o
® Significantly less o 2%
D1 Name Responses
1 anonymous More
2 anonymous More
3 anonymous More
a anonymous About the same
5 anonymous More
6 anonymous More
7 anonymous More

8 anonymous More
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10. To what extent has cybercrime investigation required changes in traditional law enforcement
practices?

29 Responses

7%
o Maorcharges 1 o
38%
® Somechanges 16
® Few changes 2
® Nochanges o >
D1 Name Responses
1 anonymous Few changes
2 anonymous Some changes
3 anonymous Some changes
a anonymous Some changes
5 anonymous Major changes
6 anonymous Some changes
7 anonymous Some changes

8 anonymous Major changes
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11. How would you rate the current level of training provided to law enforcement personnel in
dealing with cybercrime?

29 Responses

® Ecelent 1
® Good 4
® fair "
® Poor s

@ Veypoor 5

LN

28%
38%

D1 Name Responses
1 anonymous Very poor
2 anonymous Poor

3 anonymous Poor

a anonymous Very poor
5 anonymous Fair

6 anonymous Excellent
7 anonymous Poor

8 anonymous Fair
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12. What additional training or resources do you believe are necessary to improve law enforcement's
ability to combat cybercrime?

29 Responses

D Name Responses
1 anonymous  some sort of knowledge on the issues and training courses
2 anonymous  More dedicated units to take Away the demand
3 anonymous  Any training would be beneficial
Essential training i required for interested persons, that being said - response officer
4 anonymous
have too much to deal with as it i
Training needs to be given each time a new threat emerges, change in technology or
5 anonymous 9 g o o e
change in MO
5 anonymous  Unsure
7 anonymous  Courses focused on it
Wider understanding of IP/Modems and the data that can be held - in terms of
. omymaue | Sevual offences ifimages are involved most look for traitionsl clunky USES not the
g micro USE's and are unaware what contains storage and what does not for example
games consoles/fire sticks
We, as 2 department, deliver inputs to Student Officer and PIP2 training courses,
Control Room staff and more. | firmly believe that, as cyber/digital is in almst every
9 anonymous

investigation, all officers should be provided with basic open-source and awareness
of telecoms/account resolution training as a minimum.
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Ways on how to be able to trace where the cyber attack has come from , Also how to
support the victim

Basic training for PCs
hiting more cyber crime experts, dedicated team for cyber related crime

given a list of things to look for on devices for certain offences to assist
investigations

More widespread training and experience with training and the process for Digital
Downloads and review of devices

All PC's to have a short attachment within POLIT or DFU

dedicated cybercrime investiagtion officers that retain ownership of the protracted
investigation until an offender has been identified.

Effective evidence gathering training required for frontline officers
Greater, in depth training from subject matter experts

More access to resources such as longarm without having to contact other
departments

More frequent refreshers and go-to reminders for helpful techniques and
resources




image57.png
2

23

2

25

2%

27

28

2

anonymous

anonymous

anonymous

anonymous

anonymous

anonymous

anonymous

anonymous

Keep up to date with technology and social media

Significant upskilling - Regular inputs to update of new/ evolving crimes and
methods.

N/A
I'm not directly involved in this but | presume constant training on new methods
Increased speed and availability of hitech / cyber analysis

enhanced training at initial training level to allow officers to appreciate digital
opportunities available to them

Training on how to investigate them properly to produce the best outcomes for the
victim.

more resources and technology is required to combat serious cyber crime offences




image58.png
13. How important is inter-agency collaboration in addressing cybercrime?

29 Responses

® Extremely important 3

® Very important 10

® Moderately important 4

7

s g

a5%

® Sightly important 2
34%

® Notimportant 0

R Name Responses

1 anonymous Very important

2 anonymous Slightly important

3 anonymous Very important

a anonymous Extremely important

5 anonymous Extremely important

6 anonymous Very important

7 anonymous Moderately important

8 anonymous

Extremely important
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14. Has your department increased collaboration with other law enforcement agencies or private
sector entities in response to cybercrime?

29 Responses

o s 11 8%
a5%

o No 5

® Notsue 13

—

7%

D1 Name Responses
1 anonymous Not sure

2 anonymous Not sure

3 anonymous Not sure
a anonymous Not sure

5 anonymous Not sure

6 anonymous Not sure

7 anonymous Yes

8 anonymous Not sure
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15. Are current laws and regulations sufficient to combat cybercrime effectively?
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16. What legislative changes do you think are necessary to improve the fight against cybercrime?
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2 anonymous  Changes to make demand less

3 anonymous  Should be able to make companies give up data

4 anonymous  U/K

5 anonymous  Legislate to improve the co-operation between cyber business and LE

5 anonymous  Unsure

7 anonymous  Unsure
VPN's are often used for cybercrime including traditionally the website silkroad for

. omymaue e raficking of goods and weapons using crypocurrency as it used to leave litle

g trace. This website has been shut down but more have taken their place - we are just

catching up to the use of crypto and it s still unregulated in terms of legislation
Cyberis inherently cross-border. This creates issues with obtaining data outside the

9 anonymous UK. requiring complex and time-consuming processes to request and obtain data.
This often results in the investigation failing, or it is not proportionate to pursue,

10 anomymous  Access to interrogate computers

11 anonymous  Unsure

12 anonymous  make more cyber offences a crime.
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17. What do you believe will be the biggest challenges for law enforcement in combating cybercrime
over the next decade?
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1 anonymous  keeping up with the technology and understanding
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3 anonymous It will become more advanced

a anonymous  Lack of qualified officers in this department
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Disruption - Due to unrest within parts of the developed world information lezks for
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blood bank system can cause huge disruption from the other side of the world which
is not easily stopped

9 anonymous  Internationally held data, privacy (increased use of VPN etc)

10 anonymous  That we dont investigate if we cant evidence incident happened in Gwent.

1 anonymous  Lack of knowledge throughout the force

12 anonymous  certain apps such as SNAPCHAT can not be viewed.
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18. In what ways do you think technology will aid law enforcement in their fight against cybercrime in
the future?

29 Responses

D7 Name Responses
1 anonymous -

2 anonymous  Will make it harder

3 anonymous It will make it easier to detect

Up to date technology is a must, however | do not believe the force has has the

4
BNOMYMOUS g ancial backing from the government.

Advancements in Al allow LE to keep up with advancements in technology and allow
5 anonymous  LE to provide targeted policing and better/more appropriate resource

management.

The understanding of different types of cybercrime and the efficiency with how it il
5 anonymous

be ealt with
7 anonymous  Unsure

Virtual security is a huge business and if things continue the way they are going most
8 anonymous  conflict/spying on other countries/Drugs and weapons/money laundering will be
entirely digital as you can monitor their funds/projects and files remotely

9 anonymous | Unsure

We need to be more ways of being able to carry out deeper searches in computers. |
10 anonymous  believe the USA recently caught 2 cyber attackers and are currently extraditing to the
USA to prosecute.




