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1. Introduction
The Bring Your Own Device phenomenon has risen from what was once a niche trend into arguably what is now the leading workplace culture. From corporate to university and school networks, more and more users are opting to bring their personal computer devices to work or school. As work and education becomes more of an activity and less of a place to go to, and the deep-rooted established boundaries between personal and work life blur, it’s critical that devices are managed in a way that is more acceptable to the business culture [1]. Policies such as password complexity and length, encryption standards and certificate authentication, must provide corporate level data security on all personal devices, while maintaining employee personal information privacy and accessibility. This report looks the development of a BYOD policy for the fictional company of Golding-Harvest Ltd, and attempts to answer relevant questions about its setup, security procedures and advantages and disadvantages in usage to both the company and its employees. 

2. Scenario Assumptions
The Golding-Harvest Company employs cloud based networks to deliver globally available services to its employees, with over 95% of its resources available wirelessly, so a cloud based BYOD solution would provide the best approach for integration options into their existing system. As this is a hypothetical scenario, several assumptions are made prior to committing a solution.
· The company’s network is a modern cloud based network setup based on Microsoft Azure Active Directory Services.
· The company already has a large corporate owned wireless mobile device base with management systems already in place to handle them.
· The company has a robust wireless IT security policy and IT policy in place.
· The company is headquartered in the United Kingdom, but has a multi-national presence with several large divisions located worldwide in traditionally heavy gold producing nations. These countries include, China, Russia, Indonesia and Australia [2].
· The company has on-premises network and server hardware located at their base in the United Kingdom for offline data redundancy. Non-UK branches are generally serviced by cloud and wireless technologies requiring only a locally based ISP to access.
· The company’s employees are very tech savvy and are accustomed to using mobile computer technology in their daily operations. 

3. BYOD MDM Configuration and Setup
With so many different operating systems and ecosystems available to mobile devices, building and maintaining a BYOD programme could quickly become an expense concerning the technical expertise and the different software suite licences required to maintain them all. An efficient strategy would be to use an all in one system if possible for enrolment, provisioning, monitoring and updating during regular operations, and finally decommissioning the different devices at the end of their usage cycles.
Microsoft’s Enterprise Mobility + Security Suite has been chosen for rapid and efficient integration directly into the company’s existing large enterprise active directory network. It is a low-cost cloud based enterprise “Software as a Service” solution or “SaaS” which provides both device management (MDM) and application management services (MAM) capabilities regardless of location. This provides Golding-Harvest with the tools necessary to control and secure employee owned personal devices using existing windows Active Directory Server based user and group accounts and tools like Configuration Manager and while supporting all popular desktop and mobile device operating systems (See Fig 1). EMS comprises of three management services:
· Microsoft Intune - Provides solutions for both personal computer and mobile device management, and offers provisioning for: Application deployment, software updates, inventory and reporting, policy settings, remote wipe, remote lock and password reset options.
· Microsoft Azure Active Directory Premium - Provides identity management capabilities like multi-factor authentication, device registration, self-service password management, self-service group management, privileged account management, role based access control, application usage monitoring, rich auditing and security monitoring and alerting
· Microsoft Azure Rights Management - Provides encryption, identity, and authorization policies to help secure files and email, and works across multiple device phones, tablets, and PCs. Information is protected both within and outside the organization’s network.



Figure 1

4. Mobile Device Security
EMS supports password security, email management and data encryption across all devices. Security features such as Single Sign On, Multifactor authentication and Credential caching are benefit to secure access to company information by streamlining a user’s AD account with their mobile device security credentials. Using an application management approach (MAM) instead of a full device management system (MDM) helps to make the employee experience much less intrusive and allows for “data containerisation”, where a section of the device’s storage can be dedicated to company data. This strategy allows the company to control the operating system and apps without locking down the entire device and essentially turning it into restricted corporate property. Companies using BYOD initiatives are shown only to benefit from increased productivity if the employee wants to be in the programme. Having to many intrusive restrictions can work against that goal.

5. Application Management
BYOD Framework policies must include thinking about application support for different devices and operating systems. Popular cloud based business software like Microsoft Office 365 can be used on virtually any modern operating system and can be controlled via the MAM very similarly. Its important from a user perspective that the “company interface” for doing business is the same or very similar across difference devices. This decreases employee frustration and increases time spend doing productive work. 
Ensuring that that correct policies are in place to prevent employees from having unnecessary access to resources or abusing their personal mobile devices is also important. Smartphone and table computers are limited to company email and calendar data by default policy. Laptops and desktop computers depending the owners job role would be assigned greater access. Application management services can restrict software via the MAM server interface and requests can be made to allow an application if the employee is deemed to require it. This increases productivity and lessens the chances of any data security events. E.g. Restricting high risk camera based social apps like Snapchat and Tumblr will prevent unintended situations from occurring with pictures.

6. Information Protection
Data leakage with personal devices is a significant concern to IT Security and management. Policies like certificate profiles allow employees to connection to on-premises and cloud recourse using VPN connections and public or local WIFI access. 
The ability to remove authorization for individual files is part of Azure Right Management, and provides extra layers of safety for data leaving the secure network. For example, with email provisioning an employee sends an email with an attached sensitive file to someone outside the company who is not authorised to view it. Because the receiver does not have the Azure ADS rights to view the files, the file would be unable to decrypt and would be secure. 
Another example would be an authorised employee leaving the office and the WIFI Network with company data and going “offline”. Without active cloud authorisation or a valid certificate, the file would no longer be accessible in a readable format from the device. This strategy works also well with data security when the device must be decommissioned for any reason. The company data and applications can be purged remotely without affecting the employee’s personal data. This helps mitigates any unexpected situations where the device may have been lost or stolen, or the employee’s contract was terminated and direct access to the device is not possible.
[bookmark: _GoBack] 
7. List of Acronyms

BYOD - Bring Your Own Device, is the act of employees using their personal laptop, smartphone and tablet devices for workplace use.
EMS - Microsoft Enterprise Mobility + Security Suite is a bundle of four Microsoft products that allows an IT team to retain control and ensure security, on both corporate and personal devices. Its key benefits are: Single sign-on to any app or service from any device, secure access to company data from any device, document-level security and constant security monitoring.

Single Sign-On - Single sign-on (SSO) is a session and authentication service that allows a user access to multiple applications with a single set of login credentials (e.g., name and password). The service authenticates the end user for all the applications the user has been given rights to and eliminates further prompts when the user switches applications during the same session.

MAM – Mobile Application Management software assists with software delivery, licensing, configuration, Application life Cycle Management (ALM) and usage tracking on mobile devices.

MDM - Mobile Device Management software is used to manage, secure and monitor employee deployed mobile devices across multiple mobile service providers and multiple mobile operating systems in an organization.

SaaS - Software as a service (SaaS) is a type of software distribution model in which a third-party provider hosts application and makes them available to customers over the Internet.

WIFI – Wireless LAN connectivity, is technology that allows a PC, laptop, mobile phone, or tablet device to connect to the internet without the need for a physical wired connection.
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