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1. [bookmark: _Toc32839294]Introduction

This report details development of an object-oriented website, implementing search and filter functionality, along with implementing the observer pattern. Version control is discussed, particularly its benefits to teams and individual developers, and git specific commands and artefact stages. User stories are provided for the website implemented in this assignment. Finally, the document is concluded, followed by a reference list and Appendices.


2. [bookmark: _Toc32839295]Object-Oriented Site Implementation

The primary functionality of the site is accessing and manipulating data from a data store. This functionality is listed by the IDataControl interface, including methods such as log in, sign up, search for products, add and delete products, etc. This forced functionality is implemented by the PdoDB class, implementing queries for MySQL through PHP PDO.
This PdoDB class is a wrapper for a PDO object. It also contains an observable object, taking an optional IObservable object on construction. This argument is optional as not all pages need an observable. A method was added to allow observers of different types (implementing IObserver) to be added to this object’s observable attribute. An example of this is shown below, benefiting from the extendibility of an interface-based approach. To demonstrate this, PDO and JSON observer classes were implemented, with an example email class left empty.

[image: ]
[bookmark: _Toc32839345]Figure 1 - Adding observers

The database manages products for an online shop. The main class is the Product class, which all products use. The BasketItem class inherits from this class and adds more attributes and methods.
[image: ]Search and filter functionality were implemented by passing an array of parameters into a method, which then builds a variable query based on parameters. Below is the initial array structure and contents before adding parameters:[bookmark: _Toc32839346]Figure 2 - Filter and search parameters


The website implements two user levels: administrator and customer. This is determined by a Boolean field in each user’s database record. Two users are provided, with following details:

Username: customer	Password: Password123
Username: admin	    	Password: admin

The administrator’s account has access to user logs, along with the ability to add, edit and delete product listings. When on the product pages, additional buttons are made visible to admins to facilitate this functionality.
The full website code is provided in Appendix A.



3. [bookmark: _Toc32839296]Version Control

Version control is a system which records changes to files, or the states of files, to allow for recalling older versions at a later date [1]. Version control can be applied to any type of file, but is typically used for application source code [2, pp. 9-11]. Some uses and benefits of version control are:
· Reverting a file or entire project back to a given state
· Compare and log changes over time
· Troubleshooting, including which files, created by who, introduced problems (discussed more in 3.1).
In the development process, version control is typically used as either a local version control, or a remote version control [3]. A local version control repository is stored on a single computer, usually for personal use. This is a good alternative to a common solution: keeping many copies of work directories. This can require a lot of storage space, and is very error-prone, whereas version control only stores the original copy, and any changes made over time (commits). These changes, along with the initial copy, can be used to reconstruct the state of a file at a given point in time [4]. 
Remote version control involves “pushing” local commits to a remote version control server, which allows for collaboration between many developers on the same project.
Version control improves the efficiency of both individual developers and teams, as discussed in the following section.

[bookmark: _Toc32839297]    3.1. Version Control for Software Teams

Version control is essential for large-scale software projects as it allows for collaboration between the team of developers. It allows for developers to work on different components of a project simultaneously, and push their changes back to the central version. For example, one developer could be working on the index page of a website, and another on the about page. Both can commit their changes to those specific files and push them back to the main website version. When the other developers pull from the source, they then receive the new code which was changed by other developers.
A remote version control system allows for new developers joining a team to immediately gain access to a codebase by cloning from a repository, and allows other developers to track their changes made over time [5]. Version control in software teams improves efficiency, which can be a cost-saving measure.
Version control in software teams allows for tracking of changes, and the developer who made the changes. This allows for praising or blaming of developers for changes to code, which brought about the git blame command, allowing for annotations of who changed code, and why. Version control also allows developers to work remotely and pull/push as appropriate.
Version control also helps avoid conflicts and overwriting of other developers’ changes [6]. A version control system allows developers to work on any file, freely. Before a developer commits their changes to the remote repository, they should pull from it to receive the latest changes by other developers. Version control allows for branching of files when trying a new approach to a project, which is helpful for both teams and individuals.











3.2. [bookmark: _Toc32839298]Version Control for Individual Developers

Version control is beneficial to individual developers in many of the same ways as it is to teams. It allows for improved organisation of source code, aiding in testing and debugging. Differentiating between different versions of software becomes easier for individuals as they can simply commit their work after making changes, and later refer to that commit [7].
Individual developers gain more benefit from the organisational aspect of version control, along with saving storage space due to the absence of complete copies of projects. Personal development machines may benefit more from saving storage space than enterprise / business systems. Keeping a record of changes can be especially useful for individuals who may not already have a change log system in place like in an organisation.
Version control benefits the backup process, particularly for individuals. Businesses likely already have backup procedures in place, whereas individual developers may not. While version control is not primarily intended as a backup system, it is effective for this purpose [6]. 

3.3. [bookmark: _Toc32839299]Git Artefact States 

In the version control process, files, often referred to as artefacts, go through three states:
· Modified
· Staged
· Committed
Modified describes an artefact which has been modified but has not yet been added to the staging area, so will not be committed. An artefact enters this state immediately after changes have been made to it and saved, because it is no longer the same as the committed version.
A staged artefact is one which has been added to the staging area, but not yet committed, so changes are not yet logged. An artefact enters this state once it has been added to the staging area using the git add <filename> command, and remains in this state until it is committed.
An artefact which has been committed is one which has been logged, and its state has been added to the local or remote repository. An artefact enters this state after being staged, as described above, and then being committed using the git commit command, which commits all changes in the staging area.
See below in Figure 3 an illustration of the three artefact states:
[image: ][bookmark: _Toc32839347]Figure 3 - Git artefact stages


3.4. [bookmark: _Toc32839300]Git Commands

Git configuration options such as the username and email can be changed through editing the .config file, or with the below commands:
git config --global user.name “My Name”
git config --global user.email my.email@example.com
A new repository can be created by using the git init command. This is then stored in a hidden subdirectory called .git.
After first creating the repository, all code files in the project directory should be staged (with exceptions). This is done using the git add . command, with . signifying the current directory. After this, only changed files should be committed, for example, using  git add newfile.php. Files which should not be tracked, for example executable files, should be listed in the .gitignore file.
To view the current state of the project’s artefacts, the git status command is used. Alternatively, git status -s, for short output. Output of “??” indicates that the file is not yet being tracked, “D” indicates that a file has been removed, and “M” indicates a file has been modified. The font colour can vary, which provides additional information. For example, the below example in Figure 4 shows one green M, denoting that the file has been modified and staged, but not yet been committed. The red M represents a file which has been modified but not staged.
[image: ]
[bookmark: _Toc32839348]Figure 4 - Sample status -s output


The currently staged changes can be committed to a repository using the git commit command. A useful extension of this command is the -m flag, which adds a message to the commit. This can be used to detail the changes since the last commit. Below is an example:
git commit -m “Fixed errors”
Another command, related to the status command, is git log. This is used to show a log of commits, including their commit messages.
The checkout command is used to revert to an older version of a file or discard changes. To check out the first instance of a file, the command would be:
git checkout HEAD samplefile.php
To check out the most recent commit, the command is the same but without the HEAD:
git checkout samplefile.php
Git commits on a local machine or account can be pushed to an online version control system (referred to as a remote), such as GitHub. A remote can be linked with the current repository using the git remote add origin command, followed by a repository URL. Once this is set up, a commit can be pushed to the remote using the following command:
git push -u origin master
The -u flag is used to avoid needing to specify branch or remote details in the future. After this push, a push can be done using just git push.
git pull is used to pull changes from a remote server to the current repository. This is particularly useful for team development as it can be used to regularly pull changes made by other developers.
git clone can also be used to retrieve data from a remote origin. This command is more appropriate when newly setting up a repository, as it does some setup as well as just pulling from the origin.


3.5. [bookmark: _Toc32839301]GitHub in Assignment
Git was used throughout this assignment’s development, along with pushing to GitHub. See below the GitHub private repository (shared for this assignment). 
Git logs are included in Appendix B. 
[image: ]
[bookmark: _Toc32839349]Figure 5 - GitHub repository

4. [bookmark: _Toc32839302]User Stories

User stories are a method of building shared understanding. They are not written as requirements, but as a means to tell stories through collaboration, building shared understanding [8]. User stories are comprised of three parts: who wants a feature, what the feature is, and why they want it.
User stories are included in Appendix C. This section provides maps of these user stories. Larger, split up copies of the user stories are included in Appendix D.
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4.1. [bookmark: _Toc32839303]Customer User Story Mapping

[bookmark: _Toc32839304][image: ]
[bookmark: _Toc32839350]Figure 6 - Customer user story mapping




4.2. [bookmark: _Toc32839305]Administrator User Story Mapping

[image: ]
[bookmark: _Toc32839351]Figure 7 - Administrator user story mapping

4. [bookmark: _Toc32839306]Conclusion

[bookmark: _GoBack]Object-orientation is a popular programming paradigm used to develop more readable and structured programs. Version control is a means to commit changes to source code, allowing for logging and reverting as needed, improving productivity. User stories are an agile method of planning software design.
This report has detailed the structure of the implemented object-oriented website, discussed the importance and use of version control for individual and teams of developers, and provided user stories for the implemented website.
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[bookmark: _Toc32782510][bookmark: _Toc32839310]Index.php

1. <?php  
2.   
3. namespace Main;  
4.   
5. // Start session  
6. session_start();  
7.   
8. require_once "DataControl/PdoDb.php";  
9. require_once "Observer/JsonObserver.php";  
10. require_once "Observer/PdoObserver.php";  
11. require_once "Observer/FakeEmailObserver.php";  
12. require_once "Observer/UserObservable.php";  
13.   
14. use \DataControl\PdoDb;  
15. use Observer\UserObservable;  
16. use Observer\JsonObserver;  
17. use Observer\PdoObserver;  
18. use Observer\FakeEmailObserver;  
19.   
20.   
21. // Create new object with dsn, username and blank password, and an observable objsect as this page needs to log things  
22. // "" empty pwd for this local machine  
23. $shopDbConn = new PdoDb("mysql:host=localhost;dbname=adv-web", "root", "", new UserObservable());   
24. $shopDbConn->AddObserver(new JsonObserver());   // Add observers for each type here  
25. $shopDbConn->AddObserver(new PdoObserver("mysql:host=localhost;dbname=adv-web", "root", ""));  
26. $shopDbConn->AddObserver(new FakeEmailObserver());  
27.   
28.   
29. ?>  
30.   
31. <!DOCTYPE html>  
32. <html>  
33.   
34.     <head>  
35.         <meta charset="UTF-8">  
36.         <meta name="viewport" content="width=device-width,initial-scale=1">  
37.         <title>Home</title>  
38.         <link rel="stylesheet" href="https://stackpath.bootstrapcdn.com/bootstrap/4.3.1/css/bootstrap.min.css"  
39.             integrity="sha384-ggOyR0iXCbMQv3Xipma34MD+dH/1fQ784/j6cY/iJTQUOhcWr7x9JvoRxT2MZw1T" crossorigin="anonymous">  
40.         <link rel="stylesheet" href="css/styles.css" type="text/css">  
41.     </head>  
42.   
43.     <body>  
44.         <nav class="navbar navbar-expand-lg my-nav">  
45.             <button class="navbar-toggler" type="button" data-toggle="collapse" data-target="#navbarSupportedContent"  
46.                 aria-controls="navbarSupportedContent" aria-expanded="false" aria-label="Toggle navigation">  
47.                 <span class="navbar-toggler-icon"></span>  
48.             </button>  
49.   
50.             <div class="collapse navbar-collapse" id="navbarSupportedContent">  
51.                 <ul class="navbar-nav mr-auto" id="nav-list">  
52.                     <li class="nav-item active">  
53.                         <a class="nav-link" href="index.php">Home</a>  
54.                     </li>  
55.                     <li class="nav-item">  
56.                         <a class="nav-link" href="productList.php">Products</a>  
57.                     </li>  
58.                     <li class="nav-item">  
59.                         <a class="nav-link" href="account.php">My Account</a>  
60.                     </li>  
61.                 </ul>  
62.             </div>  
63.   
64.             <div class="nav-username">  
65.                 <?php  
66.             // If already logged in  
67.             if (isset($_SESSION["userID"]))  
68.             {  
69.                 echo $_SESSION["username"];  
70.             }  
71.             ?>  
72.             </div>  
73.         </nav>  
74.   
75.         <main class="container">  
76.   
77.             <?php  
78.   
79.         function ShowLoginAndSignUp()  
80.         {  
81.             echo '  
82.             <form id="login-form" method="POST" action="index.php" class="col-12">  
83.   
84.                 <div class="row">  
85.                     <h1 style=\'text-align: center;\'>Welcome, guest! Please log in below:</h1>  
86.                 </div>  
87.   
88.                 <br>  
89.   
90.                 <div class="row">  
91.                     <span>Username: </span>  
92.                     <input name="loginUsername" id="loginUsername" class="form-control form-control-md form-control-borderless" type="text" placeholder="Your username">  
93.                 </div>  
94.   
95.                 <br>  
96.   
97.                 <div class="row">  
98.                     <span>Password:  </span>  
99.                     <input name="loginPassword" id="loginPassword" class="form-control form-control-md form-control-borderless" type="password" placeholder="Your password">  
100.                 </div>  
101.   
102.                 <br>  
103.   
104.                 <div class="row">  
105.                     <button id="submit" name="submit" class="btn btn-lg btn-success" type="submit">Log in</button>  
106.                 </div>  
107.             </form>  
108.               
109.             <br/>  
110.             <br/>  
111.              
112.             <div class="row">  
113.                 <h1 style="text-align: center; border: none;">Or <a href="sign-up.php">click here</a> to sign up</h1>  
114.             </div>  
115.   
116.                   
117.               
118.               
119.             ';  
120.         }  
121.   
122.         function ShowLoggedInPage()  
123.         {  
124.             echo "<h1 style='text-align: center;'>Welcome, " . $_SESSION["username"] . "</h1>";  
125.   
126.               
127.             if (isset($_SESSION["isAdmin"]))  
128.             {  
129.                 if ($_SESSION["isAdmin"] == 1) // Manually check on first load  
130.                 {  
131.                     // Add to nav via JS  
132.                     '<script>  
133.                         var emptyNav = document.getElementById("nav-list");  
134.                         var navData = "<li class=\"nav-item\"> <a class=\"nav-link\" href=\"logs.php\">Logs</a> </li>";  
135.                         emptyNav.innerHTML += navData;  
136.                     </script>';  
137.   
138.   
139.                     ?>  
140.   
141.                     <div class="row">  
142.                         <div class="col-12 col-md-6 col-lg-4 home-link">  
143.                             <a href='productList.php'>  
144.                                 <h2>Products</h2>  
145.                                 <img src="images/products-icon.svg" class="home-link-img">  
146.                             </a>  
147.                         </div>  
148.                       
149.                         <div class="col-12 col-md-6 col-lg-4 home-link">  
150.                             <a href='account.php'>  
151.                                 <h2>My Account</h2>  
152.                                 <img src="images/account-icon.svg" class="home-link-img">  
153.                             </a>  
154.                         </div>  
155.   
156.                         <div class="col-12 col-md-6 col-lg-4 home-link">  
157.                             <a href='logs.php'>  
158.                                 <h2>Logs</h2>  
159.                                 <img src="images/logs-icon.svg" class="home-link-img">  
160.                             </a>  
161.                         </div>  
162.                     </div>  
163.   
164.                     <?  
165.                       
166.                 }  
167.                 else  
168.                 {// Slight repeat from above, because the column setup is different  
169.                     ?>  
170.                     <div class="row">  
171.                         <div class="col-12 col-md-6 home-link">  
172.                             <a href='productList.php'>  
173.                                 <h2>Products</h2>  
174.                                 <img src="images/products-icon.svg" class="home-link-img">  
175.                             </a>  
176.                         </div>  
177.                       
178.                         <div class="col-12 col-md-6 home-link">  
179.                             <a href='account.php'>  
180.                                 <h2>My Account</h2>  
181.                                 <img src="images/account-icon.svg" class="home-link-img">  
182.                             </a>  
183.                         </div>  
184.                     </div>  
185.   
186.                     <?  
187.                 }  
188.             }  
189.   
190.             ?>  
191.   
192.                 <br>  
193.                 <br>  
194.                 <br>  
195.                 <br>  
196.                 <br>  
197.                 <h2>Sources for images and details: </h2>  
198.                 https://www.nvidia.com/en-gb/geforce/ <br>  
199.                 https://www.amd.com/en/products/graphics/amd-radeon-rx-5700-xt<br>  
200.                 https://www.intel.co.uk/content/www/uk/en/products/processors/core/i9-processors.html<br>  
201.                 https://www.amd.com/en/products/cpu/amd-ryzen-threadripper-3970x<br>  
202.                 https://www.samsung.com/uk/memory-storage/860-evo-sata-3-2-5-ssd/MZ-76E1T0BEU/<br>           
203.                 https://www.hyperxgaming.com/en/memory/predator-ddr4<br>  
204.                 https://www.seagate.com/gb/en/internal-hard-drives/hdd/barracuda/<br>  
205.                 https://www.corsair.com/uk/en/Categories/Products/Memory/DOMINATOR-PLATINUM-RGB/p/CMT64GX4M4Z3600C18<br>      
206.                 https://www.asus.com/uk/Motherboards/WS-X299-SAGE-10G/<br>  
207.                 https://www.msi.com/Motherboard/Creator-TRX40<br>   
208.   
209.   
210.             <?  
211.   
212.         }  
213.   
214.         // If already logged in  
215.         if (isset($_SESSION["userID"]))  
216.         {  
217.             ShowLoggedInPage();  
218.         }  
219.         // Not logged in so show log in form  
220.         else   
221.         {  
222.               
223.              // If login details provided  
224.             if (isset($_POST["loginUsername"]))  
225.             {  
226.                 $usernameInput = $_POST["loginUsername"];  
227.             }  
228.   
229.             if (isset($_POST["loginPassword"]))  
230.             {  
231.                 $passwordInput = $_POST["loginPassword"];  
232.             }  
233.   
234.   
235.             if (isset($usernameInput) && isset($passwordInput))  
236.             {     
237.                 // Try to log in  
238.                 if ($shopDbConn->Login($usernameInput, $passwordInput))  
239.                 {  
240.                     ShowLoggedInPage();  
241.                 }  
242.                 else   
243.                 {  
244.                     ShowLoginAndSignUp();  
245.                     echo "Incorrect details! Please try again.";  
246.                 }  
247.             }  
248.             else  
249.             {  
250.                 ShowLoginAndSignUp();  
251.             }  
252.         }  
253.   
254.           
255.         ?>  
256.         </main>  
257.         <footer class="my-footer">Austin Hooper - 1700481</footer>  
258.   
259.         <script src="https://code.jquery.com/jquery-3.3.1.slim.min.js"  
260.             integrity="sha384-q8i/X+965DzO0rT7abK41JStQIAqVgRVzpbzo5smXKp4YfRvH+8abtTE1Pi6jizo" crossorigin="anonymous">  
261.         </script>  
262.         <script src="https://cdnjs.cloudflare.com/ajax/libs/popper.js/1.14.7/umd/popper.min.js"  
263.             integrity="sha384-UO2eT0CpHqdSJQ6hJty5KVphtPhzWj9WO1clHTMGa3JDZwrnQq4sF86dIHNDz0W1" crossorigin="anonymous">  
264.         </script>  
265.         <script src="https://stackpath.bootstrapcdn.com/bootstrap/4.3.1/js/bootstrap.min.js"  
266.             integrity="sha384-JjSmVgyd0p3pXB1rRibZUAYoIIy6OrQ6VrjIEaFf/nJGzIxFDsf4x0xIM+B07jRM" crossorigin="anonymous">  
267.         </script>  
268.   
269.     </body>  
270.   
271.   
272. </html>  
[bookmark: _Toc32782511][bookmark: _Toc32839311]
sign-up.php
1. <?php  
2.   
3. namespace Main;  
4.   
5.   
6. // Start session  
7. session_start();  
8.   
9. // Logged in users shouldn't be able to sign up  
10. if (isset($_SESSION["userID"]))  
11. {  
12.     header("Location: index.php");  
13.     die();  
14. }  
15.   
16. require_once "DataControl/PdoDb.php";  
17.   
18. use \DataControl\PdoDb;  
19.   
20. // Create new object with dsn, username and blank password  
21. $shopDbConn = new PdoDb("mysql:host=localhost;dbname=adv-web", "root", "");  
22.   
23.   
24. // Show the blank sign up form  
25. function DisplaySignUpForm()  
26. {?>  
27.     <form id="login-form" method="POST" action="sign-up.php" class="col-12">  
28.   
29.     <div class="row">  
30.         <h1 style="text-align: center;">Welcome, guest! Sign up below:</h1>  
31.     </div>  
32.   
33.     <br>  
34.   
35.     <div class="row">  
36.         <label>Username:  </label>  
37.         <input name="sign-up-username" id="sign-up-username" class="form-control form-control-md form-control-borderless" type="text" placeholder="Your username">  
38.     </div>  
39.   
40.     <br>  
41.   
42.     <div class="row">  
43.         <p style="max-width: 450px; margin: auto;">Password must contain at least one upper and lower case letter, one number, and be at least 8 characters long. </p>  
44.     </div>  
45.   
46.     <br>  
47.     <div class="row">  
48.         <label>Password:   </label>  
49.         <input name="sign-up-password" id="sign-up-password" class="form-control form-control-md form-control-borderless" type="password" placeholder="Your password">  
50.     </div>  
51.   
52.     <br>  
53.   
54.     <div class="row">  
55.         <label>Email:         </label>  
56.         <input name="sign-up-email" id="sign-up-email" class="form-control form-control-md form-control-borderless" type="email" placeholder="Your email">  
57.     </div>  
58.   
59.     <br>  
60.   
61.     <div class="row">  
62.         <button id="submit" name="submit" class="btn btn-lg btn-success" type="submit">Sign up</button>  
63.     </div>  
64.     </form>  
65.   
66. <?php  
67. }  
68.   
69. ?>  
70.   
71.   
72. <!DOCTYPE html>  
73. <html>  
74.   
75.     <head>  
76.         <meta charset="UTF-8">  
77.         <meta name="viewport" content="width=device-width,initial-scale=1">  
78.         <title>Sign Up</title>  
79.         <link rel="stylesheet" href="https://stackpath.bootstrapcdn.com/bootstrap/4.3.1/css/bootstrap.min.css"  
80.             integrity="sha384-ggOyR0iXCbMQv3Xipma34MD+dH/1fQ784/j6cY/iJTQUOhcWr7x9JvoRxT2MZw1T" crossorigin="anonymous">  
81.         <link rel="stylesheet" href="css/styles.css" type="text/css">  
82.     </head>  
83.   
84.   
85.     <body>  
86.         <nav class="navbar navbar-expand-lg my-nav">  
87.             <button class="navbar-toggler" type="button" data-toggle="collapse" data-target="#navbarSupportedContent"  
88.                 aria-controls="navbarSupportedContent" aria-expanded="false" aria-label="Toggle navigation">  
89.                 <label class="navbar-toggler-icon"></label>  
90.             </button>  
91.   
92.             <div class="collapse navbar-collapse" id="navbarSupportedContent">  
93.                 <ul class="navbar-nav mr-auto">  
94.                     <li class="nav-item active">  
95.                         <a class="nav-link" href="index.php">Home</a>  
96.                     </li>  
97.                     <li class="nav-item">  
98.                         <a class="nav-link" href="productList.php">Products</a>  
99.                     </li>  
100.                 </ul>  
101.             </div>  
102.   
103.         </nav>  
104.   
105.         <main class="container">  
106.   
107.             <?php  
108.   
109.             // If form is filled  
110.             if ((isset($_POST["sign-up-username"]) && !emptyempty($_POST["sign-up-username"]))  
111.             && (isset($_POST["sign-up-password"]) && !emptyempty($_POST["sign-up-password"]))  
112.             && (isset($_POST["sign-up-email"]) && !emptyempty($_POST["sign-up-email"])))  
113.             {  
114.   
115.                 $username = $_POST["sign-up-username"];  
116.                 $password = $_POST["sign-up-password"];  
117.                 $email = $_POST["sign-up-email"];  
118.   
119.                 if ($shopDbConn->SignUp($username, $password, $email))  
120.                 {  
121.                     echo "<h1>Account Created</h1>";  
122.                     echo "<p>Your account has been created. To use it, <a href='index.php'>log in with your new account</a></p>";  
123.                 }  
124.                 else   
125.                 {  
126.                     DisplaySignUpForm();  
127.                 }  
128.             }  
129.             // If some was filled but it's incomplete  
130.             else if (isset($_POST["sign-up-username"]) || isset($_POST["sign-up-password"]) || isset($_POST["sign-up-password"]))   
131.             {  
132.                 DisplaySignUpForm();  
133.   
134.                 echo "<p style='text-align: center; color: red; padding-top: 15px; font-size: 1.2em;'>Some fields were empty</p>";  
135.             }  
136.             // If nothing was filled (just loading the page)  
137.             else   
138.             {  
139.                 DisplaySignUpForm();  
140.             }  
141.               
142.   
143.             ?>  
144.   
145.               
146.   
147.               
148.         </main>  
149.   
150.   
151.     <footer class="my-footer">Austin Hooper - 1700481</footer>  
152.   
153.     <script src="https://code.jquery.com/jquery-3.3.1.slim.min.js"  
154.         integrity="sha384-q8i/X+965DzO0rT7abK41JStQIAqVgRVzpbzo5smXKp4YfRvH+8abtTE1Pi6jizo" crossorigin="anonymous">  
155.     </script>  
156.     <script src="https://cdnjs.cloudflare.com/ajax/libs/popper.js/1.14.7/umd/popper.min.js"  
157.         integrity="sha384-UO2eT0CpHqdSJQ6hJty5KVphtPhzWj9WO1clHTMGa3JDZwrnQq4sF86dIHNDz0W1" crossorigin="anonymous">  
158.     </script>  
159.     <script src="https://stackpath.bootstrapcdn.com/bootstrap/4.3.1/js/bootstrap.min.js"  
160.         integrity="sha384-JjSmVgyd0p3pXB1rRibZUAYoIIy6OrQ6VrjIEaFf/nJGzIxFDsf4x0xIM+B07jRM" crossorigin="anonymous">  
161.     </script>  
162.   
163.     </body>  
164.   
165.   
166. </html>  


[bookmark: _Toc32782512][bookmark: _Toc32839312]logout.php

1. <?php  
2.   
3. namespace Main;  
4.   
5. require_once "DataControl/PdoDb.php";  
6.   
7. use \DataControl\PdoDb;  
8.   
9. // Create new object with dsn, username and blank password  
10. $shopDbConn = new PdoDb("mysql:host=localhost;dbname=adv-web", "root", "");  
11.   
12. $shopDbConn->Logout();  
13.   
14. header("Location: index.php");  
15. die();  
16.   
17. ?>  




[bookmark: _Toc32782513][bookmark: _Toc32839313]account.php

1. <?php  
2.   
3. namespace Main;  
4.   
5.   
6. // Start session  
7. session_start();  
8.   
9. require_once "DataControl/PdoDb.php";  
10.   
11. use \DataControl\PdoDb;  
12.   
13. // Create new object with dsn, username and blank password  
14. $shopDbConn = new PdoDb("mysql:host=localhost;dbname=adv-web", "root", "");  
15.   
16. // If not logged in  
17. if (!isset($_SESSION["userID"]))  
18. {  
19.     // Redirect to homepage  
20.     header("Location: index.php");  
21.     die();  
22. }  
23.   
24. ?>  
25.   
26.   
27. <!DOCTYPE html>  
28. <html>  
29.   
30.     <head>  
31.         <meta charset="UTF-8">  
32.         <meta name="viewport" content="width=device-width,initial-scale=1">  
33.         <title>My Account</title>  
34.         <link rel="stylesheet" href="https://stackpath.bootstrapcdn.com/bootstrap/4.3.1/css/bootstrap.min.css"  
35.             integrity="sha384-ggOyR0iXCbMQv3Xipma34MD+dH/1fQ784/j6cY/iJTQUOhcWr7x9JvoRxT2MZw1T" crossorigin="anonymous">  
36.         <link rel="stylesheet" href="css/styles.css" type="text/css">  
37.     </head>  
38.   
39.   
40.     <body>  
41.         <nav class="navbar navbar-expand-lg my-nav">  
42.             <button class="navbar-toggler" type="button" data-toggle="collapse" data-target="#navbarSupportedContent"  
43.                 aria-controls="navbarSupportedContent" aria-expanded="false" aria-label="Toggle navigation">  
44.                 <span class="navbar-toggler-icon"></span>  
45.             </button>  
46.   
47.             <div class="collapse navbar-collapse" id="navbarSupportedContent">  
48.                 <ul class="navbar-nav mr-auto">  
49.                     <ul class="navbar-nav mr-auto">  
50.                         <li class="nav-item">  
51.                             <a class="nav-link" href="index.php">Home</a>  
52.                         </li>  
53.                         <li class="nav-item">  
54.                             <a class="nav-link" href="productList.php">Products</a>  
55.                         </li>  
56.                         <li class="nav-item active">  
57.                             <a class="nav-link" href="account.php">My Account</a>  
58.                         </li>  
59.   
60.                         <? if ($shopDbConn->isAdmin())  
61.                         {?>   
62.                             <li class="nav-item">  
63.                                 <a class="nav-link" href="logs.php">Logs</a>  
64.                             </li>  
65.                        <?}?>  
66.                     </ul>  
67.                 </ul>  
68.             </div>  
69.             <div class="nav-username">  
70.             <?php  
71.             echo $_SESSION["username"];  
72.             ?>  
73.             </div>  
74.         </nav>  
75.   
76.           
77.   
78.         <main class="container">  
79.             <div class="row">  
80.                 <h1>My Account</h1>  
81.             </div>  
82.   
83.   
84.             <button class="btn btn-lg btn-success" onclick="location.href = 'logout.php';">Log out</button>  
85.   
86.             <br/>  
87.             <br/>  
88.   
89.             <div class="row">  
90.                 <h2>My Basket</h2>  
91.             </div>  
92.   
93.             <?php  
94.   
95.             if (isset($_GET["deleted"]))  
96.             {  
97.                 if ($_GET["deleted"] == 1)  
98.                 {  
99.                     echo "  
100.                     <div class='row'>  
101.                         <p style='width: 100%; text-align: center; font-size: 1.4em; color: #00c732'> Product removed from basket</p>  
102.                     </div>  
103.                     ";  
104.                 }  
105.                 else   
106.                 {  
107.                     echo "  
108.                     <div class='row'>  
109.                         <p style='width: 100%; text-align: center; font-size: 1.4em; color: red'>Sorry! We could not remove this from your basket. Please contact customer service.</p>  
110.                     </div>  
111.                     ";  
112.                 }  
113.             }  
114.   
115.             if ($basketItems = $shopDbConn->GetBasketItemsForUser($_SESSION["userID"]))  
116.             {  
117.   
118.                 $runningTotalPrice = 0;  
119.                 foreach ($basketItems as $product)   
120.                 {  
121.                     $runningTotalPrice += $product->GetOrderTotalPrice(); // For each order / basket item, add its cost to a running total  
122.                     echo $product->GetBasketItemHtml();  
123.                 }  
124.   
125.                   
126.                 echo "<br/><br/><p class='basket-total-price'>Total for all items: £" . number_format($runningTotalPrice, 2, ".", ",") . "</p>";  
127.      
128.             }  
129.             else   
130.             {  
131.                 echo "<p>You have no items in your basket</p>";      
132.             }  
133.   
134.             ?>  
135.   
136.          
137.         </main>  
138.   
139.   
140. <footer class="my-footer">Austin Hooper - 1700481</footer>  
141.   
142. <script src="https://code.jquery.com/jquery-3.3.1.slim.min.js"  
143.     integrity="sha384-q8i/X+965DzO0rT7abK41JStQIAqVgRVzpbzo5smXKp4YfRvH+8abtTE1Pi6jizo" crossorigin="anonymous">  
144. </script>  
145. <script src="https://cdnjs.cloudflare.com/ajax/libs/popper.js/1.14.7/umd/popper.min.js"  
146.     integrity="sha384-UO2eT0CpHqdSJQ6hJty5KVphtPhzWj9WO1clHTMGa3JDZwrnQq4sF86dIHNDz0W1" crossorigin="anonymous">  
147. </script>  
148. <script src="https://stackpath.bootstrapcdn.com/bootstrap/4.3.1/js/bootstrap.min.js"  
149.     integrity="sha384-JjSmVgyd0p3pXB1rRibZUAYoIIy6OrQ6VrjIEaFf/nJGzIxFDsf4x0xIM+B07jRM" crossorigin="anonymous">  
150. </script>  
151.   
152. </body>  
153.   
154.   
155. </html>  


[bookmark: _Toc32782514][bookmark: _Toc32839314]logs.php

1. <?php  
2.   
3. namespace Main;  
4.   
5. // Start session  
6. session_start();  
7.   
8. require_once "DataControl/PdoDb.php";  
9.   
10. use \DataControl\PdoDb;  
11.   
12. // Create new object with dsn, username and blank password  
13. $shopDbConn = new PdoDb("mysql:host=localhost;dbname=adv-web", "root", "");  
14.   
15. // If not admin, don't allow access to this page  
16. if (!$shopDbConn->isAdmin())  
17. {  
18.     // Redirect to homepage  
19.     header("Location: index.php");  
20.     die();  
21. }  
22.   
23. ?>  
24.   
25.   
26. <!DOCTYPE html>  
27. <html>  
28.     <head>  
29.         <meta charset="UTF-8">  
30.         <meta name="viewport" content="width=device-width,initial-scale=1">  
31.         <title>Logs</title>  
32.         <link rel="stylesheet" href="https://stackpath.bootstrapcdn.com/bootstrap/4.3.1/css/bootstrap.min.css"  
33.             integrity="sha384-ggOyR0iXCbMQv3Xipma34MD+dH/1fQ784/j6cY/iJTQUOhcWr7x9JvoRxT2MZw1T" crossorigin="anonymous">  
34.         <link rel="stylesheet" href="css/styles.css" type="text/css">  
35.     </head>  
36.   
37.     <body>  
38.         <nav class="navbar navbar-expand-lg my-nav">  
39.             <button class="navbar-toggler" type="button" data-toggle="collapse" data-target="#navbarSupportedContent"  
40.                 aria-controls="navbarSupportedContent" aria-expanded="false" aria-label="Toggle navigation">  
41.                 <span class="navbar-toggler-icon"></span>  
42.             </button>  
43.   
44.             <div class="collapse navbar-collapse" id="navbarSupportedContent">  
45.                 <ul class="navbar-nav mr-auto">  
46.                     <ul class="navbar-nav mr-auto">  
47.                         <li class="nav-item">  
48.                             <a class="nav-link" href="index.php">Home</a>  
49.                         </li>  
50.                         <li class="nav-item">  
51.                             <a class="nav-link" href="productList.php">Products</a>  
52.                         </li>  
53.                         <li class="nav-item">  
54.                             <a class="nav-link" href="account.php">My Account</a>  
55.                         </li>  
56.                         <li class="nav-item active">  
57.                             <a class="nav-link" href="logs.php">Logs</a>  
58.                         </li>  
59.                     </ul>  
60.                 </ul>  
61.             </div>  
62.             <div class="nav-username">  
63.             <?php  
64.             echo $_SESSION["username"];  
65.             ?>  
66.             </div>  
67.         </nav>  
68.   
69.           
70.   
71.         <main class="container">  
72.             <div class="row">  
73.                 <h1>Logs</h1>  
74.             </div>  
75.   
76.             <div class="row">  
77.                 <div class="col-12">  
78.                     <?  
79.                         if ($logs = $shopDbConn->GetAllLogs())  
80.                         {  
81.                             // Echo first half of table  
82.                             echo   
83.                                 "<table class='table table-striped table-responsive-sm'>  
84.                                     <thead>  
85.                                         <tr>  
86.                                             <th>Log ID</th>  
87.                                             <th>User ID</th>  
88.                                             <th>Log Type</th>  
89.                                             <th>Details</th>  
90.                                             <th>Timestamp</th>  
91.                                         </tr>  
92.                                     </thead>  
93.                                     <tbody>";  
94.   
95.                             foreach($logs as $log)  
96.                             {  
97.                                 // Iteratively echo each row  
98.   
99.                                 // If the log was a failed login attempt, give it an orange warning   
100.                                 // colour from Bootstrap. Else use the blue information colour  
101.                                 if ($log['logType'] == "login-fail")  
102.                                 {  
103.                                     $tableRowClass = "table-warning";  
104.                                 }  
105.                                 else   
106.                                 {  
107.                                     $tableRowClass = "table-info";  
108.                                 }  
109.   
110.                                 // Echo out each array field, plus the class  
111.                                 echo "  
112.                                         <tr class='$tableRowClass'>  
113.                                             <td>{$log['logID']}</td>  
114.                                             <td>{$log['userID']}</td>  
115.                                             <td>{$log['logType']}</td>  
116.                                             <td>{$log['details']}</td>  
117.                                             <td>{$log['timestamp']}</td>  
118.                                         </tr>  
119.                                 ";  
120.                             }  
121.   
122.                             // Close the table  
123.                             echo "</tbody></table>";  
124.                         }  
125.                         else  
126.                         {  
127.                             echo "<p>Yay, no logs to show!</p>";  
128.                         }  
129.                     ?>  
130.                 </div>  
131.             </div>  
132.   
133.         </main>  
134.     </body>  
135.   
136.   
137. <footer class="my-footer">Austin Hooper - 1700481</footer>  
138.   
139. <script src="https://code.jquery.com/jquery-3.3.1.slim.min.js"  
140.     integrity="sha384-q8i/X+965DzO0rT7abK41JStQIAqVgRVzpbzo5smXKp4YfRvH+8abtTE1Pi6jizo" crossorigin="anonymous">  
141. </script>  
142. <script src="https://cdnjs.cloudflare.com/ajax/libs/popper.js/1.14.7/umd/popper.min.js"  
143.     integrity="sha384-UO2eT0CpHqdSJQ6hJty5KVphtPhzWj9WO1clHTMGa3JDZwrnQq4sF86dIHNDz0W1" crossorigin="anonymous">  
144. </script>  
145. <script src="https://stackpath.bootstrapcdn.com/bootstrap/4.3.1/js/bootstrap.min.js"  
146.     integrity="sha384-JjSmVgyd0p3pXB1rRibZUAYoIIy6OrQ6VrjIEaFf/nJGzIxFDsf4x0xIM+B07jRM" crossorigin="anonymous">  
147. </script>  
148.   
149. </body>  
150.   
151.   
152. </html>  


[bookmark: _Toc32782515][bookmark: _Toc32839315]productList.php

1. <?php  
2.   
3. namespace Main;  
4.   
5. // Start session  
6. session_start();  
7.   
8. require_once "DataControl/PdoDb.php";  
9. require_once "Observer/JsonObserver.php";  
10. require_once "Observer/PdoObserver.php";  
11. require_once "Observer/FakeEmailObserver.php";  
12. require_once "Observer/UserObservable.php";  
13.   
14. use \DataControl\PdoDb;  
15. use Observer\UserObservable;  
16. use Observer\JsonObserver;  
17. use Observer\PdoObserver;  
18. use Observer\FakeEmailObserver;  
19.   
20. // Create new object with dsn, username and blank password, and an observable objsect as this page needs to log things  
21. $shopDbConn = new PdoDb("mysql:host=localhost;dbname=adv-web", "root", "", new UserObservable());  
22. $shopDbConn->AddObserver(new JsonObserver());   // Add observers for each type here  
23. $shopDbConn->AddObserver(new PdoObserver("mysql:host=localhost;dbname=adv-web", "root", ""));  
24. $shopDbConn->AddObserver(new FakeEmailObserver());  
25.   
26.   
27.   
28. //////// Pagination  
29.   
30. const PRODUCTS_PER_PAGE = 10;  
31.   
32. if (isset($_GET["page"]))  
33. {  
34.     $currentPage = $_GET["page"];  
35. }  
36. else   
37. {  
38.     $currentPage = 1;  
39. }  
40.   
41. $productOffset = ($currentPage-1) * PRODUCTS_PER_PAGE;   
42. $productCount = $shopDbConn->GetProductCount();  
43.   
44. // e.g. 24 products at 10 per page would need 3 pages, hence the ceil(), to round up  
45. $pageCount = ceil($productCount / PRODUCTS_PER_PAGE);  
46. /////////////////  
47.   
48.   
49.   
50.   
51.   
52.   
53. // Array to store all parameters, to pass into search  
54. $filterParameters = array(  
55.     "productName" => null,              // Search  
56.     "productCategories" => array(),     // Filter  
57.     "minPrice" => null,                 // Filter  
58.     "maxPrice" => null,                 // Filter  
59.     "sortBy" => "name-asc",             // Order  
60.     "limit" => PRODUCTS_PER_PAGE,       // Pagination  
61.     "offset" => $productOffset          // Pagination  
62. );  
63.   
64.   
65. $formEmpty = true;  
66.   
67. if (isset($_POST['submit']))   
68. {  
69.     $formEmpty = false;  
70.   
71.     // If CPUs checked, add them to the filter list  
72.     if (isset($_POST["processorCheck"]))  
73.     {  
74.         $filterParameters["productCategories"][] = "processor";  
75.     }  
76.     if (isset($_POST["graphicsCardCheck"]))  
77.     {  
78.         $filterParameters["productCategories"][] = "graphics_card";  
79.     }  
80.     if (isset($_POST["storageCardCheck"]))  
81.     {  
82.         $filterParameters["productCategories"][] = "storage";  
83.     }  
84.     if (isset($_POST["ramCardCheck"]))  
85.     {  
86.         $filterParameters["productCategories"][] = "ram";  
87.     }  
88.     if (isset($_POST["motherboardCardCheck"]))  
89.     {  
90.         $filterParameters["productCategories"][] = "motherboard";  
91.     }  
92.   
93.   
94.     // If set, read the search name  
95.     if (isset($_POST["searchProductName"]))  
96.     {  
97.         $filterParameters["productName"] = $_POST["searchProductName"]; // Get from form  
98.     }  
99.   
100.   
101.     // If either are set, filter by price  
102.     if (isset($_POST["min-price"]))  
103.     {  
104.         $filterParameters["minPrice"] = $_POST["min-price"];  
105.     }  
106.   
107.     if (isset($_POST["max-price"]))  
108.     {  
109.         $filterParameters["maxPrice"] = $_POST["max-price"];  
110.     }  
111.   
112.   
113.     // Set sort by if selected (it should be as it's radios, but this covers it incase the php broke)  
114.     if (isset($_POST["sort-by"]))  
115.     {  
116.         $filterParameters["sortBy"] = $_POST["sort-by"];  
117.     }  
118. }  
119.   
120.   
121. if (!isset($_SESSION["userID"]))  
122. {  
123.     $userID = null;  
124. }  
125. else  
126. {  
127.     $userID = $_SESSION["userID"];  
128. }  
129.   
130. // Pass in the name to search for and the list of tables to search in, and the ID of the user who searched, if there is one  
131. $productsFound = $shopDbConn->FindProductsBySearchAndFilter($userID, $filterParameters);  
132.   
133.   
134. ?>  
135.   
136. <!DOCTYPE html>  
137. <html>  
138.   
139.     <head>  
140.         <meta charset="UTF-8">  
141.         <meta name="viewport" content="width=device-width,initial-scale=1">  
142.         <title>Products</title>  
143.         <link rel="stylesheet" href="https://stackpath.bootstrapcdn.com/bootstrap/4.3.1/css/bootstrap.min.css"  
144.             integrity="sha384-ggOyR0iXCbMQv3Xipma34MD+dH/1fQ784/j6cY/iJTQUOhcWr7x9JvoRxT2MZw1T" crossorigin="anonymous">  
145.         <link rel="stylesheet" href="css/styles.css" type="text/css">  
146.     </head>  
147.   
148.   
149.     <body>  
150.         <nav class="navbar navbar-expand-lg my-nav">  
151.             <button class="navbar-toggler" type="button" data-toggle="collapse" data-target="#navbarSupportedContent"  
152.                 aria-controls="navbarSupportedContent" aria-expanded="false" aria-label="Toggle navigation">  
153.                 <span class="navbar-toggler-icon"></span>  
154.             </button>  
155.   
156.             <div class="collapse navbar-collapse" id="navbarSupportedContent">  
157.                 <ul class="navbar-nav mr-auto">  
158.                     <li class="nav-item">  
159.                         <a class="nav-link" href="index.php">Home</a>  
160.                     </li>  
161.                     <li class="nav-item active">  
162.                         <a class="nav-link" href="productList.php">Products</a>  
163.                     </li>  
164.                     <li class="nav-item">  
165.                             <a class="nav-link" href="account.php">My Account</a>  
166.                     </li>  
167.                     <? if ($shopDbConn->isAdmin())  
168.                     {?>   
169.                         <li class="nav-item">  
170.                             <a class="nav-link" href="logs.php">Logs</a>  
171.                         </li>  
172.                     <?}?>  
173.                 </ul>  
174.             </div>  
175.             <div class="nav-username">  
176.             <?php  
177.             // If already logged in  
178.             if (isset($_SESSION["userID"]))  
179.             {  
180.                 echo $_SESSION["username"];  
181.             }  
182.             ?>  
183.             </div>  
184.         </nav>  
185.   
186.         <main class="container">  
187.   
188.             <div class="row">  
189.                 <h1>Products</h1>  
190.             </div>  
191.   
192.             <?php   
193.   
194.             // If current user is admin, show them the option to add a new product at the top of the page  
195.             if ($shopDbConn->isAdmin())  
196.             {  
197.                 ?>  
198.   
199.                 <br/>  
200.                 <div class="row">  
201.                     <div class="col-12 centre-centre">  
202.                         <a href="admin-add-product.php">  
203.                             <button id="submit" name="submit" class="btn btn-lg btn-success"   
204.                             type="submit">ADMIN: <br/>Add a new product</button>  
205.                         </a>      
206.                     </div>  
207.                 </div>  
208.                 <br/>  
209.                 <?php  
210.             }  
211.               
212.   
213.             ?>  
214.   
215.   
216.             <div class="row">  
217.                 <div class="col-12 col-md-4 col-lg-3 search-col">  
218.                     <form id="search-filter-form" class="col-12" action="productList.php" method="POST">  
219.                         <div class="row">  
220.                             <div class="col-12">  
221.                                 <h2>Refine your search</h2>  
222.                             </div>  
223.                         </div>  
224.   
225.                         <hr>  
226.   
227.   
228.                         <div class="row">  
229.                             <div class="col-12">  
230.                                 <h3>Sort results</h1>  
231.                             </div>  
232.                         </div>  
233.   
234.                         <div class="row">  
235.                             <div class="col-12">  
236.   
237.                                 <label class="check-container radio">  
238.                                     Name Ascending  
239.                                     <input type="radio" name="sort-by" id="sort-by" value="name-asc"   
240.                                     <?php if ($filterParameters["sortBy"] == "name-asc") { echo "checked='checked'";}  ?>  
241.                                     >  
242.                                     <span class="checkmark"></span>  
243.                                 </label>  
244.   
245.                                 <label class="check-container radio">  
246.                                     Name Descending  
247.                                     <input type="radio" name="sort-by" id="sort-by" value="name-desc"   
248.                                     <?php if ($filterParameters["sortBy"] == "name-desc") { echo "checked='checked'";}  ?>  
249.                                     >  
250.                                     <span class="checkmark"></span>  
251.                                 </label>  
252.   
253.                                 <label class="check-container radio">  
254.                                     Price Ascending  
255.                                     <input type="radio" name="sort-by" id="sort-by" value="price-asc"   
256.                                     <?php if ($filterParameters["sortBy"] == "price-asc") { echo "checked='checked'";}  ?>  
257.                                     >  
258.                                     <span class="checkmark"></span>  
259.                                 </label>  
260.   
261.                                 <label class="check-container radio">  
262.                                     Price Descending  
263.                                     <input type="radio" name="sort-by" id="sort-by" value="price-desc"   
264.                                     <?php if ($filterParameters["sortBy"] == "price-desc") { echo "checked='checked'";}  ?>  
265.                                     >  
266.                                     <span class="checkmark"></span>  
267.                                 </label>  
268.   
269.                             </div>  
270.                         </div>  
271.   
272.                         <hr>  
273.   
274.                         <div class="row">  
275.                             <div class="col-12">  
276.                                 <h3>Search by name</h3>  
277.                             </div>  
278.                         </div>  
279.   
280.                         <div class="row">  
281.                             <div class="col-12">  
282.                                 <input name="searchProductName" id="searchProductName"  
283.                                     class="form-control form-control-md form-control-borderless" type="search"  
284.                                     placeholder="Search products"  
285.                                     <?php if (isset($filterParameters["productName"])) {echo "value = '" . $filterParameters["productName"] . "'";} ?>>  
286.                             </div>  
287.                         </div>  
288.   
289.                         <hr>  
290.   
291.                         <div class="row">  
292.                             <div class="col-12">  
293.                                 <h3>Filter by category</h3>  
294.                             </div>  
295.                         </div>  
296.   
297.                         <div class="row">  
298.                             <div class="col-12">  
299.                                 <label class="check-container check">  
300.                                     Processors  
301.                                     <input class="form-check-input" type="checkbox" id="processorCheck"  
302.                                         name="processorCheck"  
303.                                         <?php   
304.                                         if (isset($filterParameters["productCategories"]))  
305.                                         {  
306.                                             if (in_array("processor", $filterParameters["productCategories"]))  
307.                                             {  
308.                                                 echo "checked";  
309.                                             }  
310.                                         }  
311.                                         if ($formEmpty)  
312.                                         {   
313.                                             echo "checked";   
314.                                         }?>>  
315.                                     <span class="checkmark"></span>  
316.                                 </label>  
317.   
318.                                 <label class="check-container check">  
319.                                     Graphics Cards  
320.                                     <input class="form-check-input" type="checkbox" value="" id="graphicsCardCheck"  
321.                                         name="graphicsCardCheck"  
322.                                         <?php if (isset($filterParameters["productCategories"]))  
323.                                         {  
324.                                             if (in_array("graphics_card", $filterParameters["productCategories"]))  
325.                                             {  
326.                                                 echo "checked";  
327.                                             }  
328.                                         }  
329.                                         if ($formEmpty)  
330.                                         {   
331.                                             echo "checked";   
332.                                         }?>>  
333.                                     <span class="checkmark"></span>  
334.                                 </label>  
335.   
336.                                 <label class="check-container check">  
337.                                     Storage  
338.                                     <input class="form-check-input" type="checkbox" value="" id="storageCardCheck"  
339.                                         name="storageCardCheck"  
340.                                         <?php if (isset($filterParameters["productCategories"]))  
341.                                         {  
342.                                             if (in_array("storage", $filterParameters["productCategories"]))  
343.                                             {  
344.                                                 echo "checked";  
345.                                             }  
346.                                         }  
347.                                         if ($formEmpty)  
348.                                         {   
349.                                             echo "checked";   
350.                                         }?>>  
351.                                     <span class="checkmark"></span>  
352.                                 </label>  
353.   
354.                                 <label class="check-container check">  
355.                                     RAM  
356.                                     <input class="form-check-input" type="checkbox" value="" id="ramCardCheck"  
357.                                         name="ramCardCheck"  
358.                                         <?php if (isset($filterParameters["productCategories"]))  
359.                                         {  
360.                                             if (in_array("ram", $filterParameters["productCategories"]))  
361.                                             {  
362.                                                 echo "checked";  
363.                                             }  
364.                                         }  
365.                                         if ($formEmpty)  
366.                                         {   
367.                                             echo "checked";   
368.                                         }?>>  
369.                                     <span class="checkmark"></span>  
370.                                 </label>  
371.   
372.                                 <label class="check-container check">  
373.                                     Motherboards  
374.                                     <input class="form-check-input" type="checkbox" value="" id="motherboardCardCheck"  
375.                                         name="motherboardCardCheck"  
376.                                         <?php if (isset($filterParameters["productCategories"]))  
377.                                         {  
378.                                             if (in_array("motherboard", $filterParameters["productCategories"]))  
379.                                             {  
380.                                                 echo "checked";  
381.                                             }  
382.                                         }  
383.                                         if ($formEmpty)  
384.                                         {   
385.                                             echo "checked";   
386.                                         }?>>  
387.                                     <span class="checkmark"></span>  
388.                                 </label>  
389.   
390.                                   
391.                             </div>  
392.                         </div>  
393.   
394.   
395.                         <hr>  
396.   
397.                         <div class="row">  
398.                             <div class="col-12">  
399.                                 <h3>Filter by price</h3>  
400.                             </div>  
401.                         </div>  
402.   
403.                         <div class="row">  
404.                             <div class="col-12">  
405.                             <label>Price above: </label>  
406.                             <input name="min-price" id="min-price"  
407.                                 class="form-control form-control-md form-control-borderless" type="number" step="0.01" min="0"  
408.                                 max="99999" placeholder="Min. price"  
409.                                 <? if (isset($filterParameters["minPrice"])) {echo "value = '" . $filterParameters["minPrice"] . "'";} ?>>  
410.   
411.                             <br/>  
412.   
413.                             <label>Price below: </label>  
414.                             <input name="max-price" id="max-price"  
415.                                 class="form-control form-control-md form-control-borderless" type="number" step="0.01" min="0"  
416.                                 max="99999" placeholder="Max. price"  
417.                                 <? if (isset($filterParameters["maxPrice"])) {echo "value = '" . $filterParameters["maxPrice"] . "'";} ?>>  
418.   
419.                             </div>  
420.                         </div>  
421.   
422.   
423.                         <hr>  
424.   
425.                         <div class="row">  
426.                             <div class="col-12 submit-col">  
427.                                 <button id="submit" name="submit" class="btn btn-lg btn-success"  
428.                                     type="submit">Search</button>  
429.                             </div>  
430.                         </div>  
431.   
432.                     </form>  
433.   
434.                 </div>  
435.   
436.   
437.   
438.   
439.   
440.   
441.                 <div class="col-12 col-md-6 col-lg-9">  
442.                     <div class="items row">  
443.                         <?php  
444.   
445.   
446.                     // If any results to show, print them all out as cards  
447.                     if (count($productsFound) > 0)  
448.                     {  
449.                         foreach ($productsFound as $product)   
450.                         {  
451.                             echo $product->GetHtmlCard();  
452.                         }  
453.                     }  
454.                     else  
455.                     {  
456.                         echo "Sorry, we have no products meeting this search criteria.";  
457.                     }  
458.   
459.                       
460.   
461.                     ?>  
462.                     </div>  
463.   
464.                 </div>  
465.   
466.             </div>  
467.   
468.             <br>  
469.             <br>  
470.   
471.             <div class="row centre-centre" style="width: 100%">  
472.                   
473.                 <ul class="pagination-list">  
474.                 <?php  
475.                   
476.   
477.                 // For each page, echo out an li element linking to the appropriate page  
478.                 // This could be improved by only showing X pages before and after the current one, instead of showing all  
479.                  
480.                // If we are on at least page 2, show the previous page button  
481.                if ($currentPage > 1)  
482.                {  
483.                    echo "<li class='pagination-item first-last'><a href='productList.php?page=" . ($currentPage - 1) . "'> Prev. </a></li>";  
484.                }  
485.                  
486.                 for ($i = 0; $i < $pageCount; $i++)  
487.                 {  
488.   
489.                     // If the current loop index is the page we're on, style it differently (highlighted)  
490.                     if ($i == $currentPage - 1)  
491.                     {     
492.                         echo "<li class='pagination-item pagination-current'><a href='productList.php?page=" . ($i + 1) . "'>" . ($i + 1) . "</a></li>";  
493.                     }  
494.                     else   
495.                     {  
496.                         echo "<li class='pagination-item'><a href='productList.php?page=" . ($i + 1) . "'>" . ($i + 1) . "</a></li>";  
497.                     }  
498.                 }  
499.   
500.                 // If we are not on the last page, show the next page button  
501.                 if ($currentPage < $pageCount)  
502.                 {  
503.                     echo "<li class='pagination-item first-last'><a href='productList.php?page=" . ($currentPage + 1) . "'> Next </a></li>";  
504.                 }  
505.   
506.                 ?>  
507.                 </ul>  
508.             </div>  
509.         </main>  
510.   
511.   
512.         <footer class="my-footer">Austin Hooper - 1700481</footer>  
513.   
514.         <script src="https://code.jquery.com/jquery-3.3.1.slim.min.js"  
515.             integrity="sha384-q8i/X+965DzO0rT7abK41JStQIAqVgRVzpbzo5smXKp4YfRvH+8abtTE1Pi6jizo" crossorigin="anonymous">  
516.         </script>  
517.         <script src="https://cdnjs.cloudflare.com/ajax/libs/popper.js/1.14.7/umd/popper.min.js"  
518.             integrity="sha384-UO2eT0CpHqdSJQ6hJty5KVphtPhzWj9WO1clHTMGa3JDZwrnQq4sF86dIHNDz0W1" crossorigin="anonymous">  
519.         </script>  
520.         <script src="https://stackpath.bootstrapcdn.com/bootstrap/4.3.1/js/bootstrap.min.js"  
521.             integrity="sha384-JjSmVgyd0p3pXB1rRibZUAYoIIy6OrQ6VrjIEaFf/nJGzIxFDsf4x0xIM+B07jRM" crossorigin="anonymous">  
522.         </script>  
523.   
524.     </body>  
525.   
526.   
527. </html>  
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productDetails.php

1. <?php  
2. namespace Main;  
3.   
4. // Start session  
5. session_start();  
6.   
7.   
8. require_once "DataControl/PdoDb.php";  
9.   
10. use \DataControl\PdoDb;  
11.   
12. // Create new object with dsn, username and blank password  
13. $shopDbConn = new PdoDb("mysql:host=localhost;dbname=adv-web", "root", "");  
14.   
15.   
16.   
17.   
18.   
19. if (isset($_GET["id"]))  
20. {  
21.     $id = $_GET["id"];  
22. }  
23.   
24.   
25.   
26. ?>  
27.   
28. <!DOCTYPE html>  
29. <html>  
30.   
31.     <head>  
32.         <meta charset="UTF-8">  
33.         <meta name="viewport" content="width=device-width,initial-scale=1">  
34.         <title>Product Details</title>  
35.         <link rel="stylesheet" href="https://stackpath.bootstrapcdn.com/bootstrap/4.3.1/css/bootstrap.min.css"  
36.             integrity="sha384-ggOyR0iXCbMQv3Xipma34MD+dH/1fQ784/j6cY/iJTQUOhcWr7x9JvoRxT2MZw1T" crossorigin="anonymous">  
37.         <link rel="stylesheet" href="css/styles.css" type="text/css">  
38.     </head>  
39.   
40.   
41.     <body>  
42.         <nav class="navbar navbar-expand-lg my-nav">  
43.             <button class="navbar-toggler" type="button" data-toggle="collapse" data-target="#navbarSupportedContent"  
44.                 aria-controls="navbarSupportedContent" aria-expanded="false" aria-label="Toggle navigation">  
45.                 <span class="navbar-toggler-icon"></span>  
46.             </button>  
47.   
48.             <div class="collapse navbar-collapse" id="navbarSupportedContent">  
49.                 <ul class="navbar-nav mr-auto">  
50.                     <ul class="navbar-nav mr-auto">  
51.                         <li class="nav-item">  
52.                             <a class="nav-link" href="index.php">Home</a>  
53.                         </li>  
54.                         <li class="nav-item active">  
55.                             <a class="nav-link" href="productList.php">Products</a>  
56.                         </li>  
57.                         <li class="nav-item">  
58.                             <a class="nav-link" href="account.php">My Account</a>  
59.                         </li>  
60.                         <? if ($shopDbConn->isAdmin())  
61.                         {?>   
62.                             <li class="nav-item">  
63.                                 <a class="nav-link" href="logs.php">Logs</a>  
64.                             </li>  
65.                        <?}?>  
66.                     </ul>  
67.                 </ul>  
68.             </div>  
69.             <div class="nav-username">  
70.             <?php  
71.             // If already logged in  
72.             if (isset($_SESSION["userID"]))  
73.             {  
74.                 echo $_SESSION["username"];  
75.             }  
76.             ?>  
77.             </div>  
78.         </nav>  
79.   
80.         <main class="container">  
81.   
82.             <?php  
83.   
84.                 if (!emptyempty($id))  
85.                 {  
86.   
87.                     if (isset($_GET["delete-me"]))  
88.                     {  
89.                         if ($shopDbConn->isAdmin() && $_GET["delete-me"] == 1)  
90.                         {  
91.                             if ($shopDbConn->DeleteProduct($id))  
92.                             {  
93.                                 header("Location: productList.php");  
94.                                 die();  
95.                             }  
96.                             else   
97.                             {  
98.                                 echo "Sorry, this product could not be deleted at the moment";  
99.                             }  
100.                         }  
101.                     }  
102.   
103.                     $productFound = $shopDbConn->FindProductByID($id);  
104.   
105.                     // If user is admin, show the delete product button  
106.                     if ($shopDbConn->isAdmin())  
107.                     {  
108.                           
109.                         echo   
110.                         '<script>  
111.                         function deleteProduct() {  
112.                             var ask = window.confirm("Are you sure you want to delete this product?");  
113.                             if (ask) {  
114.                                 window.location.href = "productDetails.php?id=' . $id . '&delete-me=1";  
115.                             }  
116.                         }  
117.                         </script>';  
118.   
119.                         echo  
120.                         "<div class='row'>" .   
121.                             "<div class='col-12 col-md-6 centre-centre'>" .   
122.                                 "<a href='admin-edit-product.php?id=$id'>" .  
123.                                     "<button id='submit' name='submit' class='btn btn-lg btn-success' " .  
124.                                     "type='submit'>ADMIN: <br/>Edit this product</button>" .  
125.                                 "</a>" .  
126.                             "</div>" .  
127.                             "<div class='col-12 col-md-6 centre-centre'>" .   
128.                                 "<button id='submit' name='submit' class='btn btn-lg btn-danger' " .  
129.                                 "onclick='deleteProduct()'>ADMIN: <br/>Delete this product</button>" .  
130.                             "</div>" .  
131.                         "</div>" .  
132.                         "<br/>  
133.                         ";  
134.   
135.                     }  
136.   
137.                     if (!emptyempty($productFound))  
138.                     {  
139.                         echo $productFound->GetProductPageHtml();  
140.                     }  
141.                     else {  
142.                         echo "Sorry! We can't find this product.";  
143.                     }  
144.                 }  
145.                 else  
146.                 {  
147.                     echo "Sorry! Something went wrong.";  
148.                 }  
149.   
150.             ?>  
151.   
152.         </main>  
153.   
154.   
155.         <footer class="my-footer">Austin Hooper - 1700481</footer>  
156.   
157.         <script src="https://code.jquery.com/jquery-3.3.1.slim.min.js"  
158.             integrity="sha384-q8i/X+965DzO0rT7abK41JStQIAqVgRVzpbzo5smXKp4YfRvH+8abtTE1Pi6jizo" crossorigin="anonymous">  
159.         </script>  
160.         <script src="https://cdnjs.cloudflare.com/ajax/libs/popper.js/1.14.7/umd/popper.min.js"  
161.             integrity="sha384-UO2eT0CpHqdSJQ6hJty5KVphtPhzWj9WO1clHTMGa3JDZwrnQq4sF86dIHNDz0W1" crossorigin="anonymous">  
162.         </script>  
163.         <script src="https://stackpath.bootstrapcdn.com/bootstrap/4.3.1/js/bootstrap.min.js"  
164.             integrity="sha384-JjSmVgyd0p3pXB1rRibZUAYoIIy6OrQ6VrjIEaFf/nJGzIxFDsf4x0xIM+B07jRM" crossorigin="anonymous">  
165.         </script>  
166.   
167.     </body>  
168.   
169.   
170. </html>  
[bookmark: _Toc32782517][bookmark: _Toc32839317]
admin-add-product.php
1. <?php  
2.   
3. namespace Main;  
4.   
5.   
6. // Start session  
7. session_start();  
8.   
9. require_once "DataControl/PdoDb.php";  
10.   
11. use \DataControl\PdoDb;  
12.   
13. // Create new object with dsn, username and blank password  
14. $shopDbConn = new PdoDb("mysql:host=localhost;dbname=adv-web", "root", "");  
15.   
16.   
17.   
18. if (!emptyempty($_POST))  
19. {  
20.   
21.     // Re-checking incase someone types the url to get here  
22.     if ($shopDbConn->isAdmin())  
23.     {  
24.         // Assuming validation from HTML, but will double check fields exist  
25.   
26.         if (isset($_POST["productSelect"]) && isset($_POST["productName"]) && isset($_POST["price"]) && isset($_POST["stock"]) && isset($_POST["description"]) && isset($_POST["details"]) && isset($_POST["vid"]))  
27.         {  
28.             $category = $_POST["productSelect"];  
29.             $name = $_POST["productName"];  
30.             $price = $_POST["price"];  
31.             $stock = $_POST["stock"];  
32.             $description = $_POST["description"];  
33.             $details = $_POST["details"];  
34.             $videoUrl = $_POST["vid"];  
35.   
36.             if ($shopDbConn->InsertProduct($category, $name, $price, $stock, $description, $details, $videoUrl))  
37.             {  
38.                 header("Location: admin-add-product.php?added-product=1");  
39.                 die();  
40.             }  
41.             else  
42.             {  
43.                 header("Location: admin-add-product.php?added-product=0");  
44.                 die();  
45.             }  
46.         }  
47.     }  
48.     else  
49.     {  
50.         // Redirect to homepage  
51.         header("Location: index.php");  
52.         die();  
53.     }  
54.       
55. }  
56.   
57. ?>  
58.   
59.   
60. <!DOCTYPE html>  
61. <html>  
62.   
63.     <head>  
64.         <meta charset="UTF-8">  
65.         <meta name="viewport" content="width=device-width,initial-scale=1">  
66.         <title>Add Product</title>  
67.         <link rel="stylesheet" href="https://stackpath.bootstrapcdn.com/bootstrap/4.3.1/css/bootstrap.min.css"  
68.             integrity="sha384-ggOyR0iXCbMQv3Xipma34MD+dH/1fQ784/j6cY/iJTQUOhcWr7x9JvoRxT2MZw1T" crossorigin="anonymous">  
69.         <link rel="stylesheet" href="css/styles.css" type="text/css">  
70.     </head>  
71.   
72.   
73.     <body>  
74.         <nav class="navbar navbar-expand-lg my-nav">  
75.             <button class="navbar-toggler" type="button" data-toggle="collapse" data-target="#navbarSupportedContent"  
76.                 aria-controls="navbarSupportedContent" aria-expanded="false" aria-label="Toggle navigation">  
77.                 <label class="navbar-toggler-icon"></label>  
78.             </button>  
79.   
80.             <div class="collapse navbar-collapse" id="navbarSupportedContent">  
81.                 <ul class="navbar-nav mr-auto">  
82.                     <li class="nav-item active">  
83.                         <a class="nav-link" href="index.php">Home</a>  
84.                     </li>  
85.                     <li class="nav-item">  
86.                         <a class="nav-link" href="productList.php">Products</a>  
87.                     </li>  
88.                     <li class="nav-item">  
89.                         <a class="nav-link" href="account.php">My Account</a>  
90.                     </li>  
91.                     <? if ($shopDbConn->isAdmin())  
92.                     {?>   
93.                         <li class="nav-item">  
94.                             <a class="nav-link" href="logs.php">Logs</a>  
95.                         </li>  
96.                     <?}?>  
97.                 </ul>  
98.             </div>  
99.   
100.             <div class="nav-username">  
101.                 <?php  
102.             // If already logged in  
103.             if (isset($_SESSION["userID"]))  
104.             {  
105.                 echo $_SESSION["username"];  
106.             }  
107.             ?>  
108.             </div>  
109.         </nav>  
110.   
111.         <main class="container">  
112.   
113.             <form class="centre-centre" id="add-product-form" method="POST" action="admin-add-product.php" enctype="multipart/form-data" class="col-12">  
114.   
115.                 <?php   
116.   
117.                 if (isset($_GET["added-product"]))  
118.                 {  
119.                     if ($_GET["added-product"] == 1)  
120.                     {  
121.                         echo "<p style='text-align: center; color: #00c732; padding-top: 15px;'>Product added to database.</p>";  
122.                     }  
123.                     else   
124.                     {  
125.                         echo "<p style='text-align: center; color: #ff0000; padding-top: 15px;'>Something went wrong.</p>";  
126.                     }  
127.                 }  
128.   
129.                 ?>  
130.   
131.                 <div class="row">  
132.                     <h1 style="text-align: center;">Add a new product to the website database with the form below:</h1>  
133.                 </div>  
134.                 <br />  
135.   
136.   
137.                 <label>Product type: </label>  
138.                 <select required="required" id="productSelect" name="productSelect">  
139.                     <option disabled selected value> -- Select a type -- </option>  
140.                     <option value="processor">Processor</option>  
141.                     <option value="graphics_card">Graphics Card</option>  
142.                     <option value="storage">Storage</option>  
143.                     <option value="ram">RAM</option>  
144.                     <option value="motherboard">Motherboard</option>  
145.                 </select>  
146.   
147.                 <br>  
148.   
149.                 <label>Product name: </label>  
150.                 <input required="required" name="productName" id="productName"  
151.                     class="form-control form-control-md form-control-borderless" type="text" placeholder="Product name">  
152.                 <br>  
153.   
154.   
155.                 <label>Price: </label>  
156.                 <input required="required" name="price" id="price"  
157.                     class="form-control form-control-md form-control-borderless" type="number" step=".01" min="0"  
158.                     max="99999" placeholder="Price">  
159.   
160.                 <br>  
161.   
162.   
163.                 <label for="file">Product image (JPG, PNG, GIF)</label>  
164.                 <input type="file" name="product_image" id="file">  
165.                   
166.                 <br>  
167.   
168.                 <label>Stock: </label>  
169.                 <input required="required" name="stock" id="stock"  
170.                     class="form-control form-control-md form-control-borderless" type="number" min="0" max="99999"  
171.                     placeholder="Stock">  
172.   
173.                 <br>  
174.   
175.   
176.                 <label>Description: </label>  
177.                 <textarea required="required" name="description" id="description"  
178.                     class="form-control form-control-md form-control-borderless"  
179.                     placeholder="Description"></textarea>  
180.   
181.                 <br>  
182.   
183.   
184.                 <label>Product-specific details: </label>  
185.                 <textarea name="details" id="details" class="form-control form-control-md form-control-borderless"  
186.                      placeholder="Product-specific details"></textarea>  
187.   
188.   
189.   
190.                 <br>  
191.                 <label>Video URL (YouTube copy embed code): </label>  
192.                 <input required="required" name="vid" id="vid"  
193.                     class="form-control form-control-md form-control-borderless" type="text" placeholder="Video URL">  
194.   
195.                 <br>  
196.   
197.   
198.   
199.   
200.   
201.                 <div class="row">  
202.                     <button id="submit" name="submit" class="btn btn-lg btn-success" type="submit">Add product</button>  
203.                 </div>  
204.             </form>  
205.         </main>  
206.   
207.   
208.         <footer class="my-footer">Austin Hooper - 1700481</footer>  
209.   
210.         <script src="https://code.jquery.com/jquery-3.3.1.slim.min.js"  
211.             integrity="sha384-q8i/X+965DzO0rT7abK41JStQIAqVgRVzpbzo5smXKp4YfRvH+8abtTE1Pi6jizo" crossorigin="anonymous">  
212.         </script>  
213.         <script src="https://cdnjs.cloudflare.com/ajax/libs/popper.js/1.14.7/umd/popper.min.js"  
214.             integrity="sha384-UO2eT0CpHqdSJQ6hJty5KVphtPhzWj9WO1clHTMGa3JDZwrnQq4sF86dIHNDz0W1" crossorigin="anonymous">  
215.         </script>  
216.         <script src="https://stackpath.bootstrapcdn.com/bootstrap/4.3.1/js/bootstrap.min.js"  
217.             integrity="sha384-JjSmVgyd0p3pXB1rRibZUAYoIIy6OrQ6VrjIEaFf/nJGzIxFDsf4x0xIM+B07jRM" crossorigin="anonymous">  
218.         </script>  
219.   
220.     </body>  
221.   
222.   
223. </html>  


[bookmark: _Toc32782518][bookmark: _Toc32839318]admin-edit-product.php
1. <?php  
2.   
3. namespace Main;  
4.   
5.   
6. // Start session  
7. session_start();  
8.   
9. require_once "DataControl/PdoDb.php";  
10.   
11. use \DataControl\PdoDb;  
12.   
13. // Create new object with dsn, username and blank password  
14. $shopDbConn = new PdoDb("mysql:host=localhost;dbname=adv-web", "root", "");  
15.   
16.   
17. // Later on we will check if it is still null  
18. $productToEdit = null;  
19.   
20. if (isset($_GET["id"]))  
21. {  
22.     $id = $_GET["id"];  
23.   
24.     $productToEdit = $shopDbConn->FindProductByID($id);  
25. }  
26.   
27. if (isset($_GET["edited-product"]))  
28. {  
29.     if ($_GET["edited-product"] == 1)  
30.     {  
31.         echo "<p style='text-align: center; color: #00c732; p1ing-top: 15px;'>Product edit saved to database.</p>";  
32.     }  
33.     else   
34.     {  
35.         echo "<p style='text-align: center; color: #ff0000; padding-top: 15px;'>Something went wrong.</p>";  
36.     }  
37. }  
38.   
39.   
40. if (!emptyempty($_POST))  
41. {  
42.     // Re-checking incase someone types the url to get here  
43.     if ($shopDbConn->isAdmin())  
44.     {  
45.         // Assuming validation from HTML, but will double check fields exist  
46.         if (isset($id) && isset($_POST["productSelect"]) && isset($_POST["productName"]) && isset($_POST["price"]) && isset($_POST["stock"]) && isset($_POST["description"]) && isset($_POST["details"]) && isset($_POST["vid"]))  
47.         {  
48.             $category = $_POST["productSelect"];  
49.             $name = $_POST["productName"];  
50.             $price = $_POST["price"];  
51.             $stock = $_POST["stock"];  
52.             $description = $_POST["description"];  
53.             $details = $_POST["details"];  
54.             $videoUrl = $_POST["vid"];  
55.   
56.             if ($shopDbConn->EditProduct($id, $category, $name, $price, $stock, $description, $details, $videoUrl))  
57.             {  
58.                 header("Location: productDetails.php?id=$id");  
59.                 die();  
60.             }  
61.             else  
62.             {  
63.                 header("Location: admin-edit-product.php?edited-product=0");  
64.                 die();  
65.             }  
66.         }  
67.     }  
68.     else  
69.     {  
70.         // Redirect to homepage  
71.         header("Location: index.php");  
72.         die();  
73.     }  
74.       
75. }  
76.   
77. ?>  
78.   
79. <!DOCTYPE html>  
80. <html>  
81.   
82.     <head>  
83.         <meta charset="UTF-8">  
84.         <meta name="viewport" content="width=device-width,initial-scale=1">  
85.         <title>Edit Product</title>  
86.         <link rel="stylesheet" href="https://stackpath.bootstrapcdn.com/bootstrap/4.3.1/css/bootstrap.min.css"  
87.             integrity="sha384-ggOyR0iXCbMQv3Xipma34MD+dH/1fQ784/j6cY/iJTQUOhcWr7x9JvoRxT2MZw1T" crossorigin="anonymous">  
88.         <link rel="stylesheet" href="css/styles.css" type="text/css">  
89.     </head>  
90.   
91.   
92.     <body>  
93.         <nav class="navbar navbar-expand-lg my-nav">  
94.             <button class="navbar-toggler" type="button" data-toggle="collapse" data-target="#navbarSupportedContent"  
95.                 aria-controls="navbarSupportedContent" aria-expanded="false" aria-label="Toggle navigation">  
96.                 <label class="navbar-toggler-icon"></label>  
97.             </button>  
98.   
99.             <div class="collapse navbar-collapse" id="navbarSupportedContent">  
100.                 <ul class="navbar-nav mr-auto">  
101.                     <li class="nav-item active">  
102.                         <a class="nav-link" href="index.php">Home</a>  
103.                     </li>  
104.                     <li class="nav-item">  
105.                         <a class="nav-link" href="productList.php">Products</a>  
106.                     </li>  
107.                     <li class="nav-item">  
108.                         <a class="nav-link" href="account.php">My Account</a>  
109.                     </li>  
110.                     <? if ($shopDbConn->isAdmin())  
111.                     {?>   
112.                         <li class="nav-item">  
113.                             <a class="nav-link" href="logs.php">Logs</a>  
114.                         </li>  
115.                     <?}?>  
116.                 </ul>  
117.             </div>  
118.   
119.             <div class="nav-username">  
120.                 <?php  
121.             // If already logged in  
122.             if (isset($_SESSION["userID"]))  
123.             {  
124.                 echo $_SESSION["username"];  
125.             }  
126.             ?>  
127.             </div>  
128.         </nav>  
129.   
130.         <main class="container">  
131.   
132.         <?php  
133.           
134.             // If we successfully got the product from the database, load it into the form  
135.             if (!emptyempty($productToEdit))  
136.             { ?>  
137.                 <form class="centre-centre" id="add-product-form" method="POST" action="admin-edit-product.php<?php if (isset($id)){echo "?id=$id";}?>" enctype="multipart/form-data" class="col-12">  
138.   
139.   
140.                 <div class="row">  
141.                     <h1 style="text-align: center;">Edit this product:</h1>  
142.                 </div>  
143.                 <br />  
144.   
145.   
146.                 <?php   
147.   
148.                 $category = $productToEdit->GetCategory();  
149.                   
150.                 ?>  
151.   
152.                 <label>Product type: </label>  
153.                 <select required="required" id="productSelect" name="productSelect">  
154.                     <option disabled value> -- Select a type -- </option>  
155.                     <option value="processor" <? if ($category == "processor") {echo "selected";} ?>>Processor</option>  
156.                     <option value="graphics_card" <? if ($category == "graphics_card") {echo "selected";} ?>>Graphics Card</option>  
157.                     <option value="storage" <? if ($category == "storage") {echo "selected";} ?>>Storage</option>  
158.                     <option value="ram" <? if ($category == "ram") {echo "selected";} ?>>RAM</option>  
159.                     <option value="motherboard" <? if ($category == "motherboard") {echo "selected";} ?>>Motherboard</option>  
160.                 </select>  
161.   
162.                 <br>  
163.   
164.                 <label>Product name: </label>  
165.                 <input required="required" name="productName" id="productName"  
166.                     class="form-control form-control-md form-control-borderless" type="text" placeholder="Product name"  
167.                     value="<?php echo $productToEdit->GetName();?>">  
168.                 <br>  
169.   
170.   
171.                 <label>Price: </label>  
172.                 <input required="required" name="price" id="price"  
173.                     class="form-control form-control-md form-control-borderless" type="number" step=".01" min="0"  
174.                     max="99999" placeholder="Price" value="<?php echo $productToEdit->GetPrice();?>">  
175.   
176.                 <br>  
177.   
178.   
179.                 <label for="file">Product image (JPG, PNG, GIF)</label>  
180.                 <input type="file" name="product_image" id="file">  
181.                   
182.                 <img width="100px" height="100px" src="images/products/<?php echo $productToEdit->GetImageSource();?>"/>  
183.                   
184.   
185.                 <br>  
186.   
187.                 <label>Stock: </label>  
188.                 <input required="required" name="stock" id="stock"  
189.                     class="form-control form-control-md form-control-borderless" type="number" min="0" max="99999"  
190.                     placeholder="Stock" value="<?php echo $productToEdit->GetStock();?>">  
191.                 <br>  
192.   
193.   
194.                 <label>Description: </label>  
195.                 <textarea required="required" name="description" id="description"  
196.                     class="form-control form-control-md form-control-borderless"  
197.                     placeholder="Description"><?php echo $productToEdit->GetDescription();?></textarea>  
198.   
199.                 <br>  
200.   
201.   
202.                 <label>Product-specific details: </label>  
203.                 <textarea name="details" id="details" class="form-control form-control-md form-control-borderless"  
204.                      placeholder="Product-specific details"><?php echo $productToEdit->GetDetails();?></textarea>  
205.   
206.   
207.   
208.                 <br>  
209.                 <label>Video URL (YouTube copy embed code): </label>  
210.                 <input required="required" name="vid" id="vid"  
211.                     class="form-control form-control-md form-control-borderless" type="text" placeholder="Video URL"  
212.                     value="<?php echo $productToEdit->GetVideoURL();?>">  
213.   
214.                 <br>  
215.   
216.   
217.   
218.   
219.   
220.                 <div class="row">  
221.                     <button id="submit" name="submit" class="btn btn-lg btn-success" type="submit">Save changes</button>  
222.                 </div>  
223.             </form>  
224.   
225.             <?php  
226.             }  
227.             else   
228.             {  
229.                 echo "Could not fetch product to edit it.";  
230.             }  
231.               
232.   
233.         ?>  
234.         </main>  
235.   
236.   
237.         <footer class="my-footer">Austin Hooper - 1700481</footer>  
238.   
239.         <script src="https://code.jquery.com/jquery-3.3.1.slim.min.js"  
240.             integrity="sha384-q8i/X+965DzO0rT7abK41JStQIAqVgRVzpbzo5smXKp4YfRvH+8abtTE1Pi6jizo" crossorigin="anonymous">  
241.         </script>  
242.         <script src="https://cdnjs.cloudflare.com/ajax/libs/popper.js/1.14.7/umd/popper.min.js"  
243.             integrity="sha384-UO2eT0CpHqdSJQ6hJty5KVphtPhzWj9WO1clHTMGa3JDZwrnQq4sF86dIHNDz0W1" crossorigin="anonymous">  
244.         </script>  
245.         <script src="https://stackpath.bootstrapcdn.com/bootstrap/4.3.1/js/bootstrap.min.js"  
246.             integrity="sha384-JjSmVgyd0p3pXB1rRibZUAYoIIy6OrQ6VrjIEaFf/nJGzIxFDsf4x0xIM+B07jRM" crossorigin="anonymous">  
247.         </script>  
248.   
249.   
250.   
251.     </body>  
252.   
253.   
254. </html>  
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1. <?php  
2. namespace Main;  
3.   
4.   
5. // Start session  
6. session_start();  
7.   
8. require_once "DataControl/PdoDb.php";  
9.   
10. use \DataControl\PdoDb;  
11.   
12. // Create new object with dsn, username and blank password  
13. $shopDbConn = new PdoDb("mysql:host=localhost;dbname=adv-web", "root", "");  
14.   
15.   
16. // If id passed  
17. if (isset($_GET["id"]))  
18. {  
19.     // Delete the item, if successful, redirect with a get value to then check and display a message  
20.       
21.     if ($shopDbConn->DeleteItemFromBasket($_GET["id"]))  
22.     {  
23.         header("Location: account.php?deleted=1");  
24.         die();  
25.     }  
26.     else   
27.     {  
28.         header("Location: account.php?deleted=0");  
29.         die();  
30.     }  
31. }  
32. else   
33. {  
34.     // Return back to that page with an error  
35.     header("Location: account.php?deleted=0");  
36.     die();  
37. }  
38.   
39.   
40. ?>  
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1. <?php  
2.   
3. namespace Main;  
4.   
5. require_once "DataControl/PdoDb.php";  
6.   
7. use \DataControl\PdoDb;  
8.   
9. // Create new object with dsn, username and blank password  
10. $shopDbConn = new PdoDb("mysql:host=localhost;dbname=adv-web", "root", "");  
11.   
12. // If parameters are available  
13. if (isset($_POST["userID"]) && isset($_POST["productID"]) && isset($_POST["quantity"]))  
14. {  
15.     // If successful return true  
16.     if ($shopDbConn->AddProductToBasket($_POST["userID"], $_POST["productID"], $_POST["quantity"]))  
17.     {  
18.         // Redirect back to the product page for the same product  
19.         header("Location: productDetails.php{$_POST["getParams"]}&added-basket=1");  
20.         die();  
21.     }  
22.     else   
23.     {  
24.         // Redirect back to the product page for the same product, with get parameter for error  
25.         header("Location: productDetails.php{$_POST["getParams"]}&added-basket=0");  
26.         die();  
27.     }  
28. }  
29.   
30. ?>  
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1. <?php  
2.   
3. namespace Main;  
4.   
5. class BasicObject  
6. {  
7.     public function __get($property)  
8.     {  
9.   
10.         $method = "Get{$property}";  
11.   
12.         if (method_exists($this, $method))  
13.         {  
14.             return $this->$method();  
15.         }  
16.         return;  
17.     }  
18.   
19.     public function __set($property, $value)  
20.     {  
21.   
22.         $method = "Set{$property}";  
23.   
24.         if (method_exists($this, $method))  
25.         {  
26.             $this->$method($value);  
27.         }  
28.         return;  
29.     }  
30.   
31.   
32. }  
33.   
34. ?>  
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1. <?php  
2.   
3. namespace DataControl;  
4.   
5. use \Observer\IObserver;  
6.   
7. interface IDataControl  
8. {  
9.     public function AddObserver(IObserver $observer);  
10.     public function GetProductCount();  
11.     public function FindProductByID($id);  
12.     public function FindProductsBySearchAndFilter($userID, $parameters = null);  
13.     public function Login($username, $password);  
14.     public function Logout();  
15.     public function isAdmin();  
16.     public function InsertProduct($category, $name, $price, $stock, $description, $details, $videoUrl);  
17.     public function EditProduct($id, $category, $name, $price, $stock, $description, $details, $videoUrl);  
18.     public function DeleteProduct($productID);  
19.     public function AddProductToBasket($userID, $productID, $quantity);  
20.     public function GetBasketItemsForUser($userID);  
21.     public function DeleteItemFromBasket($basketItemID);  
22.     public function SignUp($username, $password, $email);  
23.     public function GetAllLogs();  
24. }  
25.   
26. ?>  
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1. <?php  
2.   
3. namespace DataControl;  
4.   
5. require_once "BasicObject.php";  
6. require_once "IDataControl.php";  
7. require_once "Products/BasketItem.php";  
8. require_once "Products/Product.php";  
9. require_once "Observer/UserObservable.php";  
10. require_once "Observer/JsonObserver.php";  
11. require_once "Observer/PdoObserver.php";  
12.   
13.   
14. use \Main\BasicObject;  
15. use \DataControl\IDataControl;  
16. use \Product\BasketItem;  
17. use \Product\Product;  
18. use \Observer\IObservable;  
19. use \Observer\IObserver;  
20.   
21. use \PDO;  
22.   
23. use function Main\DisplaySignUpForm;  
24.   
25. class PdoDb extends PDO implements IDataControl  
26. {  
27.     // Attributes  
28.     private $_dsn;  
29.     private $_username;  
30.     private $_password;  
31.     private $_dbHandle;  
32.   
33.     private $_observable;  
34.   
35.   
36.     // Constructor - optional observable, as some pages won't even need it  
37.     public function __construct($dsn, $username, $password, IObservable $observable = null)  
38.     {  
39.         // To stop spitting out the username and password if something goes wrong  
40.         set_exception_handler(array(__CLASS__, 'exception_handler'));  
41.   
42.         $this->_dsn = $dsn;  
43.         $this->_username = $username;  
44.         $this->_password = $password;  
45.         $this->_observable = $observable;  
46.   
47.         // Create a new PDO object with the details that were passed in to construct with  
48.         $this->_dbHandle = new PDO($this->_dsn, $this->_username, $this->_password);  
49.   
50.         // Restore exception back to the default now that we've constructed properly  
51.         restore_exception_handler();  
52.   
53.         // If session not already started, start it  
54.         if (session_status() == PHP_SESSION_NONE) {  
55.             session_start();  
56.         }  
57.   
58.         $this->_dbHandle->setAttribute( PDO::ATTR_EMULATE_PREPARES, false );  
59.     }  
60.   
61.     public static function exception_handler($exception)  
62.     {  
63.         // Output the exception details  
64.         die('Uncaught exception: ' . $exception->getMessage());  
65.     }  
66.       
67.     // Methods for properties  
68.   
69.     // Methods  
70.   
71.     public function AddObserver(IObserver $observer)  
72.     {  
73.         // Only add an observer to the observable list if this object holds an observable  
74.         if ($this->_observable != null)  
75.         {  
76.             $this->_observable->Attach($observer);  
77.         }  
78.     }  
79.   
80.     // Return number of products in the database  
81.     public function GetProductCount()  
82.     {  
83.         $stmt = $this->_dbHandle->query("SELECT COUNT(*) FROM product;");  
84.           
85.         $returnRow = $stmt->fetch();  
86.   
87.         return $returnRow["COUNT(*)"];  
88.     }  
89.   
90.   
91.     public function FindProductByID($id)  
92.     {  
93.         $stmt = $this->_dbHandle->prepare("SELECT * FROM product WHERE id = ?");  
94.   
95.         if ($stmt->execute([$id]))  
96.         {  
97.             if ($record = $stmt->fetch())  
98.             {  
99.                 return new Product($record);  
100.             }  
101.             else   
102.             {  
103.                 return null; // Return nothing, to be checked later  
104.             }  
105.         }  
106.     }  
107.   
108.   
109.     // User ID passed in for logging purposes  
110.     public function FindProductsBySearchAndFilter($userID, $parameters = null)  
111.     {  
112.         $searchDetails = "Search for: ";  
113.         $filterDetails = "Filter by: ";    // For use with observer later on in this method  
114.   
115.   
116.         $foundProducts = array();  
117.         $paramsBindArray = array(); // Array of parameters to bind to the query  
118.   
119.         $query = "SELECT * FROM product";  
120.   
121.         // If we filter by multiple things, we need to know if an and is needed in the query  
122.         $needsAnd = false;  
123.   
124.   
125.         // If a parameter list was passed in  
126.         if ($parameters != null)  
127.         {  
128.             // If categories list passed, filter by it  
129.             if (!emptyempty($parameters["productCategories"]))  
130.             {                                 
131.                 $iteration = 0;  
132.                 $categoriesFilter = "";  
133.   
134.                 $categoriesFilter .= " WHERE (";  
135.   
136.                 foreach($parameters["productCategories"] as $category)  
137.                 {  
138.                     $filterDetails .= $category;  
139.   
140.                     $iteration ++;  
141.                     $categoriesFilter .= " category = ?";  
142.   
143.                     $paramsBindArray[] = $category;  
144.   
145.                     if ($iteration != count($parameters["productCategories"])) // If not on the last item, add the OR, and add a comma to the log details  
146.                     {  
147.                         $categoriesFilter .= " OR ";  
148.                         $filterDetails .= ", ";  
149.                     }     
150.                 }  
151.   
152.                 $query .= $categoriesFilter . ") ";  
153.   
154.                 $needsAnd = true;  
155.             }  
156.   
157.   
158.             // If a name was passed in to search by  
159.             if (!emptyempty($parameters["productName"]))  
160.             {  
161.                 // Remove spaces either side  
162.                 $parameters["productName"] = trim($parameters["productName"]);  
163.   
164.                 if ($needsAnd)  
165.                 {  
166.                     $query .= " AND (";  
167.                 }  
168.                 else  
169.                 {  
170.                     $query .= " WHERE (";  
171.                 }  
172.   
173.                 // Add to query string and list of parameters to later bind  
174.                 $query .= " name LIKE ?";  
175.   
176.                 // Add %s either side of the string for wildcard. Done here as it won't work if   
177.                 // the %s are inside the initial query  
178.                 $paramsBindArray[] = "%" . $parameters["productName"] . "%";  
179.   
180.                 $needsAnd = true;  
181.                 $query .= ") ";  
182.   
183.                 $searchDetails .= $parameters["productName"];   // Add for log purposes  
184.             }  
185.         }  
186.   
187.   
188.         // Filter depending on whether none, one or both price fields are occupied  
189.         if (isset($parameters["minPrice"]) && strlen($parameters["minPrice"]) > 0)  
190.         {  
191.         // The empty number inputs set the value to "", as opposed to not setting anything. This is just checking that there really is a value.  
192.         // The isset is checked as well incase future changes to that HTML form item change and break this code  
193.   
194.             if ($needsAnd)  
195.             {  
196.                 $query .= " AND (";  
197.             }  
198.             else  
199.             {  
200.                 $query .= " WHERE (";  
201.             }  
202.   
203.               
204.             // Both min and max  
205.             if (isset($parameters["maxPrice"]) && strlen($parameters["maxPrice"]) > 0)  
206.             {  
207.   
208.                 $query .= " price > ? AND price < ?)";  
209.                 $paramsBindArray[] = (int)$parameters["minPrice"]; // Casting to int so the prepared statement  
210.                 $paramsBindArray[] = (int)$parameters["maxPrice"]; // doesn't put quote marks around the price  
211.   
212.             } // Just min  
213.             else  
214.             {  
215.                 $query .= " price > ?)";  
216.                 $paramsBindArray[] = (int)$parameters["minPrice"];  
217.             }  
218.   
219.         }  
220.         else  
221.         {  
222.             // Just max  
223.             if (isset($parameters["maxPrice"]) && strlen($parameters["maxPrice"]) > 0)  
224.             {  
225.                 if ($needsAnd)  
226.                 {  
227.                     $query .= " AND (";  
228.                 }  
229.                 else  
230.                 {  
231.                     $query .= " WHERE (";  
232.                 }  
233.   
234.                 $query .= " price < ?)";  
235.                 $paramsBindArray[] = (int)$parameters["maxPrice"];  
236.             }  
237.         }  
238.   
239.   
240.         // Sort based on user input to radio buttons  
241.         if (isset($parameters["sortBy"]))  
242.         {  
243.             switch ($parameters["sortBy"])  
244.             {  
245.                 case "name-desc":  
246.                     $query .= " ORDER BY name DESC";  
247.                 break;  
248.   
249.                 case "name-asc":  
250.                     $query .= " ORDER BY name ASC";  
251.                 break;  
252.   
253.                 case "price-desc":  
254.                     $query .= " ORDER BY price DESC";  
255.                 break;  
256.   
257.                 case "price-asc":  
258.                     $query .= " ORDER BY price ASC";  
259.                 break;  
260.   
261.                 default:  
262.                     $query .= " ORDER BY name ASC";  
263.             break;  
264.   
265.             }  
266.         }  
267.         // If for whatever reason we get no radios selected, default to this  
268.         else   
269.         {  
270.             $query .= " ORDER BY name ASC";  
271.         }  
272.   
273.           
274.         // For use in pagination - LIMIT and OFFSET can't have values bound to them, so I'll manually check that they're not SQL injection attacks  
275.   
276.         if (is_int($parameters['limit']) && is_int($parameters['offset']))  
277.         {  
278.             $query .= " LIMIT {$parameters['limit']} OFFSET {$parameters['offset']}";  
279.         }  
280.   
281.           
282.   
283.   
284.         $stmt = $this->_dbHandle->prepare($query);  
285.   
286.   
287.         if ($stmt->execute($paramsBindArray))  
288.         {  
289.             // For every product returned  
290.             while ($record = $stmt->fetch())  
291.             {  
292.                 // Construct each product from the database row and add it to an array  
293.                 $foundProducts[] = new Product($record);  
294.             }  
295.         }  
296.   
297.   
298.         // If log in failed, have observable notify its observers  
299.         // If an observable exists, notify its observers  
300.         if ($this->_observable != null)  
301.         {  
302.             $this->_observable->SetUserID($userID);  
303.             $this->_observable->SetLogType("search-filter");  
304.   
305.             // Provide all the details separated by a new line  
306.             // If no / default search and filter parameters used, this will simply output  
307.             // "Search for: \nFilter by: ", to emphasise that no parameters were given  
308.             $this->_observable->SetDetails($searchDetails . "\n" . $filterDetails);  
309.             $this->_observable->Notify();  
310.         }     
311.           
312.   
313.         // Return the array of product objects  
314.         return $foundProducts;  
315.     }  
316.   
317.     public function Login($username, $password)  
318.     {  
319.         // Adding BINARY here is so that the details have to be case correct  
320.         // Otherwise, "Password" would match "password"  
321.         $stmt = $this->_dbHandle->prepare("SELECT id, username, is_admin FROM user WHERE username = BINARY ? AND password = BINARY ?");  
322.   
323.         if ($stmt->execute([$username, $password]))  
324.         {  
325.             if ($record = $stmt->fetch())  
326.             {  
327.                 // Add these to session to use throughout pages  
328.                 $_SESSION["username"] = $record["username"];  
329.                 $_SESSION["userID"] = $record["id"];  
330.                 $_SESSION["isAdmin"] = $record["is_admin"];  
331.   
332.                 // Return true to mark that we have logged in  
333.                 return true;  
334.             }  
335.             {  
336.                 // If log in failed, have observable notify its observers  
337.                 // If an observable exists, notify its observers  
338.                 if ($this->_observable != null)  
339.                 {  
340.                     $this->_observable->SetUserID(null); // Null as this is a log in, so we don't know a user ID  
341.                     $this->_observable->SetDetails("Login attempt with username: " . $username . " and password: " . $password);  
342.                     $this->_observable->SetLogType("login-fail");  
343.                     $this->_observable->Notify();  
344.                 }  
345.   
346.                 return false;  
347.             }  
348.         }  
349.         else  
350.         {  
351.             // Failed to log in - database error  
352.             return false;  
353.         }  
354.     }  
355.   
356.     public function Logout()  
357.     {  
358.         // Clear session  
359.         session_destroy();  
360.     }  
361.   
362.     public function isAdmin()  
363.     {  
364.   
365.         if (isset($_SESSION["isAdmin"]))  
366.         {  
367.             if ($_SESSION["isAdmin"] == 1)  
368.             {  
369.                 return true;  
370.             }  
371.             else  
372.             {  
373.                 return false;  
374.             }  
375.         }  
376.         else  
377.         {  
378.             return false;  
379.         }  
380.           
381.     }  
382.   
383.     public function InsertProduct($category, $name, $price, $stock, $description, $details, $videoUrl)  
384.     {  
385.   
386.         // Image upload based on https://www.w3schools.com/php/php_file_upload.asp  
387.   
388.         $uploadErrorMessage = "";  
389.           
390.         $targetDir = "images/products/";  
391.         $targetFile = $targetDir . basename($_FILES["product_image"]["name"]);  
392.         $imageUploadOK = true;  
393.         $imageFileType = strtolower(pathinfo($targetFile,PATHINFO_EXTENSION));  
394.           
395.         // Get rid of invalid file characters - replace them with a space  
396.         $targetFile = $targetDir . str_replace(array('\\','/',':','*','?','"','<','>','|'),' ',$name) . "." . $imageFileType;   // Now the script has the file type from the initial name, change the name to correspond to the username and add the appropriate file extension  
397.           
398.   
399.         // Seeing as file upload is optional, only check if the file is valid if one has been uploaded  
400.         if (file_exists($_FILES['product_image']['tmp_name']) || is_uploaded_file($_FILES['product_image']['tmp_name']))  
401.         {  
402.             // Checking if the file is any type of image  
403.             $check = getimagesize($_FILES["product_image"]["tmp_name"]);  
404.             if($check !== false)   
405.             {  
406.                 $imageUploadOK = true;  
407.             }   
408.             else {  
409.                 $uploadErrorMessage = "File is not an image.";  
410.                 $imageUploadOK = false;  
411.             }  
412.   
413.             if ($imageUploadOK)  
414.             {  
415.                 // Size is in bytes - only allow files < 5MB  
416.                 if ($_FILES["product_image"]["size"] > 5242880) {  
417.                     $uploadErrorMessage = "File is too large.";  
418.                     $imageUploadOK = false;  
419.                 }  
420.             }  
421.   
422.               
423.             if ($imageUploadOK)  
424.             {  
425.                 // Only allow jpg, jpeg, png, gif  
426.                 if($imageFileType != "jpg" && $imageFileType != "png" && $imageFileType != "jpeg"  
427.                 && $imageFileType != "gif" ) {  
428.                     $uploadErrorMessage = "Only JPG, JPEG, PNG & GIF formats are supported.";  
429.                     $imageUploadOK = false;  
430.                 }  
431.             }  
432.               
433.           
434.             if ($imageUploadOK)   
435.             {   
436.                 // Try to move the file to the specified name. If successful, register the user  
437.                 if (move_uploaded_file($_FILES["product_image"]["tmp_name"], $targetFile))   
438.                 {  
439.                     // Add poroduct with the image name being the name of the product (use the name variable twice, but add file extension for the image)  
440.                     $stmt = $this->_dbHandle->prepare("INSERT into product (category, name, image_src, price, stock, description, product_specific_details, video_url) VALUES (?, ?, ?, ?, ?, ?, ?, ?)");  
441.   
442.                     // When adding the filename to the db, reflect the name after removing iffy characters  
443.                     if ($stmt->execute([$category, $name, (str_replace(array('\\','/',':','*','?','"','<','>','|'),' ',$name) . "." . $imageFileType), $price, $stock, $description, $details, $videoUrl]))  
444.                     {  
445.                         return true;  
446.                     }  
447.                     else  
448.                     {  
449.                         return false;  
450.                     }   
451.                 }   
452.                 else   
453.                 {   // If upload failed  
454.                     $uploadErrorMessage = "Sorry, upload failed."; // If something else went wrong  
455.                     echo "<p>" . $uploadErrorMessage . "</p>";  
456.                     return false;  
457.                 }  
458.             }  
459.             else  
460.             {   // If the upload was not OK  
461.                 echo "<p>" . $uploadErrorMessage . "</p>";    
462.                 return false;  
463.             }  
464.         }  
465.         // No image  
466.         else   
467.         {  
468.             $stmt = $this->_dbHandle->prepare("INSERT into product (category, name, image_src, price, stock, description, product_specific_details, video_url) VALUES (?, ?, ?, ?, ?, ?, ?, ?)");  
469.   
470.             if ($stmt->execute([$category, $name, "", $price, $stock, $description, $details, $videoUrl]))  
471.             {  
472.                 return true;  
473.             }  
474.             else  
475.             {  
476.                 return false;  
477.             }      
478.         }  
479.     }  
480.   
481.     public function EditProduct($id, $category, $name, $price, $stock, $description, $details, $videoUrl)  
482.     {  
483.         $uploadErrorMessage = "";  
484.           
485.         $targetDir = "images/products/";  
486.         $targetFile = $targetDir . basename($_FILES["product_image"]["name"]);  
487.         $imageUploadOK = true;  
488.         $imageFileType = strtolower(pathinfo($targetFile,PATHINFO_EXTENSION));  
489.           
490.         // Get rid of invalid file characters - replace them with a space  
491.         $targetFile = $targetDir . str_replace(array('\\','/',':','*','?','"','<','>','|'),' ',$name) . "." . $imageFileType;   // Now the script has the file type from the initial name, change the name to correspond to the username and add the appropriate file extension  
492.           
493.         // Seeing as file upload is optional, only check if the file is valid if one has been uploaded  
494.         if (file_exists($_FILES['product_image']['tmp_name']) || is_uploaded_file($_FILES['product_image']['tmp_name']))  
495.         {  
496.             // Checking if the file is any type of image  
497.             $check = getimagesize($_FILES["product_image"]["tmp_name"]);  
498.             if($check !== false)   
499.             {  
500.                 $imageUploadOK = true;  
501.             }   
502.             else {  
503.                 $uploadErrorMessage = "File is not an image.";  
504.                 $imageUploadOK = false;  
505.             }  
506.   
507.             if ($imageUploadOK)  
508.             {  
509.                 // Size is in bytes - only allow files < 5MB  
510.                 if ($_FILES["product_image"]["size"] > 5242880) {  
511.                     $uploadErrorMessage = "File is too large.";  
512.                     $imageUploadOK = false;  
513.                 }  
514.             }  
515.               
516.             if ($imageUploadOK)  
517.             {  
518.                 // Only allow jpg, jpeg, png, gif  
519.                 if($imageFileType != "jpg" && $imageFileType != "png" && $imageFileType != "jpeg"  
520.                 && $imageFileType != "gif" ) {  
521.                     $uploadErrorMessage = "Only JPG, JPEG, PNG & GIF formats are supported.";  
522.                     $imageUploadOK = false;  
523.                 }  
524.             }  
525.           
526.             if ($imageUploadOK)   
527.             {   
528.                 // Try to move the file to the specified name. If successful, register the user  
529.                 if (move_uploaded_file($_FILES["product_image"]["tmp_name"], $targetFile))   
530.                 {  
531.                     // Rename the new image  
532.                     rename("images/products/editProductTemp.$imageFileType", "images/products/test.jpg");  
533.                       
534.                     // Edit product  
535.                     $stmt = $this->_dbHandle->prepare("UPDATE product  
536.                     SET category = ?,   
537.                     name = ?,  
538.                     image_src = ?,  
539.                     price = ?,  
540.                     stock = ?,  
541.                     description = ?,  
542.                     product_specific_details = ?,  
543.                     video_url = ?  
544.                     WHERE id = ?;"                      
545.                     );  
546.                       
547.                     if ($stmt->execute([$category, $name, (str_replace(array('\\','/',':','*','?','"','<','>','|'),' ',$name) . "." . $imageFileType), $price, $stock, $description, $details, $videoUrl, $id]))  
548.                     {  
549.                         return true;  
550.                     }  
551.                     else  
552.                     {  
553.                         return false;  
554.                     }   
555.                 }   
556.                 else   
557.                 {   // If upload failed  
558.                     $uploadErrorMessage = "Sorry, upload failed."; // If something else went wrong  
559.                     echo "<p>" . $uploadErrorMessage . "</p>";  
560.                     return false;  
561.                 }  
562.             }  
563.             else  
564.             {   // If the upload was not OK  
565.                 echo "<p>" . $uploadErrorMessage . "</p>";    
566.                 return false;  
567.             }  
568.         }  
569.         else   
570.         {  
571.             // Rename the old file to the new product name  
572.             $oldProductImg = $this->FindProductByID($id)->GetImageSource();  
573.             $oldFileType = pathinfo("images/products/$oldProductImg", PATHINFO_EXTENSION);  
574.             rename("images/products/$oldProductImg", "images/products/$name.$oldFileType");  
575.   
576.               
577.             // Edit product  
578.             $stmt = $this->_dbHandle->prepare("UPDATE product  
579.             SET category = ?,   
580.             name = ?,  
581.             image_src = ?,  
582.             price = ?,  
583.             stock = ?,  
584.             description = ?,  
585.             product_specific_details = ?,  
586.             video_url = ?  
587.             WHERE id = ?;"                      
588.             );  
589.   
590.             if ($stmt->execute([$category, $name, ($name . "." . $oldFileType), $price, $stock, $description, $details, $videoUrl, $id]))  
591.             {  
592.                 return true;  
593.             }  
594.             else  
595.             {  
596.                 return false;  
597.             }   
598.         }  
599.   
600.     }  
601.   
602.     public function DeleteProduct($productID)  
603.     {  
604.   
605.         // Get the old record's image name  
606.         $oldProductImg = $this->FindProductByID($productID)->GetImageSource();  
607.   
608.         $stmt = $this->_dbHandle->prepare("DELETE FROM product WHERE id = ?");  
609.   
610.         if ($stmt->execute([$productID]))  
611.         {  
612.             // If we successfully deleted the record, also delete its image  
613.             unlink("images/products/$oldProductImg"); // Does the deleting  
614.   
615.             return true;  
616.         }  
617.         else  
618.         {  
619.             return false;  
620.         }  
621.     }  
622.   
623.     public function AddProductToBasket($userID, $productID, $quantity)  
624.     {  
625.           
626.         $stmt = $this->_dbHandle->prepare("INSERT INTO basket (user_id, product_id, quantity) VALUES (?, ?, ?)");  
627.           
628.         // Try to insert and return true or false to note whether it succeeded  
629.         if ($stmt->execute([$userID, $productID, $quantity]))  
630.         {  
631.             return true;  
632.         }  
633.         else   
634.         {  
635.             return false;  
636.         }  
637.     }  
638.   
639.     public function GetBasketItemsForUser($userID)  
640.     {  
641.         $basketItems = array();  
642.           
643.   
644.         $stmt = $this->_dbHandle->prepare("SELECT   
645.                                             b.product_id,  
646.                                             b.quantity,  
647.                                             p.category,  
648.                                             b.basket_item_id,  
649.                                             p.id,  
650.                                             p.name,  
651.                                             p.price,  
652.                                             p.stock,  
653.                                             p.description,  
654.                                             p.image_src,  
655.                                             p.video_url,  
656.                                             p.product_specific_details  
657.                                         FROM  
658.                                             basket b  
659.                                         INNER JOIN product p   
660.                                             ON b.product_id = p.id WHERE user_id = ?");  
661.   
662.   
663.           
664.   
665.   
666.         if ($stmt->execute([$userID]))  
667.         {  
668.             // For each product in the basket for this user  
669.             while ($record = $stmt->fetch())  
670.             {  
671.                 $basketItems[] = new BasketItem($record);  
672.             }  
673.   
674.   
675.             return $basketItems;  
676.         }  
677.         else   
678.         {  
679.             // Return null to signify that we couldn't find any products for that user's basket  
680.             return null;      
681.         }  
682.   
683.        
684.   
685.           
686.             
687.        
688.         // Return the array of product objects  
689.         return $basketItems;  
690.     }  
691.   
692.   
693.     public function DeleteItemFromBasket($basketItemID)  
694.     {  
695.         $stmt = $this->_dbHandle->prepare("DELETE FROM basket WHERE basket_item_id = ?");  
696.   
697.         if ($stmt->execute([$basketItemID]))  
698.         {  
699.             // Succeeded  
700.             return true;  
701.         }  
702.         else   
703.         {  
704.             // Failed  
705.             return false;  
706.         }  
707.     }  
708.   
709.     public function SignUp($username, $password, $email)  
710.     {  
711.         $stmt = $this->_dbHandle->prepare("SELECT username FROM user WHERE username = ?");  
712.   
713.         if ($stmt->execute([$username]))  
714.         {  
715.             // User doesn't already exists  
716.             if ($stmt->rowCount() == 0)  
717.             {  
718.                 $validDetails = true;  
719.   
720.                 // Remove HTML tags from strings  
721.                 $username = strip_tags($username);  
722.                 $password = strip_tags($password);  
723.                 $email = strip_tags($email);  
724.   
725.                 // Regular expressions to check the password against  
726.                 $lowerLettersCheck = "/[a-z]/";  
727.                 $upperLettersCheck = "/[A-Z]/";  
728.                 $numbersCheck = "/[0-9]/";  
729.                 $emailCheck = "/\w+@\w+.\w+/"; // Simple format of something@something.something  
730.                 // Won't work with all emails but just something to match simpler cases  
731.                       
732.                 // Check the password for an upper case, lower case and number  
733.                 preg_match($upperLettersCheck, $password, $containsUpperLetters);  
734.                 preg_match($lowerLettersCheck, $password, $containsLowerLetters);  
735.                 preg_match($numbersCheck, $password, $containsNumbers);  
736.   
737.                 // Check the email  
738.                 preg_match($emailCheck, $email, $emailValid);  
739.   
740.   
741.                 // Password too short  
742.                 if (strlen($password) < 8)  
743.                 {  
744.                     echo "<p>Password too short.</p>";      
745.                     DisplaySignUpForm();  
746.   
747.                     $validDetails = false;  
748.                 }  
749.                 // Password long enough but not complex enough  
750.                 else if (!$containsUpperLetters || !$containsLowerLetters || !$containsNumbers)  
751.                 {  
752.                     echo "<p>Password does not meet the complexity requirements. Make sure your password has at least one upper case and lower case letter, and at least one number.</p>";  
753.                     DisplaySignUpForm();  
754.   
755.                     $validDetails = false;  
756.                 }  
757.                   
758.   
759.                 // Email does not match regular expression  
760.                 if (!$emailValid)  
761.                 {  
762.                     echo "<p>Email is not valid.</p>";  
763.   
764.                     $validDetails = false;  
765.                 }  
766.   
767.                 if ($validDetails)  
768.                 {  
769.                     $stmt = $this->_dbHandle->prepare("INSERT INTO user (username, password, email, is_admin) VALUES (?, ?, ?, false)");  
770.                       
771.                     // Inserted row successfully  
772.                     if ($stmt->execute([$username, $password, $email]))  
773.                     {  
774.                         return true;  
775.                     }  
776.                     else   
777.                     {  
778.                         return false;  
779.                     }  
780.   
781.                 }  
782.             }  
783.             else   
784.             {  
785.                 echo "<p>Username is already in use.</p>";  
786.             }  
787.         }  
788.         else   
789.         {  
790.             echo "<p>Something went wrong.</p>";  
791.         }  
792.   
793.     }  
794.   
795.     public function GetAllLogs()  
796.     {  
797.         $stmt = $this->_dbHandle->prepare("SELECT * FROM log");  
798.   
799.         $logsArray = [];  
800.   
801.         if ($stmt->execute())  
802.         {  
803.             while ($record = $stmt->fetch())  
804.             {  
805.                 // For each database row returned, add it to our array with our own keys  
806.                 $logsArray[] = array(  
807.                     "logID" => $record["log_id"],  
808.                     "userID" => $record["user_id"],  
809.                     "logType" => $record["log_type"],  
810.                     "details" => $record["details"],  
811.                     "timestamp" => $record["timestamp"]  
812.                 );  
813.             }  
814.   
815.             return $logsArray;  
816.         }  
817.         else  
818.         {  
819.             return false;  
820.         }  
821.     }  
822. }  
823.   
824. ?>  
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1. <?php  
2.   
3. namespace Observer;  
4.   
5. require_once "IObserver.php";  
6.   
7. interface IObservable  
8. {  
9.     // Methods  
10.     public function Attach(IObserver $observer);  
11.     public function Detach(IObserver $observer);  
12.     public function Notify();  
13.   
14.     public function GetUserID();  
15.     public function SetUserID($details);  
16.   
17.     public function GetDetails();  
18.     public function SetDetails($details);  
19.   
20.     public function GetLogType();  
21.     public function SetLogType($logType);  
22. }  
23.   
24. ?>  
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1. <?php  
2.   
3. namespace Observer;  
4.   
5. require_once "IObservable.php";  
6.   
7. class UserObservable implements IObservable  
8. {  
9.     // Attributes  
10.     private $_observers = [];  
11.     private $_userID; // The user who did something  
12.     private $_details; // The details entered, either storing the password the user tried to log in with, or what they searched for  
13.     private $_logType; // Log type for use in a database row or json file  
14.   
15.     // Constructor  
16.     public function __construct()  
17.     {  
18.         // Nothing here  
19.     }  
20.   
21.     // Methods for Properties  
22.   
23.     public function SetUserID($userID)  
24.     {  
25.         $this->_userID = $userID;  
26.     }  
27.   
28.     public function GetUserID()  
29.     {  
30.         return $this->_userID;  
31.     }  
32.   
33.     public function SetDetails($details)  
34.     {  
35.         $this->_details = $details;  
36.     }  
37.   
38.     public function GetDetails()  
39.     {  
40.         return $this->_details;  
41.     }  
42.   
43.     public function SetLogType($logType)  
44.     {  
45.         $this->_logType = $logType;  
46.     }  
47.   
48.     public function GetLogType()  
49.     {  
50.         return $this->_logType;  
51.     }  
52.   
53.     // Methods  
54.   
55.     // Adds an observer object to the array  
56.     public function Attach(IObserver $observer)  
57.     {  
58.         $this->_observers[] = $observer;  
59.     }  
60.   
61.     // Removes an observer from the array  
62.     public function Detach(IObserver $observer)  
63.     {  
64.         // For each item in the array, check if it matches the object and delete the one that matches  
65.         $index = array_search($observer, $this->_observers, true);  
66.         if ($index !== false)  
67.         {  
68.             array_splice($this->_observers, $index, 1);  
69.         }  
70.     }  
71.   
72.     // Notify all observers of this observable  
73.     public function Notify()  
74.     {  
75.         // Notify each observer  
76.         foreach($this->_observers as $observer)  
77.         {  
78.             $observer->Update($this);  
79.         }  
80.     }  
81. }  
82.   
83. ?>  
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1. <?php  
2.   
3. namespace Observer;  
4.   
5. require_once "IObservable.php";  
6.   
7. interface IObserver  
8. {  
9.     public function Update(IObservable $observable);  
10. }  
11.   
12.   
13. ?>  
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1. <?php  
2.   
3. namespace Observer;  
4.   
5. require_once "IObserver.php";  
6.   
7. class JsonObserver implements IObserver  
8. {  
9.     // Attributes  
10.   
11.     // Constructor  
12.     public function __construct()  
13.     {  
14.   
15.     }  
16.   
17.     // Methods for Properties  
18.       
19.     // Methods  
20.     public function Update(IObservable $observable)  
21.     {  
22.         // If we have all the data we need  
23.         if ($observable->GetLogType() == "login-fail" || $observable->GetLogType() == "search-filter")  
24.         {  
25.             $newLog = array(  
26.                 "logType" => $observable->GetLogType(),  
27.                 "userID" => $observable->GetUserID(),  
28.                 "details" => $observable->GetDetails(),  
29.                 "timeAttempted" => date("M,d,Y h:i:s A") // Get the time that this log was created  
30.             );  
31.         }  
32.         else  
33.         {  
34.             // If we don't know what happened, just log the username and time of log  
35.             $newLog = array(  
36.                 "logType" => "unknown",  
37.                 "userID" => $observable->GetUserID(),  
38.                 "timeAttempted" => date("M,d,Y h:i:s A")  
39.             );  
40.         }  
41.   
42.         // If file doesn't exist, create it  
43.         if (!file_exists("logs.json")) {  
44.             $file = fopen("logs.json","w");  
45.             fwrite($file,"");  
46.             fclose($file);  
47.         }  
48.   
49.         $fileData = file_get_contents('logs.json'); // Get contents of log file as a plain string  
50.         $fileDataAsArray = json_decode($fileData);  // Access the string as JSON and decode it to an array  
51.         $fileDataAsArray[] = $newLog;  
52.   
53.         $newJsonData = json_encode($fileDataAsArray, JSON_PRETTY_PRINT); // Pretty print adds new lines and makes it more human-readable  
54.   
55.         file_put_contents('logs.json', $newJsonData);  
56.     }  
57. }  
58.   
59. ?>  
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1. <?  
2.   
3. namespace Observer;  
4.   
5. require_once "IObserver.php";  
6.   
7. use \PDO;  
8.   
9. //  
10. //  I'm aware that some of this code is slightly repeated from the PdoDB class, but I did it  
11. //  like this so that I could follow the observer pattern a bit better.  
12. //  
13. class PdoObserver extends PDO implements IObserver  
14. {  
15.     // Attributes  
16.     private $_dsn;  
17.     private $_username;  
18.     private $_password;  
19.     private $_dbHandle;  
20.   
21.     // Constructor  
22.     public function __construct($dsn, $username, $password, IObservable $observable = null)  
23.     {  
24.         // Stops error info display - username and password  
25.         set_exception_handler(array(__CLASS__, 'exception_handler'));  
26.   
27.         $this->_dsn = $dsn;  
28.         $this->_username = $username;  
29.         $this->_password = $password;  
30.         $this->_observable = $observable;  
31.   
32.         // Create a new PDO object with the details that were passed in to construct with  
33.         $this->_dbHandle = new PDO($this->_dsn, $this->_username, $this->_password);  
34.   
35.         // Restore exception back to the default now that we've constructed properly  
36.         restore_exception_handler();  
37.     }  
38.   
39.     public static function exception_handler($exception)  
40.     {  
41.         // Output the exception details  
42.         die('Uncaught exception: ' . $exception->getMessage());  
43.     }  
44.   
45.     // Methods for Properties  
46.       
47.     // Methods  
48.     public function Update(IObservable $observable)  
49.     {  
50.         // If we have all the data we need  
51.         if ($observable->GetLogType() == "login-fail" || $observable->GetLogType() == "search-filter")  
52.         {  
53.             $logType = $observable->GetLogType();  
54.             $userID = $observable->GetUserID();  
55.             $details = $observable->GetDetails();  
56.             $timestamp = date("M,d,Y h:i:s A"); // Get the time that this log was created  
57.         }  
58.         else  
59.         {  
60.             // If we don't know what happened, just log the username and time of log  
61.             $logType = "unknown";  
62.             $userID = $observable->GetUserID();  
63.             $details = null; // No details, so use null to pass to the bind param later  
64.             $timestamp = $timestamp = date("M,d,Y h:i:s A");  
65.         }  
66.   
67.         // A note: I chose to use a PHP time variable passed to the database as a stirng here, instead of the database getting the timestamp  
68.         // when it inserts, so that the time is the same as the JSON one, and doesn't get swayed by the time taken for database connection  
69.         $stmt = $this->_dbHandle->prepare("INSERT INTO log (user_id, log_type, details, timestamp) VALUES (?, ?, ?, ?)");          
70.         $stmt->execute([$userID, $logType, $details, $timestamp]);  
71.     }  
72. }  
73.   
74. ?>  
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1. <?php  
2.   
3. namespace Observer;  
4.   
5. require_once "IObserver.php";  
6.   
7. class FakeEmailObserver implements IObserver  
8. {  
9.     // Attributes  
10.   
11.     // Constructor  
12.     public function __construct()  
13.     {  
14.   
15.     }  
16.   
17.     // Methods for Properties  
18.       
19.     // Methods  
20.     public function Update(IObservable $observable)  
21.     {  
22.         // Email would go here  
23.     }  
24. }  
25.   
26. ?>  
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1. <?php  
2.   
3. namespace Product;  
4.   
5. require_once "BasicObject.php";  
6. use \Main\BasicObject;  
7.   
8.   
9.   
10. /*  A quick note on class structure: 
11.     I chose not to make an abstract / parent class and specialisation class because  
12.     the product class is already pretty general. It's "general" because I didn't want 
13.     a table per product type, as that would make querying more awkward, so as a result 
14.     all products are in one table, and one class 
15. */  
16. class Product extends BasicObject  
17. {  
18.     // Attributes  
19.     private $_category;  
20.     private $_id;  
21.     private $_name;  
22.     private $_price;  
23.     private $_stock;  
24.     private $_description;  
25.     private $_imageSource;  
26.     private $_videoUrl;  
27.     private $_details;  
28.   
29.     // Constructor - no setter functions as they are   
30.     // done here and should not be accessible otherwise  
31.     public function __construct($databaseRow)  
32.     {  
33.         // Must construct with these to be a sellable product  
34.         $this->_id = $databaseRow["id"];  
35.         $this->_name = $databaseRow["name"];  
36.         $this->_price = $databaseRow["price"];  
37.         $this->_stock = $databaseRow["stock"];  
38.         $this->_description = $databaseRow["description"];  
39.         $this->_imageSource = $databaseRow["image_src"];  
40.         $this->_videoUrl = $databaseRow["video_url"];  
41.         $this->_details = $databaseRow["product_specific_details"];  
42.         $this->_category = $databaseRow["category"];  
43.   
44.         if (emptyempty($this->_imageSource))  
45.         {  
46.             $this->_imageSource = "../missing.jpg";  
47.         }  
48.     }  
49.   
50.   
51.     // Methods for properties  
52.     public function GetCategory()  
53.     {  
54.         return $this->_category;  
55.     }  
56.   
57.     public function GetID()  
58.     {  
59.         return $this->_id;  
60.     }  
61.   
62.     public function GetName()  
63.     {  
64.         return $this->_name;  
65.     }  
66.   
67.     public function GetPrice()  
68.     {  
69.         return $this->_price;  
70.     }  
71.   
72.     public function GetStock()  
73.     {  
74.         return $this->_stock;  
75.     }  
76.   
77.     public function GetDescription()  
78.     {  
79.         return $this->_description;  
80.     }  
81.   
82.     public function GetImageSource()  
83.     {  
84.         return $this->_imageSource;  
85.     }  
86.   
87.     public function GetVideoURL()  
88.     {  
89.         return $this->_videoUrl;  
90.     }  
91.   
92.     public function GetDetails()  
93.     {  
94.         return $this->_details;  
95.     }  
96.     // Methods  
97.   
98.     // Output this product's details as a summary card for use in a list view  
99.     // Plug in the attributes into a HTML template  
100.     public function GetHtmlCard()  
101.     {  
102.         $productHTML =   
103.         "<div class='product-card col-12 col-sm-6 col-md-3'>  
104.             <div class='product-card-inner'>  
105.                 <a href='productDetails.php?id={$this->_id}'>  
106.                     <img src='images/products/{$this->_imageSource}'/>  
107.                 </a>  
108.                 <div class='text-container'>  
109.                     <a href='productDetails.php?id={$this->_id}class='product-name'>{$this->_name}</a>";  
110.       
111.                     if ($this->_stock > 0)  
112.                     {  
113.                         $productHTML .= "<p class='product-stock'>Stock: {$this->_stock}</p>";  
114.                     }  
115.                     else  
116.                     {  
117.                         $productHTML .= "<p class='product-stock' style='color: red;'>Out of stock</p>";  
118.                     }  
119.       
120.                     $productHTML .= "  
121.                     <div class='vertical-filler'></div>  
122.                     <p class='product-price'>£{$this->_price}</p>"  
123.             . "</div>  
124.             </div>  
125.         </div>";  
126.           
127.   
128.   
129.   
130.         return $productHTML;  
131.     }  
132.   
133.   
134.     // Returns the details of the product in detail for the dedicated product page.  
135.     // To be called by the child classes i.e. a processor object may call this and pass its processor  
136.     // specific specifications / information in.  
137.     public function GetProductPageHtml()  
138.     {  
139.         $productHTML =   
140.         "<div class='row title-row'>  
141.             <h1>{$this->_name}</h1>  
142.         </div>  
143.   
144.         <br/>  
145.         <br/>  
146.   
147.         <div id='product-product-details'>  
148.             <div class='row'>  
149.   
150.                 <div class='col-12 col-md-6 col-lg-4 product-img-col'>  
151.                     <img id='product-page-image' src='images/products/{$this->_imageSource}' />  
152.                 </div>  
153.                 <div class='col-12 col-md-6 col-lg-5'>  
154.                 <h2>About This Product</h2>  
155.                     <p>{$this->_description}</p>  
156.                 </div>  
157.                 <div class='col-12 col-md-12 col-lg-3' id='product-description'>  
158.                     <br>      
159.                     <div class='row product-page-buy-row'>  
160.                         <div class='col-12'>";   
161.   
162.                         if ($this->_stock > 0)  
163.                         {  
164.                             $productHTML .= "<p>Stock: {$this->_stock}</p>";  
165.                         }  
166.                         else  
167.                         {  
168.                             $productHTML .= "<p style='color: red;'>Out of stock</p>";  
169.                         }  
170.                                
171.   
172.                           
173.                           
174.                         $productHTML .=  
175.                             "</div>      
176.                         <div class='col-12'>  
177.                             <p>£" . number_format($this->_price, 2, '.', ',') . "</p>  
178.                         </div>  
179.                         <br>  
180.                         <br>  
181.                         <br>  
182.                         <div class='col-12 add-basket-button-container'>";  
183.   
184.                         // Only show add to basket option if stock available  
185.                         if ($this->_stock > 0)  
186.                         {  
187.                             // Only allow add to basket if logged in  
188.                             if (isset($_SESSION["username"]))  
189.                             {  
190.                                 // Add an invisible field to pass to the php page  
191.                                 $productHTML .=   
192.                                 "  
193.                                 <form id='add-basket-form' method='POST' action='add-basket.php'>  
194.                                     <input style='display: none; width: 0; height: 0;' id='userID' name='userID' type='text' value='{$_SESSION["userID"]}'/>  
195.                                     <input style='display: none; width: 0; height: 0;' id='getParams' name='getParams' type='text' value='?id={$this->_id}'/>  
196.                                     <input style='display: none; width: 0; height: 0;' id='productID' name='productID' type='text' value='{$this->_id}'/>  
197.                                     <input class='product-quantity' type='number' name='quantity' min='1' max='5' value='1' id='quantity' name='quantity'/>  
198.                                     <br/>  
199.                                     <button type='submit' class='btn btn-lg btn-success'>Add to basket</button>  
200.                                 </form>";  
201.                             }  
202.                             else // Otherwise take to log in / home page  
203.                             {  
204.                                 $productHTML .= "<button type='button' class='btn btn-lg btn-success' onclick='location.href = \"index.php\";'>Add to basket</button>";  
205.                             }  
206.                         }  
207.                         else  
208.                         {  
209.                             $productHTML .= "<button type='button' disabled style='opacity: 0.3' class='btn btn-lg btn-success' onclick='alert('Hello world!')'>Add to basket</button>";  
210.                         }  
211.   
212.                           
213.   
214.                         $productHTML .= "</div>";  
215.   
216.                         // If this is present in the url  
217.                         if (isset($_GET["added-basket"]))  
218.                         {  
219.                             // And if it is = 1  
220.                             if ($_GET["added-basket"] == "1")  
221.                             {  
222.                                 // Display message to user  
223.                                 $productHTML .= "<p style='text-align: center; color: #00c732; padding-top: 15px;'>Product added to basket.</p>";  
224.                             }  
225.                             else  
226.                             {  
227.                                 // Display error message to user  
228.                                 $productHTML .= "<p style='text-align: center; color: red; padding-top: 15px; font-size: 1.2em;'>Sorry! Could not add product to basket. Please contact customer service.</p>";  
229.                             }  
230.                         }  
231.   
232.                         $productHTML .=  
233.                     "</div>  
234.                 </div>  
235.             </div>  
236.   
237.             <br>  
238.             <hr>  
239.             <br>  
240.   
241.             <div class='row'>  
242.                 <div class='col-12 col-lg-5'>  
243.                     <h2>Product specifications:</h2>  
244.                     <p>";  
245.                       
246.                     // nl2br is a PHP function that outputs new lines as html breaks  
247.                     $productHTML .= nl2br($this->_details);                       
248.   
249.                     $productHTML .= "  
250.                     </p>  
251.                 </div>  
252.   
253.   
254.                 <div class='col-12 col-lg-7'>  
255.                     <iframe src='{$this->_videoUrl}' frameborder='0'  
256.                         allow='accelerometer; autoplay; encrypted-media; gyroscope; picture-in-picture'  
257.                         allowfullscreen></iframe>  
258.                 </div>  
259.             </div>  
260.         </div>";  
261.   
262.     return $productHTML;  
263.     }  
264.   
265. }  
266.   
267.   
268. ?>  
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1. <?php  
2.   
3. namespace Product;  
4.   
5. require_once "Product.php";  
6. use \Product\Product;  
7.   
8. class BasketItem extends Product  
9. {  
10.       
11.     // Attributes  
12.     private $_basketItemID;  
13.     private $_quantity;  
14.   
15.   
16.     // Constructor  
17.     public function __construct($databaseRow)  
18.     {  
19.         parent::__construct($databaseRow);  
20.   
21.         $this->_quantity = $databaseRow["quantity"];  
22.         $this->_basketItemID = $databaseRow["basket_item_id"];  
23.     }  
24.   
25.     // Methods for properties  
26.    
27.   
28.     // Methods  
29.   
30.     public function GetOrderTotalPrice()  
31.     {  
32.         return $this->_quantity * PARENT::GetPrice();  
33.     }  
34.   
35.     public function GetBasketItemHtml()  
36.     {  
37.         $basketItemHTML = "  
38.         <div class='row basket-item'>  
39.                     <div class='col-12 col-md-6 col-lg-2 border-l no-border'>  
40.                         <a href='productDetails.php?id=" . PARENT::GetID() . "'>  
41.                             <img src='images/products/" . PARENT::GetImageSource() . "'/>  
42.                         </a>      
43.                       
44.                     </div>  
45.                     <div class='col-12 col-md-6 col-lg-5 border-l'>  
46.                         <div class='row'>  
47.                             <a href='productDetails.php?id=" . PARENT::GetID() . "'>  
48.                                 <h2>" . PARENT::GetName() . "</h2>  
49.                             </a>  
50.                         </div>  
51.                         <div class='row product-para'>" .  
52.   
53.                         // Show the first 300 characters followed by ellipsis  
54.                          substr(PARENT::GetDescription(), 0, 300) . "..." .  
55.   
56.                         "</div>  
57.                     </div>  
58.                     <div class='col-12 col-md-6 col-lg-2 border-l price-centre'>  
59.                         <p class='price-heading'>Price:</p>  
60.                         <p class='price-value'>£" . number_format(PARENT::GetPrice(), 2, '.', ',') . "</p>  
61.                     </div>  
62.   
63.                     <div class='col-12 col-md-6 col-lg-3 border-l price-centre'>  
64.                         <div class='row'>  
65.                             <p class='quantity-heading'>Quantity: <b>" . $this->_quantity . "</b></p>  
66.                         </div>  
67.                         <div class='row'>  
68.                             <p>Total: <b>£" . number_format($this->GetOrderTotalPrice(), 2, ".", ",") . "</b></p>  
69.                         </div>  
70.                         <div class='row'>  
71.                             <button class='btn btn-md btn-danger' onclick='location.href = \"remove-from-basket.php?id=" . $this->_basketItemID . "\";' >Remove from basket</button>  
72.                         </div>  
73.                     </div>  
74.                 </div>  
75.                 ";  
76.                   
77.         return $basketItemHTML;  
78.     }  
79.   
80. }  
81.   
82.   
83. ?>  
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Austin@AustinPC MINGW64 /c/xampp/htdocs/AWD1 (master)
$ git log -s
commit 31950f25dfd28dcd6378d0605f7ee1d923371a88 (HEAD -> master, origin/master)
Author: Austin Hooper <austinhooper01@gmail.com>
Date:   Sat Feb 15 17:42:42 2020 +0000

    Final commit - all done. Finished observer code and fixed some bugs with products

commit 09b0682114b69e92d897ed15ec721985ec5e2025
Author: Austin Hooper <austinhooper01@gmail.com>
Date:   Mon Feb 10 22:12:14 2020 +0000

    Implemented observer for JSON and PDO database. Added empty observer for email, to show how it would work. Bug fixes to add and edit product code.

commit 70889d583cfe500dd84c741b01e3a8d8f16fdcec
Author: Austin Hooper <austinhooper01@gmail.com>
Date:   Sun Feb 9 16:02:24 2020 +0000

    Added observer and observable interfaces and classes, yet to create logs though.

commit 1205fc9f1c27d7d7537266769f0bb8adef35a66e
Author: Austin Hooper <austinhooper01@gmail.com>
Date:   Wed Jan 29 20:37:10 2020 +0000

    test

commit 17737c6136079769fe671b143f57631f567b19f7
Author: Austin Hooper <austinhooper01@gmail.com>
Date:   Sun Jan 12 03:25:16 2020 +0000

    Fixed some bugs in the add product page occurring only with specific conditions met. Added edit product page. Fixed delete product code to now delete its image too. Added pagination.

commit e54148be5cc5ab5d0ba9693cb4930d1247b2e805
Author: Austin Hooper <austinhooper01@gmail.com>
Date:   Thu Jan 9 10:38:25 2020 +0000

    Added sign up functionality. Migrated old products to new table and deleted old product tables. Fixed an error in the search products by name code

commit 042887514994ac41425209d57a5a8d91e9e555ac
Author: Austin Hooper <austinhooper01@gmail.com>
Date:   Wed Jan 8 22:19:06 2020 +0000

    Added filter by price min and max.

commit d8ffa9bcec22221f0154a0764a690fccfb923fae
Author: Austin Hooper <austinhooper01@gmail.com>
Date:   Fri Jan 3 19:26:55 2020 +0000

    Moved from using multiple tables for different products to a single product table for simplicity. Product specific columns are now stored in a paragraph. Changed table structure to reflect this. Old product tables still present as their data isn't copied over yet

commit dc0dda276665c47d7321641ae9c3c580a3e891a2
Author: Austin Hooper <austinhooper01@gmail.com>
Date:   Fri Dec 13 15:38:54 2019 +0000

    First commit. Covered git after I had done a lot of this work, so will commit from now on
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CUSTOMER
1. As a customer, I want to sign up to the site so that I can benefit from its account-restricted features
	1.1. Access sign up page
		1.1.1. Click link from home page
	1.2. Enter account information
1.2.1. Enter individual fields – text and date fields
1.3. Submit form / sign up
	1.3.1. Click Submit button
	1.3.2. Validate input against requirements (password complexity, etc.)
	1.3.3. Sign up
	1.3.4. Show confirmation message to user



2. As a customer, I want to log in, in order to access my account details and shopping basket
2.1. Access log in page
2.1.1. Access site home page via search / URL (log in part of index page)
	2.2. Enter account details
		2.2.1. Enter individual fields – text and password fields
	2.3. Log in
		2.3.1. Click Submit button
		2.3.2. Verify correct details
		2.3.3. Log user in
		2.3.4. Show welcome message to user



3. As a customer, I want to view items in a list so that I can see a range of products
3.1. Access Products page
3.1.1. Click link from homepage or navigation bar
3.2. Display results
		3.2.1. Retrieve all products
		3.2.2. Display results to page



4. As a customer, I want to search for products, to find a specific product given its name or keyword
	4.1. Access Products page
		4.1.1. Click link from homepage or navigation bar	
4.2. Search for products
		4.2.1. Type into search field
		4.2.2. Submit form
	4.3. Display results
		4.3.1. Retrieve all products matching criteria
		4.3.2. Display results to page





5. As a customer, I want to filter products, to find groups of product
5.1. Access Products page
5.1.1. Click link from homepage or navigation bar
           5.2. Filter products
                      5.2.1. Select appropriate check boxes
                      5.2.2. Submit form
           5.3. Display results
                      5.3.1. Retrieve all products matching criteria
		5.3.2. Display results to page


6. As a customer, I want to view more information about a specific product so that I can decide if it’s right for me
	6.1. Access Products list page
		6.1.1. Click link from homepage or navigation bar
	6.2. Choose individual product
		6.2.1. Click / tap a product card
		6.2.2. Load page with data for that specific product


7. As a customer, I want to change my account information so that I can reflect any personal details that have changed (e.g. address)
	7.1. Access Account page
		7.1.1. Click My Account navigation link
	7.2. Edit information field
		7.2.1. Edit text field or checkbox
		7.2.2. Submit form – click button
		7.2.3. Update account details
		7.2.4. Show confirmation message to user


8. As a customer, I want to add products to my basket so that I can buy them
	8.1. Access specific product page
		8.1.1. View product in list page
		8.1.2. Click product card
	8.2. Add product to basket
		8.2.1. Click add to basket button
		8.2.2. Choose quantity
		8.2.3. Update user’s basket
	8.3. Check out
		8.3.1. Submit form / click buy
		8.3.2. Update product stock
		8.3.3. Show confirmation message to user



9. As a customer, I want to view items in my basket so I can review what I’ve purchased
	9.1. Access Account page
		9.1.1. Click My Account navigation link
	9.2. View basket items
		9.2.1. Retrieve products
		9.2.2. Display items to page


10. As a customer, I want to remove items from my basket, to allow me to change my mind on purchases
	10.1. Access Account page
		10.1.1. Click My Account navigation link
	10.2. Delete basket item
		10.2.1. Click remove / delete button for specific product~
		10.2.2. Delete product from basket
		10.2.3. Show confirmation message to user


11. As a customer, I want to log out in order to protect my account information from other users
           11.1. Access Account page
		11.1.1. Click My Account navigation link
	11.2. Log out
		11.2.1. Click log out button
		11.2.2. Log out
















ADMINISTRATOR
1. As an admin, I want to log in, so that I can manage the site and use the admin-only features
	1.1. Access log in page
1.1.1. Access site home page via search / URL (log in part of index page)
	1.2. Enter account details
		1.2.1. Enter individual fields – text and password fields
	1.3. Log in
		1.3.1. Click Submit button
		1.3.2. Verify correct details
		1.3.3. Log in
		1.3.4. Show welcome message to user



2. As an admin, I want to add products, so that our online shop can expand when we order in new products
	2.1. Access add product page
		2.1.1. Access products list page through home page link
		2.1.2. Click add product button to go to add product page
	2.2. Enter product details
		2.2.1. Enter individual fields as plain text
		2.2.2. Upload product image
	2.3. Add product
		2.3.1. Click Submit button
		2.3.2. Verify valid input
		2.3.3. Add product
		2.3.4. Show confirmation message to user


3. As an admin, I want to view products in a list so that I can see a range of products to review
	3.1. Access Products page
		3.1.1. Click link from homepage or navigation bar
	3.2. Display results
		3.2.1. Retrieve all products
		3.2.2. Display results to page



4. As an admin, I want to search for products, to find a specific product to review
	4.1. Access Products page
		4.1.1. Click link from homepage or navigation bar
	4.2. Search for products
		4.2.1. Type into search field
4.2.2. Submit form
	4.3. Display results
		4.3.1. Retrieve all products matching criteria
		4.3.2. Display results to page





5. As an admin, I want to filter products, to find groups of product to review
	5.1. Access Products page
		5.1.1. Click link from homepage or navigation bar
	5.2. Filter products
		5.2.1. Select appropriate check boxes
		5.2.2. Submit form
	5.3. Display results
		5.3.1. Retrieve all products matching criteria
		5.3.2. Display results to page



6. As an admin, I want to edit products, so that I can reflect stock or specification changes
	6.1. Access edit product page
		6.1.1. Access products list page through home page link
		6.1.2. Click product which needs to be edited
		6.1.3. Click edit product button to go to edit page
	6.2. Enter product details
		6.2.1. Edit individual fields as plain text where necessary
		6.2.2. Upload new image if necessary
	6.3. Save product
		6.3.1. Click Submit button
		6.3.2. Verify valid input
		6.3.3. Edit product
		6.3.4. Show confirmation message to user



7. As an admin, I want to delete products, so that I can remove items when we stop stocking them
	7.1. Access individual product page
		7.1.1. Access products list page through home page link
		7.1.2. Click product which needs to be edited
	7.2. Delete product
		7.2.1. Click delete product button
		7.2.2. Confirm – “Are you sure you want to delete this product?”
		7.2.3. Delete product



8. As an admin, I want to view individual products, in order to review them so that I can check what the customers see
	8.1. Access Products list page
		8.1.1. Click link from homepage or navigation bar
	8.2. Choose individual product
		8.2.1. Click / tap a product card
		8.2.2. Load page with data for that specific product








9. As an admin, I want to view logs, so that I can review customer / user actions 
	9.1. Access logs page
		9.1.1. Access home page from search or URL
		9.1.2. When logged in as admin, click logs button
	9.2. View logs
		9.2.1. Retrieve logs
		9.2.2. Display logs to page



10. As an admin, I want to log out in order to prevent unauthorised access to admin rights
	10.1. Access Account page
		10.1.1. Click My Account navigation link
	10.2. Log out
		10.2.1. Click log out button
		10.2.2. Log out
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// Create new object with dsn, username and blank password, and an observable objsect as this page needs to log things
// " empty pwd for this local machine

$shopDbConn = new PdoDb(“mysql:host=localhost;dbname=adv-web”, “root™, ", new UserObservable());
$shopDbConn->AddObserver (new JsonObserver()); // Add observers for each type here

$shopDbConn->AddObserver(new PdoObserver(“mysql:host=localhost;dbname=adv-web”, “root”, ""));
$shopDbConn->AddObserver(new FakeEmailObserver());
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// Array to store all parameters, to pass into search

$filterParameters = array(
"productName" => null,
“productCategories™ => array(),
"minPrice"” => null,
"maxPrice" => null,
"sortBy" => "name-asc",
"limit" => PRODUCTS_PER_PAGE,
“offset” => $productOffset

)s
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$ git status -s

M AwDl-site/DataControl/PdoDb.php
v AwWD1l-site/index.php

77 AwWDl-site/DataControl/test.txt
77 AwDl-site/Observer/

77 AWDl-site/test.txt
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B austinhooper / AdvWebDev | private @Umwatchv 1 Kkstar 0 YFork 0

<>Code  (DlIssues 0  [1Pullrequests 0  © Actions [ Projects 0 () Security  |ili Insights £ Settings

Branch: master~ | AdvWebDev / AWD1-site / Create new file ~ Upload files  Find file  History
1" austinhooper Final commit - all done. Finished observer code and fixed some bugs w.. - Latest commit 31950f2 2 days ago
i DataControl Final commit - all done. Finished observer code and fixed some bugs w.. 2 days ago
i Observer Final commit - all done. Finished observer code and fixed some bugs w.. 2 days ago
i Products Final commit - all done. Finished observer code and fixed some bugs w.. 2 days ago
. oss Final commit - all done. Finished observer code and fixed some bugs w.. 2 days ago
i images Final commit - all done. Finished observer code and fixed some bugs w.. 2 days ago
[) BasicObject.php First commit. Covered git after | had done a lot of this work, 50 wil... 2 months ago
[) account.php Final commit - all done. Finished observer code and fixed some bugs w... 2 days ago
[) add-basketphp Final commit - all done. Finished observer code and fixed some bugs w... 2 days ago
[) admin-add-product.php Final commit - all done. Finished observer code and fixed some bugs w... 2 days ago
[) admin-edit-product.php Final commit - all done. Finished observer code and fixed some bugs w... 2 days ago
[) index.php Final commit - all done. Finished observer code and fixed some bugs w... 2 days ago
[) logoutphp First commit. Covered git after | had done a lot of this work, 50 wil... 2 months ago
[) logsjson Final commit - all done. Finished observer code and fixed some bugs w... 2 days ago
[) logs.php Final commit - all done. Finished observer code and fixed some bugs w... 2 days ago
[) productDetails.php Final commit - all done. Finished observer code and fixed some bugs w... 2 days ago
[) productListphp Final commit - all done. Finished observer code and fixed some bugs w... 2 days ago
[) remove-from-basket php Moved from using multiple tables for different products to a single p... 2 months ago

B sign-upphp Fixed some bugs in the add product page occurring only with specific ... last month
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