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I.  Introduction 
This report is broken down into to two parts. Part one looks at IoT and, big data analytics and how this new field has grown over recent years. The second part of the report is attempting to justify the design of the enterprise network and discussing the creation and thinking behind the design. At the time of writing, IoT interoperation is increasing, in both cooperate and residential environments. Such growth is credited [1] ‘to the capabilities and opportunities that the IoT will offer when fully deployed’ Issues such as climate change and economic downturn in recent decades have altered mindsets to a more efficient business model looking at getting the most out of computational resources. Big data collection and mining of said data is a business strategy that helps predict a more accurate prediction of future circumstances. IoT is best thought of as a technological ecosystem of devices which share data and connect for the benefit of their consumers. The sharing of data from a wide variety of devices from multiple sectors creates a real-time system available to respond, predict and evaluate data. The development and adaptation to IPV6 have complimented IOT, as we now have a unique IP address for every single device on earth for the foreseeable future. [2] ‘Gartner, Inc has forecast an estimated growth of 31 percent of connected devices from 2016 to 2017 and forecasts that by 2020 that number will reach 20.4 billion connected devices’. 20.4 billion devices connected and sharing valuable data all which will be likely to be collected for analytical, marketing and statistical purposes.

II. Related work to big data and analytics

The term “Big data” or “Big data problem” refers to a situation that we currently find ourselves. Presently, there is more data that we can currently handle. [3] ‘IoT devices collect and transmit data to be stored and processed in the cloud. However, such data in both quantity and mutual relations will far surpass the capacities of the IT architectures and infrastructure of existing enterprises, and its real-time requirement will also greatly stress the available computing capacity’. In short, it is much easier to create data than it is to collect, analyse and interpret what is and is not valuable. Current methods involve the collection of “Big data” in data centres or data warehouses. Data is stored until mining tools and software will process the data into information which may or may not be useful to the holder of that information. If the data found is surplus to requirements then this data can be sold to other corporate environments to benefit their business strategy based on the information collected. Unfourantaly this cannot always be accurate as it is often years before the data is processed due to the backlogs and sheer volumes of data to be processed. Situations often may arise where the reader may have been affected. A business reaches out to a customer for a sales pitch. The company, have bought the data legally from another company. However, the customer informs the sales rep the current occupier is not the one they have on record. Although at the time the data was accurate there is no way to tell how accurate or old that data may be due to the sheer volume and the processing limitations. IoT devices such as smart cars, smart meters, smartphones, smart appliances will continue to create new and exciting data and uploaded to the internet. Where IoT devices differ from traditional methods of data mining and collection is their ability for M2M (machine to machine learning). For example, a smart thermostat requests an update on the five-day forecast. Temperatures are predicted to be  -5 in both the days and the nights for the next five days. From this information, the thermostat knows to keep the home at a comfortable temperature for those five days while requesting the electric at the cheapest times of the day. This real-time reactive system helps ease the pressure somewhat on traditional data processing by strategising the data somewhat into groups. For example, data from the Nest thermostat is going to give an insight into customer heating and cooling of their homes over a longevity period. Big data and data analytics is a multi-million-pound sector, IDC analytics predicted that in 2015 [3]’ The Big Data market was worth 125Billion American dollars. A figure that has surely only grown since and is predicted to continue. 125Billion dollars is a measure of how companies were investing in Big Data, not how much value they were deriving from it.’ However, as is often the case in IT is never far from scrutiny, IoT and big data have had its fair share of valid criticism of large-scale data leaks in recent years. Much of this data collection contains personal, and confidential information on customers and by law must have adequate protection from cyber threats under the DPA (data protection act). The act states [4] ‘Appropriate technical and organisational measures shall be taken against unauthorised or unlawful processing of personal data against accidental loss or destruction of, or damage to, personal data’. Cybersecurity is still often an afterthought when processing data and hackers are too often being exploiting these vulnerabilities to steal data and hold the business to ransom. Investigations are carried out over cyber leaks of information and should a third party discover a lack of security to protect DPA data then a hefty fine and a complete remodel of the cybersecurity outlook will be required. Uber recently fell victim to a large-scale data leak [4]’The breach - which took place in 2016 - was kept under wraps by the taxi-hailing firm, which paid hackers $100,000 (£75,000) to delete the data.’ Often companies will attempt to keep the leak under wraps without bringing it to public attention as this can damage the companies image and bring scrutiny and fines from DPA governing organisations. In Uber's case, they paid the hackers to delete the [5] names, email addresses and mobile phone numbers of customers. (Overall it was predicted that figure was close to) 57 million (were) impacted and 600,000 uber drivers had their names and license details compromised.’Unfortunately for uber the attack came to public knowledge and the CEO of uber [6] ‘Dara Khosrowshahi said: "None of this should have happened, and I will not make excuses for it."’. A rather embarrassing but not uncommon admission that they had not done enough to protect their customers and employee’s data.
The second part of this document details the design and analytical thinking of an enterprise network. The word design is vital as this the corresponding network is not a working simulation. This due to software issues and advanced troubleshooting and analysis the author does not yet possess. The Enterprise network is designed to prevent attacks such as the ones highlighted in the paper through IT best practice and the guidance of the CIA Triangle. [7] ‘Also known as the CIA triad, (the CIA triangle) is one of the guiding principles and concepts within information security. (IT professionals interpret the triad through the) Following manner: Confidentiality (of data and resources and) ensuring prevention of disclosure of information to unauthorised individuals and systems. Integrity: Ensuring that information cannot be modified undetectably, (via) guarding against improper information modification or destruction. Availability: Ensuring that information is available as needed, which consists of timely and reliable access.’ This model provides three key goals the enterprise network must achieve to be classified as a working and secure network.
Guidance from the triangle has provided vital areas the network security must abide too. The author felt that knowledge obtained over three years of networking concepts and practices will provide a sufficient and secure network. The authors critical thinking suggests adding advanced features while capable, may complex the design and the impact on security and quality of service in a way that leaves the network open to compromise.  The network design was tackled using a best effort approach using [8] ‘Cisco packet tracer’, and all justifications made, and any shortfalls admitted. The author hopes this honesty, and best practice formula will prevent any bugs or holes to exploit, as this basic knowledge design has been documented correctly for future expansion. Basic security is in place on all access ports on the access layer switches using Cisco’s port security.  Cisco’s port security feature dynamically learns the mac-address of the connected node. To further secure the ports the violation command is also in operation. [9] ‘The security violation occurs if the maximum number of secure MAC addresses have been added to the address table and the port receives traffic from a MAC address that is not in the address table.’ All traffic to and from that port is dropped until the violation is fixed. Layered security prevents malicious users removing the ethernet cable from static machines and plugging their device in for access to the network. Figure one shows both security commands configured on an access switch in Cisco packet tracer.
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This example shows how to configure a static secure MAC address on a port

switch# configure terminal

switch(config)$ interface ethernet 1/5

switch(config-if)# switchport port-security mac-address 0050.3e8d.6400
switch (config-if) #

This example shows how to enable port security with sticky MAC addresses on a port

switch# configure terminal



Figure 1:
All unused ports on the network are in the administratively down state. The author has done this, so any unused ports cannot be used to gain access to network resources, and open and connected ports have necessary port security configured.  Now that the ports are relatively secure the administrative planning of the performance of the network becomes a priority. The author began with placing all available access ports on the access layer switch as port fast enabled. Port fast allows for a smoother and faster network convergence for clients by removing the spanning three holding and listening times. Careful consideration has been taken to prevent layer two broadcast storms by enabling BPDU guard on all routing and switching ports to prevent any (Bridge data protocol units) bringing down the network through accidental plugging of a network device into a port fast enabled switchport. Finally, for all LAN network, ports are configured and placed into their VLAN’s to separate traffic for load balancing and security purposes. [10] ‘VLANs define broadcast domains in a Layer 2 network. A broadcast domain is the set of all devices that will receive broadcast frames originating from any device within the set.’ By grouping ports and devices into separate VLAN is the network will not be slowed with Layer 2 broadcast requests and data traffic can be separated from wireless and voice traffic ensuring the best quality of service for all users.
The final features in the LAN’S are ether channels. Ether channels enable load balancing, provide redundancy and reduce bottlenecks through grouping physical ports into one virtual interface. In the network, ether channels are strategically placed [11] ‘between switches or between switches and servers as these become heavily solicited’. The speed of these links can be increased, but only to the maximum of each port multiplied by the number available. To further complement the networks reaction times to failure.  The command spanning-tree uplinkfast was attempted, packet tracer, however, does not support this command shown in figure 2. This command speeds up the spanning tree algorithm of switching from a down to a redundant link to a new path.
Figure 2:
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Switch#confij [JTop

Switch#int fae/1

Switch(config-if)#spanning-tree uplinkfast

By applying both portfast and uplinkfast correctly, we increase the
performance of our networks!

Source: CCNA Study Guide by Todd Lammle, paraphrased by fadils.




Physical security has not been overlooked within the design of the enterprise network. Alongside software barriers, the author has placed the data collection and processing area known as the server farm into a physically secure location. Screen capture is shown in figure 3.

Figure 3:
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The only entrance to the server farm is electronically locked from the inside and can be open through RFID authentication. To further compliment the security a motion detector and camera record all persons coming and going from the location. Furthermore, the data centre has been incorporated into IoT devices to monitor the status of equipment, further decreasing the likelihood of costly downtime through real-time monitorization. It is important to state these IoT devices are not configured in a way that they work. However, when they are integrated into the network default passwords and names will be changed and threats mitigated as hacker use IoT devices as entry points into networks that are poorly configured. A DHCP server was added to the Swansea 
campus over the well-known and rehearsed DHCP on a router. In the simulation, the DHCP is temperamental and requires reconfiguring with the VLAN’s. However, at the time of writing the DHCP is working on the server for all static and wireless users. DHCP on a router would fix the sensitive issues however the author has decided against this as this will use additional resources on the router slowing routing processes and higher CPU usage thus reducing network performance. The design stated a requirement of an intranet required inside the network. [12] ‘An intranet is the network that is limited for use on the organisation's computers’. The intranet is located on the Swansea campus and is found at the following address, 192.168.10.254. Figure 4 is a screenshot of the Moodle page found through a browser located in VLAN 10. Wireless clients, however, cannot access the page. 
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Figure 4:

The wireless intranet remains unresolved at the time of writing. With pings working but a high amount of packet loss and sometimes the TTL (time-to-live) expiring before the round trip is completed Further troubleshooting and traceroutes are required to investigate the issue, as thus far an exact problem has not been found. A TFTP server has been added into the topology to provide backups of the networking configs should a hardware failure occur, or a version needs to be reset configurations however in the simulation have thus far been unsuccessful. It has therefore been added to show its function and that due consideration went into a quick recovery should we have issues with one or more network hardware failure. Deep packet inspection is required for all WAN traffic in the design the security feature found on the network is a Cisco ASA firewall. ASA (Adaptive security appliance) is the only available firewall in the software package used. Again, due to lack of configuration and understanding of existing problems the firewalls are not configured or on the network due to them taking down existing WAN connections. If the author were to make a recommendation regarding the design of the network, the author would highly recommend the [13] ‘FortiGate’ firewalls. Although these are more expensive than their Cisco counterparts, it is widely believed by many IT professionals that [14] ‘FortiGate’ make the best firewalls in the business. If budget is constricted, perhaps put the firewalls on the server farm only, that way they can protect the data inside that LAN and prevent issues highlighted earlier in this report regarding large-scale data leaks.  MD5 authentication is configured on all WAN connections to encrypt routing information from unwanted packet captures. The data centre also boasts onsite and offsite replication from all virtual servers for business continuance.  To summarise this design the author has attempted to design a fully functional network design that provides redundancy, quality of service, and security while keeping the network simple and easy enough to expand upon through future growth. Many unused ports are available for networking devices to be added over time and the collapsed core topology allows a distribution layer to be added to any campus. Unfortunately, as stated in the report many configurations have not worked, or links have gone down. To counteract these shortfalls the design/simulation is annotated with place notes for the reader to interpret the thinking behind each node and its purpose better. Finally, a remote VPN connection has been set up for management purposes. Unfortunately, while attempting to configure the VPN one command was not recognised in cisco packet tracer. This is shown in figure 5.
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Figure 5:
Research suggests this is indeed the correct command however for unknown reasons this command is not recognised in the simulation. Finally, an LSM (Local systems management) software is in place across all LAN. 

[15] ‘Cisco works’, [16] ‘is an enterprise workflow, monitoring, troubleshooting, reporting and configuration management tool. Cisco works to provide a (genuinely) superb management tool however it does not come cheap around $10,000 us dollars for the management software and licensing for 300 devices. Figure 6 shows the configuration of all switches on the network for SSH remote access for management of those devices. This further secures these devices from unauthorised access and allows encrypted remote management for offsite administrators. Finally, to summarise, all campuses are collapsed core topologies, a new tier can easily be added for a distribution layer and available ports are there for any future expansion. 
Figure 6:
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	30
	23.8

	
	
	

	5. Skills for Professional Practice 

Attributes in professional practice: individual and collaborative working; deployment of appropriate media; presentation and organisation.
	
	

	Be consistent with your formatting.  There are spelling mistakes.  Your work flow very well. (Grade mark: 65.00%)
	10
	6.5

	
	
	


	Assignment Mark (Assessment marks are subject to ratification at the Exam Board.  These comments and marks are to give feedback on module work and are for guidance only until they are confirmed. )
	Late Submission Penalties (tick if appropriate)
	72.3%

	
	Up to four weeks late
	
	

	
	First Attempt?
	
	


� PAGE \# "'Page: '#'�'" ��Spelling mistake


� PAGE \# "'Page: '#'�'" ��Expand the scope of reference sources consulted to improve the quality of research based tasks.


� PAGE \# "'Page: '#'�'" ��Be consistent with your formatting alignments.


� PAGE \# "'Page: '#'�'" ��Where is your conclusion and future recommendations?





