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ARTICLE INFO ABSTRACT

Keywords: Several publications have indicated potential benefit from collaboration with industry regarding wider use of
Life sciences industry strategy anonymised routine NHS healthcare data. However, there is limited guidance regarding exactly how such collab-
Informatics

orations between NHS hospitals and industry partners should best be carried out, and specific issues that need to
be addressed at an individual project or collaboration level to achieve desired benefit. Specifically, routine health
data are complex, not collected in a format optimised for secondary use, and often require interpretation based
on clinical understanding of the medical conditions or patients.

In order to address these issues, a formal partnership collaboration was established between an NHS organ-
isation (Great Ormond Street Hospital for Children) and a pharmaceutical company (Roche Products Limited),
to jointly understand the problems that require solving in order to maximise such use of NHS data to support
improved patient outcomes and other patient/NHS benefit in a more sustainable way.

We present the learnings from the first 2 years of the 5-year collaboration addressing aspects such as com-
plexities of NHS Electronic Patient Record (EPR), data engineering and use of modern technology to optimise
such data. Plus, the development of appropriate technology and data infrastructure within the NHS to support
interoperability and prepare the NHS for wider application of artificial intelligence. We also highlight the staff
skills and training needed to support such systems in the NHS, governance structures and processes needed to
ensure appropriate use of tools and data and how best to co-design with patients, their families, and clinical
teams. It is hoped that this review may provide useful information for both healthcare organisations and industry
partners working towards the future of optimal use of data and technology for healthcare benefit.

Information technology
Partnership
Collaboration

Introduction

In 2017, as the UK government planned its future outside the Eu-
ropean Union, the Life Sciences Industrial Strategy was published,' to
position the UK to take advantage of future health technology trends.
This strategy sought to address challenges under five key themes such
as science and growth, but specifically included NHS (National Health
Service)-industry collaboration, facilitating better patient care through
innovative treatments and technologies, and optimising use of data and
digital tools to support research and care. The strategy proposed that the
NHS should work in a ‘new collaborative environment where industry
and the health system work together, underpinned by the rich datasets
that the NHS can now provide’, to support discovery and development

of new medicines, diagnostics and MedTech capabilities, and catalysing
medical innovation using data analytics, artificial intelligence (AI) and
engineering.

Subsequently, there have been several UK government publications
focused on data and digital technology in the NHS, strategic and
technical,?!° with common overarching themes including:'! reducing
the places that data are collected, stored and disseminated; making data
accessible to trusted individuals, teams, organisations and businesses
(where appropriate) via platforms (secure data environments, SDESs); up-
skilling clinical, analytical, academic and senior management for digital
and data literacy; establishing governance, standards and mechanisms
ensuring that NHS data can be securely accessible for those who need
it, while deriving patient benefit; establishing mechanisms for trans-
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parency and accountability over data use and standardising how pa-
tients and the public are informed and involved. The central role of data
and data-driven technologies such as Al was underscored by the UK gov-
ernment’s mandate to NHS England (NHSE), specifically priority three
mandate to deliver recovery through the use of data and technology.'?

While such goals and mandates indicate the strategic direction along-
side high-level principles and frameworks,'%!° there is limited informa-
tion regarding specific practical issues to be addressed and pragmatic ac-
tions required from NHS organisations and industry partners to achieve
these goals. The recent NHSE Transformation Directorate’s publication
on effective NHS data partnerships provides structure regarding aspects
for consideration;'®> however, there remains a paucity of practical guid-
ance regarding real-world application. For example, several fundamen-
tal components are lacking in many NHS organisations that are required
to meet the guidelines suggested for effective data partnerships, includ-
ing availability of appropriately skilled staff with expertise in health-
data engineering and analysis, resources for dedicated staff, appropri-
ate NHS Information, Communication and Technology (ICT) infrastruc-
tures, such as secure, approved and flexible cloud platforms, appropriate
governance structures to support innovation and collaboration, and suit-
able delivery structures within NHS organisations to develop, evaluate
and maintain informatics or Al software tools for clinical or operational
purposes.

We present learnings regarding the commercial and operational
practicalities of an NHS trust (Great Ormond Street Hospital for Chil-
dren, ‘GOSH’) working in partnership with industry (Roche Products
Limited, ‘Roche UK’) towards the aims of the Life Sciences Industrial
Strategy to deliver benefit through better use of data and digital tools.
We provide candid, constructive reflections on the issues, barriers and
potential mitigations, to moving from strategy to sustainable impact,
which can be scalable across the NHS and beyond.

Partnership process

In December 2021, Roche UK and GOSH established a formal col-
laboration towards personalised healthcare by jointly addressing data
engineering and analysis issues required to optimise use of routine
anonymised health data for patient benefit. GOSH and Roche UK have
been working collaboratively in partnership for 24 months, strategically
focusing on areas including establishing a ‘Clinical Intelligence Unit’, im-
proving clinical/operational decision support, enriching datasets with
complex genomic and free-text derived data using Natural Language
Processing (NLP), optimising real-world data for paediatric personalised
healthcare, and improving insights through data from devices and wear-
ables. The partnership was highlighted as an exemplar collaborative ap-
proach by NHSE. !>

GOSH is an international paediatric centre of excellence, digitally
mature'® and hosts the NHSE North Thames Genomics Laboratory
Hub,!” one of seven in England.'® GOSH’s Data, Research, Innovation
and Virtual Environments Unit (‘GOSH DRIVE) is a leading informatics
centre,'” within which the partnership has developed a Clinical Intel-
ligence Unit (CIU) to allow technologies such as Al to move through
the software development lifecycle (SDLC) into real-world clinical prac-
tice/deployment, including validation and maintenance. Roche UK is
a global pioneer in personalised healthcare, including use of data and
technology, working towards improving patient care through collabo-
ration with the NHS.

As identified by the Topol Review,2° there is a need to attract par-
ticular skills into the NHS as data scientists, engineers and technical
specialists to create technological solutions to improve care and pro-
ductivity. Roche UK funding and seconded staff, under its collaboration
with GOSH, catalysed this pipeline for benefit of the NHS and the wider
Life Sciences ecosystem. The aim was to co-develop processes, prod-
ucts and tools using Al (such as NLP) to enable automated extraction of
unstructured information (eg genomics, images, text) into clinical work-
flows, to augment operational and clinical decision-making at scale. The

Future Healthcare Journal 11 (2024) 100168

partnership was supported by a project steering group made up of rep-
resentatives of GOSH and Roche UK and is expected to last for 5 years.
GOSH provides access to the GOSH DRIVE infrastructure for the purpose
of the collaboration across several workstreams (Fig. 1).

Governance framework

To support cross-sector collaboration, the Association of the British
Pharmaceutical Industry (ABPI) published ‘routes’ to cross-sector work-
ing (Fig. 2)?!* Roche UK and GOSH specifically aimed to pool skills, re-
sources and capabilities for the benefits of patients and the NHS, there-
fore a ‘Collaborative Working Agreement’ was used, a relatively new
approach for NHS organisations, and aspects required establishment of
appropriate trust governance. In the absence of an appropriate body at
the time to negotiate commercial agreements (as recommended by the
Life Sciences Industrial Strategy),' this challenge to GOSH was miti-
gated by support by an external legal provider (Pinsent Masons), who
worked with Roche UK’s legal team to navigate commercial arrange-
ments, through the Collaborative Working Agreement.

Legal negotiations focused on practical solutions. It was agreed that
Intellectual Property Rights (IPRs) should be solely owned by GOSH
(save for those related only to Roche UK). This unblocked an area that
often involves protracted negotiations in industry-sponsored collabora-
tions and created an atmosphere of trust, emphasising that promoting
benefit, rather than seeking competitive advantage, was the driver for
collaboration. With IP ownership resolved, the legal teams focused on
the parties’ overall relationship, and means by which data could be used.
These issues were governed by the Collaboration Agreement, which set
out the aims using real-world anonymised data to improve paediatric
healthcare, including roles and responsibilities (Roche UK providing
data science and analytical expertise and funding, and GOSH DRIVE fa-
cilitating access to physical premises, digital infrastructure, clinical ex-
pertise and matched funding). The parties made an equal contribution
to project governance, each contributing to the Project Steering Group.
It was agreed that no patient data would be shared or transferred from
GOSH to Roche UK. While GOSH had well-established processes for re-
search governance, a specific challenge was the establishment of inter-
nal approval processes for use of deidentified data for innovation. Thus,
a Data Partnerships Committee (DPC) was established to deal with issues
relating to collaboration for innovation, and all activity was approved
by the DPC.

A Data Protection Impact Assessment (DPIA) set out steps to ensure
that data used through the collaboration are appropriate, safe and com-
pliant with data protection legislation, namely the General Data Protec-
tion Regulation (GDPR). GOSH and Roche jointly developed the DPIA
through an iterative process, resulting in a DPIA that was legally com-
pliant, practical and jointly implementable since the purposes and pro-
cedures were agreed together. As well as these specific legal require-
ments, our partnership approach included further ethical consideration
and data privacy with the parties entering a Data Agreement. Provid-
ing further safeguards if, in exceptional circumstances, there was any
requirement for data to be shared (such as nature and/or rarity of a con-
dition, or datasets comprising small numbers), the data and purposes for
which it would be used, would be determined by the Project Steering
Group and Trust Data Partnership Committee in accordance with the
DPIA, which includes establishing and complying with the legal basis.

Roche UK staff working on GOSH premises through the partnership
were issued with GOSH honorary contracts, which provided additional
governance, as staff were accountable in accordance with GOSH poli-
cies, procedures and clinical governance frameworks. This also bene-
fited Roche UK, since such staff could contribute to activities within
an approved secure NHS environment under the supervision of GOSH
employees. A service level agreement was used to manage the arrange-
ments, clarify the terms of the contracts and the status of Roche UK staff
members.
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Fig. 1. Schematic illustrating main activity workstreams within the NHS-Industry partnership.
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Fig. 2. Key aspects of the ABPI Code of Conduct guidance on routes to cross sector working relevant to establishment of the NHS-Industry partnership. (Modified

from ABPI guidance?!).

Learnings

The partnership aims to foster collaboration between Roche UK and
GOSH’s legal teams and no barriers arose. However, we foresee potential
barriers more generally around NHS access to appropriate legal advisers,
both monetary and in the expertise needed when dealing with complex
data issues. GOSH, in negotiating directly with Roche UK, incurred sunk
legal costs to enter the partnership. This may hamper NHS organisations
from contracting with industry partners, creating barriers to uptake and
co-creation of technology across the NHS.

Recommendations

Currently, the NHS uses collective bargaining power for procure-
ment decisions and we recommend that a similar national-level, single
appraisal process is established for data partnership and collaboration
agreements with industry, or, as a minimum, guidance and templates,
similar to the Lambert Toolkit for collaborative research projects
between academia and industry, or model clinical trial and related
agreements available via the Integrated Research Application System
(IRAS).
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We support use of anonymised data (defined according to ICO guid-
ance) for industry-NHS partnerships wherever possible, as well a se-
cure data environment meeting appropriate security standards and data
sharing agreements to further safeguard data privacy. In joint work-
ing to date, such data have been sufficient. We advocate establishment
of a formal process that includes appropriate senior information gover-
nance staff responsible for compliance with data regulations. We sug-
gest that there is little benefit in industry partners looking to commer-
cialise intellectual property when working with the NHS, but rather that
code/tooling developed should be shared under open licences for reuse
across the sector. This bolsters public trust and ensures that use of NHS
data is fair and equitable while supporting open coding in the NHS.2?

Infrastructure

In 2019, it was estimated that curated NHS data could generate £9.6
billion per annum of value.?? There has been £2.1 billion investment for
NHS IT upgrades,24 £260 million for Secure Data Environments (SDEs),
£60 million ring-fenced to expand the manufacturing arm of the life sci-
ences sector?®> and recently awarded £480 million for an NHS Federated
Data Platform,?° to support the Life Sciences Vision.! The proposed NHS
SDEs are intended to support NHS data use for research and analysis.
However, such approaches are inadequate for developing and imple-
menting analytical tools and algorithms into clinical practice, specifi-
cally through ideation, planning, design, implementation, testing, de-
ployment and maintenance. However, NHS organisations have limited
in-house infrastructure to support such ambitions, making it difficult to
move digital interventions to scale.?” NHS organisations will require ap-
propriate clinical-grade SDEs and cloud infrastructures to support devel-
opment and deployment pipelines outside of proprietary EHR-associated
tools.

We identified several learnings and specific challenges regarding in-
frastructure limitations using a real-world use-case of NLP to extract
structured information from genomic reports, which are almost univer-
sally generated and stored as document files, usually PDF format, which
allows ease of use for clinicians managing an individual patient, but does
not support secondary use and analysis or development of clinical deci-
sion support tools.

Learnings

Although GOSH already had a cloud-based Digital Research En-
vironment (DRE/SDE), this was primarily designed to support secure
provisioning and analysis of structured data for research and opera-
tional purposes rather than tooling across the software development
life-cycle. Therefore, GOSH data scientists were initially required to run
pre-trained NLP models,?®-2° on NHS-provided laptops, which required
extended run times (>2 days or crashing) and inability to fine-tune mod-
els due to lack of compute. This specific challenge was further amplified
by the well-documented obstacle that NHS IT policies actively prohibit
installation of otherwise standard software tools required for this type
of work (eg installing Docker or Paa$ applications).?? An interim solu-
tion was provision of a higher-specification desktop than normal NHS
use and set-up of an on-premises Linux Sandbox to run Docker/PaaS
for containerised NLP models, consisting of a staging server for process-
ing potentially identifiable information, with no internet access, and a
development server with restricted network access. However, this ap-
proach is not sustainable or scalable and precludes the NHS incorpo-
rating industry best practices of analytic, data science and software de-
velopment communities. For example, this led to a specific challenge
in the development of a version-controlled NLP codebase on GitLab, as
GOSH’s DevOps platform instance was several versions behind the cur-
rent stable version, since this application was not deemed part of the role
of NHS ICT. This specific challenge culminated in the manual loading
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of genomic reports to a local desktop folder and outputs stored locally
for interpretation. Ideally, code in GitLab should connect to a server,
triggered to run when a new batch of reports is automatically loaded
into a source directory or run at specific intervals and the output writ-
ten to an agreed output directory that enables other applications and
services to use the data. Reproducible Analytical Pipelines (RAPs) are
the gold standard that partnerships should be working towards, but in
addition to NHS infrastructure issues, there is no clear NHS workforce
responsible and accountable for deployment, maintenance and gover-
nance of such tools, processes and infrastructure. Specific technology
roles are needed that liaise with existing NHS ICT teams, but also un-
derstand NHS regulations and approvals needed to deliver the vision
supported by cloud computing. We propose this as another important,
often-overlooked dimension towards ‘bridging the chasm between Al

and clinical implementation’.>°

On-premises vs cloud computing

Cloud computing enables ubiquitous, convenient, on-demand net-
work access to a shared pool of configurable computing resources (eg
networks, servers, storage, applications and services) that can be rapidly
provisioned and released with minimal management effort, benefits
recognised strategically by the NHS.?! NHS Digital stated that cloud
services are a safe location to store patient information, provided that
certain data sovereignty conditions are met, with further endorsement
via the National Information Board’s Personalised Health and Care
Framework (2020).32 However, discussions regarding implementation
of cloud computing that enable RAPs within GOSH was met with con-
cerns, which may be common across NHS ICT Departments. To mitigate
this, there is a need to decouple analytic team RAP requirements from
clinical services. Importantly, NHS ICT teams have limited resources
and cloud expertise, making implementation difficult. There may also
be concern regarding cost since most NHS trust budgets are driven by
capital expenditure rather than the revenue model commonplace for
industry. More broadly, questions and processes on mitigating and as-
sessing risks associated with cloud services (eg cybersecurity) need to
be worked through with the SRIO and relevant stakeholders.

While we are currently using on-premise MLOps environment with
functionalities such as MLFLow Tracking server for tracking and mon-
itoring ML models, and enabling container registry within GitLab for
continuous integration and development, the partnership is continuing
in-process establishment of suitable cloud infrastructure, which contin-
ues to have significant barriers and challenges to full implementation.
However, even this staged approach requires additional resource from
the NHS ICT team that is challenging to secure with competing demands.
Part of the new approach involves upskilling NHS ICT and DRIVE teams
in cloud infrastructure, including continuous integration and develop-
ment and DevOps skills for sustainable production-level support, as the
partnership matures.

Recommendations

Initially, both parties underestimated the amount of organisational
challenges that would be encountered within an NHS organisation to
implement modern, open working and computational methods in a hos-
pital; in addition to cultural change and upskilling required to support
infrastructure and Al builds at scale, these include NHS ICT resource
availability, skill sets and technical infrastructure issues. It was neces-
sary to reallocate funding to support a previously unplanned technical
ICT lead to facilitate these changes and work with NHS ICT stakeholders,
which continues to prove essential since requirements are quite different
from NHS ICT business as usual. Despite cloud guidance frameworks,>!
we recommend significant additional support and resourcing for NHS
ICT teams to implement the government’s ‘Cloud First’ policy.>?
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Table 1

Summary of major issues identified for NHS-Industry collaboration and suggested mitigations.
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Issue

Challenge

Recommendation

Industry requirements and codes of practice

Internal approval processes for use of
deidentified data for innovation

Legal contractual arrangements for industry

partnerships

Oversight and governance of industry partners
working in NHS organisations

Trust and security for secondary use of data

Intellectual property (IP) generation

NHS data availability for secondary analysis

NHS infrastructure for tool development

Restrictive NHS ICT practices

Clinical engagement

Project management

Need for ABPI and regulatory requirements, which are not
standard practice in NHS organisations

Established processes for research governance but NHS less
mature regarding data for innovation

NHS organisations less able to access specialised legal
advice both in terms of monetary investment and level of
sophistication needed

Collaborative working requires ‘one team’ approach, hence
all team members bound by similar governance processes

Ensure data security and governance for collaborative
working

Ensure fair use for all parties and wider NHS for any
generated IP

Large volumes of routine data may be available, but much
is as unstructured or proprietary data formats

Few NHS organisations possess suitable cloud-enabled
secure environments and ICT skills to support tool
development and deployment

NHS organisations maximise security and minimise system
risks, often resulting in barriers to use of otherwise
industry standard tools (eg Gitlab, docker, etc)

Ongoing clinical engagement from healthcare professionals
required, but few have dedicated time for innovation in job
plans

Overarching ‘one team’ project management required, but
existing styles and methods likely differ between industry
and NHS teams

Education for NHS partner regarding requirements
Joint material tracker
Steering committee oversight

Establishment of specific data partnership
committee for all governance and issues relating
to use of data for innovation, including with
commercial partners

Establish central NHS data
partnership/collaboration agreements with
industry, and/or guidance and templates for such

Ensure that industry partner staff have honorary
NHS contracts with all associated training and
onboarding

Use anonymised data (defined according to ICO
guidance) for industry—NHS partnerships as
default

Code and tooling developed from NHS data should
be shared under open licences for review and
reuse across the sector

Significant technical and NHS
organisation-specific resource is required to
generate high-quality, analysis-ready healthcare
data for further use, including expertise in areas
such as natural language processing

Significant effort and resources are required to
establish appropriate NHS ICT infrastructure and
skills to support collaborative working using
modern methods

Early engagement with NHS ICT to understand the
need for modern coding practices and associated
tools

Industry partnerships require dedicated ICT
support functions in addition to standard NHS ICT
staffing

CRIO role and associated innovation officers
representing all hospital directorates required to
ensure engagement

Dedicated project management tooling used by
both parties required

Compromise from NHS and industry to achieve
mutually acceptable project management
approach

Significant human factor focus required to
establish trust and embrace different ways of
working

Clinical engagement for innovation

Clinical engagement is essential for innovation in healthcare. Prior
to the partnership, GOSH had a clinical chief research information offi-
cer (CRIO) and clinical director of innovation, who were involved with
establishing the collaboration. However, projects require additional en-
gagement from clinical teams.

Learnings

A notable challenge included that, while many staff were enthusias-
tic to participate, a practical barrier is availability of clinical staff time,
since few NHS staff have ‘innovation’ within their job plans. In addi-
tion, collaborative working with industry is uncommon outside clinical
trials and there was initially no single process for engaging staff regard-

ing innovation and managing the relationship with data and partnership
teams. Therefore, we established a deputy CRIO and clinical innovation
officers from all directorates, whose remit was liaison between GOSH
DRIVE and clinical services, to identify and prioritise projects and pro-
vide practical input through dedicated time. In addition, a central inno-
vation project management process was established to capture, triage
and plan actions, linked to a wider engagement programme across the
organisation.

Evaluation metrics for success of this process include the number
of innovation projects across trust directorates submitted to this part-
nership and the degree to which such projects drive improved patient
experience, productivity or cost savings. For example, one project iden-
tified potential overuse of a specific laboratory test with significant po-
tential cost savings (>£100K) and improved patient experience due to
reduced sampling. However, reasons for clinical testing are complex,
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and behavioural change by clinicians requires additional analysis and
intervention, such as through the EPR at point of ordering

Recommendations

Dedicated clinical staff time is required to work with technology
teams and for wider organisational engagement. A CRIO and associ-
ated innovation officer roles representing all directorates with dedicated
funded time are required. An overarching project management structure
is needed encompassing the entire process, including clinical engage-
ment linked to business results in the form of productivity, efficiency
and patient benefit gains through a business plan.

Project management and ways of working

Collaboration requires NHS and industry employees to work together
to deliver the vision. Creating this ‘team interoperability’, where people
have different but complementary ways of working, highlighted several
challenges.

Learnings

Some existing NHS staff were uncertain regarding coworking with
industry colleagues in an NHS organisation, and the partnership was
initially viewed as additive workload, rather than complementary to
existing hospital goals. Mitigating this required the CRIO and innova-
tion director to emphasise that collaboration was aligned with existing
strategic goals and wider NHS to use health data for patient benefit, as
well as adding clarity on roles and responsibilities. Similarly, industry
staff were familiar with agile working, but this is challenging when staff
do not share infrastructures and resources. Project management tooling
was required since agile working software was not routinely used in the
NHS organisation.

Outside clinical trials, it is not common for NHS organisations to
collaborate with pharmaceutical companies, and establishing common
ways of working as ‘one team’ with a culture of trust and psychological
safety was challenging. For example, it took time to ‘speak the same lan-
guage’ (‘sprints’, ‘backlog’) and for the team to be comfortable discussing
blockers. We experimented with meeting cadences and settled on weekly
workstream stand-ups and monthly review meetings as a compromise
between full agile working and competing NHS demands. In addition,
there were specific meetings for key project milestones, with impact ret-
rospectives and planning discussions.

Recommendations

Dedicated project managers are required to manage the partner-
ship, including new ways of working in the NHS, aided by appropriate
project management tooling. We recommend regular reviews and agile
delivery,3* with recognition that NHS resourcing may mean that staff
have competing demands that compromise their ability to support ded-
icated sprints. It is important to invest time to agree expectations and
processes, such as agile practices and deliverables, with agreed escala-
tion routes for blocked activities. We advocate the use of project man-
agement software that has specific functionalities, like assigning tasks
within cards that contain the deadline for completion and the person ac-
countable for delivery and highlights interdependencies between work-
streams.

Conclusion

We present practical experience with real-world NHS-industry col-
laboration focused on using data and technology to improve clinical
care and research, highlight issues that parties should be aware of and
make recommendations for future collaborations (Table 1). We high-
light the benefits of such an approach, which has resulted in outputs
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including partnership creation with agreed trust and industry partner
processes, commercial and intellectual property agreements, staff con-
tractual arrangements and workstreams established; trust governance
structures created to ensure compliance; patient engagement through
communication with governors and advisory groups; staff engagement,
including innovation officers; development of NLP pipelines not previ-
ously possible, including to extract structured information from genomic
reports taking a fraction of the time required to extract manually; devel-
oped schema and implementation document for structured genomic data
in Fast Healthcare Interoperability Resources (FHIR)-compliant format
(shared with NHSE regarding national genomic data standards); devel-
oped a scalable tool for rapid and reproducible research using real-world
data; established NHS clinical intelligence unit (CIU) to improve hospi-
tal operational efficiency.

Given that the vast majority of clinical information is recorded as un-
structured data through free-text clinical notes, discharge summaries,
histopathology, genomic, radiology reports and referral letters, next
steps of the partnership are to build scalable information retrieval tech-
nologies that enable the ability to filter and query large quantities of
both structured and unstructured clinical data, with the ultimate inten-
tion to provide clinicians with an ‘Informatics Consult’ tool®> to improve
research, operational efficiencies and clinical decision making, at scale.
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