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TASK 1
HYPERVISORS

A hypervisor is a software layer that enables virtualisation by allowing virtual machines (VMs) to run on a single physical computer. According to Red Hat, "A hypervisor is software that pools computing resources like processing, memory and storage and reallocates them among virtual machines" [1]. There are two main types of hypervisor: Type 1 (bare metal), which runs directly on hardware and Type 2: (hosted), which operates within an existing operating system (OS). The following sections will explore their architectures, features and market solutions [2].

Type 1 hypervisors are specialised operating systems that run directly on physical hardware without the need of a host operating system. They provide efficient communication with hardware resources, resulting in better performance and security compared to type 2 hypervisors. This type of hypervisor offers key features such as CPU scheduling, memory management and security, while supporting applications like monitoring. Type 1 hypervisors are scalable, allowing administrators to consolidate multiple operating systems onto fewer machines, improving resource utilisation. Security is enhanced as guests are isolated from one another, preventing one virtual machine from affecting others. Common hypervisor solutions on the market include VMware and Citrix XenServer. These hypervisors are useful in data centres, where they allow for efficient resource management and virtualisation [2-3]. It's my understanding that type 1 hypervisors are more efficient and secure. They are ideal for large scale production environments such as data centres, where performance and scalability are essential.

Type 2 hypervisors operate as an application on top of a host operating system, making them less efficient than type 1 hypervisors. This type of hypervisor relys on the host operating system for hardware functions, which introduces additional resources and reduces performance. Type 2 hypervisors are easy to install and compatible with various hardware, as they inherit hardware support from the host operating system. However, they require administrative privileges for accessing hardware features which limits their efficiency. A significant advantage of type 2 hypervisors is their ability to run on a wide range of operating systems, making them suitable for desktop development environments where flexibility is essential. They are commonly used in environments like VirtualBox and VMware. Despite their benefits, type 2 hypervisors are less secure and less scalable due to their dependency on the host operating system [2-3]. It's my understanding that type 2 hypervisors are easy to use and widely compatible with various operating systems. They are best suited for testing and development utilities where flexibility and quick setup are priorities.
IP ADDRESSING

An IP address (Internet Protocol address) is a unique sequence of numbers assigned to each device within a network that uses the Internet Protocol for communication. It serves as an identifier, enabling devices to send and receive data across networks and ensures the data reaches its intended destination [4].

Data travels across the internet following the TCP/IP model, which consists of four layers: application, transport, network, and link. When a device sends data, the transport layer divides it into packets then the network layer assigns an IP address. Routers forward packets using shortest path algorithms, while switches direct data within local networks. Packet switching ensures efficient transmission, allowing multiple communications to share the same network. At the destination, packets are reassembled in order using TCP (Transmission Control Protocol), ensuring reliable communication [5].

Routers and switches are essential for network communication. Routers operate at the network layer, they forward packets based on destination IP addresses using routing tables and protocols. Switches operate at the link layer, they forward frames based on MAC addresses but also perform network layer functions. Routing enables inter-network communication, while switching facilitates efficient data transfer within a local network. Together they ensure reliable and scalable communication by directing traffic based on addressing and forwarding mechanisms [6].

IPv4 and IPv6 are network layer protocols for addressing devices. IPv4 uses a 32-bit address divided into four 8-bit octets (192.168.1.8). IPv6 uses a 128-bit address divided into eight 16-bit segments (2001:db8::ff00:42:8329). Due to the increase in connected devices, IPv4 addresses have been exhausted. IPv6 significantly expands the address space, assisting future technological growth. Additionally, IPv6 enhances routing efficiency, security and supports auto-configuration, making it essential for modern networking [7].

Subnetting divides large networks into smaller networks, which improves IP address management and efficiency. CIDR (Classless Inter Domain Routing) notation (192.168.1.6/24), indicates the number of bits allocated for the network portion which allows for better use of IP addresses. Subnetting reduces congestion, improves performance and enhances security by isolating traffic within smaller, controlled network sections [8].

IP addressing examples include the allocation of IP addresses to devices in a home network, such as computers and smartphones, which allow communication with each other and the internet. Additionally, large organisations use subnetting to efficiently manage internal networks.

It's my understanding that IP addressing is crucial for internet functionality, as it ensures data is directed accurately to it’s destination, allowing reliable communication between devices across networks.
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Fig. 1. IPv4 IP Address Construction
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Fig. 2. IPv6 IP Address Construction

ROUTING

Routing is the process of determining the optimal path for data packets to travel across a network. Routing protocols are essential components of network operating systems as they are responsible for directing traffic between devices within a network. These protocols help maintain the efficient flow of data by managing routing tables, which store paths to different destinations. Routing is fundamental, enabling communication between devices and networks and ensuring data reaches its destination in the most efficient way possible [9].

Routing protocols are used to exchange information between routers, ensuring efficient and secure delivery of data across networks. These protocols determine the best path for data packets, taking into consideration distance, network condition and topology. They can be categorised based on behaviour (Classful or Classless), purpose (Interior Gateway Protocols or Exterior Gateway Protocols) and operation (Path Vector, Distance Vector, Link State). These categories help decide the most suitable routing method for different network sizes and requirements, improving data flow and network performance [10].

Static and Dynamic routing protocols are two fundamental methods to managing network traffic. Static Routing are manually preconfigured routes that are set by network administrators. They offer simplicity and control, but lack adaptability as it requires manual updating when network changes occur. Dynamic Routing automatically adjusts routes based on real time network alterations by using algorithms like Distance Vector or Link State. It provides scalability, but uses more bandwidth and computer resources. Static routing is ideal for smaller stable networks with fewer changes, whereas Dynamic routing is better suited for large complex networks [11].

Routing protocols such as OSPF (Open Shortest Path First) and BGP (Border Gateway Protocol) play important roles in the performance and management of networks. These protocols are deployed to address specific network requirements, such as connecting internal systems or enabling communication between different networks. OSPF is widely implemented within large networks to manage complex, multi location setups. It automatically updates routes based on network changes, making it ideal for organisations with different locations. For example, a University may use OSPF to connect multiple campus buildings. The advantages of OSPF is its ability to dynamically adapt to network changes, However, it’s complex and requires more processing power and memory compared to simpler routing protocols.

BGP (Border Gateway Protocol) is an essential component of internet routing. It’s utilised by internet service providers (ISPs) and large organisations to exchange routing information between different networks. For example, Google rely on BGP to ensure global connectivity between their data centres and ISPs. The advantage of  BGP is its ability to manage vast networks. However, it can suffer from security vulnerabilities, which can lead to hijacking causing major disruption [12].

It's my understanding that routing protocols are crucial for efficient data transmission, with static routing offering control and dynamic routing providing scalability. OSPF enhances internal network communication, while BGP manages global internet traffic. The choice of protocol depends on network size, adaptability requirements and security considerations.
NETWORK SERVICES

Network services play an important role in managing and securing communication within networks. This section will cover four essential services: VPNs, DHCP, Active Directory Domain Services (ADDS) and Certificate Authorities (CA).

A Virtual Private Network (VPN) allows secure communication over public networks by using encryption and authentication. It connects remote users at different locations, often using the tunnelling protocol IPSec for security with firewalls or routers managing encryption. To enhance security, organisations should use strong encryption methods, ensure proper authentication and position VPN encryption correctly within the network [13].

The Dynamic Host Configuration Protocol (DHCP) is a network management protocol that automatically assigns IP addresses and other network configurations to devices, simplifying network management. This automation reduces the need for manual IP setup and helps to allocate IP addresses more effectively. Best practices include securing against rogue DHCP servers, implementing DHCP snooping and reserving IP addresses for critical devices [14].

Active Directory Domain Services (AD DS) is a directory service that manages and organises network objects such as user accounts, computers and resources. It enables centralised authentication and access control which ensures secure network access. AD DS uses a hierarchical structure and group policy enforcement for efficient management. Best practices include implementing least privilege access and securing domain controllers to protect network data [15].

A Certificate Authority (CA) issues and manages digital certificates that enable secure communication. It’s part of the Public Key Infrastructure (PKI) which controls the certificate lifecycle from issuance to revocation. Best practices include implementing certificate revocation policies and securing private keys to ensure strong security across communications [16].
TASK 2

2.1

After careful consideration of the requirements for implementing the network topology, I have decided to use the type 2 hypervisor VirtualBox. While Type 1 hypervisors offer benefits in performance and security, VirtualBox flexibility, user friendliness and extensive compatibility make it the optimal choice for the network implementation.

Type 2 hypervisors are known for their straightforward installation and userfriendly interface which makes them ideal for environments where rapid deployment and experimentation are crucial. The ability to quickly set up virtual machines without complex configurations or dedicated hardware allows me to focus on testing network services rather than managing infrastructure.

VirtualBox runs as an application on top of an existing host OS, which enables it to support a wide range of operating systems. This flexibility is beneficial for testing and configuring network services across multiple platforms such as Windows and Linux. The compatibility aligns well with the diverse network service configurations required for the network implementation.

Although type 2 hypervisors are generally less efficient than Type 1 hypervisors, VirtualBox is more than capable of handling the resource demands for the intended network design. The ability to allocate resources dynamically to different virtual machines allows me to create and modify network environments as needed without compromising performance. Additionally, the VirtualBox snapshot feature makes it easy to experiment and troubleshoot without the fear of data loss.

In conclusion, VirtualBox is the ideal choice for the network setup due to its ease of use, flexibility and resource efficiency. It offers a practical solution for testing various network services while ensuring quick setup and diverse environment compatibility [17].

2.2

The following screenshots capture key stages of the installation process for all of the virtual machines:

Initial VirtualBox Setup

The images show the VirtualBox setup screen for all VMs, featuring the VM name and the locations of the source ISO file.

Network Interface Configuration

The images display the network adapter configuration for each VM, highlighting adapter nams, type and settings to ensure successful connectivity.

Installation Progress

The images capture the installation progress for each OS within VirtualBox, showing file copying and setup steps.
Windows Server 2022 Installation
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Windows 10 Client Installation
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Linx Debian Server Installation
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Linx Debian Client Installation
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2.3

The following screenshots capture key stages of the configuration process for all of the virtual machines:

IP Addressing Scheme Design

The images show the custom addressing scheme I designed and deployed. They display the IP Range, Subnet and Gateway configurations for all of the network interfaces.

Network Interface Configuration

The images display the configurations are implemented using GUI and non GUI methods, providing comprehensive evidence of the network setups.

CUSTOM ADDRESSING SCHEME NETWORK ADAPTER CONFIGURATIONS

	INTERNAL


	Windows Server 2022
	Windows 10 Client
	Linux Debian Server
	Linux Debian Client

	IP Address
	192.168.1.1
	192.168.1.2
	192.168.2.3
	192.168.2.6

	Subnet Mask
	255.255.255.0
	255.255.255.0
	255.255.255.0
	255.255.255.0

	Default Gateway
	192.168.1.66
	192.168.1.66
	N/A
	N/A


	EXTERNAL


	Windows Server 2022
	Windows 10 Client
	Linux Debian Server
	Linux Debian Client

	IP Address
	10.0.0.1
	N/A
	10.0.0.2
	N/A

	Subnet Mask
	255.0.0.0
	N/A
	255.0.0.0
	N/A

	Default Gateway
	10.0.0.66
	N/A
	N/A
	N/A


Windows Server 2022 Network Configuration
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Windows 10 Client Network Configuration
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Linux Debian Server Network Configuration
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Linux Debian Client Network Configuration

[image: image32.png]c]

Fle Machine View Input Devices Help

cties  Setings v 1w0s aea

Nk

e

Nt

BONE/MOMN @D rgh el

S 1807
A DD gy

7 B Q senh e . o 2

Mosty cloudy




2.4

The following screenshots capture key stages of performing connectivity tests for all four virtual machines:
Connectivity Testing

The images display the results of successful/unsuccessful ping tests executed between the various VMs –
Successful Tests
· Windows Server 2022 pinging both Windows 10 Client and Linux Debian Server

· Windows 10 Client pinging Windows Server 2022

· Debian Server pinging both Debian Client and Windows Server 2022

· Debian Client pinging Debian Server
Unsuccessful Tests
· Windows 10 Client pinging Linux Debian Client
· Debian Client pinging Windows 10 Client

Windows Server 2022 Successful Connection
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Windows Server 2022 to Windows 10 Client

192.168.1.1  >>>  192.168.1.2
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Windows Server 2022 to Linux Debian Servier

10.0.0.1  >>>  10.0.0.2

Windows 10 Client Successful Connection
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Windows 10 Client to Windows Server 2022

192.168.1.2  >>>  192.168.1.1

Linux Debian Server Successful Connection
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Linux Debian Server to Linux Debian Client

192.168.2.3  >>>  192.168.2.6
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Linux Debian Server to Windows Server 2022

1.0.0.2  >>>  10.0.0.1

Linux Debian Client Successful Connection
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Linux Debian Client to Linux Debian Server

192.168.2.6  >>>  192.168.2.3

Windows 10 Client Unsuccessful Connection
[image: image39.png]indo le Virtu

Running] -

File Machine View Input Devices Help

nmand Prompt

Microsoft Windows [Version 10.8.19€45.3863]
(c) Microsoft Corporation. All rights reserved

c: \Users\User>ipconfig

Windows IP Configuration

Ethernet adapter intnet:

Connection-specific DNS Suffix

Link-local IPv6 Address . . . . . : fe8@::dca7:9alc:9dd:e4c%8
IPv4 Address. . . . . . . . . . . : 192.168.1.2

Subnet Mask . . . . . . . .. .. : 255.255.255.8

Default Gateway . . . . . . . . . : 192.168.1.66

C:\Users\User>ping 192.168.2.6

Pinging 192.168.2.6 with 32 bytes of data

Reply from 192.168.1.2: Destination host unreachable
Reply from 192.168.1.2: Destination host unreachable
Reply from 192.168.1.2: Destination host unreachable
Reply from 192.168.1.2: Destination host unreachable

Ping statistics for 192.168.2.6:
Packets: Sent = 4, Received = 4, Lost = @ (8% loss),

C:\Users\User>.
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Windows 10 Client to Linux Debian Client
192.168.1.2  >>>  192.168.2.6
Linux Debian Client Unsuccessful Connection
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newuser@noss:

s ip a
1: lo: <LOOPBACK,UP,LOWER_UP> mtu 65536 qdisc noqueue state UNKNOWN group default qlen 1000
1link/loopback ©0:00:00:00:00:00 brd ©0:00:00:00:00:00
inet 127.0.0.1/8 scope host 1o
valid_1ft forever preferred 1ft forever
inet6 ::1/128 scope host noprefixroute
valid_1ft forever preferred 1ft forever
2: enpos3: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1500 qdisc fq_codel state UP group default glen 1000
link/ether 08:00:27:c9:98:b2 brd ff:ff:ff:ff:ff:ff
inet 192.168.2.6/24 brd 192.168.2.255 scope global noprefixroute enpos3
valid_1ft forever preferred 1ft forever
inet6 fdeo::14a:d95b:6e51:956b/64 scope global temporary dynamic
valid_1ft 86@84sec preferred_1ft 14084sec
inet6 fdeo::a0e:27ff:fec9:98b2/64 scope global dynamic mngtmpaddr noprefixroute
valid_1ft 86@84sec preferred_1ft 14084sec
inet6 feso::a00:27ff:fec9:98b2/64 scope link noprefixroute
valid_1ft forever preferred 1ft forever
3: enposs: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1500 qdisc fq_codel state UP group default glen 1000
link/ether 08:00:27:fd:9b:b@ brd ff:ff:ff:ff:ff:ff
inet 192.168.2.6/24 brd 192.168.2.255 scope global enp@ss
valid_1ft forever preferred 1ft forever
inet6 feso::a0:27ff:fefd:9bbo/64 scope link
valid_1ft forever preferred 1ft forever
$ ping 192.168.1.2
ping: connect: Network is unreachable
$
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Windows 10 Client to Linux Debian Client
192.168.2.6  >>>  192.168.1.2 
TASK 3

REFLECTION

In this assignment, I explored network operating systems and services by implementing a virtual network. Using VirtualBox, I configured and connected four virtual machines: Windows Server 2022, Windows 10 Client, Debian Server and Debian Client. I designed a custom IP addressing scheme, ensured proper network configurations and performed connectivity tests which confirmed successful communication across all VMs. The hands on implementation of these network services expanded my understanding of virtualisation, IP addressing and routing which highlighted the importance of network design and configuration in real world situations.
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