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Digital forensics is a forensic science process that allows for the preservation, identification, extraction, documentation, and analysis of digital media evidence, so that it can be used to aid in an investigation and in court proceedings. The goal of a forensic investigator is to explore electronically stored information for legal purposes [1] [2]. Digital evidence would be classified as any information that is digitally stored on a device like a computer or mobile phone. This can include emails, images, and browser history, which can be linked to many different types of crimes due to the use of digital devices in everyday life. For any evidence that is discovered to be admissible in court, a chain of custody must be correctly completed, along with proper handling and collection of devices. if an investigator discovers evidence of another crime when investigating a device, then a second warrant must be obtained before the evidence is collected. There are five main branches to digital forensics, these being computer forensics that focuses on computers and storage devices. Mobile device forensics that focus on phones and tablets. Network forensics that monitor network traffic. Database forensics that cover databases and forensics analysis that aims to discover patterns and the structure of data. Digital forensics involves both hardware and software tools. The hardware tools are used with the aim to preserve the integrity of evidence on a device. For example, a write-blocker allows an investigator to read data without it being erased or modified. A disk write-protector will prevent any data from being modified or erased. A hard-drive duplicator copies and duplicates all files on a hard drive onto a fresh drive. A final example is a password recovery device that is used to crack any password protected devices. the software used in an investigation are usually multipurpose so they can complete different tasks depending on the case [3]. 
[bookmark: _Toc133481886]What are Digital Forensics tools?  

Digital forensics tools are software applications that are used to conduct a forensic investigation as they can be used to collect evidence from different devices and aid in legal proceedings. The tools used will vary depending on the case in question, however, they help in preserving, identifying, extracting, and documenting any evidence found so that an investigator can compare and report the findings in a court. The case being investigated will device the type of tool being used as some tools will have different features, support, and security levels. Some of the main types of forensic tools include, disk, network, wireless, database, malware, email, memory, and mobile phone. All these forensic tools have different purposes but are all useful for an investigator conducting a digital investigation [1] [2]. 
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Some benefits of digital forensics tools include the preservation of evidence. The tools used during an investigation collect and analyse the evidence while ensuring its integrity and authenticity, this means any evidence found will still be admissible in court. Due to the evidence that can be collected, an investigation can help in the discovery of a criminal. They can help organisations protect themselves by identifying and preventing different threats including fraud and data breaches by maintaining the confidentiality of sensitive data. The main benefit of a forensic tool is that they assist in investigations and the legal proceedings that follow, after all the evidence has been collected to build a strong case against the criminals [4]. A lot of the forensics tools available are open source, meaning they are freely available for everyone to use; however, some issues may be found if using an open-source tool, these can include the lack of support for some tools, the limited capacity and features available, and the unreliability of the tool. A paid for tool can be expensive, but often can provide a better service as they will receive ongoing support and updates to make sure that the software is working as intended. They will usually contain more features than an open-source tool and typically are built by professionals. Most importantly, a paid for tool is more likely to have a guarantee that any evidence discovered while using the tool will be admissible in court. An open-source tool does not always guarantee this and so could result in a criminal being free without any form of consequences [5].
[bookmark: _Toc133481888]Sleuth Kit Autopsy  

Autopsy is an open-source digital forensics tool that is commonly used by law enforcement, corporate examiners, and the military to aid in investigations. Autopsy offers the core features of other forensic tools, such as timeline analysis, hash filtering, keyword search, web artefacts, data carving, multimedia, and indicators of compromise, while remaining as a fast and efficient tool and being free to use [6]. Autopsy also allows users to collaborate meaning on larger cases, everything can remain in one place, with multiple examiners working on it at the same time. The tool is meant to be simple to use and so will group and sort any files on a device, allows a user to add comments and tag files, displays thumbnails of images, and will automatically flag files if they are believed to be suspicious. An important feature of Autopsy is the reporting. Once an investigation has been carried out and evidence has been collected, the tool can create a report that includes notes made and files tagged so that an investigator can easily view all relevant findings quickly [7].
[bookmark: _Toc133481889]Forensic Toolkit (FTK)  

FTK is another computer forensics software tool that is court accepted and is one of the main toolkits for forensic analysts and other forensic professionals. Included in the toolkit is full-disk forensic imaging, file decryption, password cracking, parse registry files [8]. FTK is open-source, but there are also extra kits that provide additional features that are paid for and can be useful in different situations. Although, FTK is open-source it still contains the core needed features for an investigation. The tool allows a user to create copies of any evidence at a fast rate, allowing for the preservation and analysation of evidence. It also has a built-in integrity function that creates a report to show that the hash of the original copy, still matches that of the FTK version [9]. Included in the toolkit is full-disk forensic imaging to process through a range of data, file decryption and password cracking, parse registry files in an interactive lab, a dedicated mobile tab to allow for efficient locating, managing, and filtering of mobile data, and visualisation technology that creates a timeline of events. FTK allows a user to dig deep into different files and collect, process, and analyse the data to find important information regarding the case being investigated [10]. 
[bookmark: _Toc133481890]Caine 

CAINE is an open-source forensic environment tool and so differs from the previously mentioned tools as it integrates multiple different tools into a graphical interface. The environment supports a user through the phases of a digital investigation, making it a user-friendly tool for an investigator to use [11]. The purpose of CAINE is to provide a user-friendly operational environment that includes all the tools needed to perform an investigation. It is easily accessible through normal computer memory or from a removable media drive, both on a physical or virtual system. With the built in tools, CAINE can be used for memory, database, network, and forensic analysis. Also supporting multiple different file systems, disk imaging, and advance file formats. Some of the tools included in CAINE are the Sleuth Kit Autopsy, which has been discussed previously. Wireshark that allows the analysis of data packet captures and interactive network traffic collection. PhotRec which allows a user to recover lost files. Fsstat which displays statistics of images or storage objects in a file system. RegRipper Perl can extract keys, values, and data from a registry database and Tinfoleak that collects analysis of Twitter intelligence [12]. 
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	Tool
	Category
	Features
	Type
	Platform
	Hardware
	Software

	FTK 
	FTK Imager is free to download. Other options available with different features. 
Contact team for tailored quotes and details.  
	· Full-disk forensic images.
· Visualisation of data in timelines, graphs, charts, and geolocations. 
· File Decryption and password cracking. 
· Report builder.
· Locate, manage, and filter using a dedicated tab for mobile data. 
	Disk forensic imaging, computer, mobile
	Windows
	Any computer system
	Different software depending on version. 
Open-source tools

	Intercept X Endpoint 
	Intercept X Advanced - $28 per user a year. 
Intercept X Advanced with XDR - $48 per user a year.
Sophos Managed Threat Response - $79 per user a year.
Free demo and tailored quotes. 
	· Detects and investigates suspicious activity.
· Endpoint, server, firewall, email, cloud and 0365 security.
· Disruption of attack chains through predictive prevention and rolling back unauthorised encryption. 
· Create policies, manage what is installed within the estate and where. 
	Network
	Mac, Windows, and Linux
	Any computer system
	Different software depending on version.

	Autopsy 
	Free open-source tool
	· Commercial training and support.
· Supports analysation of most major files systems.
· Hash filtering, and file and folder flagging. 
· Works with hard drives and phones.
· Extraction of data from contacts, messages, emails, call logs, and images.
· Event timeline analysis.
· Disk and data capture.
· File recovery.
· Image thumbnails.
· Java and Python compatible. 
	 Computers, network, database, forensics, mobile, emails, memory 

	Mac, Windows, and Linux
	Any computer system
	Open-source tools

	Caine 
	Free open-source tool
	· Cloning software.
· Graphical desktop interface.
· Semi-automated reports.
· Can operate in live mode on data storage devices without the operating system being booted.
· Timeline extraction from RAM.
· Forensics environment that can integrate with other software and provides support throughout an investigation. 
· Has a read-only mode.
· Protection against accidental write operations.
	Forensic investigation environment. 
	Mac, Windows, and Linux
	Any computer system
	Environment of open-source tools

	Paraben 
	Free version available. Monthly pricing that includes training and a software licence available. 
	· Streamlined data.
· Hash databases.
· Viewers for files, emails, hex, text, and RTF.
· Automated embedded data detection. 
· Remote access collection from machines and the cloud.
· Support with Xbox, Amazon Echo, Google, Dropbox, and Slack.
· Can analyse multiple data sources together. 
· Data recovery.
· Multiple language search.
	Email, computers, cloud, and smartphones

	Mac, Windows, and Linux
	Any computer system
	Different software depending on version.

	OpenText
	Prices available on request
	· Finding, decrypting, collecting, and preserving data.
· Ensures integrity.
· Dig into sources and acquire evidence.
· Conditions and filters to locate evidence.
· Flexible reporting and evidence processing.
· Real-time evidence evaluation.
· Works with computers, laptops, and mobiles. 
· Endpoint security and investigator. 
· Advanced detection. 
	Forensics, mobiles, computers.


	Mac, Windows, and Linux
	Any computer system
	Different software depending on version.

	Magnet Forensics
	Free trials – tailored quotes and support. 
	· Recovery and analysis of evidence. 
· Incident response and triage.
· Automation to collect and process evidence from different endpoints.
· Remote scans and analysis of endpoints.
· Data recovery from 0365 apps, Amazon Web Services and Microsoft Azure.
· One central location for evidence.
· Recovery and processing of evidence is simultaneous.
· Security Information and Event Management (SIEM)
	Computers, cloud, and mobiles. 
	Linux, Windows, and all other digital evidence sources. 
	Any computer system
	Different software depending on version.

	Kroll
	Available on request
	· Examination of physical and digital evidence using computer forensics and traditional techniques. 
· Identify and preserve data. 
· Data discovery, collection, and analysis. 
· Uncovers clues to recover information.
· Experts available to be used as an expert witness.
	Computers, forensics 

	Windows, Linux, Mac
	Any computer system
	Different software depending on version.

	Sift Workstation
	Free from SANS
	· Memory optimiser automatically updates software to include latest tools.
· Incident response.
· File system, network, and memory image analysation.
	Memory, computers, network
	Microsoft Windows and Linux.
	Any computer system
	Open-source tools

	Volatility
	Free open-source
	· Python script interpreter.
· Analyse runtime states using RAM data.
· Tool enhancement through knowledge of malicious code, anomalies, and operating system internals. 
· Page table entry lookup.
· Kernel address space layout randomisation. 
· Automated execution of failure command. 
· Incident response and malware analysis. 
	Memory, computer
	Microsoft Windows, Mac OS X, and Linux
	Any computer system
	Open-source tools

	X-Ways
	Prices available from vendor
	· Portable using a USB stick. 
· Ability to collaborate and share data. 
· Automatic detection of deletions. 
· Analysation of remote computers. 
· View and edit binary data.
· Built-in interpretation of different systems including Windows disks and Linux RAID.
· Support and read partitioning for different file systems.
· Disk editor and data capture software. 
· Cloning and imaging. 
	Computer and memory. 

	Windows, Linux, Mac
	Any computer system
	Different software depending on version.

	ProDiscover
	Available on request
	· Locates data and protecting evidence.
· Report creation.
· Data extraction from image files. 
· Can create copies of file.
· VMware support.
· Multilingual text search and support.
· Preview files.
· Disk imaging.
· Internet history viewing. 
· Import and export files and images.
· Add comments.
· Incident response.
· Corporate policy compliance 
	Computer, cloud, social media, web, email, and memory. 
	Windows, Mac, and Linux
	Any computer system
	Different software depending on version.

	Wireshark
	Free open-source Commercial training available
	· Network analysis.
· Capture compressed and uncompressed files. 
· Can export data.
· Live packet capture and offline analysis. 
· Network troubleshooting. 
· Captured data can be browsed via GUI.
· Can read and write different capture file formats. 
· Decryption support. 
	Network
	Windows, Linus, macOS, Solaris, FreeBSD, and NetBSD.
	Any computer system
	Open-source tools

	Xplico
	Free open-source
	· Support for HTTP, IMAP, POP, SMTP, IPv6, and more.
· Creates XML files identifying flows and packet captures in data. 
· Multithreading.
· No limits to data entry.
· Reverse DNS lookup.
· Outputs data into a database. 
· Unique identifiers for XML files.
· TCP reassembly verification. 
	Network, database, forensics 
	Windows, Linux, and Mac
	Any computer system
	Open-source tools

	LogRhythm
	Available on request
	· Threat identification dashboard. 
· Details packet capture, metadata, and log data. 
· Sensors to fill gaps in data.
· Measures mean time to respond.
· Real-time detection.
· Layer 4-7 analysis.
· Recognition of over 3000 applications for network session visibility.
	Network
	Windows, Linux, and Mac
	Any computer system
	Different software depending on version.

	Paladin
	Different prices depending on need. 
	· Available on USB.
· Open-source tools included within the toolkit. 
· Simplified view to aid investigations. 
· Multiple categories to assist tasks. 
	Computer, Network, Forensics
	Linux, Windows, and Mac
	Any computer system
	Different software depending on version.
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The scenario that formed the basis of this investigation was that a former employee the CEC Mobile Manufacturing Company, named Rob Jengelley had left the company, but after doing so it was discovered that a GUI interface for a mobile phone design was missing from the computer. Rob had previously been in contact with a direct competitor of the company, Samtech and made a deal to sell the design. The designs were never backed up for confidentiality reasons and so Rob was the only person with access. The CEO had plans to patent the designs and license the technology to other companies but stands to lose millions due to Rob’s sabotage of the company. The CEO Dee Rod hired Barry Lynch, a forensic investigator to provide evidence of the sabotage and to retrieve any possible data. 
[bookmark: _Toc133481894]Assumptions 

There are a few assumptions to note before an investigation is conducted. The basic assumptions are that Rob was the only person in the company that had access to the designs, and they were deleted from his computer prior to his departure. It is important to note that it is assumed that the designs have already been sold to a competitor of the company. This is all assumed due to Rob’s involvement in the design creations of certain phones, and details regarding the contact between Rob and the competitor. Although, it is possible that other members of the company have access to these files, the scenario does not state this and so it must be assumed that Rob was the only one with the access. 
It is also safe to assume that Barry Lynch is aware of the process needed to be followed when conducting a forensic investigation, that a chain of custody must be documented and must follow the UKs laws. This is assumed due to the professional expertise and qualifications that Barry possesses. 
[bookmark: _Toc133481895]Chain of Custody 

The chain of custody (example document in Appendix A) is a vital element of a forensic investigation as it tracks the movement of the evidence as it transfers ownership [18]. It serves three main purposes. It explains what the item is to the investigator. It shows who has been in contact of the evidence, and it shows it has not been tampered with by any unauthorised personnel [19]. The chain of custody is a paper trail stating who is in charge of the evidence and therefore, proves the evidence integrity and aids in the court process to know who to summon and testify [20] [21]. If the chain is broken or incorrectly completed, then the legitimacy and integrity of the evidence can be questioned and may cause it to be inadmissible in a court [22]. The number of transfers must be kept to a minimum to avoid errors and it shows that nobody without authorisation or the relevant expertise needed has had access to the evidence. The goal of the document is to prove that the evidence is not only related to the case being investigated, but also to show that it was collected from the crime scene and has not been tampered with. The traceability of a piece of evidence is vital as if there any blank spaces in a timeline of events then the evidence could be seen as either inadmissible or just inadequate to the case [23]. Everyone that comes in contact with the evidence becomes liable for its integrity. This is why the document contains information detailing why the person handled the evidence, how long they held it for and how it was being stored. As mentioned, the document is a vital document in an investigation as it prevents those involved from tainting the evidence [24].
[bookmark: _Toc133481896]UK Law 

A forensic investigation must follow a range of laws so that the investigation remains admissible. Some of the most common acts related to a digital forensics’ investigation include the Computer Misuse Act (CMA) 1990 and the Data Protection Act 2018. The CMA deals with the accessing and modifying of any data that is being stored on a computer system, without authorisation. Section 1 details that it is an offence to cause a computer to perform any actions with the intention of gaining any unauthorised access. Within the act, multiple offences are stated detailing what cannot be done on a computer, and although a forensic investigator is not above the law, there is obviously some exemptions due to the circumstances as to why they are accessing a device. Some of the exemptions are detailed in the Serious Crime Act 2015 [25] [26]. Possibly the most commonly occurring legislation when dealing with any data is the Data Protection Act (DPA) 2018 and the General Data Protection Regulation (GDPR). The DPA is the legislative control on how an individual’s information can be used by anyone other than themselves. Everyone must follow the strict procedures in place when using any data. Any authorities with a law enforcement function have slightly different procedures to follow when using data. Section 29 of the DPA details more information regarding data usage by law enforcement. It states that consent is not required when processing the data if it is being done to prevent or detect a crime, capture, or prosecute an offender, assessment and collection of taxes and other statutory functions. [26] [27]. Another important practise for forensic investigators is the Forensic Science Regulator Code of Practise which sets out procedures that must be followed by forensic investigators to make sure they are professional and remain within the law when conducting an investigation. Sometimes it is required by the Statement of Standards and Accreditation Requirements that an investigator is accredited with certain ISO standards. ISO17020 details procedures for inspections at the scene of an incident. ISO17025 details procedures regarding laboratory processes when recovering or imaging electronic data when away from the incident scene, making this ISO more relevant to forensic investigators. ISO27037 can be used as guidance, however, is usually not required [28]. 
[bookmark: _Toc133481897]Forensic Methodology 

The methodology used for a forensic investigation differs depending on the case and circumstances. For the investigation and restoration of deleted files, an investigator would need specialised tools and professional expertise. As mentioned during the research section of the report, a digital forensic tool is a software application that can be used to collect evidence from a device and to ensure the evidence collected is preserved with the main goal being that the evidence remains admissible for the court proceeding when an investigator will report on any findings relevant to the case.
The main aim when conducting any investigation is to discover evidence and to ensure that any evidence found remains admissible in court. The steps for an investigation to restore files includes, identifying the device or storage media, such as the disk or drive to discover where the deleted files are contained [29]. The next step in the process is the forensic imaging. This is when an investigator creates an identical copy of the evidence. Doing this preserves the integrity of the evidence and therefore making sure that it remains admissible for the court proceedings [30]. After making a direct identical copy, an investigator then analyses the file system to determine the location of the files needing to be restored and to determine their status [31]. Next an investigator conducts the search for the deleted files needing to be recovered. This is where the forensic tools and techniques are used most as the investigator will perform key word searches, analysis of different files and other tasks to aid in the investigation [29]. After the files are discovered, the investigator will use the forensic tools such as Autopsy and others mentioned previously to restore the files to the location of their choice [31]. The final step in this stage of an investigation is verify the restored files to ensure they are authentic. The verification is a vital stage as it validates if the evidence has been tampered with, which ensures the integrity of the file and makes sure the evidence will remain admissible in court [32].
[bookmark: _Toc133481898]Data Recovery 

Autopsy was used with the evidence files to show how to perform some of the techniques that would be used during a data recovery forensic investigation. 
[bookmark: _Toc133481899]How to recover deleted files 

The below images show the view for a forensic investigator after the evidence files have been added to the forensic tool and the steps taken to access any deleted files and then recover them. 
[bookmark: _Toc133480851][image: ]Figure 1: Initial View of Autopsy.
The initial view of Autopsy shows the different headings that an investigator can search under. 
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Description automatically generated] Figure 2: Where to find deleted files.
Under the “File Views” tab an investigator would find the “Deleted Files” tab. 
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[bookmark: _Toc133480853]Figure 3: The number of deleted files
After selecting the “Deleted Files” tab the investigator would see the number of files that have been deleted from the evidence files they are investigating. 

[bookmark: _Toc133480854][image: Graphical user interface, text, application

Description automatically generated] Figure 4: Recovery of file
To recover the file, an investigator would have to search for the relevant files for the case and once found can right click and then select “Extract File(s)”. This will then ask where the file should be extracted to, for example the desktop or a specific file. 
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Once the relevant files have been found an investigator can start to analyse them so that they can compare and report on the findings. 
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A feature of Autopsy and other forensic tools is that an investigator can add tags to a file that may be relevant to the case being investigated. The below images show how an investigator may tag files. The files shown in the image are encrypted with password protection and so if an investigator was requiring access to these, they would have to use a different forensic tool that can perform password cracking techniques such as brute force attacks to gain access. 
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Description automatically generated] Figure 5: Encrypted files
When searching through the files, an investigator may find files that are worth tagging for easier and more specific reporting. 
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Description automatically generated] Figure 6: Tagging a file.
Once a relevant file has been discovered, an investigator can right click and then select “Add File Tag” or “Add Result Tag”. This allows an investigator to save the file under the “Tags” tab so they can find it again later. They can also add a comment to describe what they are tagging and its importance to the investigation. 
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A feature that an investigator would use is the “Keyword Search”. 
[bookmark: _Toc133480857][image: ] Figure 7: Keyword Search
On the right-hand side of the software, an investigator would find the “Keyword Search”.
[bookmark: _Toc133480858][image: ] Figure 8: Keyword Search menu
An investigator can narrow down the search to specific data sources if they know exactly where something may be, or they can search the entirety of the files. 
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Description automatically generated] Figure 9: Exact match search
The “Exact match” search will show everything that has the searched word in and save it as a tab above the files so an investigator can access it at any point. 
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Description automatically generated] Figure 10: Substring match search
An investigator can also do a “Substring Match” which will show a broader range of results. For example, if an investigator searches “GUI” then they will be shown files that include “GUI” as part of a word, and so files with the word “Guide” will also be shown and may not be relevant. 
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To create a report an investigator would select the “Generate Report” option at the top of the tool. This then gives the option to select the format, the data source, and if you want to include everything or just specific tagged files. 
[image: ]
[bookmark: _Toc133480861]Figure 11: Report format
[bookmark: _Toc133480862][image: ] Figure 12: Report data source
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Description automatically generated]Figure 13: What is being reported.
An example of what a report may look like can be seen below. 
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Description automatically generated]Figure 14: Report front page with navigation table
The initial view shows a navigation table that an investigator can use to show different areas of the files and shows some basic image information. 
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[bookmark: _Toc133480865]Figure 15: Software included in tool.
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[bookmark: _Toc133480866] Figure 16: Ingest history showing modules the software includes.
As an investigator goes down the report, they will see the different software and modules that are used within the forensic tool. 
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[bookmark: _Toc133480867]Figure 17: Reports tab
To find the reports and view them an investigator can go to the “Reports” tab and select the report they want to view. 
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[bookmark: _Toc133480868][image: ]Figure 18: Invoice
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To conclude the report, there are many different forensic tools available for an investigator to use, depending on the case being investigated. Many tools are open-source and so are free to download. Different tools will have different purposes, but the main goal of a forensic investigation is always the same, to find evidence and to preserve it so that it remains admissible in court. 
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After conducting research and an investigation, it is recommended that further investigation is conducted, especially into the encrypted files to discover further evidence of the supposed sabotage of the company by the former employee. If it is found that sabotage was committed, then the evidence should be put forward to the court to prosecute the employee. 
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