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Introduction
This report includes an explanation and an analysis on cloud services. What its used for, how it works, its drawback, costs the different versions that are available such as public cloud services, private clouds, and hybrid clouds and an in depth look into software-as-a-service (SaaS), platform-as-a-service(PaaS), Infrastructure as-a-service (IaaS).
A discussion on Node.js and Docker what they are and how they work along with a discussion on virtualisation and containerisation. 
Then finally a discussion and an evaluation on the development that was done during this module.


Investigation

Cloud computing
Cloud computing refers to an array of computers all working together and sharing resources over the internet. Different devices connect to the computers to access resources, data and applications that are not stored on the individual device themselves but over the cloud. Cloud computing is used for a variety of reasons such as the storage and back-up of data, testing and building applications, software on demand, virtual desktops, streaming audio and video, front-end web applications and for the analysis of gathered data. 
Cloud computing allows businesses to pay to access a pre-designed and built computing infrastructures that they do not have to manage, control, update, replace or fix themselves. There are many benefits from utilising cloud computing such as scalability, speed, reliability, performance, accessibility on a global scale, cost, and security. When businesses or individuals pay for cloud storage, they are paying to access a portion of the Hard Disk Drive (HDD) space, the electricity to run the HDD and the bandwidth that allows them to access the cloud computer service.
Businesses and individuals using cloud computing can choose a cloud computing service that suits their needs as and when they need it and typically pay for the cloud services that they use. This allows a level of scalability were the cost of the service correlates to what is being used and what is needed at different periods for the business, this can fluctuate where the need increases during peak levels of activity for the business and lowers depending on the month, time, or day. This flexibility allows businesses to lower costs of cloud services freely and as needed, in comparison to a company running their own servers that they pay for entirely and all at once even if they are using the entire HDD space or not. The business would need to pre-emptively buy additional storage and improve their servers, risking overreaching investing in hardware that they do not require or underreaching making a bad experience for consumers.    
Cloud computing provides robust data protection from theft, hardware issues and natural disasters such as, but not limited to, flooding, earthquakes, hurricanes, and fire because the data stored on the cloud is backed up and securely stored in multiple locations separate from one another. If a disaster strikes one data centre, businesses and consumers would not experience down time as they have constant access to said data and resources. This structure and stability ensure businesses do not loose custom or any data stored on the cloud.
Latency refers to the delayed responses of web applications to the actions that a user has made when interacting with said web application, different cloud computing services have servers across the globe, this enables a user to access the data or services locally no matter their location which reduces latency issues.
The speed of cloud computing is typically more reliable than the speed that a business can acquire when implementing their own solution. This is due to the cloud computing infrastructure that has been invested in by the companies that own the cloud services. Some cloud computing services increase the security for a business or user as they provide security features such as role-based access control (RBAC), multi-layered security, encryption of data, firewalls, and identity management. Making cloud computing a very attractive option for online based businesses.


Public cloud services, Private clouds, and Hybrid clouds
The different types of cloud environments include public cloud services, private clouds, and hybrid clouds.
The public cloud services involve an accessibility through a web-browser over the internet to the public or businesses. This cloud service is operated by a third party such as Amazon (AWS), google (GCP) or Microsoft Azure and the users of the service can share the same storage areas or access resources from the same hardware while not themselves having access to the data that other users have stored.
Private clouds involve a cloud-based infrastructure that was set up and designed exclusively for an individual organisation or business, only individuals working within the business are given permission to access the private cloud-based services. Amazon virtual private cloud (VPC), google virtual Private Cloud are some of the private clouds available. Although these services are private, they are vulnerable to hackers through social engineering. This is when individuals working for a business are personally targeted by hackers, being exploited, and manipulated to reveal passwords, user identities and other information that enable hackers to access private data. Access breaches are another vulnerability due to poor access control mechanisms. Access control mechanisms dictate what applications and clients have access to. If it is not designed, maintained, and monitored correctly certain individuals may have access to data or important servers that they should not have access to.
The hybrid cloud mixes aspects of the private and public clouds, allowing businesses a level of scalability and saving on expenses as less sensitive data in a hybrid are stored by a public cloud, while the confidential and private data are stored on the private cloud that cannot be accede directly through the internet. 



[bookmark: _Hlk70138234]software-as-a-service (SaaS), platform-as-a-service(PaaS), Infrastructure as-a-service (IaaS) 
SaaS this is when a business or an individual use the cloud to access software and use it remotely through the internet. Office 365 such as word and PowerPoint online, educational websites that offer classes such as Pluralsight and video streaming websites such as Netflix are examples of SaaS. SaaS is paid for either annually or on a monthly billing cycle the costs for various SaaS software vary. SaaS provides the end user a level of freedoms as they do not have to download, install, maintain, or update the software that they use or ensure that they have the latest version or that their systems capable of running the software. 
The drawbacks of SaaS include vendor lock-in. This is when a vendor makes a user dependent on a single vendor for certain products and services whether it be through costs, difficulty in switching or migrating data to another vendor, a business wanting to maintain order and avoid interruptions to the normal workflow or a company integrating a third-party software into their everyday working environment, making it difficult to de-couple the software from the everyday processes of the business. Vendor lock-in can be a bad thing because the quality of a service could decline making the software worse or difficult to use. The third-party vendor could go out of business or change the functionality of the product that they are providing making it useless for the business. Finally, the price could change drastically making it expensive.
Data security can be an issue with SaaS as data is being transferred over the internet, especially private or confidential data that is required for the backend data centres to function it can be compromised.
There is a lack of customization when it comes to SaaS applications so functionality can be limited to whatever the vendor of the application offers. Users are also at the whims of the vendor if they choose to make changes to the functionality. Users run the risk of performance issues and down time when using SaaS application when maintenance occurs it could be unplanned, and the users may find themselves unable to access resources. The performance of SaaS can be impacted by a variety of issues such as hackers, denial of service attacks, and network issues.  


PaaS is used for development purposes as it enables developers to build and maintain applications. Application hosting environments allow developers to run, test, build and deploy applications within an environment that allows for it by hosting environments that provide OS’s, execution environments and databases. Effectively PaaS as a service is providing a fully functional environment that allows a developer to create, design and program freely without having to worry about hardware requirements [1].
The drawbacks of PaaS also include vendor lock-in along with data security issues. The integration of data from an on-sight data store and a cloud-based data-store may be difficult. This difficulty arises when a pre-existing services and infrastructure that uses a legacy IT system are still in use and the business wishes to use the cloud, as these older systems are not always built to be used with the cloud.  

IaaS is when a business outsources the equipment for storage, networking, and monitoring computers. This involves a business paying for access to servers and must manage applications that are stored on the hardware themselves, ensuring that they are up to date, they must maintain middleware, the data that is stored and the OS platform. The cost of IaaS varies based on the amount of resources that the company uses. Examples of IaaS include Amazon Web Services (AWS), Microsoft Azure and Google Compute Engine (GCE).
All the different things discussed above provide individuals and businesses with the freedom to access hardware, software, and anything else they may need as and when they need it allowing a level of flexibility.
The issues with IaaS include security issues because of virtual machines, system vulnerabilities or insider threat. Because IaaS is basically only including the servers and storage and data centres but not the OS, development tools or applications the users of the IaaS may need more training to utilise the IaaS infrastructure as they have to manage data such as its back-up, its up-dating, its continuity and security.
Figure 1 Visual example of SaaS, PaaS, IaaS
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Cost
The cost of cloud computing can vary greatly not only on the amount of data that you wish to store, or the accessibility of data but on the cloud services that is being used, the service provider chosen and the tier of service that is chosen with that service provider. The three main service providers chosen as a base line for this project include Amazon web services, Microsoft Azure and Google Cloud.
For instance, cloud storage costs vary from the amount of storage that is required which is calculated based on the storage in price per gigabytes (GB) per month or price per terabytes (TB) per month. As an example, the prices of just the storage for the three service providers are £0.0448 per used GB per month for Microsoft Azure [2], $0.022 per GB per month for Amazon web services [3],  and $0.020 per GB per month for Google Cloud [4]. But then there are additional costs such as network connections and operations this raises the costs even more.
Network costs are calculate based on how much data is transferred in or out of the cloud service per month. AWS does not charge for data transfer into their service, but they charge $0.05-$0.09 per GB per month based on the usage with an additional charge for overseas transfer ranging between $0.01-$0.02 per GB per month for data retrieval [3]. Google cloud charges £0.01 per GB per month for data retrieval within the US. Overseas data retrieval can be liable to varying costs  [4]. AWS is the same as google cloud for data transfer in, as it is free. Microsoft Azure charges £0.0075 per GB per month for data retrieval with additional costs for overseas transfer [2]. They also do not charge for data transfer in.
The operations are classified as A or B, but they can have different naming conventions between services. The class A operations are the CREATE, UPDATE, DELETE database operations. The class B operations are the READ operations. The service providers charge per 10,000 operations per month for any of the specific classes of operations.
AWS charges $0.05 per 10,000 class A operations per month and $0.004 per 10,000 class B operations per month.
Google cloud charges $0.05 per 10,000 class A operations per month and $0.004 per 10,000 class B operations per month [4].
Microsoft Azure charges $0.0373 per 10,000 class A operations per month and $0.0075 per 10,000 class B operations per month [2].
Based on the prices researched it is important to not only look at the initial storage price but all the additional operation prices as well as the add on prices as they can greatly increases the costs of the cloud service. It is also important to check if there are additional costs for certain countries as they can have costs added on once again cutting in the budget of a business wishing to use cloud services. A business before setting up their business with a cloud provider must question the number of operations that they expect and again choose a vendor accordingly. For instance the storage of google is cheaper than the others but Microsoft Azure has better pricing for network speed and operations. 

[bookmark: _Hlk70138351]Node.js and Docker
Node.js and Docker allow for the development, testing, running, and shipping of applications. 
Node.js is a runtime environment (this is basically where an application or program is executed) that uses JavaScript and is cross platform (meaning it can run on Linux, Microsoft windows or other platforms like the ones mentioned). Node.js is used to make server-side applications that run web applications outside of a client’s browser. The applications that Node.js can be used to make include video-streaming websites, online messaging application and single page applications.
Docker is an open software platform that makes things quicker like development, managing, running, testing, and getting the application out. It packages an application into containers which has its own framework, libraries and software that gets the application out and lets the application run on different machines with different versions of software and OS’s.  Docker can get the application out in a variety of ways like over a cloud provider, through a local data centre or even both making it a hybrid. 
The reason Docker is so good is because it lets different application run even if they have different requirements and makes development faster and more streamlined because it lets developers and different people work together all at the same time in lots of different ways like on their own personal system, virtual machines, or physical machines run over a data centre. Buggs can be fixed freely, and all the different developers can easily just go look at the containers and even run tests on the code either manually or automated.
People choose to use Docker because it can be cheaper and better if you have not got as many resources like good hardware. Docker occupies less memory space, has a shorter boot time, and lets developers run one docker with multiple containers that have everything the developers need in comparison to the virtual machines which are considered worse at all the mentioned things and does not have different containers.


Virtualisation and Containerisation
Virtualisation is the act of changing from physical IT equipment to software options. The physical IT equipment may include networking equipment, computer systems, and servers.  
virtualisation offers businesses a range of advantageous opportunities. It allows business an alternative to a physical IT infrastructure that would require multiple isolated computers which all need to be maintained individually requiring a permanent member of staff who is fully trained and knowledgeable in that field. There is also a reduced cost in the initial purchasing and setup of equipment, as an individual would need to ensure that everything is up to specification and working as expected. 
This form of virtualisation is known as virtual machines. Virtual machines are software abstractions of desktop computers that a business would normally have within a building or office that they own, and their employees work from. They function in the way a typical computer would be expected to function, with the exception that they do not have a physical presence. They instead run virtually on a host server and are accessed remotely. They can be used for many different reasons ranging from a simple office machine that uses office 365, to a development environment. 
There are many advantages to using virtual machines including the ability to run multiple operating systems, improved maintainability as software updates and management can be done at a single host location rather than individually on each machine. 
The disadvantage of virtualization is that it can be less efficient than a physical machine as virtual machines must request access to hardware and software from the host machine. If there is a lack of power or the set up of the host machine is not efficient if multiple virtual machines.


Containerisation can be thought of as virtualisation for software instead of hardware. It is a process of creating environments for different applications that run-in isolation while having access to resources required. These environments are called containers they let applications run on different computing environments reliably and quickly.

[image: ]

Evaluate Development.
To use docker you must first compose the container, then once the container is composed it needs to be run. After that it can be connected to using the different ports. Then it can read the information and it connects to the database that has been created on adminer this is also running on docker. Docker can be used for hosting. 

These are the folders found on a machine, within these folders there is a docker compose settings which initialise the docker container. It has two project folders one called node web service and one called node web server.
[image: ]Figure 2 Folder structure for project


Docker runs the server which connects to the database which exists on an external server. The server contains information about the separate webpages. 
These are the NPM or node.js packages modules that were installed to build and run the webservice that was made for this module. 
[image: ]Figure 3 Node.js Packages installed









This is the setting up of the docker container, to run the server and the service.
[image: ]
Figure 4 Creating docker Container




This is the container existing within docker. This is the container that is running the service and the server. The green indicates that the container is active.
[image: ]Figure 5 Docker container running















[image: ]This is an example of the student gaining access to the webservice within docker while its running within docker. 
Figure 6 connection to the web service running in the container

This is the login page to the postgres SQL database. This is also being run within the docker container.
[image: ]
Figure 7 Login for adminer database

This is the insert method which puts data into the database from the webservice. 
[image: ]Line 43 composes the SQL query with the relevant data.Figure 8 insert method inside the webservice












This is the select method that reads the data from the database to be displayed on the webservice. Line 78 shows the SQL query that’s selects all from the students table.
 
[image: ]Figure 9 select method inside the webservice










[image: ]this is a manifestation of the previous select method shown in Figure 10 webservice showing information from the database




This is the index html on the webserver this gives us links to other pages.  
[image: ]Figure 11 index html on webserver



this is the add student form and the inserted data being added to the database. The add student webpage is stored inside the server. The data is stored within the database.

Figure 12 inserting and saving user data

[image: ]this is the read student page that displays the student data from the database onto the webpage that is controlled by the server.Figure 13 readstudentspage.html











This is an effective way of setting up a docker container to run a server which can provide data from a database to a webservice. Rather than having separate machines running the server and the database and the service. Everything is contained within one environment rather than it being spread across multiple machines making docker a powerful tool within web development and web applications.

[bookmark: _Toc520200888]Conclusion
The report successfully covered the explanation and an analysis on cloud services explaining what its used for, how it works, its drawback, costs the different versions that are available such as public cloud services, private clouds, and hybrid clouds and an in-depth investigation into software-as-a-service (SaaS), platform-as-a-service (PaaS), Infrastructure as-a-service (IaaS) their drawbacks and their benefits.
Node.js is covered in reasonable detail and so is Docker the report provides a decent explanation on what they are and how they work along with a discussion on virtualisation and containerisation how they relate to Docker. 
Then finally a discussion and an evaluation on the development that was done during this module.
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> express-webservice@1.0.6 build /var/waw/node
> tsc -p ./tsconfig.server.json

nodevebserver@1.6.6 build-client /var/waw/node
tsc -p ./tsconfig.client.json

> express-webservice@1.0.6 run /var/uw/node
> node ./dist/service.js

mysql_1 2021-05-08 12:50:43+00:00 [Note] [Entrypoint]: Database files initialized
mysql_1 2021-05-08 12:50:43+00:00 [Note] [Entrypoint]: Starting temporary server

mysql_1 2021-05-08T12:56:44.8490987 6 [Warning] [MY-810161] [Server] Insecure configuration for --secure-file-priv: Location is accessible to all 05 users. Consider choosing a different directory.

mysql_1 2021-05-08T12:50:44.049161Z 6 [System] [MY-016116] [Server] /usr/sbin/mysqld (mysqld 8..23) starting as process 88

mysql_1 2021-05-08T12:50:44.081427Z 1 [System] [MY-013576] [InnoDB] InnoDB initialization has started.

mysql_1 2021-05-08T12:56:44.526587Z 1 [System] [MY-813577] [InnoDB] InnoDB initialization has ended.

mysql_1 2021-05-08T12:50:44.702264Z 6 [System] [MY-811323] [Server] X Plugin ready for connections. Socket: /var/run/mysqld/mysqlx.sock

mysql_1 2021-05-08T12:50:44.939036Z 6 [Warning] [MY-610068] [Server] CA certificate ca.pem is self signed.

mysql_1 2021-05-08T12:56:44.9391937 @ [System] [HY-013662] [Server] Channel mysql_main configured to support TLS. Encrypted connections are now supported for this channel.

mysql_1 2021-05-08T12:50:44.945416Z 6 [Warning] [MY-611810] [Server] Insecure configuration for --pid-file: Location '/var/lib/mysql’ in the path is accessible to all 05 users. Consider choosing a different directory.
mysql_1 2021-05-08T12:50:44.988526Z 6 [System] [MY-016931] [Server] /usr/sbin/mysqld: ready for connections. Version: '8.6.23" socket: '/var/run/mysqld/mysqld.sock’ port: @ MySQL Community Server - GPL.

mysql_1 2021-05-08 12:50:44+00:00 [Note] [Entrypoint]: Temporary server started.

mysql_1 Warning: Unable to load '/usr/share/zoneinfo/is03166.tab’ as time zone. Skipping it.

mysql_1 warning: Unable to load '/usr/share/zoneinfo/leap-seconds.list’ as time zone. Skipping it.

mysql_1 Warning: Unable to load '/usr/share/zoneinfo/zone.tab’ as time zone. Skipping it.
mysql_1 Warning: Unable to load '/usr/share/zoneinfo/zone197.tab® as time zone. Skipping it.

mysql_1 2021-65-08 12:50:48+00:00 [Note] [Entrypoint]: Creating database mydb

mysql_1 2021-65-08 12:50:48+00:00 [Note] [Entrypoint]: Creating user docker

mysql_1 2021-05-08 12:50:48+00:00 [Note] [Entrypoint]: Giving user docker access to schema mydb

mysql_1

mysql_1 2021-05-08 12:50:48+00:00 [Note] [Entrypoint]: Stopping temporary server

mysql_1 2021-05-08T12:50:48.366508Z 13 [System] [MY-813172] [Server] Received SHUTDOWN from user root. Shutting down mysqld (Version: 8.6.23).
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> nodewebserver@1.6.0 run /var/wa/node
> node ./dist/server.js

mysql_1 2021-05-08T12:50:50.371626Z 6 [System] [HY-016916] [Server] /usr/sbin/mysqld: Shutdown complete (mysqld 8.6.23) MySQL Community Server - GPL.
mysql_1 2021-05-68 12:50:51+00:00 [Note] [Entrypoint]: Temporary server stopped

mysql_1

mysql_1 2021-05-08 12:50:51+00:00 [Note] [Entrypoint]: MySQL init process done. Ready for start up.

mysql_1

mysql_1 2021-05-08T12:56:51.5918052 @ [Warning] [MY-610161] [Server] Insecure configuration for --secure-file-priv: Location is accessible to all 05 users. Consider choosing a different directory.

mysql_1 2021-05-08T12:50:51.591866 6 [System] [MY-016116] [Server] /usr/sbin/mysqld (mysqld 8.6.23) starting as process 1

mysql_1 2021-05-08T12:50:51.601897Z 1 [System] [MY-013576] [InnoDB] InnoDB initialization has started.

mysql_1 2021-05-08T12:56:51.844436Z 1 [System] [MY-013577] [InnoDB] InnoDB initialization has ended.

mysql_1 2021-05-08T12:56:51.951238Z 6 [System] [MY-811323] [Server] X Plugin ready for connections. Bind-address: '::' port: 33860, socket: /var/run/mysqld/mysqlx.sock

mysql_1 2021-05-08T12:56:52.021862Z 6 [Warning] [MY-610068] [Server] CA certificate ca.pem is self signed.

mysql_1 2021-05-08T12:56:52.0220922 6 [System] [HY-813662] [Server] Channel mysql_main configured to support TLS. Encrypted connections are now supported for this channel.

mysql_1 2021-05-08T12:56:52.027739Z @ [Warning] [MY-611810] [Server] Insecure configuration for --pid-file: Location '/var/lib/mysql’ in the path is accessible to all 05 users. Consider choosing a different directory.
mysql_1 2021-05-08T12:56:52.047239Z 6 [System] [MY-016931] [Server] /usr/sbin/mysqld: ready for connections. Version: '8.6.23' socket: '/var/run/mysqld/mysqld.sock’ port: 3386 MySQL Community Server - GPL.
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