     


Part 1

    The Internet Protocol is one of the most famous and important communication technology.
Because the safety communication is part of any connection , we need to take security of the network on the first place. The organisation define the Internet Protocol standards is Internet Engineering Task Force.
In 1980’s was developed the IPv4. Ten years after was designed the threats and the security measures was not develop on high standard to provide safety and secure communication.
The latest version of Protocol is Internet Protocol v. 6 and it become more popular last couple of years.
Because IPv4 is almost out of address a lot of big companies and world wide business starting slowly to transfer and to use IPv6.In the future IPv6 will replace the old standard IPv4 and will help for better communication all over the world.
This statement will show some fundamental topics ,internet threats and issues in IPv6 security.
 1. Reintroduction

  The Internet Protocol v. 6 was defined in 1990’s . 
Both Protocols are network layer protocols. The address conservation is one of the major problems in IPv4 protocol. The internal addresses are hidden by Network Address Translation (NAT) and  the users think this is a security protection.[1]
In some areas IPv6 can improve security  , but also can meet new threats.The protocol is gain popularity and become part of new products.
The features in Internet Protocols v. 6 :
        1.The IPv6 uses 128 bit addresses compare with 32 bit addresses used by IPv4 allows on the new Internet Protocol almost 340 trillion addresses.
         2.IPv6 as next generation layer protocol is:
          - very effective Internet Protocol header;
          - Qos;
          - encryption;
          - authentication and mobility;
          - large address space;
          - autoconfigure;
          - multicast -  more efficiency with one to many communication and anycast – using nonunique addresses
          - jumboghrams – ability of large packet ;

To be more effective in the new Internet Protocol we need more reserches and to continue study all new possibilities about new ways of communication.
The traffic about IPv6 is light if compare with IPv4.But there a many operating sytems compitable with Linux and Microsoft. 
IPv6 is going to become part of all new systems and will continue to grow and expand.[2],[3],[4]

 2. Vulnerabilities of IPv6
The Internet Protocol standards are defined by Internet Engineering Task Force – IETF.
The IPv6 was standardized in 1998 in RFC 2460. The main purpose of the new intenet protocol is to find new ways of communication that the old intenet protocol v. 4 it’s not possible to support.
The new requirements are IPv6 must to be more flexible and in this case transition with old Internet Protocol must be slow and methodical. If the both Internet Protocols IPv4 and IPv6 runnning at the same time it’s called dual stack.
      2.1 Identity tracking: to identify the network adapters , traditional interface use a 48 bit  address called an IEEE 802 address which content a 24 bit company ID.This 48 bit address is known as Media Access Control – MAC.[5]
Types of network attack:
a) Overhear or snooping the communication – with encryption we can secure our private data.
b) Construct a program which can help you to interact ,modify and delete data everywhere .
c) The machine or the network  became unavailable by a cyber attack.
Internet protocols Security has 3 main functions. First provides data origin against replays – this is Authentication Header. Second is confidentiality , antiflow analysis and antireplay  known as ESP and the last one is to set up the security  association in IPSec protocol – Internet Key Exchange.[6]
The methods used to protect IPv4 are similar for IPv6. 
   IPSec provide best security for IP and TCP/IP communication. To access a network or any device you need to use a password and username. In this case the operating system is vulnerable on hackers attack and can be reached with different programs and commands. If the attacker find the secret key he can get access to any secure communication. In this case the attacker easy can modify data, generate password , makes changes or delete personal information.[7],[8]
IPSec provide end to end security and has visit control function. It describe all possible ways to visit the system, and without him everybody can have access to others computers. IPSec use encryption algorithms and with the help of Security Association Database ,without this all data is unprotected. Safety  of IPSec depends from secret keys, and SA is identified by IP address. We recognise two types of addresses single or multi cast. For ESP outgoing packs are encrypted and ingoing are authenticated.[9],[10]

   The attacker can choose to attack the application layer, by using a virus and taking control on the whole system.
  2.2 COMMON ATTACKS 
There is a lot of  similarities in IPv4 and IPv6 ,and the attack are almost the same:
· Buffers overflows ;
· Sniffing ;
· Worms and viruses ;
· Macros and Trojan horse ;
· Internet and email ;
· VPN and chat , Peer to peer ;
The Ipv6 protocols use encryption and authentication to secure theinfirmation.[11],[12],[13],[14],[15],[16]

Because IPv6 become very popular this mean that will be object of new research and attacks. Some IPv6 attack tools are available and ready to install. In IPv6 securing , we need to protected: perimeter from internet ,using Virtual Private Network ,server security and client security. IPv6 network is larger than those network today.
        To protect IPv6 netowork by LAN security ,VPN and remote – site communication we define these parts: admission control , application security , IPS and endpoint protection.	If we want the computer system to be protected ,need to purchase IPv6 security devices when they are available and up to date. There are some firewall solution about IPv6.
Some organisation block IPv6 traffic using their firewalls – this is rogue traffic.Very popular IPv6 threat is tunnels. We separate three types : 6 to 4 , Teredo and Intra – Site Automatic Tunnel Addressing  Protocol.  This threat allows IPv6 pack  to be encapsulated to IPv4 and send through  IPv4.
In every IPv6 devices there is built in auto – configuration and this allow the attacker to define a rogue device with IP address to all devices. IPv6 vulnerability gives to hackers the ability to manipulate and change the flow of the traffic. Common difference with IPv4 and IPv6 are Internet Control Message Protocol  (ICMP) and multicast which are built in to prevent attacks and to tune the filters in the firewalls.[17]
     It will pass some time before IPv6 replace the old IPv4 device but when the the time is come the new generation of IP addresses will be more secure , stable and reliable.[18],[19],[20]

3. CONCLUSION 

     Future tendencies might also improve the protection to prevent IPv6 attacks. For instance, safety for a router discover and last hop hyperlink layer tackle resolution in send protocol reduces the threat of assault on the neighborhood link, though it does no longer totally do away with it. An additional issue with return routability is that its security builds on well timed verification of reachability for the examined address, and as a result requires common signaling. Combined with the want to complete the technique before site visitors can be passed, this increases the signaling load on the
network and introduces handoff delays. The Mobile IPv6 Working group is reading these issues.The final test of any protocol is how broadly it is adopted and whether it achieves its
interoperability goals. 
         On this point, the jury is still out for Mobile   IPv6, and therefore by extension for its security features. Pending the enormous deployment of wi-fi networks that utilize IPv6, the need for Mobile IPv6 has yet to manifest. However, the safety design
is clearly geared up for the test.	
     Effective security involves to find excellent  balance between protection and advantage connect with the quality and extra security to develop and grow future business plans.  The implementation of security used to indicate the acceptable level of risk. You must to craft a security strategy that matches your level of risk and security. Once involved the new IPv6 protocol suggest and  adjusting protecting  measures to suit your changes from the  new network layer protocol.[21]	
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Part 2 
IPv4 addressing

	
	a)       School of Applied Computing: 172.27.0.0/21 network address 255.255.248.0
	
	
	

	 
	Lab no
	Network address
	Subnet Mask
	First IP address
	Last IP address
	Broadcast add

	1
	Open access laboratory with 245 pcs and 5 printers
	172.16.0.0/23
	255.255.255.0
	172.16.0.1
	172.16.1.254
	172.16.1.255

	2
	Laboratory(308) - 140 pcs,
	172.16.2.0/24
	255.255.255.0
	172.16.2.1
	172.16.2.254
	172.16.2.255

	3
	Laboratory(301) - 60 pcs,
	172.16.3.0/24
	255.255.225.0
	172.16.3.1
	172.16.3.254
	172.16.3.255

	4
	Laboratory(309) - 50 pcs,
	172.16.4.0/26
	255.255.255.192
	172.16.4.1
	172.16.4.62
	172.16.4.63

	5
	Laboratory(304) - 45 pcs,
	172.16.4.64/26
	255.255.255.192
	172.16.4.65
	172.16.4.126
	172.16.4.127

	6
	Laboratory(306) - 40 pcs,
	172.16.4.128/26
	255.255.255.192
	172.16.4.129
	172.16.4.190
	172.16.4.191

	7
	Laboratory(303) - 36 pcs,
	172.16.4.192/26
	255.255.255.192
	172.16.4.193
	172.16.4.254
	172.16.4.255

	8
	Laboratory(302) - 30 pcs,
	172.16.5.0/26
	255.255.255.192
	172.16.5.1
	172.16.5.62
	172.16.5.63

	9
	Staff room - 20
	172.16.5.64/27
	255.255.255.224
	172.16.5.65
	172.16.5.94
	172.16.5.95

	10
	A test centre - 20 pcs, 1 IP phone, a printer
	172.16.5.96/27
	255.255.255.224
	172.16.5.97
	172.16.15.126
	172.16.5.127

	11
	Laboratory(310) - 18 pcs,
	172.16.5.128.27
	255.255.255.224
	172.16.5.129
	172.16.5.158
	172.16.5.159




	
	b)      School of Automotive Engineering: 172.28.0.0/23 network address / 255.255.254.0
	
	

	 
	Lab no
	Network address
	Subnet Mask
	First IP address
	Last IP address
	Broadcast add

	1
	Laboratory(301)-50 pcs,
	172.17.0.0/26
	255.255.255.192
	172.17.01
	172.17.0.62
	172.17.0.63

	2
	Laboratory(206)-48 pcs,
	172.17.0.64/26
	255.255.255.192
	172.17.0.65
	172.17.0.126
	172.17.0.127

	3
	Laboratory(205)-40 pcs,
	172.17.0.128/26
	255.255.255.192
	172.17.0.129
	172.17.0.190
	172.17.0.191

	4
	Laboratory(101)-40 pcs,
	172.17.0.162/26
	255.255.255.192
	172.17.0.193
	172.17.0.254
	172.17.0.255

	5
	Laboratory(103)-35 pcs,
	172.17.1.0/26
	255.255.255.192
	172.17.1.1
	172.17.1.62
	172.17.1.63

	6
	Staff room-25
	172.17.1.64/26
	255.255.255.192
	172.17.1.65
	172.17.1.126
	172.17.1.127

	7
	Laboratory(102)-25 pcs,
	172.17.1.128/27
	255.255.255.224
	172.17.1.129
	172.17.1.158
	172.17.1.159

	8
	CAD Laboratory-20 pcs and printer
	172.17.1.160/27
	255.255.255.224
	172.17.1.161
	172.17.1.190
	172.17.1.191




	
	c)       School of Engineering: 172.29.0.0/22 network address / 255.255.252.0
	
	
	

	 
	Lab no 
	Network address 
	Subnet Mask
	First IP address
	Last IP address
	Broadcast add

	1
	Laboratory(202)-80 pcs,
	172.18.0.0/25
	255.255.255.128
	172.18.0.1
	172.18.0.129
	172.18.0.127

	2
	Laboratory(409)-80 pcs,
	172.18.0.128/25
	255.255.255.128
	172.18.0.129
	172.18.0.254
	172.18.0.255

	3
	Laboratory(203)-65 pcs,
	172.18.1.0/25
	255.255.255.128
	172.18.1.1
	172.18.1.126
	172.18.1.127

	4
	Laboratory(404)-45 pcs,
	172.18.1.128/25
	255.255.255.128
	172.18.1.129
	172.18.1.254
	172.18.1.255

	5
	Laboratory(410)- 45 pcs,
	172.18.2.0/26
	255.255.255.192
	172.18.2.1
	172.18.2.62
	172.18.2.63

	6
	Laboratory(408)-18 pcs,
	172.18.2.64/26
	255.255.255.192
	172.18.2.65
	172.18.2.126
	172.18.2.127

	7
	Laboratory(205)-25 pcs,
	172.18.2.128/27
	255.255.255.224
	172.18.2.129
	172.18.2.158
	172.18.2.159

	8
	Laboratory(201)20 pcs,
	172.18.2.160/27
	255.255.255.224
	172.18.2.161
	172.18.2.190
	172.18.2.191

	9
	Staff room-18 pcs,
	172.18.2.192/27
	255.255.255.224
	172.18.2.193
	172.18.2.222
	172.18.2.223
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IPv6 addressing

DNS 
Email
Finance
Registry
File server
Print server

