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1. [bookmark: _Toc70668589]Introduction

This document is going to show routing and packet filtering within core tcp/ip services and critical failover/redundancy practices. It is also going to include screenshots just for evidence that it has been done correctly and also appropriate description of what is the screenshot representing.
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This screenshot shows a command prompt with two network interfaces and this is done thanks to the ARP -A command.
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This screenshot shows that pinging two other hosts has been done successfully
[image: ]This screenshot shows a routing table, it contains interface list, active routes and persistent routes.



[image: ]











This screenshot shows that the ftp server is being configured and the server is selected
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This screenshot shows that web server feature is about to be installed along with management tools
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This screenshot shows that the FTP server and service has been selected in role services so it can be installed
[image: ]This screenshot shows that the FTP server has been successfully installed


[image: ]This screenshot shows that the local user “ftpuser” has been created inside the “users” folder
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This screenshot shows that the FTP site name is being added
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This screenshot shows that binding and ssl settings are configured properly
[image: ]













This screenshot shows that the FTP server is going to use basic authentication and also only specified user is authorised – WIN-3119D6H6JIA\ftpuser with read and write permissions
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This screenshot shows that the banner has been changed and set manually to a custom one
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This screenshot shows that the ftpuser has been added to ftproot folder as a user with permissions

[image: ]












This screenshot shows that FTP file with a name of “ftpfile2upload”has been created inside “FTPFiles” folder to upload later on client 2
[image: ]
This screenshot shows that the attempt of accessing the FTP server has been successful and the user is logged in



[image: ][image: ]This screenshot shows that the user has accessed the directory and transferred a file through FTP
This screenshot shows that the file has been successfully transferred to a server through FTP services
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[image: ]This screenshot shows that remote desktop services are about to be installed
This screenshot shows that routing and DirectAccess and VPN (RAS) will be installed
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This screenshot shows that remote access services (direct access and vpn) were installed successfully along with RAS and routing.
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This screenshot shows that the RDP is being configured and custom configuration is going to be applied
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This screenshot shows that LAN routing is going to be enabled on the server
[image: ]







This screenshot shows that server DC1-NWT is up and running and also configured successfully
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This screenshot shows that a new routing protocol “RIP Version 2 for Internet Protocol” is being added
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This screenshot shows that pinging server 2 PublicNet IP address is successful



[image: ]This screenshot shows that pinging client 2 from client 1 has been successful 
[image: ]This screenshot shows that the IP filter on PrivateNet1 on server 1 is being added through Routing and Remote Access 
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[image: ]This screenshot shows that the IP filter has been installed successfully 
This screenshot shows that the IP filter works and the ping is not being received
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This screenshot shows adding outbound filter on server 2 on PublicNet
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This screenshot shows that outbound filter has been successfully installed


[image: ]This screenshot shows that outbound filter works on FTP and prevents user from getting in


[image: ]This screenshot shows the process of installing an inbound filter to drop all packets except those that meet the criteria below and restrict FTP access to everyone except client 1


2. [bookmark: _Toc70668590]How does it work?

The rule was set up on server 2 PublicNet, it works as an inbound filter and drops all packets except those that meet criteria above (screenshot above) with the IP 192.168.100.2 which is client 1. So any incoming packets from server 1, server 2 and client 2 are going to be dropped.
3. [bookmark: _Toc70668591]Failover Clustering for high availability systems/services

Failover clustering usually consists of two types, computer one which is the main one and work on daily basis and a second one which is failover computer and this computer works when the main computers fails to perform. High availability clusters are commonly used to backup, balance the load and for failover purposes. In order to properly configure HA cluster, all the computers which are called hosts need to have to the same drive which is shared. This is going to let VMs on a certain host to pass the failure which is failover to a different host without causing any disruptions in the system. Failover clustering is going to work if the service is a mediator for the server and the client and also if the architecture is in 3rd tier. In a high availability cluster there are many servers constantly running to provide the service to the customers, if any interruption occurs then all the work is being transferred onto the backup server. The things that need careful consideration when using a system like that is definitely a shared drive because all hosts need to have an access to the same share drive and also servers, if one server fails then the backup one takes over and performs tasks, network adapters, fibre channel, a processor that supports Hyper-V [1]. One possible role within the Windows Server OS environment that could provision these requirements is Active Directory (AD) and there are many roles such as DNS server, DHCP server etc. but (AD) is the most important because it is responsible for managing authentication of any hardware, device or a user that is currently on the network or tries to get an access, it is also putting all the policies in place and enforcing them on every hardware, device and a user. It behaves comparable to a heart, it would not work without it. Many companies and organisations are creating a redundant domain controller and this is done if one of the servers on which Active Directory is operating goes down.  [2]
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This screenshot shows the process of adding failover clustering

4. [bookmark: _Toc70668592]Network policy

[bookmark: _Toc70668593]4.1 Network topology

The size of the network is massive and operates in multiple locations nationwide. That’s why star topology is the best solution. The reason why it’s the best is because the software which is responsible for managing the network only needs to communicate with the switch / hub or a computer. It is also easy to add another computer to the network considering the size of the network and needs of constantly adding different machines. A massive nationwide network cannot let simple failures such as a computer failure to disrupt the whole network from functioning properly, star network will keep working as usual even if something fails. [3]
Security team is responsible for keeping the data safe. Security teams consists of key roles and responsibilities, every person should be responsible for different aspect of security. There should be different people that manage user access controls and who is accessing the network.
Most common roles:
· CISO (Chief Information Security Officer)
· Security specialist
· Cryptographer
· Security Software Developer
· Security Engineer
· Security manager [4] [5]
[bookmark: _Toc70668594]4.2 Policies

The policies that will be there and are essential:
· Acceptable Use Policy – Allows people to do their job with the right access to the right files, it prevents them from doing anything that is illegal by the law and banned by the employer. It states what won’t be acceptable on the network.
· Back-Up Policy – This policy states how often the backups should be made, how it will be stored, tested.
· Password policy – Will require user to set a password that meets complexity requirements such as:
Min Length: 10 characters
Needs to contain special characters
Needs to have an uppercase character
· Failover policy – This policy states what hardware and devices are going to be used and set up when a disaster happens and the main device fails.
[6]

[bookmark: _Toc70668595]4.3 Enforcement of security policies

Enforcement of security policies has 2 types – detecting if the policy has been violated and taking action if the policy has been violated. Policies won’t be effective if there is no enforcement, e.g., password policy is going to be enforced by setting a minimum complexity requirements, the user will be prevented from setting a password if it is too weak. Another example could be where the user is trying to access an application that should not be accessed, a simple warning error could be shown to inform the user that this application should not be accessed. This will not stop the user from accessing the application, however an effective solution would be manually deleting and removing applications that shouldn’t be accessed. [7] [8] [9]

[bookmark: _Toc70668596]4.4 Analysis of security risks

Analysis of security risks is risk assessment in other words, this is a way of identifying potential risks to the network and also providing a solution to these problems, there are many potential risks that can happen to the network. IT industry has faced a wide variety of potential risks but no one can ever be sure when a new risk appears, this would be a challenge for IT Technicians. However, there are some most common security risks that can occur on daily basis:
· DoS – This can be solved by having a properly configured server, hosts and the firewall which is the main source of defence since it is blocking connections that are coming in and the ones that are going out. Blocking ports that are open could also help.
· Misuse of data and information – This can be treated by punishing the employee and revoking some rights and permissions to certain information.
· Leaked data – This can be treated by carrying out an investigation to find out how the data was leaked and who did it.
· Losing data – This can be treated by introducing a backup policy which is going to require to make regular backups.
· Getting unauthorised access – This can be treated by improving overall security of the network, blocking certain connections, restricting employees from accessing certain information.
· Malware – This can be treated by installing antimalware software.
[10] [11]

[bookmark: _Toc70668597]4.5 Monitoring the security operations

The changes that could be made to the risk assessment is just adding more types of risks that can happen and train employees what to do when one of them occurs. There could be more policies added to the policies mentioned above and also monitoring tools such as SolarWinds which isn’t free. The policies and risk assessment should be given out in both forms – paper form and also sent through and email so the employee can access both of them at any time. The employer should also make sure that every single employee has signed both forms of risk assessment and also policies. These two documents are invalid unless signed.

[bookmark: _Toc70668598]4.6 Mitigations in the event of violations

Mitigation in the event of violations means the steps that need to be taken when something was violated. It can by anything such as financial punishment, a simple verbal warning or even firing someone. The steps that are going to be taken if something was violated depends on the priority and importance of the violation e.g. an employee accidentally leaked some sensitive information. It could be removing certain employees from accessing information or creating another policy. An employee that validated a policy would have their permissions revoked unless it has been proven that the mistake was made on accident and not on purpose. If something has been violated and the company lost money and reputation because of that then the employee is going to be responsible for paying for the damage.  [12]
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:\Users\NWT-DT>ARP -A

Interface: 169.254.234.200 --- Oxd
Internet Address Physical Address Type
169.254.255.255 FE-FE-FE-FE-FF-FF  static
224.0.6.22 01-00-50-00-00-16  static
224.0.6.251 01-00-50-00-00-fb  static
224.0.6.252 01-00-5-00-00-fc static
255.255.255.255 FE-FE-FE-FE-FE-FF  static

Interface: 192.168.100.1 --- 6xe
Internet Address Physical Address Type
192.168.160.2 08-00-27-b2-3f-cc  dynamic
192.168.160.255 FE-FF-FF-FE-FF-FF  static
224.0.6.22 01-00-50-00-00-16  static
224.0.6.251 01-00-50-00-00-fb  static
224.0.6.252 01-00-5-00-00-fc  static

:\Users\NWT-DT>
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224.0.0.252 01-60-52-00-00-fc static

C:\Users\NWT-DT>ping 169.254.234.260

Pinging 169.254.234.260 with 32 bytes of data:
Reply from 169.254.234.200: bytes=32 time<ims
Reply from 16.254.234.200: bytes=32 time<ims
Reply from 160.254.234.200: bytes=32 time<ims
Reply from 160.254.234.200: bytes=32 time<ims

Ping statistics for 169.254.234.206;
Packets: Sent = 4, Received = 4, Lost = © (6% loss),
Approximate round trip times in milli-seconds:
Minimum = @ms, Maximum - ems, Average = 6ms

C:\Users\NWT-DT>ping 192.168.166.1

Pinging 192.168.106.1 with 32 bytes of data:
Reply from 192.168.100.1: bytes=32 time<ims
Reply from 192.168.100.1: bytes=32 time<ims
Reply from 192.168.100.1: bytes=32 time<ims
Reply from 192.168.106.1: bytes=32 time<ims

Ping statistics for 192.168.100.1

Packets: Sent = 4, Received = 4, Lost = © (6% loss),
Approximate round trip times in milli-seconds:

Minimum = @ms, Maximum - ems, Average = 6ms

C:\Users\NWT-DT>
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Connected to 192.168.101.1.

220-Microsoft FTP Service

220 WELCOME TO DAVIDS SERVER

200 OPTS UTF8 command successful - UTF8 encoding now ON.
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331 Password required
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230 User logged in.
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Microsoft Windows [Version 10.6.18362.30]
(c) 2019 Microsoft Corporation. All rights reserved.

:\Users\1900457>ftp 192.168.101.1

Connected to 192.168.101.1.

220-Microsoft FTP Service

220 WELCOME TO DAVIDS SERVER

200 OPTS UTF8 command successful - UTF8 encoding now ON.
User (192.168.101.1:(none)): DC1-NWT\ftpuser

331 Password required

Passuord:

230 User logged in.

Ftp> lcd C:\FTPFiles

Local directory now C:\FTPFiles.

ftp> dir

200 PORT command successful.

125 Data connection already open; Transfer starting.
64-65-21 10:57AM <DIR> Ftpuploads
226 Transfer complete.

ftp: 54 bytes received in 6.86Seconds 54600.00Kbytes/sec.
ftp> put ftpfilezupload.txt

200 PORT command successful.

125 Data connection already open; Transfer starting.
226 Transfer complete.

Ftp>
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Allow remote clients to connect to this server through the ntemet and localclerts to
‘connect to the Inemet using a sigle publc P address.

€ Secure connection between two pivate networks
Connect this network to a emote network, such as  branch offce.

& Custom corfiguration
‘Select any combination of the features avalable in Routing and Remote Access.

N
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Routing and Remote Access Server Setup Wizard

Custom Configuration

Whenthis wizard loses. you can configure the selected services i the Routing
and Remote Access consol.

‘Select the services that you want to enable on his server.
T~ VPN access

T~ Dialup access.

I Demanddial connectons (used for branch ofice routing )
™~ NaT

¥ LANrouting

s [ ]

Cancel
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New Routing Protocol

Cick the routing protocol that you want to add, then cick OK.
Routing protocols:

¥~ DHCP Relay Agent
¥ IGMP Router and Proxy.
¥ NAT
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Command Prompt

Microsoft Windows [Version 16.6.17763.737]
(c) 2018 Microsoft Corporation. All rights reserved.

:\Users\NWT-DT>ping 192.168.101.1

Pinging 192.168.161.1 with 32 bytes of data:
Reply from 192.168.161.1: bytes-32 time<ims TTL-126
Reply from 192.168.161.1: bytes-32 time<ims TTL-126
Reply from 192.168.161.1: bytes-32 time<ims TTL-126
Reply from 192.168.161.1: bytes=32 time<ims TTL-126

Ping statistics for 192.168.161.1:

Packets: Sent = 4, Received = 4, Lost = © (8% loss),
Approximate round trip times in milli-seconds:

Minimum = @ms, Maximum - ems, Average = 6ms

:\Users\NWT-DT>
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Command Prompt

TTL-126
TTL-126
2 timecims TTL=126
2 timecims TTL=126

Reply from 192.168.161.1:
Reply from 192.168.11.1:
Reply from 192.168.161.1
Reply from 192.168.161.1

Ping statistics for 192.168.101.1
Packets: Sent = 4, Received = 4, Lost = © (8% loss),
Approximate round trip times in milli-seconds:
Minimum = @ms, Maximum - ems, Average = 6ms

C:\Users\NWT-DT>ping 192.168.161.2

Pinging 192.168.161.2 with 32 bytes of data:
Reply from 192.168.161.2: bytes-32 time=ims TTL-126
Reply from 192.168.161.2: bytes=32 time=ims TTL-126
Reply from 192.168.161.2: bytes=32 time=ims TTL-126
Reply from 192.168.161.2: bytes=32 time=ims TTL-126

Ping statistics for 192.168.161.2:
Packets: Sent = 4, Received = 4, Lost = © (8% loss),
Approximate round trip times in milli-seconds:
Minimum = ims, Maximum = ims, Average = ims

:\Users\NWT-DT>
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Inbound Fitters [

These fiters control which packets are forwarded or processed by tis network
Fiter acton;

 Receive al packels except those that meet the citera below

" Drop all packets except those that meet the crteria below

Fiters:

Source Addess | Souce Network Mok | Desination ddss | Desnaion Vs | i

[Non. | e | ok |

ok | Cocn
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Command Prompt

Microsoft Windows [Version 10.6.18363.1446]
(c) 2019 Microsoft Corporation. All rights reserved.

:\Users\NWT-DT>ping 192.168.100.1

Pinging 192.168.160.1 with 32 bytes of data:
Request timed out.
Request timed out.
Request timed out.
Request timed out.

Ping statistics for 192.168.100.1
Packets: Sent = 4, Received = @, Lost = 4 (166% loss),

:\Users\NWT-DT>
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mmand Prompt - ftp 1

Microsoft Windows [Version 10.6.18363.1440] ~
(c) 2019 Microsoft Corporation. All rights reserved.

C:\Users\NWT-DT>Ftp 192.168.101.1

Connected to 192.168.161.1.

226-Microsoft FTP Service

226 WELCOME TO DAVIDS SERVER

260 OPTS UTF8 command successful - UTF8 encoding now ON.
User (192.168.101.1:(none)): DC1-NWT\ftpuser
331 passuord required

passuord:

536 User cannot log in.

Login failed.

Ftp>
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& Server2 [Running] - Oracle VM VirtualBox
File Machine View Input Devices Help

You have the Auto capture keyboard opton turmed on. This wil cause the Virtual Machine to automatically capture the keyboard every time the VM window is activated and make it unavaiable to other applications running on your host machine
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