Sarah Rule
1810755 – 1810755@student.uwtsd.ac.uk
Lab 2 – Analyse Network Packets 

Part 1 
Capture and Analyse Local ICMP Data in Wireshark
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1. Does the source MAC address match your PC interface?
Yes, the source MAC address does match that of my PC interface, which in this case is 40:23:43:cf:9f:a9. 
2. Does the destination MAC address in Wireshark match your team member MAC address? 
Yes, the destination MAC address in Wireshark matches, which in this case the destination MAC address is 6c:c7:ec:e8:c8:30. 
3. How is the MAC address of the pinged PC obtained by your PC? 
The MAC address is obtained through an Address Resolution Protocol (ARP) Request. 

Part 2
Capture and Analyse Remote ICMP Data in Wireshark

1. IP address for www.yahoo.com:
The IP address for Yahoo is 87.248.100.216.
2. MAC address for www.yahoo.com:
The MAC address for Yahoo is 70:50:af:a1:b6:f1.
3. IP address for www.cisco.com:
The IP address for Cisco is 104.84.247.6.
4. MAC address for www.cisco.com:
The MAC address for Cisco is 70:50:af:a1:b6:f1.
5. IP address for www.google.com:
The IP address for Google is 172.217.169.68. 
6. MAC address for www.google.com:
The MAC address for Google is 70:50:af:a1:b6:f1. 
7. What is significant about this information? 
All of the URL’s MAC addresses point back at my router MAC address. 
8. How does this information differ from the local ping information you received in Part 1?
Part one is the router source MAC address, the MAC address shown here is the Destination Source MAC address. 
9. Why does Wireshark show the actual MAC address of the local hosts, but not the actual MAC address for the remote hosts? 


Part 3 
Examine the Header Fields in an Ethernet II Frame

1. What is significant about the contents of the destination address field? 
The contents of the destination address field shows my MAC address of the NIC in the default gateway. 
2. Why does the PC send out a broadcast ARP prior to sending the first ping request? 
The PC sends out a broadcast ARP to request the MAC address of the host with the IP address contained in the ARP. This is because before the PC can send a ping request to a host, it first needs to determine the destination MAC address. 
3. What is the MAC address of the source in the first frame? 
The MAC address in the first frame is 1c:12:b0:b0:2a:cb.
4. What is the Vendor ID (OUI) of the source NIC in the ARP reply? 
The Vendor ID is AmazonTe (Amazon Technologies Inc). 
5. What portion of the MAC address is the OUI? 
The first three octets for the MAC address is the OUI. 
6. What is the NIC serial number of the source? 
The NIC serial of the source is b0:2a:cb. 

Part 4
Use Wireshark to Capture and Analyse Ethernet Frames
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1. What is the IP address of the PC default gateway? 
The IP address of the default gateway is 192.168.0.1.
2. What is the MAC address of the PC NIC? 
The MAC address of the PC NIC is cf:9f:a9.
3. What is the default gateway’s MAC address? 
The default gateways MAC address is 70:50:af:a1:b6:f1.
(You can click the greater than (>) sign at the beginning of the second line to obtain more information about the Ethernet II Frame). 
4. What type of frame is displayed? 
An IPv4 (Internet Protocol Version 4) type of frame is displayed. 
(The last two lines displayed in the middle section provide information about the data field of the frame. Notice that the data contains the source and destination IPv4 address information).
5. What is the source IP address? 
The source IP address is 192.168.0.53.
6. What is the destination IP address? 
The destination IP address is 192.168.0.1.
(You can click any line in the middle section to highlight that part of the frame (hex and ASCII) in the Packet Bytes pane (bottom section). Click the Internet Control Message Protocol line in the middle section and examine what is highlighted in the Packet Bytes pane. 
7. What do the last two highlighted octets spell? 
The last two highlighted octets spell ‘hi’. 
(Click the next frame in the top section and examine an Echo reply frame. Notice that the source and destination MAC addresses have reversed, because this frame was sent from the default gateway router as a reply to the first ping). 

8. What device and MAC address is displayed as the destination address? 
The host PC MAC address is displayed, which is 40:23:43:c5:9f:a9.

Part 4a
Capture packets for a remote host. 

1. In the first echo (ping) request frame, what are the source and destination MAC addresses? 
                   Source: 40:23:43:c5:9f:a9

                   Destination: 70:50:af:a1:b6:f1

2. What are the source and destination IP addresses contained in the data field of the frame? 
                   Source: 40:23:23:c5:9f:a9

                   Destination: 104:84:247:6 (www.cisco.com)

3. Compare these addresses to the addresses you received already. The only address that changed is the destination IP address. Why has the destination IP address changed, while the destination MAC address remained the same? 
The destination MAC has remained the same as the source will use the default gateway MAC address for the frame destination. Once the default gateway receives the packet, the layer II frame will change and the create a new frame header with the new MAC address until it reaches its desired destination. 

4. Wireshark does not display the preamble field of a frame header. What does the preamble contain? 
The preamble contain octets of alternating 1010 sequences. 
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