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1. [bookmark: _Toc243436218]Introduction
Enterprise networks must protect sensitive information against existing cyber threats while maintaining high service availability. Lateral movement is a persistent security threat, allowing attackers to move deeper into compromised networks to access valuable systems and information [1]. As well as existing threats, the development of quantum computing presents a future risk to widely used public-key cryptography, particularly RSA and elliptic-curve cryptography [2].
Network segmentation is the process of dividing a network into subnetworks through the use of VLANs and firewalls. It is an important defence against lateral movement (LM), which is a central tactic in contemporary cyberattack methodologies and an important consideration in threat modelling [1]. Inadequate network segmentation or misconfigured firewall rules can allow LM, whilst overly restrictive configurations may disrupt legitimate services. Therefore ensuring accurate segmentation and configuration is essential in restricting unauthorised access without affecting availability [3].
Sufficiently powerful quantum computers are a future threat, but the risks they present are already relevant today. Although such computers are not currently capable of breaking widely used public-key cryptography, organisations need to prepare for their development. TLS is widely used to secure network communications, which makes preparing for post-quantum TLS migration important. One reason organisations need to prepare now is that attackers can collect encrypted data today and potentially decrypt it using sufficiently powerful quantum computers in the future. This is known as “harvest now, decrypt later” [4].
Configuring network segmentation or deploying post-quantum TLS does not automatically prove that either works as intended. Implementing these changes requires testing to ensure security requirements are met while maintaining legitimate connectivity. The purpose of the proposed tool is to verify network segmentation and to automate, test and evaluate hybrid post-quantum TLS migration. The complications of enterprise security, alongside the interest in developing a practical tool with real economic value, motivate this research. The aim is to produce a working system with measurable results that demonstrate its effectiveness.

2. [bookmark: _Toc243434142][bookmark: _Toc243436219]Background to the Proposed Research
As Chen et al. [3] evaluated, the generation of restrictive micro-segmentation policies limited attackers' lateral movement within the evaluated environments. Their study analysed 184 services across 61 projects, successfully generating restrictive policies for over 96.7% of projects. This demonstrates the effectiveness of automatically generating policies through service configuration analysis. However, the evaluation concerns cloud-native applications, meaning the findings should not be generalised to every enterprise network. Furthermore, the research focuses on generating policies rather than verifying and repairing firewall errors after deployment.
Firewall rules control permitted traffic between network segments. Bringhenti et al. [5] reviewed existing approaches to network security configuration automation, identifying developments and continuing limitations in the field. However, overly permissive, conflicting or incorrectly ordered rules can undermine intended restrictions. As a consequence, unauthorised connections may become possible, while overly restrictive rules can interrupt required services. Hu et al. [6] investigated methods for detecting and resolving firewall policy anomalies. Ceragioli et al. [7] also demonstrated that different firewall systems cannot necessarily enforce the same policies. These findings highlight the importance of checking whether a security policy can be implemented and whether the required connectivity is maintained.
The purpose of segmentation verification is to check whether actual or modelled network connectivity matches the intended access policy. Batfish is an existing tool that analyses network configurations to identify potential errors [8]. Its benefit is checking connectivity and proposed changes before applying them. Diekmann et al. [9] also developed a formally verified approach for analysing iptables firewall rules using Isabelle/HOL. Both approaches provide methods for analysing network configurations, although their techniques differ. However, configuration analysis does not itself demonstrate that applications work on the running network. Practical connectivity testing therefore provides complementary evidence.
Detecting a configuration error is only the first step; it must then be corrected. Gember-Jacobson et al. [10] developed an automated repair approach using MaxSMT, treating repair as a constraint-solving problem that seeks configuration changes satisfying specified network requirements while minimising repair costs. Their research evaluated 96 data-centre networks, producing repairs in under one minute for 98% of those networks. However, the correctness of repairs depends on the requirements provided. An omitted access restriction could therefore remain unenforced. This supports defining explicit permitted and prohibited connections and testing them after changes are applied.
The public-key mechanisms used in conventional TLS rely on mathematical problems that sufficiently powerful quantum computers could solve. This creates the concern of attackers collecting encrypted traffic now and decrypting it later, known as “harvest now, decrypt later” [11]. Organisations therefore need to prepare for post-quantum migration, particularly where information must remain confidential for many years.
Hybrid post-quantum TLS combines classical and post-quantum key exchange, retaining classical protection while introducing protection against future quantum attacks. However, migration presents challenges involving compatibility, larger handshake messages and potential performance overhead. Rubio García et al. [12] investigated quantum-resistant TLS using a different hybrid approach combining post-quantum cryptography and quantum key distribution, demonstrating practical implementation and performance trade-offs. Montenegro et al. [13] evaluated classical, hybrid and post-quantum TLS configurations, examining handshake performance and communication overhead under controlled network conditions. Farooq et al. [14] also evaluated post-quantum algorithms in TLS, showing that handshake performance and computational requirements vary between algorithms and operating systems. These studies demonstrate the need to consider performance and compatibility during migration, but do not establish the effects of combining migration with firewall verification and repair. The proposed tool will therefore verify the negotiated key exchange and measure connection success and handshake time after migration.
Existing research demonstrates developments in segmentation verification, automated configuration repair and post-quantum TLS deployment. However, the reviewed approaches focus on different parts of the security process. Batfish provides network configuration verification [8], Gember-Jacobson et al. [10] investigated automated network repair, while Montenegro et al. [13] evaluated post-quantum TLS performance. These approaches do not establish whether combining segmentation verification, firewall repair and hybrid TLS migration into one workflow can reduce manual effort and missed failures. This research will investigate this combination through practical connectivity testing, TLS verification and rollback, while measuring whether legitimate services remain operational.

3. [bookmark: _Toc243434143][bookmark: _Toc243436220]Research Problem Statement
Security changes can leave unwanted access, disrupt legitimate services affecting availability, or fail to provide the intended TLS protection. Checking configuration alone does not establish that running services meet all specified requirements. This research therefore investigates whether a combined automated workflow can reduce manual effort and missed failures compared with a manual workflow using existing tools.

4. [bookmark: _Toc243434144][bookmark: _Toc243436221]Research Aim and Objectives
The overarching aim is to develop and evaluate a tool combining segmentation verification and automated hybrid post-quantum TLS migration, investigating whether it reduces manual effort, maintains service availability and reduces missed failures.
There are four objectives:
1. Analyse relevant research and existing tools to define network access requirements, TLS requirements and evaluation criteria.
2. Design an isolated virtual environment with permitted and prohibited connections, a TLS service and reproducible fault scenarios.
3. Develop a prototype that verifies segmentation, repairs selected firewall errors, migrates the TLS service, retests changes and rolls back specified failures.
4. Evaluate the prototype against a manual workflow using existing tools, measuring fault detection, operator effort, connection success, handshake time and recovery time.
Deliverables: A working prototype and source code, documented lab configurations, test results and an evaluation report.

5. [bookmark: _Toc243434145][bookmark: _Toc243436222][bookmark: _Toc243434146]Research Methodology
[bookmark: _Toc243436223]5.1 Research Design
Design Science Research (DSR) is the chosen research design, as the project involves developing a cybersecurity tool and evaluating its effectiveness [15]. A simulated virtual corporate network will be created to test segmentation verification, firewall repair and hybrid TLS migration. The research will use software development and controlled quantitative experiments, comparing automated and manual workflows against identical fault scenarios.
Data collected will include fault detection, connection success, handshake time, service downtime, operator effort and recovery time. Results will be analysed using detection and connection success rates, alongside average timings and operator effort. Repeated experiments will help identify inconsistencies between results.
The isolated lab may not represent real-world network traffic, limiting generalisability. However, using identical virtual machines, network configurations and fault scenarios will support reliability. For validity, detected faults will be checked against deliberately introduced misconfigurations. Successful repairs will be confirmed by testing permitted and prohibited connections, while TLS migration will be verified through negotiated cryptographic algorithms. Ethically, testing will remain within isolated virtual machines using synthetic traffic.
[bookmark: _Toc243434147][bookmark: _Toc243436224]5.2 Materials
A computer with 32 GB RAM will support the virtual environment. VirtualBox and Linux will provide the isolated network, while Python will be used for verification and automation. OpenSSL with post-quantum support will enable hybrid TLS testing, and Wireshark will analyse network traffic. React and FastAPI will support the interface and backend. Test results and logs will provide the quantitative data for evaluation.

6. [bookmark: _Toc243434148][bookmark: _Toc243436225]Project planning
The project will follow a structured timeline as shown in Figure 1. The Gantt chart identifies key activities, milestones and their corresponding timescales. It covers research, development, testing, evaluation and future improvements and scaling.
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Figure 1. Project Gantt Chart
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