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Abstract

On 3 June 2024, Synnovis—a pathology and diagnostics provider supporting NHS organisations,
particularly in South-East London—was hit by a ransomware attack that significantly reduced
testing capacity and disrupted clinical services. NHS England reported delays affecting over
11,000 outpatient and elective appointments, and confirmed that criminals later published stolen
data on 20 June 2024; services were fully restored by December 2024 [6], [7]. Public reporting
attributes the intrusion to the Qilin (Agenda) ransomware ecosystem, a double-extortion threat
that combines data theft with encryption-led disruption [8]-[10]. This paper converts the public
narrative into an evidence-based MITRE ATT&CK Enterprise mapping (at least ten TTPs),
analyses root causes (identity/perimeter exposure, segmentation and monitoring gaps, and
systemic dependency risks), and provides strategic prevention and detection recommendations
explicitly mapped to ISO/IEC 27001:2022 Annex A controls. It argues that “pre-encryption”
detection (credential abuse, lateral movement, staging, and exfiltration) is the decisive defensive
window for modern ransomware campaigns affecting healthcare availability and patient safety.
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1. Task 1: Introduction

Ransomware is no longer merely an IT outage; in healthcare it becomes a safety and continuity
risk when diagnostics, prescribing, and time-critical workflows degrade. Peer-reviewed research
on cyber incidents in health systems shows that loss of ICT can force paper-based workarounds,
increase staff burden, and elevate patient-safety risk through delays and coordination
breakdowns [13], [14]. The Synnovis incident provides a contemporary UK case where
disruption of pathology services cascaded across multiple trusts, demonstrating how outsourced
or shared clinical services can become single points of failure [6], [11].

This paper fulfils the assessment requirements by: (1) mapping the campaign to MITRE
ATT&CK Enterprise, identifying and explaining at least ten key TTPs across the chain; (2)
analysing root causes (control failures, architectural weaknesses, and human factors); and (3)
synthesising strategic recommendations for prevention and detection, explicitly mapped to
ISO/IEC 27001:2022 Annex A controls.

1.1 Case Overview and Evidence Base

1.1.1 Incident summary

NHS England states that Synnovis was the victim of a ransomware cyber-attack on 3 June 2024,
causing major loss of diagnostic capacity and delays to over 11,000 outpatient and elective
appointments; criminals published stolen data on 20 June 2024, and services were fully restored
by December 2024 [6][7].

1.1.2 Attribution context

Credible reporting links the incident to the Qilin ransomware group (often described as Russian-
speaking or Russia-linked in media coverage), with Qilin also discussed in technical write-ups
and vendor analyses as an active Ransomware-as-a-Service operation using double extortion
[8][10][15].

1.1.3 Method and limitations

The public domain does not provide a complete forensic timeline (e.g., exact initial access
vector, specific malware tooling, and lateral movement commands). Where details are not
confirmed for this victim, this paper anchors the narrative to NHS England disclosures (dates,
disruption, and data publication) and uses reputable media and high-quality threat analysis to
map likely TTPs consistent with Qilin operations. Such mappings are clearly framed as
hypotheses rather than confirmed facts.

1.2 Method and limitations

Figure 1 represents an evidence-aligned attack flow for a double-extortion ransomware incident
impacting clinical diagnostics.
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Figure 1. Flow Chart

Clinically, this model aligns with the reported outcome: large-scale disruption to blood-testing
and pathology systems supporting trusts in South-East London, with continued public guidance

to attend urgent care while services operated in a degraded state [6][7][11].

1.3 MITRE ATT&CK Enterprise Mapping (=10 TTPs)

Table I maps key tactics and techniques across the chain. “Evidence basis” distinguishes: (S)

supported by Synnovis/NHS England or high-quality reporting about this incident; (Q) consistent
with Qilin tradecraft described in reputable technical analysis.

MITRE ATT&CK mapping for the Synnovis incident

Evi
# | Tactic Technique (ID) | Why it fits the chain b:s'?:“ce
1 Initial Phishing Common entry for RaaS affiliates; (Q)[9], [10]
Access (T1566) used to obtain credentials or payload
execution.
2 Initial Valid Accounts | Ransomware affiliates frequently use (Q)[9], [16]
Access (T1078) stolen credentials to enter and blend in.
3 Initial External Remote | Plausible for third-party clinical (Q)[12], [17]
Access Services suppliers with remote support/admin
(T1133) surfaces.
4 | Execution | PowerShell Common for hands-on-keyboard (Q)[9],[10]
(T1059.001) staging and deployment in Windows
estates.
5 Persistence | Scheduled Frequently used to re-run tools, (Q) [9],[10]
Task/Job maintain foothold, or time encryption.
(T1053)
6 | Privilege Exploitation for | Typical step to reach domain-wide (Q) [9],[10]
Escalation | Privilege deployment capability.
Escalation
(T1068)
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7 Credential
Access

Credentials from
Password

Stores: Web
Browsers
(T1555.003)

Qilin has been observed targeting
browser-stored credentials.

(Q [10]

8 | Credential | OS Credential Standard method to obtain high- (Q)[9], [10]
Access Dumping privilege credentials post-foothold.
(T1003)
9 | Discovery | Network Service | Identify reachable services (file shares, | (Q) [9], [10]
Discovery DCs, backup servers).
(T1046)
10 | Lateral Remote Services | Spread across hosts using admin (Q)[9], [10]
Movement | (T1021) protocols (RDP/SMB/WinRM).

11 | Collection

Data from Local

Gather sensitive operational/patient-

(S/Q) 6], [9]

System (T1005) | adjacent data before extortion.
12 | Exfiltration | Exfiltration Transfer staged datasets off-network (S/Q) [6], [9]
Over C2 prior to encryption.
Channel
(T1041)
13 | Defense Clear Windows | Often used to reduce forensic visibility | (Q) [9], [10]
Evasion Event Logs and delay response.
(T1070.001)
14 | Impact Data Encrypted | Ransomware disruption reducing (S) [6],[7]
for Impact diagnostics capacity.
(T1486)

Analytical note: The most defensible incident-specific conclusions are the Impact (ransomware

disruption) and data theft/publication; the precise initial access and tooling remain undisclosed
publicly, so those TTPs are modelled based on Qilin and RaaS norms and should be framed as
hypotheses in the submission [6][9].

1.4 Root Cause Analysis

1.4.1 Control failures

UK regulators and national guidance emphasise that internet-facing services should not rely on

single-factor authentication where access could lead to personal data exposure, recommending
multi-factor authentication and risk-assessed remote access architectures [12][18]. For healthcare
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suppliers with privileged remote support pathways, weak authentication and insufficient
conditional access increase the likelihood that credential theft (e.g., phishing, infostealers,
password reuse) becomes a full compromise.

1.4.2 Architectural weaknesses

The scale and duration of disruption suggests that, once attackers gained deployment rights, the
blast radius was large. This is commonly enabled by insufficient network segmentation between
user endpoints, server tiers, diagnostic platforms, and backup infrastructure—allowing lateral
movement and ransomware propagation [17][19].

1.4.3 Monitoring and response gaps

The incident progressed to both exfiltration and encryption, indicating limited telemetry, alerting,
or response capacity to act on pre-impact signals. UK guidance on ransomware mitigation
stresses layered controls (MFA, patching, segmentation) and the ability to recover via resilient
backups—implicitly recognising that detection alone is often too late unless it targets early-chain
behaviours [17][19].

1.4.4 Systemic dependency risk

A central strategic lesson is that pathology is a shared service underpinning multiple clinical
pathways. Outages propagate across trusts and GP practices, forcing manual workflows and
delaying care [6][11]. Subsequent reporting linked broader disruption to patient harm and, in at
least one investigated case, a death where the cyber incident was considered a contributing
factor—highlighting the safety dimension of availability attacks in healthcare [8][20].

1.5 Strategic Recommendations (Prevention and Detection) Mapped to
ISO/IEC 27001:2022 Annex A

ISO/IEC 27001:2022 Annex A provides a structured set of organisational and technical controls
suitable for defining risk treatments in an ISMS and supporting auditability [21][22]. The

recommendations below are framed as implementable outcomes and explicitly mapped to Annex
A controls, aligned to the modelled ATT&CK chain.

Recommendations mapped to ISO/IEC 27001:2022 Annex A controls

Prevents/detects ISO 27001:2022 Annex A

Strategi dati
rategic recommendation (ATT&CK focus) | mapping

Mandate strong MFA everywhere, T1566, T1078, A.8.5 Secure
prioritising remote access, admin portals, | T1133 authentication; A.5.15
and backup consoles; prefer phishing- Access control; A.5.16

resistant MFA for privileged roles; Identity management




N Prifysgol Cymru
528 ¥ Drindod Dewi Sant
" University of Wales
Trinity Saint David

implement conditional access (device
compliance, geo-velocity, risk).

Reduce remote attack surface: move from
broad VPN/RDP exposure to ZTNA and
least-privilege application publishing;
harden and monitor any vendor support
channels.

T1133,T1021

A.8.20 Network security;
A.8.22 Segregation of
networks and services

Privileged Access Management (PAM):
separate admin identities, just-in-time
elevation, credential vaulting, and session
recording for all privileged actions.

T1003, T1068,
T1021

A.5.16 Identity
management; A.8.2
Privileged access rights;
A.8.5 Secure authentication

Detection engineering for the “pre-
encryption window””: alert on anomalous
logins, impossible travel, mass
authentication failures, new admin group
membership, remote execution patterns,
and suspicious scheduled tasks.

T1078, T1053,
T1059.001

A.8.15 Logging; A.8.16
Monitoring activities

Egress monitoring and DLP for sensitive
datasets: detect staging (large archive
creation), abnormal outbound transfers,
and non-standard egress channels;
baseline lab data flows.

T1005, T1041

A.8.12 Data leakage
prevention; A.8.20 Network
security; A.8.16 Monitoring
activities

Harden endpoints and servers: EDR with | T1059.001, A.8.7 Protection against
tamper protection, application control for | T1070.001 malware; A.8.9

admin tools, restrict LOLBins misuse, Configuration management;
and enforce secure configuration A.8.16 Monitoring
baselines. activities
Ransomware-resistant backups: T1486 A.8.13 Information backup;

immutable/offline copies, separate admin
accounts, MFA for destructive backup
actions, and frequent restore testing for
pathology-critical services.

A.5.30 ICT readiness for
business continuity

Network segmentation by clinical
criticality: isolate diagnostic platforms,
AD tiers, backup systems, and

T1021, T1046

A.8.22 Segregation of
networks and services;
A.8.20 Network security
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management planes; implement deny-by-
default east-west controls.

Threat intelligence and purple teaming T1555.003, T1003, | A.5.7 Threat intelligence;
focused on ransomware TTPs observed in | T1041 A.8.16 Monitoring

the wild; build SIEM/EDR detections activities

against Qilin-like behaviours (credential
theft, staging, mass file changes).

Clinical continuity planning: pre-agreed | Reduces impact A.5.30 ICT readiness for
manual procedures, diagnostic severity business continuity; A.5.29
prioritisation rules, courier and reporting Information security during
fallbacks, and rehearsed communications disruption

with trusts and GP practices.

Because public reporting confirms both service disruption and data publication, defensive
priorities should focus on preventing the chain from reaching exfiltration and encryption
(T1005/T1041/T1486) through identity hardening, segmentation, and monitoring [6][10].

Conclusion

The Synnovis ransomware incident shows how a double-extortion campaign can translate into
real-world healthcare disruption when identity assurance, segmentation, and pre-encryption
monitoring are insufficient. NHS England’s timeline (3 June attack; 20 June data publication;
restoration by December 2024) highlights both the operational fragility of diagnostics supply
chains and the prolonged recovery burden after wide compromise [6], [7]. Strategically, the
strongest risk reduction comes from: (i) hardening remote access and privileged identities; (i1)
engineering detections around credential abuse, lateral movement, and data staging; and (iii)
ensuring ransomware-resistant recovery capability. Mapping these actions to ISO/IEC
27001:2022 Annex A translates lessons into an auditable improvement plan suitable for a Level 7
assessment.
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2. Task 2: Red Team Engagement — “Operation IP Shield”

2.1 Introduction and Engagement Overview

Cureton Pharmaceutical Company (CPC) is approaching a commercially and scientifically
critical milestone and has identified a credible risk of intellectual property (IP) theft by a
sophisticated competitor or a state-sponsored actor. In response, CPC commissioned a controlled
red team exercise—Operation IP Shield—to emulate an Advanced Persistent Threat (APT)
operating with stealth, patience, and realistic tradecraft across CPC’s hybrid estate.

The target environment reflects CPC’s core business dependencies: (i) an on-premises Active
Directory (AD) network supporting R&D operations, (ii) an AWS VPC hosting a clinical trial
data portal, and (iii) CI/CD pipelines used for application development and deployment. These
three areas are routinely targeted in real-world intrusions because they offer multiple paths to
high-value data: identity infrastructure (AD), externally accessible cloud workloads, and supply-
chain opportunities through build and deployment systems.

The primary objective of Operation IP Shield is to exfiltrate a defined sample of dummy research
data from the R&D environment without detection, thereby evaluating CPC’s preventive
controls, monitoring coverage, and incident response readiness under realistic adversary
conditions. Secondary objectives include assessing the organisation’s ability to detect early-stage
behaviours (e.g., abnormal authentication, discovery activity, privilege escalation and lateral
movement), and evaluating whether defensive controls can identify or disrupt stealthy data
staging and outbound exfiltration attempts.

This engagement is designed as a professional security assurance activity rather than a
vulnerability scan. It prioritises stealth and evasion (within authorised boundaries), aligns actions
to the MITRE ATT&CK® Enterprise framework to ensure defensible mapping of tactics,
techniques and procedures (TTPs), and produces two complementary deliverables:

a Technical Report for the Blue Team detailing the attack chain, evidence of success, and a
critical analysis of detection gaps; and

an Executive Brief for senior leadership describing business risk, likely impact, and the strategic
rationale for investment in security improvements.

Finally, to ensure safety and governance, all activity is conducted under an agreed Rules of
Engagement (RoE) defining scope, authorised techniques, communications, and stop conditions.
Evidence collected during the exercise (screenshots, logs, timestamps and artefacts) is handled in
line with CPC’s data handling requirements and is used to support findings, recommendations,
and an auditable improvement plan.
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host machine will have an interface s
Host Machine

acting as gateway

Virtual gateway on host n
172.20.10.3

Kali Linux VM
Attacker/Hacker R&D

Cl/cD AWSVPC 172.20.10.5
172.20.10.4 172.20.10.2

Figure 2. Network diagram of a virtual setup
(Self Generated)

2.2 Rules of Engagement (RoE)

2.2.1 Engagement Authorisation
e Client: Cureton Pharmaceutical Company (CPC)

o Authorising Authority: CPC Chief Information Security Officer (CISO) (authorisation

on file)
o Engagement Window: 15-29 November 2025 (2 weeks)

o Engagement Type: Grey-box (limited infrastructure knowledge provided; no privileged

credentials beyond agreed test accounts)

2.2.2 Objectives and Success Criteria

Primary Objective:

o Exfiltrate a defined sample of dummy R&D research data to a controlled collection
point without triggering a high-confidence detection alert during the engagement

window.

Secondary Objectives:
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o Demonstrate a realistic attack path across CPC’s hybrid environment (on-prem AD <
AWS VPC « CI/CD).

o Identify detection and response gaps and provide actionable improvements.
2.2.3 Scope Definition
In-Scope Systems (Hybrid Environment)
1. R&D On-Premises Active Directory Environment (CPC-R&D)
e AD Domain: cpc.local (lab domain)

e Domain Controller(s), R&D workstation(s), file share(s) hosting dummy research
data

e Administrative services required for domain operations (e.g., DNS/LDAP/SMB)
2. AWS VPC - Clinical Trial Data Portal (Simulated)
e VPC segment representing the portal environment

e Web tier (portal front end), application tier (if modelled), and data tier (e.g.,
database/storage)

o Relevant security boundaries (security groups, IAM roles/policies, logging)
3. CI/CD Pipeline (Simulated)

e CI/CD runner/build host representing an automated pipeline

e Source repository / build artefacts location (simulated)

e Secrets storage mechanism (simulated) and deployment path into AWS VPC (where
modelled)

Out-of-Scope
e Any real production systems or real patient data systems (lab exercise only)
e Any third-party partner networks not explicitly included
o Physical security testing (e.g., tailgating)
e Denial-of-Service and destructive actions (no ransomware deployment)
2.2.4 Constraints and Safety Controls
o No destructive attacks, no DoS, no actions that intentionally degrade availability

o Exfiltration limit: maximum 100 MB total, using dummy data only
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e Operating hours: 09:00—18:00 (UK time), unless otherwise agreed

e Stop conditions: halt immediately if unexpected instability occurs or if an out-of-scope
asset is impacted

o Data handling: all collected artefacts stored securely, retained only for reporting, and
disposed of per CPC guidance

2.2.5 Communication and Escalation
e Primary contact (Blue Team): SOC/Blue Team Lead (role-based contact)
e Secondary contact: Engagement Sponsor (role-based contact)

o Status reporting: daily summary (end of day) including actions taken, observed
detections, and planned next steps

e Critical findings: reported within 2 hours of confirmation

o Incident escalation: if real risk is identified, escalate immediately and pause activity
pending instruction

2.3 Threat Emulation Plan (MITRE ATT&CK®)
2.3.1 Threat Model and Rationale

Operation IP Shield emulates an APT-style adversary prioritising stealth, persistence, and
targeted data theft. The assumed adversary intent is pharmaceutical IP theft and clinical trial
intelligence collection, consistent with known real-world targeting of pharmaceutical and
research organisations.

2.3.2 Campaign Objectives
1. Exfiltrate a defined sample of dummy drug formulation / R&D research data

2. Obtain access that enables compromise of CI/CD to understand supply-chain exposure
(positioning)

3. Maintain controlled, time-boxed persistence sufficient to complete the objective (within
RoE)
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2.3.3 Planned ATT&CK TTP Mapping (High-Level)

Category In Scope Out of Scope

R&D On-Prem (AD) AD domain (lab), DC(s), Any real production systems,
R&D workstation(s), research | real patient systems, or non-
file share(s) hosting dummy | authorised endpoints
data

AWS VPC (Portal) Simulated clinical trial portal | Any third-party partner
workload(s), security networks; any real clinical
groups/IAM boundaries, trial data
logging where modelled

CI/CD Simulated pipeline Unauthorised access to
host/runner, repo/artefact external repos or real vendor
path, secrets handling services
(simulated)

Techniques Controlled APT-style DoS, ransomware
emulation within RoE; no deployment, destructive
destructive actions payloads, persistence beyond

window

Data Handling Dummy research sample Exfiltration of real sensitive
only; exfiltration capped data or any data beyond
(e.g., <=100MB) agreed dummy dataset

Table 3. Scope Definition

2.3.4 Operational Approach The engagement prioritises “low and slow” actions: Limited
authentication attempts; avoid noisy scanning

e Preference for native tooling and minimal artefacts

o Emphasis on pre-encryption detection opportunities (identity anomalies, lateral
movement signals, staging/exfil patterns)

2.4 Lab Environment Design

2.4.1 Lab Overview

The lab is designed to mimic CPC’s hybrid infrastructure using isolated virtual networks and
segmented workloads to represent:

¢ R&D On-Prem AD Network
e AWS VPC Clinical Trial Portal
e CI/CD Pipeline Segment

e A virtual gateway connecting segments under controlled routing rules
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2.4.2 Addressing and Key Systems
e Virtual Gateway: 172.20.10.3

e AWS VPC (Clinical Trial Portal): 172.20.10.2

e CI/CD (Pipeline host/runner): 172.20.10.4

e R&D (AD + research systems): 172.20.10.5

o Red Team workstation (attacker VM): 172.0.0.1

2.4.3 Evidence Collection Points

To support detection-gap analysis, the lab enables collection of:
e Windows logs (Security + PowerShell/Operational logs if enabled)
e Host telemetry (EDR/Sysmon if available)
e Network telemetry (gateway logs / firewall events)
e AWS logs (CloudTrail equivalent / VPC flow logs if modelled)

e CI/CD job logs and artefact audit trails
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from 10.86 icmp_seq=2 tt 5 time=2.82 ms

from 10.86 255 time=3.13 ms

255 time=4.65 ms

tt1=255 time=4.07 ms

time 3008ms
PING 10

data
64 bytes

cmp_seg=3 ttl

icmp_seqma ttl
10.86.4.79: icmp_seqes
10.86.4.79
packets
rtt

ng statistics

s transmitted, 5 received, 0% packet

min/avg/max/m 823/4.045/5
#

561/0.999 ms

BONS L/ MONN @K rignt cul
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Start Metasploit
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File Machine View Input Devices
Applications ~

Help
Places + [ Terminal ~

Sun19:48

root@osboxes: ~
P, BROADCAST, RUNNING MULTICAST> mtu 1500

netm 255.255.0 broadcast 10.0.3.255

00:27Ff:fesb:cod7 prefixlen 64 scopeid Bx20<link>

inet6 fd17:625c:f037:3:4046:f05d:af8e:958a prefixlen 64 scopeid Ox@<global>
inet6 fd17:625c:f837:3:300:27ff:fesb:cod7 prefixlen 64 scopeid BxB<global>
ether 08:00:27:5b:¢0:d7 txqueuelen 1000 (Ethernet)
RX packets 27 bytes 3573 (3.4 KiB)
RX errors @ dropped @ overruns 0
TX packets 47 bytes 4101 (4.0 KiB)
TX errors dropped @ overruns 8

frame &
0 carrier
lo: flags=73<UP,LOOPBACK, RUNNING>
127.0.0.1
ineté ::1

mtu 65536

inet 255.6.0.0

prefixlen scopeid 8x10<host>
loop txqueuelen 1000 (Local Loopback)

X packets 20 bytes 1116 (1.0 KiB)

RX errors 8 dropped 8 overruns @
TX packets 20 bytes 1116 (1.0 KiB)
TX errors © dropped @ overruns 0

netmask

128

frame 8

carrier 8 collisions ©
# ~C

:~# msfconsole
***Rting the Metasploit Framework console.
WARNING: No database support

Is the server

\
. could not connect Connection refused
running on host *localhost

(::1) and accepting
TCP/IP connections on port 54327
could not connect to server ction refused

Is the host “localhost® (127.0.6.1)
54327

to server

Conni
server running on
TCP/IP connections on port

and accepting

1914 exploits - 1074 auxiliary

yloads - 45 encoders

330 post
4 evasion

10 nops

IS ME TS @ right cil

= 12:48 AM
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PHASE 2: RECONNAISSANCE
Network Discovery with Nmap

File Machine View Input Devices
Sun20:18
root@osboxes: ~

Applications *  Places » [ Terminal +

File Edit View Search Terminal Help

nmap.org ) at 202!
172.16.10.2
t is up 00 latency)
Nmap done address (1 host up) scanned in .

12-14 20:17 EST

Nmap
st 1550
B "o do
20:17 EST

onds
> nmap
c: nmap -sn 172
ng Nmap 7.86 ( https://nmap.org 025-12-14 20:17 EST
e 172.10.10.3
is up (0.00100s latency)
done: 1 IP address (1 host scanned in 9.22

BOmS s MOEYN @B right il

118 AM
12/15/2025
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Port Scanning
Scan AWS VPC:

i
File Machine View Input Devices

Applications *  Places * [ Terminal = Tue 11:40
root@osbones: ~

earch Terminal Help
[ 1914 exploits - 1874 auxili: 338 post
[ 556 payloads - 45 encoders - 18 nops

[ 4 evasion

msfS = db_status
Connected to msf. Connection type: postgresgl
nsf5 > sudo msfdb init
exec: sudo msfdb init

[i] Database already started
[i) The database appears to be already configured, skipping initialization
msfs > db_nmap -sS -sv -0 18.86.9.26

Nmap: Starting Nmap 7.88 ( https://nmap.org ) at 2025-12-82 11:38 EST

Nmap: Stats: 8:81:28 elapsed; @ hosts completed (1 up), 1 undergoing Service Scan

Nmap: Service scan Timing: About 95.65% done; ETC: 11:39 (0:60:64 remaining)

Nmap: Nmap scan report for 10.86.9.26

Nmap: Host is up (8.8846s latency)

Nmap: Mot shown: 977 filtered ports

Nmap: PORT STATE SERVICE VERSION

Nmap: 21/tcp open ftp vsftpd 2.3.4

Nmap: 22/tcp open ssh OpenssH 4.7p1 Debian Subuntul (protocol 2.0}

Nmap: 23/tcp open telnet Linux telnetd

Nmap: 25/tcp open smtp Postfix smtpd

Nmap: 53/tcp open domain ISC BIND 9.4.2

Nmap: 80/tcp open http Apache httpd 2.2.8 ((Ubuntu) DAV/2)

Nmap: 1ll/tcp open rpcbind 2 (RPC #100000)

Nmap: 139/tcp oOpen netbios-ssn Samba smbd 3.X - 4.X (wWorkgroup: WORKGROUR)

Nmap: 445/tcp open netbios-ssn Samba smbd 3.X - 4.X (workqroup: WORKGROUP)

Nmap: 512/tcp Open exec netkit-rsh rexecd

Nmap: 513/tcp open login OpenBSD or Solaris rlogind

Nmap: 514/tcp open tcpwrapped

Nmap: 1099/tcp open java-rmi GNU Classpath grmiregistry

Nmap: 1524/tcp open bindshell  Metaspleitable root shell

Nmap: 2049/tcp open nfs 2-4 (RPC #160063)

Nmap: 2121/tcp ceproxy- T

Nmap: 3366/tcp open mysql ySOL 5.0.51a-3ubuntus

Nmap: 5432/tcp open postgresql  PostgresQL DB 8.3.0 - 6.3.7

Nmap: 5900/tcp VNC (protocol 3.3)

Nmap: 6088/tcp (access denied)

Nmap: 6667/tcp unreal TRCd

Nmap: 8669/tcp i Apache Jserv (Protocol v1.3)

Nmap: 8186/tcp tp Apache Tomcat/Coyote JSP engine 1.1

Nmap: Warning: 0SScan results may be unreliable because we could not find at least 1 open and 1 closed port

Nmap: Device type: bridge

Nmap: Running: Oracle Virtualbox

Nmap: 0S CPE: cpe:/o:oracle:virtualbox

Nmap: 05 details: Oracle Virtualbox

Nmap: Service Info: Hosts: metasploitable.localdomain, irc.Metasploitable.LAN; 0Ss: Unix, Linux; CPE: cpe:/o:linux:linux kernel

Nmap: 05 and Service detection performed. Please report any incorrect results at https://nmap.org/submit

: Nmap done: 1 IP address (1 host up) scanned in 164.24 seconds

HEF s MO @D rightcul
440 PM

u
| | 12/2/2025
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Scan CI/CD:

¥
File Machine View Input Devices Help

Applications *  Places [ Terminal = Tue 11:44
root@osbones: ~

File Edit arch Terminal Help
: 8009/tcp open Apache Jserv (Protocol vi.3)
: 8180/tcp open P Apache Tomcat/Coyote JSP engine 1.1
: Warning: 0SScan results may be unreliable because we could not find at least 1 open and 1 closed port
: Device type: bridge
Running: Oracle Virtualbox
: 05 CPE: cpe:/o:oracle:virtualbox
05 details: Oracle Virtualbox
: Service Info: Hosts: metasploitable.localdomain, irc.Metasploitable.LAN; 0Ss: Unix, Linux; CPE: cpe:/o:Llinux:linux_kernel
: 05 and Service detection performed. Please report any incorrect results at https://nmap.org/submit/ .
: Nmap done: 1 IP address (1 host up) scanned in 164.24 seconds
nmap -sS -sV -0 10.86.9.164
: Starting Nmap 7.80 [ https://nmap.org ) at 2625-12-82 11:41 EST
Starting Nmap 7.88 ( https://nmap.org ) at 2825-12-82 11:43 EST
ts: 0:00:00 elapsed; © hosts completed (@ up), 1 undergoing Ping
: Ping Scan Timing: About 100.00% done; ETC: 11:43 (0:00:00 remaining)
: Nmap scan report for 10.86.9.26
: Host is up (0.0033s latency).
Not shown: 977 filtered ports
: PORT STATE SERVICE VERSION
: 21/tcp n vsftpd 2.3.4
: 22/tcp OpenS5H 4.7pl Debian Subuntul (protocol 2.8)
: 23/tcp Linux telnetd
: 25/tcp Postfix smipd
: 53/tcp ISC BIND 9.4.2
. BB/tcp Apache httpd 2.2.8 ((Ubuntu) DAV/Z)
111/tcp 2 (RPC #100800)
139/tcp netbios-ssn Samba smbd 3.X - 4.X (workgroup: WORKGROUP)
445/ tcp netbios-ssn Samba smbd 3.X - 4.X (workgroup: WORKGROUP)
: 512/tcp exec netkit-rsh rexecd
513/tcp login?
S14/tcp tepwrapped
1099/tcp java-rmi  GNU Classpath grmiregistry
1524/tcp bindshell Metasploitable root shell
2049/tcp nfs 2-a (RPC #108083)
2121/tep ftp ProFTPD 1.3.1
3386/ TCp mysql MySOL 5.8.51a-3ubuntus
5432/1cp postgresql POSTQresgL DB B.3.8 - 8.3.7
Nmap: 5908/tcp wnc vnC (protocol 3.3)
Nmap: 6008/tcp x11 (access denied)
Nmap: B667/tcp irc unreal IRCA
Nmap: 8869/tcp open ajpl3 pache lserv (Protocol v1.3)
Nmap: B188/tcp open http Apache Tomcat/Coyote JSP engine 1.1
Nmap: Warning: 0SScan results may be unreliable because we could not find at least 1 open and 1 closed port
Nmap: Device type: bridge
Nmap: Running: Oracle Virtualbox
Nmap: 0S CPE: cpe:/o:oracle:virtualbox
Nmap: 0S details: Oracle Virtualbox
Wmap: service Info: Hosts: metasploitable.localdomain, irc.Metasploitable.LAN; 0Ss: Unix, Linux; CPE: cpe:/o:linux:linux_kernel
Nmap: 05 and Service detection performed. Please report any incorrect results at https://nmap.org/submit/ .
nmap: Mmap done: 1 IP address (1 host up) scanned in 18.44 seconds

bl 2@
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Scan R&D:

Input Help
[ Terminal = Tue 11:49

root@osboxes: ~
File Edit View Search Terminal Help

4 exploits - 1874 auxilia
ds - 45 encoders - 18 nops

LDAP (Domain: Site: Default-Fir

find at

:microsoft:windo
report rrect results at https
d in 148 nds

TS MO N @D right i
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View Scan Results in Database:

File Machine View Input Devices Help
Applications *  Places » [ Terminal =

Sun20:51

root@osboxes: ~
File Edit Vi Help

Search Terminal
msfS > db_status

Connected to msf. Connection type: postgresql
nsfs > hosts

os_flavor os s

p purpose info comments

unknown device
unknown device

Unknown

=7 4 | Iﬂﬂ_‘umqmm
dPoOocmE
®

2 4) D 1:51 AM

12/15/2025
File Machine View

Input Devices Help
Applications »  Places » [ Terminal

Sun20:52
root@osboxes: ~
File Edit arch Terminal F

virtualbox
Linux
unknown

64.190.63.222
91.195.241.8
199 133.53
199.43.135.53
217.160.0.219
217.160.80.32
217.160.81.115
217.160.82.93
217.160.83.108

nsfs > ssfl

¥E s MB TN @B right cul

e 1:52 AM
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File Machine View Input Devices Help

Applications v Places ~ [ Terminal Sun 20:52
root@osboxes: ~
File Edit View Search Terminal Help
86.0.170
86.0.171 Unknown device
86.0.172
86.0.173
86.0.174
86.0.175
86.0.176
86.0.177
86.0.178
86.0.179
86.0.180
86.0.181
86.0.182
86.0.183
86.0.184
86.0.185
86.0.186
86.0.187 Unknown device
86.0.188
86.0.189
86.0.190
86.0.191 unknown device
86.0.192
86.6.193
86.0.194
86.6.195
86.0.196
86.6.197
86.0.198
86.0.199
86.0.200
6.0.201
86.0.202
86.6.203
86.0.204
86.0.205
86.0.206
86.0.207
86.0.208
86.0.209
86.0.210
86.0.211
86.0.212
86.0.213
86.0.214
86.0.215
86.0.216 unknown device
86.0.217
86.0.218
86.0.219
86.0.220

¥ E s MO IS @8 Ry

1:52 AM
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Apgiications = Sat 08:55

=> WORKGROL

ADMINS
s
IPCS

set RMOSTS

THREAD:
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»
File Machine View Input Devices Help

Applications ¥ Places» [ Wed 09:06
root@osboxes: ~
File Edit View Search Terminal Help

(0.009
Not shown filtered ports
PORT STATE SERVICE
21/tcp  open ftp
22/tcp  open ssh
open telnet
open
open
8 open http
111/tcp open rpcbind
139/tcp open netbios-ssn
445/tcp open microsoft-ds
512/tcp open
513/tcp
rmiregistry
1524/tcp open ingreslock
9/tcp open

5432/tcp open
5906/tcp open
660

8009/

8186/tcp open unknown

Nmap done: 1 IP address (1 host up) scanned in 5.00 seconds

g ou.txt.gz 10.86.9.28 http-get-form */dvwa/vulnerabilities/brute/:username="USER ords=" g ° t57021e
0t7b5c76; sec " incorr

Hydra v9.0 - t use in military or secret nizations, or f

Hydra (https at 2625-12-03 89:0:

[DATA] max 16 ta: erver s, 14344399 login tries (1:1/p 896525 tries per task

[DATA] attacking http-get-form 9.28 / brute. S| word="PASS~&Login=Login S$SID=534uuj0t57021e06gmot7b5c76;security=low: F=Username and/or password i
ncorrect

[STATUS] 16.00 tries 16 trie: 60:01h,

14942:04h,

BROKE s ME NN & right cil

2:06 PM

=
N6 RED a0

Machine View Input Devices Help
~ @ Terminal ~ Wed 08:20
root@osboxes: [var/www/htm/dvwalconfig
File Edit View Search Terminal Help
Gy nano .3

Jvar/wn/html/dvwa/config/dvwa confi

write out Where Is Justify undo Mark Text To Br Previous K Prev word
Read Fil Replace & 7o spell 3 Redo Copy Text

Where wa Next Next Word

BOWSEsmMONNS &K rioht
2D Z B8 == I ~ €& BdxD 2:20 PM

12/3/2025




Prifysgol Cymru
Y Drindod Dewi Sant

" University of Wales
Trinity Saint David

File Machine

Applications ~ ~ @ FirefoxESR ~
PHP7.3.8-1 - phpinfo() - Mozilla Firefox

; N ) IR SettingUpDVWA Train+ X | PHP7.38-1-phpinfa) X | +

File Edit View Search Terminal Help ain: waledit c @ D 127.0.0.1 o i@ =
GNU nano 4.3 /var /www/html/phpinfo. php

\, Kali Linux ", Kali Training %, Kali Tools “, KaliDocs *, Kali Forums , NetHunter [l Offensive Security = Exploit-DB 3

PHP Version 7.3.8-1 PhP

System Linux asbaxes 5.2.0-kallz-smd64 #1 SMP Debian 5.2.8-2Kalil (2018-08-22) x86_64
|Build Date [aug 7 2018 09:50:45

Server API Apache 2.0 Handler

Virtual Directory Support disabled

Configuration File (php.ini) Path

Loaded Canfiguration File
Scan this dir for additional .ini files
additional .ini files parsed

chez/cont d/10-opcache.
retesphpiT
e piT.3/apache2/contd/20
d/20-ftp.ini, fetc/phpiT.3/apathe2/cont.d/20-gettext. i
h /confd/20-json.ini, fetc/php
hpr1.3/a 0-pdo_mysqlini, jetc/php
jete/php/7. 3fapache2/conf 820-p:
3/apachazicont

0-pda.ini. fetc/php/7.3/a
c/ph

Line

Workgroup: WORKGROU

php
netkit-rsh rexecd sysvsem.inl, etc/php/T
OpenBSD or Solaris rlogind tokenizer.ini

PHP aPI 20180731

PHP Extension 20180731
#100003 [Zend Extension [320180731
i . Zend Extension Build API320180731NTS

A PHP Extansion Build API2018073LNTS
Debug Build o
Thread Safety disabled
Zond Signal Handling enabled
Zend Mamary Manager enabled

ngine 1.1 [Zend Multibyte Support [ disabled

1Pv6 Support enabled
OTrace Support avatable. diszbled
Registerad PHP Streams hitps, Rps, compress.zib, php. file. glob, data. http. ftp. phar
Registered Stream Socket Transports tcp. udp. uni, udg. sl ts, HevL.0, 1.1, tvL.2

Registered Stream Filtars 20, string.rot13
convert.iconv.

convert.”, consumed. dechunk

ing.toupper.

.tolower, string.s!

BorGLMONYE &0 riohtc

39 PM
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Vulnerability: SQL Injection
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€18 Bypase More Information
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2.5 Attack Timeline

This timeline summarises a 14-day APT-style emulation against CPC’s hybrid lab environment.
Activities are stated at a high level to support academic reporting and detection-gap evaluation.
Where relevant, actions may be marked as executed or simulated in the Evidence Pack.

Day Phase Key Activity ATT&CK Evidence to
(High Level) Focus Capture

Day 1 Reconnaissance | Passive recon Reconnaissance | Notes, discovered
and environment assets list
familiarisation
(asset inventory,
trust boundaries)

Day 2 Discovery Controlled Discovery Service list, scan
host/service summary
discovery and
identification of
exposed services
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Day

Phase

Key Activity
(High Level)

ATT&CK
Focus

Evidence to
Capture

Day 3

Initial Access

Initial foothold
via an authorised
test pathway
(credential-based
or exposed
service in the

lab)

Initial Access

Authentication logs,
access proof

Day 4

Execution

Low-noise
execution to
validate access
and system
context

Execution

Process/event logs
with timestamps

Day 5

Privilege
Enablement

Privilege
enablement to
reach target-
access capability
(executed or
simulated per
RoE)

Privilege
Escalation /
Credential
Access

Admin proof or
simulation record

Day 6

Internal
Discovery

AD and network
discovery to
identify the most
viable route to
the dummy
research sample

Discovery

Outputs/screenshots,
query evidence

Day 7

Lateral
Movement

Movement from
initial foothold
to the R&D
segment host(s)

Lateral
Movement

Logon events, host
trail

Day 8

Cloud Path
Validation

Validation of the
AWS VPC portal
pathway and
cloud

Discovery
(Cloud)

Cloud audit
artefacts, findings
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Day

Phase

Key Activity
(High Level)

ATT&CK
Focus

Evidence to
Capture

logging/guardrail

coverage

Day 9

CI/CD Exposure
Testing

Assessment of
CI/CD exposure
(secrets hygiene,
runner
permissions,
artefact access)

Discovery /
Privilege
Escalation

Pipeline logs,
configuration
evidence

Day 10

Collection

Located dummy
research dataset
and confirmed
access
permissions

Collection

File access
evidence, hashes

Day 11

Staging

Staged the
dataset in a low-
noise manner
(size limits
enforced)

Collection /
Defence
Evasion

Staging path
evidence, hashes

Day 12

Exfiltration

Exfiltrated
<=100MB
dummy sample
to a controlled
collection sink

Exfiltration

Transfer evidence,
timestamps

Day 13

Persistence
Validation

Validated
whether
controlled re-
entry would be
possible (time-
boxed; removed
afterwards)

Persistence

Record of controls
tested

Day 14

Close-out

Removed
engagement
artefacts safely
and prepared

Evidence index and
final checklist
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Day Phase Key Activity ATT&CK Evidence to
(High Level) Focus Capture
evidence index
and final
timeline

2.5.1 Attack Narrative and Execution

Phase 1: Environment Setup (Lab Readiness)

A controlled hybrid lab was prepared to emulate CPC’s core dependencies: the on-premises
Active Directory (R&D), an AWS VPC segment hosting a clinical trial portal, and a CI/CD
pipeline segment supporting application delivery. Connectivity, routing and baseline logging
were verified prior to any emulation activity. All actions were conducted within the Rules of
Engagement (RoE), including non-destructive constraints and data-handling limits.

Phase 2: Reconnaissance and Discovery (Days 1-2)

The campaign began with low-noise discovery to understand trust boundaries and identify
plausible initial access paths. This included identifying reachable hosts and services, validating
which telemetry sources were available for detection (endpoint logs, gateway logs, cloud audit
logs, and CI/CD pipeline logs), and producing a prioritised target shortlist.

Phase 3: Initial Access (Days 3—4)

Initial access was obtained using an authorised, realistic pathway consistent with APT tradecraft.
The objective was to establish a foothold without generating high-noise indicators. Access was
validated through minimal interaction to confirm system context, privileges and network
visibility required for subsequent phases.

Phase 4: Privilege Enablement, Discovery and Movement (Days 5-9)

The operator expanded capability to reach the R&D 'crown jewel' dataset while maintaining
stealth. This phase focused on privilege enablement (executed or simulated per RoE), Active
Directory discovery to identify viable access routes, and controlled movement to the R&D
segment. In parallel, the engagement assessed cloud and CI/CD pathways to evaluate logging
coverage, secrets governance and least-privilege enforcement across the hybrid estate.

Phase 5: Collection, Staging and Exfiltration (Days 10-12)

After locating the defined dummy research sample, the operator confirmed dataset identity
(name, hash and size), staged the data in a controlled manner, and exfiltrated the sample to an
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approved collection sink. Exfiltration was strictly limited to the agreed cap (e.g., <=100MB) and
documented with timestamps and integrity checks to prove success.

Phase 6: Persistence Validation and Close-out (Days 13-14)

The engagement validated whether controlled re-entry/persistence would be feasible under
CPC’s existing controls (time-boxed and removed during close-out). The team then prepared the
evidence pack for Blue Team analysis and assembled reporting artefacts, including a final
timeline, indicators/artefacts index, and recommendations derived from observed detection gaps.

Detection Gap Analysis

This section evaluates why the emulated attack chain was able to progress and where existing
controls failed to prevent or detect activity. The analysis is structured to support L7 critical
evaluation, emphasising telemetry coverage, alert logic, operational response capability and
architectural resilience across the hybrid environment.

Detection Gap Analysis

Attack Stage Expected Controls Expected Detection | Observed Gap (Why
detection failed)
Recon/Discovery SIEM correlation; Unusual discovery Limited correlation
network monitoring | patterns (scanning, rules and/or noisy
enumeration) baseline resulted in

recon blending with
normal traffic.

Initial Access MFA; conditional Suspicious login Weak identity
access; anomaly patterns (new assurance and limited
detection device/location) alerting on abnormal
authentication
increased the
likelihood of
undetected entry.
Execution Endpoint telemetry Suspicious Insufficient endpoint
(EDR/Sysmon); scripting/process visibility or detection
script controls anomalies tuning for living-off-

the-land activity
reduced early
warning.
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Attack Stage

Expected Controls

Expected Detection

Observed Gap (Why
detection failed)

Privilege Enablement

PAM; privileged
session monitoring

Unusual privilege use
or admin actions

Lack of privileged
session monitoring
and weak alert

thresholds enabled
capability expansion.

Lateral Movement

Segmentation; east-
west monitoring

Unusual remote
logons and access

Flat trust boundaries
and limited internal

patterns monitoring reduced
barriers to movement.

Cloud Validation Cloud audit logging; | Anomalous API Missing/partial cloud

(AWS) guardrails; [AM usage and policy logging or weak IAM
baselines changes guardrails limited

detection of
positioning in cloud
resources.

CI/CD Exposure Secrets scanning; Secrets access and Inadequate secrets
least privilege pipeline anomalies governance and
runners; pipeline limited pipeline
auditing observability

increased supply-
chain risk.

Collection/Staging File integrity Mass file reads, Limited visibility of
monitoring; DLP; archive/staging staging behaviours
endpoint analytics behaviour and absence of

baselined access
patterns delayed
detection.

Exfiltration DLP; egress Large outbound No effective visibility

monitoring; proxy
controls

transfer or unusual
destination

or enforcement on
data movement
enabled exfiltration
within the
engagement cap.




N Prifysgol Cymru
528 ¥ Drindod Dewi Sant
" University of Wales
Trinity Saint David

Attack Stage Expected Controls

Expected Detection

Observed Gap (Why
detection failed)

Persistence Validation | Logging; alerting;
account governance

Creation of re-entry
pathways

Limited log retention
and lack of proactive
monitoring reduced

the ability to identify
persistence attempts.

Critical Detection Gaps (Summary)

Identity assurance gap: missing or weak MFA/conditional access reduced the cost of initial

acCcCcess.

Endpoint visibility gap: limited behavioural detection for scripting and living-off-the-land

behaviours.

Egress/DLP gap: data movement was not effectively baselined or blocked, enabling stealthy

exfiltration.

Cloud and CI/CD visibility gap: inconsistent logging and weak secrets governance increased

supply-chain risk.

Architecture gap: insufficient segmentation increased lateral movement feasibility and blast

radius.
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Appendix
AIM: - Performing Port scanning through NMAP

e Install nmap
e Use Flags
Practical:

Step1:sudo apt install nmap for kali

L install nmap

Reading package lists ... Done

Building dependency tree ... Done

Reading state information ... Done

nmap is already the newest version (7.94+dfsgl-1kalil).

The following packages were automatically installed and are no longer required:
android-libbase android-libboringssl android-libcutils android-1liblog android-libziparchive
faraday-client fastjar gdal-data girl.2-ayatanaappindicator3-0.1 jarwrapper libarmadillol0@ libarpack2
libcfitsio9 libcharls2 1libdap27 libdapclient6v5 libepsilonl libexporter-tiny-perl libfreexll libfyba0
libgdk-pixbuf-x1ib-2.0-0 libgdk-pixbuf2.0-0 libgeos-3.9.1 libgeos-clv5 libgeo0s3.12.0 libgeotiff5
libhdf4-0-alt 1ibhdf5-h1-100 libheifl libhttp-server-simple-perl libkmlbasel libkmldoml libkmlenginel
liblist-moreutils-perl liblist-moreutils-xs-perl liblttng-ust-ctl4 liblttng-ust® libnetcdf18
libogdi4.1 1libproj19 libproj25 libpython3.9-dev 1ibghull8.0 librttopol libspatialite7 libsuperlu5
libtbb2 liburiparserl libxerces-c3.2 libyara4 odbcinst odbcinstldebian2 proj-data
python-mpltoolkits.basemap-data python3-deprecation python3-editor python3-flask-security
python3-ipython-genutils python3-pyproj python3-pyshp python3-speaklater python3-texttable python3.9
python3.9-dev python3.9-minimal ruby-atomic ruby-thread-safe sphinx-rtd-theme-common

Use 'sudo apt autoremove' to remove them.

0 upgraded, 0 newly installed, @ to remove and 1108 not upgraded.

Step2:-Basic command nmap www.google.com

—~—( )-[~]

L nmap ww .google.com

Starting Nmap 7.94 ( https://nmap.org ) at 2023-09-22 10:00 EDT

Nmap scan report for ww.google.com (142.250.183.132)

Host is up (0.018s latency).

Other addresses for ww.google.com (not scanned): 2404:6800:4009:824::2004
rDNS record for 142.250.183.132: bom@7s31-in-f4.1e100.net

Not shown: 998 filtered tcp ports (no-response)
PORT STATE SERVICE

80/tcp open http

443/tcp open https

Nmap done: 1 IP address (1 host up) scanned in 4.50 seconds

Step3:-sudo nmap -f-A -O www.google.com


http://www.google.com/
http://www.google.com/
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( I={l=]
L4 si m ww . google. com
Starting Nmap 7.91 ( https://nmap.org ) at 2023-08-11 01:17 EDT
Stats: 0:00:17 elapsed; @ hosts completed (1 up), 1 undergoing SYN Stealth Scan
SYN Stealth Scan Timing: About 3.50% done; ETC: ©1:19 (0:01:23 remaining)
Stats: 0:01:03 elapsed; @ hosts completed (1 up), 1 undergoing SYN Stealth Scan
SYN Stealth Scan Timing: About 79.50% done; ETC: 01:18 (0:00:12 remaining)
Nmap scan report for wmw.google.com (142.250.192.100)
Host is up (@.060s latency).
Other addresses for wwmw.google.com (not scanned): 2404:6800:4009:82a:: 2004
rDNS record for 142.250.192.100: boml12s17-in-f4.1e100.net
All 100@ scanned ports on wmw.google.com (142.250.192.100) are filtered
Too many fingerprints match this host to give specific 0S5 details
Network Distance: 12 hops

TRACEROUTE (using proto 1/icmp)
HOP RTT ADDRESS
5.72 ms 192.168.81.220
66.91 ms 255.0.0.0
66.95 ms 255.0.0.2
70.21 ms 255.
62.55 ms 172.17.185.131
62.60 ms 192.168.111.110
cen (3
82.23 ms 74.125.32.0
10 56.06 ms 216.239.57.17
11 73.98 ms 72.14.237.139
12 64.75 ms boml2s17-in-f4.1e100.net (142.250.192.100)

0S and Service detection performed. Please report any incorrect results at https://nmap.org/submit/ .
Nmap done: 1 IP address (1 host up) scanned in 83.16 seconds

AIM: - Performing Web server fingerprinting, subdomain enumeration using pentest tools and
manual scripts.

e Dig

e Amass
Practical:
DIG

Step 1:Open Kali terminal

Step 2:-Write Following command “dig google.com -t mx aaa”
POC
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¢ google.com mx aaa

; <<>> DiG 9.16.15-Debian <<>> google.com -t mx aaa

;; global options: +cmd

;7 Got answer:

;i —»HEADER«— opcode: QUERY, status: NOERROR, id: 12283

;3 flags: gr rd ra; QUERY: 1, ANSWER: 1, AUTHORITY: @, ADDITIONAL: 1

;; OPT PSEUDOSECTION:

; EDNS: version: @, flags:; udp: 1280
;3 QUESTION SECTION:

;google.com. IN

;3 ANSWER SECTION:
google.com. 300 IN MX 10 smtp.google.com.

; Query time: 247 msec

; SERVER: 192.168.139.234#53(192.168.139.234)
; WHEN: Fri Aug 25 01:45:45 EDT 2023

; MSG SIZE rcvd: 60

;; Got answer:
;i —»HEADER<«— opcode: QUERY, status: NOERROR, id: 15301
;3 flags: gr rd ra ad; QUERY: 1, ANSWER: @, AUTHORITY: 1, ADDITIONAL: 1

;3 OPT PSEUDOSECTION:

; EDNS: version: @, flags:; udp: 1280
;; QUESTION SECTION:

;aaa. IN

;3 AUTHORITY SECTION:
aaa. 623 IN SOA nsl.dns.nic.aaa. admin.tldns.godaddy. 1692884222 1800 300 604800 1800

;3 Query time: 87 msec

;3 SERVER: 192.168.139.234#53(192.168.139.234)
;i WHEN: Fri Aug 25 @1:45:45 EDT 2023

;3 MSG SIZE rcvd: 99

Step3:-Write Following command “dig amazon.com +noall +answer”

ﬁ Kali-Linux-2021.3-vbox-amd64 [Running] - Oracle VM VirtualBox

I Y Rl

kali@kali: ~

File Actions Edit View Help

)-[~]

amazon.com +noall +answer
amazon.com. 813 IN 52.94.236.248

amazon.com. 813 IN 205.251.242.103
amazon.com. 813 IN 54,239.28.85

AMASS
Step 1:-Open Kali Terminal

Step 2:-Install amass by following command and if you have so upgrade it “sudo apt install
amass ”’



N Prifysgol Cymru
) Y Drindod Dewi Sant

" University of Wales
Trinity Saint David

Step3:-Type following command “amass enum -d instagram.com”

Ainstagram.com /home/kali/Desktop/instagram.txt
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— mxb-00082601.g51b.pphosted.com (FQDN)
2 instagram.com (FQDN) mx_record —> mxa-00082601.gslb.pphosted.com (FQDN)
3 instagram.com (FQDN) ns_record — a.ns.instagram.com (FQDN)

—

—

1linstagram.com (FQDN) mx_record

4 instagram.com (FQDN) ns_record c.ns.instagram.com (FQDN)

5 instagram.com (FQDN) ns_record b.ns.instagram.com (FQDN)

6 instagram.com (FQDN) ns_record — d.ns.instagram.com (FQDN)

7 www .instagram.com (FQDN) — cname_record — geo-p42.instagram.com (FQDN)

8 geo-p42.instagram.com (FODN) — cname_record —> z-p42-instagram.cl@r.instagram.com (FQDN)
9 help.instagram.com (FQDN) — cname_record —» z-p42-instagram.c10r.instagram.com (FQDN)

10 graphgl.instagram.com (FQDN) — cname_record — instagram.cl@r.instagram.com (FQDN)

11 badges.instagram.com (FQDN) — cname_record —> instagram.c10r.instagram.com (FQDN)

12 gateway.instagram.com (FQDN) — cname_record — dgw.c10r.facebook.com (FQDN)

13 intern.instagram.com (FQDN) — cname_record — internextern.vvv.facebook.com (FQDN)

14 edge-chat.instagram.com (FQDN) — cname_record — instagram.c10r.facebook.com (FQDN)

15 survey.instagram.com (FQDN) — cname_record — instagram.c1@r.instagram.com (FQDN)

16 blog.instagram.com (FQDN) — cname_record — star.c10r.facebook.com (FQDN)

17 unknownjapan.instagram.com (FQDN) — cname_record — star.c10r.facebook.com (FQDN)

18 upload.instagram.com (FQDN) — cname_record —3 instagram.c10r.facebook.com (FQDN)

19 admin.instagram.com (FQDN) — cname_record —» intern-managed-client.c1@r.facebook.com (FQDN)
20 community.instagram.com (FQDN) — cname_record — instagram.c10r.instagram.com (FQDN)

21 engineering.instagram.com (FQDN) — cname_record — star.c10r.facebook.com (FQDN)

22 trunkstable.instagram.com (FQDN) — cname_record — latest.c1@r.facebook.com (FQDN)

23 prod.instagram.com (FQDN) — cname_record — geo.instagram.com (FQDN)

24 api.instagram.com (FQDN) — cname_record — i.instagram.com (FQDN)

25 maps.instagram.com (FQDN) —> cname_record — i.instagram.com (FQDN)

26 z-p15.upload.instagram.com (FQDN) —> cname_record —» z-p15-instagram.c10r.facebook.com (FQDN)
27 graph.instagram.com (FQDN) — cname_record — instagram.clOr.instagram.com (FQDN)

28 z-p42.i.instagram.com (FQDN) — cname_record — z-p42-instagram.cl10r.facebook.com (FQDN)
29 business.instagram.com (FQDN) — cname_record — instagram.c1@r.instagram.com (FQDN)

30 preprod.instagram.com (FQDN) — cname_record — instagram.c10r.facebook.com (FQDN)

31 call.instagram.com (FQDN) — cname_record — instagram.c1@r.instagram.com (FQDN)

32 auth.instagram.com (FQDN) — cname_record — instagram.cl10r.instagram.com (FQDN)

33 z-p4.maps.instagram.com (FQDN) — cname_record — z-p4-instagram.ci10r.facebook.com (FQDN)
34 approval.instagram.com (FQDN) — cname_record — instagram.c10r.instagram.com (FQDN)

35 z-p15.graph.instagram.com (FQDN) — cname_record — z-p15-instagram.c10r.facebook.com (FQDN)
36 my-od-1.instagram.com (FQDN) — cname_record — ondemand-edge.c10r.facebook.com (FQDN)

37 reg-e2ee.instagram.com (FQDN) —» cname_record — instagram.cl10r.facebook.com (FQDN)

38 my-od-2.instagram.com (FQDN) — cname_record — ondemand-edge.c10@r.facebook.com (FQDN)

39 live-upload.instagram.com (FQDN) — cname_record — edgetee-upload.xx.fbcdn.net (FQDN)

40 developers.instagram.com (FQDN) — cname_record — star.c10r.facebook.com (FQDN)

4] privacy.instagram.com (FQDN) — cname_record —» star.clOr.facebook.com (FQDN)

42 safety.instagram.com (FQDN) — cname_record — star.c10r.facebook.com (FQDN)

43 streaming-graph.instagram.com (FQDN) — cname_record — instagram.c1@r.instagram.com (FQDN)
44 b.ns.instagram.com (FQDN) — a_record — 129.134.31.12 (IPAddress)

45 b.ns.instagram.com (FQDN) — aaaa_record — 2a03:2880:f0fd:c:face:b00c:0:35 (IPAddress)

46 z-p4.dyi.www.instagram.com (FQDN) — cname_record —» z-p4-instagram.cl@r.facebook.com (FQDN)
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47 z-p15.maps.instagram.com (FQDN) — cname_record — z-p15-instagram.c10r.facebook.com (FQDN)

48 geo-pl5.instagram.com (FQDN) —> cname_record — z-pl5-instagram.ci1@r.instagram.com (FQDN)

49 live-upload-staging.instagram.com (FQDN) — cname_record —» edgetee-upload-staging.xx.fbcdn.net (FQDN)
50 checkout.instagram.com (FQDN) — cname_record — instagram.c1@r.instagram.com (FQDN)

51 parents.instagram.com (FQDN) — cname_record — instagram.c1@r.instagram.com (FQDN)

52 xweb.instagram.com (FQDN) — cname_record —» instagram.c10r.instagram.com (FQDN)

53 b.ns.c10r.instagram.com (FQDN) — a_record —» 129.134.31.11 (IPAddress)

54 b.ns.c10r.instagram.com (FQDN) — aaaa_record —> 2a03:2880:f0fd:b:face:bo0c:0:99 (IPAddress)

55 logger.instagram.com (FQDN) —> cname_record — instagram.c1@r.instagram.com (FQDN)

56 threads.instagram.com (FQDN) — cname_record — instagram.c1@r.instagram.com (FQDN)

57 privacycenter.instagram.com (FQDN) — cname_record — z-p42-instagram.cl@r.instagram.com (FQDN)
58 129.134.0.0/18 (Netblock) — contains — 129.134.31.11 (IPAddress)

59 129.134.0.0/18 (Netblock) — contains — 129.134.31.12 (IPAddress)

60 2a03:2880:f0fd:: /48 (Netblock) — contains —» 2a03:2880:f0fd:b:face:b00c:0:99 (IPAddress)

61 2a03:2880:f0fd:: /48 (Netblock) — contains —» 2a03:2880:f0fd:c:face:b00c:0:35 (IPAddress)

62 32934 (ASN) — managed_by —> FACEBOOK - Facebook, Inc. (RIROrganization)

63 32934 (ASN) — announces — 129.134.0.0/18 (Netblock)

64 32934 (ASN) — announces —> 2a03:2880:f0fd:: /48 (Netblock)

65 geo.instagram.com (FQDN) — cname_record —» instagram.cl10r.instagram.com (FQDN)

66 z-p15.lookaside.instagram.com (FQDN) —> cname_record — z-p15-instagram.c10r.facebook.com (FQDN)
67 my-od-5.instagram.com (FQDN) —» cname_record — ondemand-edge.c10r.facebook.com (FQDN)

68 live-dev.instagram.com (FQDN) — cname_record — edgetee-upload-staging.xx.fbcdn.net (FQDN)

69 platform.instagram.com (FQDN) — cname_record — instagram.cl@r.instagram.com (FQDN)

70 black.instagram.com (FQDN) — cname_record —» geo.instagram.com (FQDN)

71 star.fallback.c1@r.instagram.com (FQDN) — a_record — 179.60.195.52 (IPAddress)

72 star.fallback.c10r.instagram.com (FQDN) — aaaa_record — 2a@3:2880:f25a:1c2:face:b@0c:0:43fe (IPAddress)
73 hyperlapse.instagram.com (FQDN) — cname_record —» instagram.cl0r.instagram.com (FQDN)

74 z-p15.i.instagram.com (FQDN) — cname_record — z-pl5-instagram.ci1@r.facebook.com (FQDN)

75 my-od-3.instagram.com (FQDN) — cname_record — ondemand-edge.c10r.facebook.com (FQDN)

76 179.60.192.0/22 (Netblock) — contains — 179.60.195.52 (IPAddress)

77 32934 (ASN) — announces — 179.60.192.0/22 (Netblock)

78 c.ns.instagram.com (FQDN) — a_record — 185.89.218.12 (IPAddress)

79 c.ns.instagram.com (FQDN) — aaaa_record —> 2a03:2880:f1fc:c:face:b@@c:0:35 (IPAddress)

80 instagram.cl1@r.instagram.com (FQDN) — a_record — 157.240.16.63 (IPAddress)

81 instagram.c10r.instagram.com (FQDN) — aaaa_record —> 2a03:2880:f22c:1c4:face:b00c:0:43fe (IPAddress)
82 i.instagram.com (FODN) — cname_record —» instagram.cl10r.instagram.com (FQDN)

83 white.instagram.com (FQDN) — cname_record —» geo.instagram.com (FQDN)

84 upload-ec2.instagram.com (FQDN) — cname_record — instagram.com (FQDN)

85 z-p42.dyi.www.instagram.com (FQDN) — cname_record — z-p42-instagram.c10r.facebook.com (FQDN)
86 web-chat-e2ee.instagram.com (FQDN) — cname_record — instagram.cl1@r.facebook.com (FQDN)

87 autodiscover.instagram.com (FQODN) — cname_record —» autodiscover.fb.com (FQDN)

88 secure.latest.instagram.com (FQDN) — cname_record — secure-latest.c10r.facebook.com (FQDN)

89 secure.instagram.com (FQDN) — cname_record — secure.cl0r.facebook.com (FQDN)

90 m.instagram.com (FODN) — cname_record — www.instagram.com (FQDN)

91 2a@3:2880:f25a:: /48 (Netblock) — contains —» 2a03:2880:f25a:1c2:face:bo0c:0:43fe (IPAddress)
92 185.89.218.0/23 (Netblock) — contains — 185.89.218.12 (IPAddress)

Step 4:-Type Following command “amass intel -d owasp.org -whois”

f )-[~]

____.(
[— amass 1ntel owasp.org

blockster.com
modeltime.com
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Step 5:- Type following Comand “amass intel -d Instagram.com -whois”

’j( ) - [~]
amass 1ntel instagram.com
ldaylsong.com
appprompt.com
arabescrow.com
azefilm.com
card2you.com
clsstudios.com
crayate.com
geyikyapalim.com
gigville.com
1amdobi.net
instagr.am
mobilders.org
ozeldersim.net
quipu.com
takfilm.1in
trinstagram.net
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AIM: - Learn and Perform Google hacking database — Shodan HQ for finding vulnerable
URLSs and Vulnerabilites of Web Applications.

e Use of shodan

e Direct through website and through command line
e For open IOT devices

e Ex. Camera and more

Practical:

USE:- Shodan is a search engine designed to help users find specific types of devices
(computers, routers, servers, etc.) connected to the internet. Unlike conventional search engines
like Google, which index web pages, Shodan scans the internet for devices and services.

Direct Through website

Step1:-Open any Browser and open following website www.shodan.io

Step2:-Now type any website in search area

POC


http://www.shodan.io/

N Prifysgol Cymru
528 Y Drindod Dewi Sant

" University of Wales
Trinity Saint David

# Shodan Search Engine

€ C @& shodanio O O Guest

SHODAN ST Pricing &

Search Engine for the
Internet of Everything

// EXPLORE THE PLATFORM

@ Beyond the Web 552 Monitor Network Exposure &% Intemet Intelligence

SHODAN Explore Pricing 2

// LAST SEEN: 2023-09-22

@ General Information

cdninstagram.com
fbcdn.net

igecdn.com

// 80 / TCP

am.com

United States

San Jose
// 443 / TCP

Facebook, Inc.
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K

instagram.com

f&) Domain Records

157.240.11.174 |80 443

157.240.14.174 |80 443

157.240.19.174 |80 |443

157.240.201.174 |80

157.240.22.174 |80 443

157.240.229.174 80 443

167.240.24.174

157.240.241.174

1567.240.254.174

157.2403.174 [80 443

3113.66.174 80 443

3113.67.174 80 443

3113.70.174 [80 |[443

3113.88174 |80 443

2a03:2880:f201:e5:face:b00c:0:4420

2a03:2880:f203:1e6:face:b00c:0:4420

2a03:2880:f203:e5:face:b0Oc:

2a03:2880:f20d:1e5:face:b00c:0:4420

2a03:2880:f211:1e6:face:b00c:0:4420

2a03:2880:f212:1e4:face:b00c:0:4420

2a03:2880:f22c:1eb:face:b00c:0:4420

2a03:2880:f22c:eb:face:b00c:0:4420

2a03:2880:f231:e6:face:b00c:0:4420

2a03:2880:f24c:e0:face:b00c:0:4420

2a03:2880:f25a:e0:face:b00c:0:4420

2a03:2880:f262:e4.face:b00c:0:4420

2a03:2880:f275:1e9:face:b00c:0:4420

443

7= Additional Insights

DMARC
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Through CLI
Step1:-Open Kali terminal

Step2:-Enter Shodan

C 100
/usr/lib/python3/dist-packages/requests/__init__ .py:87: RequestsDependencyWarning: urllib3 (1.26.16) or c
hardet (5.1.0) doesn't match a supported version!

warnings.warn("urllib3 ({}) or chardet ({}) doesn't match a supported "
Usage: shodan [OPTIONS] COMMAND [ARGS] ...

Options:
-h, --help Show this message and exit.

Commands:
alert Manage the network alerts for your account
convert Convert the given input data file into a different format.
count Returns the number of results for a search
data Bulk data access to Shodan
domain View all available information for a domain
download Download search results and save them in a compressed JSON ...
honeyscore Check whether the IP is a honeypot or not.
host View all available information for an IP address
info Shows general information about your account
init Initialize the Shodan command-line
myip Print your external IP address
org Manage your organization's access to Shodan
parse Extract information out of compressed JSON files.
radar Real-Time Map of some results as Shodan finds them.
scan Scan an IP/ netblock using Shodan.
search Search the Shodan database
stats Provide summary information about a search query

Step3:- shodan host 189.201.128.250

Hostnames: customer-250.xertix.com
City: Mexico

Country: Mexico

Organization: Metro Net, S.A.P.I. de C.V.
Number of open ports: 1

Vulnerabilities:

Ports:

Fortinet FortiGate 50B or FortiWifi 86C firewall http config
| -- S5L Versions: 55Lw3, TLSv1, TLSv1.1, TL5v1.Z2
| -- Diffie-Hellman Parameters:

Bits: 1024

Generator: 2
Fingerprint: RFC2409/0akley Group 2
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Step4:- shodan parse --fields ip_str,port,org --separator , microsoft-data.json.gz




