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[bookmark: _Toc235198533]Introduction:
This assignment focuses on the design, deployment and testing of a small virtual network using Oracle VM VirtualBox. The network includes two Windows virtual machines and two Debian virtual machines, configured to demonstrate successful connectivity within the same internal networks and unsuccessful connectivity between different internal networks.

The report is divided into three main parts. Task 1 provides research on hypervisors, IP addressing, routing and key network services such as VPN, DHCP, Active Directory Domain Services and Certificate Authorities. Task 2 presents practical evidence of downloading, installing and configuring the virtual machines, including network setup, IP addressing and connectivity testing. Task 3 reflects on the technical challenges and personal learning gained during the deployment and troubleshooting process.

For the practical implementation, Windows Server 2019 was used for the Windows virtual machines. This was accepted as suitable for the lab because the required networking configuration, IP addressing and connectivity testing are equivalent for this coursework task.

The purpose of this work is to show understanding of virtualisation, network configuration and systematic testing. It also demonstrates how theoretical networking concepts can be applied in a practical lab environment.

[bookmark: _Toc235198534]Task 1:
[bookmark: _Toc235198535]Research on Hypervisor
A hypervisor is a virtualisation layer that allows multiple virtual machines to run on one physical computer. Type 1 hypervisors run directly on physical hardware, while Type 2 hypervisors run on top of an existing host operating system [1]. For this coursework, I selected Oracle VM VirtualBox. Oracle describes VirtualBox as a hosted hypervisor, also known as a Type 2 hypervisor [2].
VirtualBox is suitable for this topology because it supports different guest operating systems, including Windows and Linux. This is important because the coursework requires Windows Server 2022, Debian Server, Windows clients and Debian clients. VirtualBox also provides virtual networking options, which allow isolated networks to be created safely in a lab environment.
For the BIRMINGHAM.ACCA domain environment, VirtualBox is practical because the topology is for learning, testing and evidence collection rather than a production data-centre deployment. It can run on a normal personal computer with enough CPU, RAM and storage. However, for an enhanced production topology, a Type 1 hypervisor would normally provide better scalability, performance and security isolation. Therefore, VirtualBox is justified for this coursework because it is accessible, compatible with Windows and Debian, and suitable for continuing the topology into Coursework 2.





[bookmark: _Toc235198536]Research on IP Addressing
I understand that data travels from one computer to another in small units called packets. Each packet contains addressing information, including source and destination IP addresses. IP addressing is therefore essential because it gives devices a logical identity and allows packets to be delivered across local networks and the Internet.
IPv4 uses a 32-bit address structure and is commonly represented in dotted-decimal format, for example 192.168.1.10 [3]. IPv6 uses 128-bit addresses, which provides a much larger address space for modern networks with many connected devices [4]. This shows why IP addressing must be structured and carefully planned.
Switches and routers support network communication in different ways. A switch connects devices within the same local area network, while a router forwards packets between different networks. For example, if a device sends data outside its local network, the router decides the next path for the packet.
Subnetting divides a larger network into smaller logical networks. It improves organisation, reduces unnecessary traffic and supports more efficient use of addresses [5]. For example:
Diagram: Example of IP Addressing
Local Network: 192.168.1.0/24
Subnet Mask: 255.255.255.0
PC 1: 192.168.1.10
PC 2: 192.168.1.11
Switch: connects devices in the same LAN
Router: forwards traffic to another networks / Internet
Overall, IP addressing improves network functionality, scalability and troubleshooting because each device and network segment can be clearly identified.




[bookmark: _Toc235198537]Research on Routing
Routing is the process of forwarding packets between different networks. Routers use routing tables to decide where traffic should be sent next. Static routing requires an administrator to manually configure routes, while dynamic routing protocols exchange routing information automatically and can adapt when the network changes.
Static routing is suitable for smaller and predictable topologies because it gives the administrator direct control over traffic paths. Cisco explains that static routes are manually configured and do not automatically change when the network topology changes [6]. This makes static routing easier to understand and troubleshoot in a controlled lab environment. Dynamic routing is more suitable for larger networks with many routers, sites or changing paths.
For this topology, static routing is the most suitable approach because BIRMINGHAM.ACCA is being developed as a small and controlled coursework network. It allows the administrator to decide exactly which networks should communicate. This is important because some connectivity tests are expected to succeed within the same network, while communication between different networks may be restricted.
In the enhanced topology, routing becomes more important because the Debian Server may act as a DHCP Relay and Windows Server 2022 may provide centralised services. Debian documentation explains that dhcrelay forwards DHCP and BOOTP requests from a subnet without a directly connected DHCP server to DHCP servers on other subnets [7]. Therefore, routing must be correctly planned so DHCP relay, Windows Server connectivity and client communication work only where required.



[bookmark: _Toc235198538]Research on Network Services
Network services provide important functions that make a network more secure, manageable and scalable. The key services relevant to this topology are VPN, DHCP, Active Directory Domain Services and Certificate Authorities. Microsoft lists DHCP Server, Remote Access, Active Directory Domain Services and Active Directory Certificate Services as Windows Server roles or role services [8].
A VPN provides secure remote access to internal resources. In an enhanced BIRMINGHAM.ACCA environment, a VPN could allow authorised users to connect from outside the site while protecting traffic through authentication and encryption. Best practice includes strong authentication, restricted access and regular monitoring.
DHCP automatically provides client devices with network configuration, such as IP addresses, subnet masks and gateway information. This reduces manual configuration errors and makes the network easier to manage as more clients are added. If clients are located on different subnets, a DHCP Relay can forward requests to a central DHCP server.
Active Directory Domain Services provides centralised management of users, computers and authentication. For BIRMINGHAM.ACCA, AD DS would allow Windows Server 2022 to manage domain users, domain computers and access policies from one place.
A Certificate Authority issues and manages digital certificates used for trust, authentication and encrypted communication. Best practices include protecting private keys, limiting administrator access, applying least privilege and keeping secure backups. Together, VPN, DHCP, AD DS and CA services support a more secure and scalable enhanced topology.



[bookmark: _Toc235198539]Task 2: Network Deployment Evidence and Screenshots
S.1 Oracle VirtualBox download page
[image: ]

Official Oracle VM VirtualBox download page used to obtain the hypervisor installer. This confirms that the virtualisation software was downloaded from an appropriate and trusted source rather than from a third-party website.


S.2 Oracle VirtualBox installed
[image: ]

Oracle VM VirtualBox Manager opened successfully on the host computer. This confirms that the selected hypervisor was installed correctly and was ready to create and manage the virtual machines required for the topology.


S.3 Windows Server download source
[image: ]
Windows Server download source used to obtain the operating system image for the Windows virtual machines. This provides evidence that the Windows server operating system was obtained from a suitable source before being installed in VirtualBox.


S.4 Debian download source
[image: ]
Debian download page used to obtain the Linux operating system image. This confirms that the Debian installation media came from an appropriate source and was used to create the Linux virtual machines in the network topology.


S.5 Virtual Machines Created in Oracle VM VirtualBox
[image: ]
Oracle VM VirtualBox Manager displays the four virtual machines created for the lab topology. The Windows machines are named serverJun and serverJu, while the Linux machines are named Debian1 and Derbian. These names are used in the report to represent Windows 1, Windows 2, Debian 1 and Debian 2. This confirms that all required virtual machines were created successfully before the operating system installation, network configuration, IP addressing and connectivity testing stages.


S.6 serverJun desktop[image: ]
serverJun has started successfully and the Windows Server desktop is visible. This confirms that the operating system installation was completed and that the first Windows virtual machine was ready for network configuration and testing.




S.7 serverJu desktop [image: ]
serverJu has started successfully and the Windows Server desktop is visible. This confirms that the second Windows virtual machine was installed correctly and was ready to be connected to the Windows internal network.



S.8 Derbian desktop[image: ] Derbian has booted successfully into the Debian desktop environment. This confirms that the second Debian virtual machine was installed correctly and could be used as the second Linux machine in the topology.






S.9 Debian1 desktop [image: ]
Debian1 has booted successfully into the Debian desktop environment. This confirms that the first Debian virtual machine was installed correctly and was ready for IP addressing and Linux network testing.


S.10 serverJun connected to WinNet[image: ]
serverJun is configured with Adapter 1 attached to Internal Network and the network name set to WinNet. This confirms that the first Windows machine is connected to the correct isolated Windows internal network in VirtualBox.










S.11 serverJu connected to WinNet
[image: ]
serverJu is also configured with Adapter 1 attached to Internal Network using the same network name, WinNet. This confirms that both Windows machines are connected to the same virtual network segment and should be able to communicate with each other.






S.12 Derbian connected to LinuxNet
[image: ]Derbian is configured with Adapter 1 attached to Internal Network and the network name set to LinuxNet. This confirms that the first Debian machine is connected to the Linux internal network rather than the Windows network.



S.13 Debian1 connected to LinuxNet [image: ]Debian1 is also connected to the LinuxNet internal network. This confirms that both Debian machines are placed in the same isolated Linux network segment, allowing Linux-to-Linux communication while remaining separate from the Windows network.

S.14 IP configuration of serverJun [image: ]
The ipconfig command confirms that serverJun has been assigned the IPv4 address 192.168.100.2 with subnet mask 255.255.255.0. This verifies the IP configuration of the first Windows machine.

S.15 IP configuration of serverJu [image: ] The ipconfig command confirms that serverJu has been assigned the IPv4 address 192.168.100.3 with subnet mask 255.255.255.0. This verifies that the second Windows machine has a different valid IP address in the same address range.



S.16 IP configuration of Derbian machine [image: ]
The ip addr command confirms the IPv4 address assigned to the Debian machine. The /24 prefix shows that the subnet mask is equivalent to 255.255.255.0, confirming that the Linux machine has been configured with the correct network settings.





S.17 IP address configuration second Debian1 machine[image: ] 
The second Debian machine is configured with its own IPv4 address in the same Linux internal network range. This confirms that both Debian machines have unique IP addresses and are ready for connectivity testing inside LinuxNet.



S.18 Windows network address [image: ] The route print /4 command displays the Windows routing table. The entry for 192.168.100.0 with subnet mask 255.255.255.0 confirms the Windows network address as 192.168.100.0/24.



S.19 Linux network address [image: ] The ip route command displays the Linux routing information. The output shows the 192.168.100.0/24 network on the Debian network interface, confirming the Linux network address used for the internal Linux network.


S.20 Ping from serverJun to serverJu [image: ] The ping from serverJun to serverJu is successful. The replies from 192.168.100.3 with 0% packet loss confirm that the two Windows machines can communicate within the WinNet internal network.



S.21 Ping from serverJu to serverJun [image: ] The ping from serverJu to serverJun is successful. The replies from 192.168.100.2 confirm two-way communication between the Windows machines inside the Windows internal network.


S.22 Ping between Debian machines [image: ] The ping test between the Debian machines is successful. The replies received from the other Debian machine confirm that devices connected to LinuxNet can communicate with each other successfully.


S.23 Reverse ping between Debian machines
[image: ]
The reverse ping between the Debian machines also succeeds. This confirms two-way communication inside the Linux internal network and proves that both Debian machines are correctly connected to LinuxNet.



S.24 Failed ping from Windows to Debian [image: ] The ping from Windows to Debian fails with a Destination host unreachable message. This is the expected result because the Windows machines are connected to WinNet, while the Debian machines are connected to LinuxNet. These are separate isolated Internal Networks in VirtualBox.


S.25 Failed ping from Debian to Windows[image: ] The ping from Debian to Windows fails, confirming that the Linux and Windows internal networks are isolated from each other. This meets the requirement for unsuccessful connectivity between different networks.


Conclusion 

The results confirm that devices connected to the same internal network can communicate successfully. The two Windows machines communicate through WinNet, and the two Debian machines communicate through LinuxNet. However, communication between Windows and Debian fails because WinNet and LinuxNet are separate isolated Internal Networks in Oracle VM VirtualBox. This meets the requirement for successful connectivity within the same network and unsuccessful connectivity between different networks.





[bookmark: _Toc235198540]Task 3: Reflection 

[bookmark: _Toc235198541]Technical Reflection
During Task 2, I deployed the network using Oracle VM VirtualBox and configured four virtual machines: two Windows machines and two Debian machines. The Windows machines were connected to the Internal Network named WinNet, while the Debian machines were connected to LinuxNet. This helped separate the two groups of machines and allowed me to test successful and unsuccessful connectivity.
One challenge during deployment was making sure that each machine had the correct IP address. I used ipconfig on Windows and ip addr on Debian to check the assigned addresses. I also used route print /4 on Windows and ip route on Debian to confirm the network address information. During testing, one Windows ping initially failed, so I diagnosed the issue by checking the IP configuration, network adapter settings and firewall configuration. After troubleshooting, the ping worked successfully within the Windows network. On Debian, I noticed that the ping command continued running, so I stopped it using Ctrl + C and checked the packet loss results.
The final tests showed that Windows-to-Windows and Debian-to-Debian communication worked successfully. However, Windows-to-Debian and Debian-to-Windows communication failed, which was expected because the machines were placed in separate Internal Networks.

[bookmark: _Toc235198542]Personal Reflection
This task improved my confidence in virtualisation and network testing. At first, I found the setup confusing, especially when working with IP addresses, screenshots, timestamps and VirtualBox network settings. However, by checking each step carefully, I learned how to troubleshoot problems systematically instead of guessing. I also improved my time management because I had to collect evidence regularly and organise screenshots clearly. Overall, this task helped me understand how practical networking evidence supports technical decision-making.
[bookmark: _Toc235198543]
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vboxuser@Derbian: ~

vboxuser@erbian:~$ ipaddr
bash: ipaddr: command not found
vboxuser@Derbian:~$ ip addr
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vboxuser@Debiant: ~

vboxuser@bebianl:~$ ip addr
: <LOOPBACK, UP, LOWER_UP> mtu 65536 qdisc noqueue state UNKNOWN group defaul
t qlen 1000
link/Loopback 00:00:00:00:00:00 brd 00:00:00:00:00:00
inet /8 scope host lo
valid 1ft forever preferred lft forever
inet6 ::1/128 scope host noprefixroute
valid_1ft forever preferred 1ft forever
<BROADCAST,MULTICAST,UP, LOWER_UP> mtu 1500 qdisc fq_codel state UP gr
default qlen 1000
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inet /24 brd scope global noprefixroute enpos3
valid_1ft forever preferred 1ft forever
inet6 fe80::a00:27ff:fee3:dac3/64 scope link noprefixroute
valid_1ft forever preferred 1ft forever
vboxuser@bebianl:~$
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vboxuser@Derbian: ~

vboxuser@erbian:~$ ipaddr
bash: ipaddr: command not found
vboxuser@Derbian:~$ ip addr
: <LOOPBACK, UP,LOWER_UP> mtu 65536 qdisc noqueue state UNKNOWN group defaul
t qlen 1000
link/loopback o 0:00:00:00 brd 00:00:00:00:00:00
inet /8 scope host lo
valid_1ft forever preferred ft forever
inet6 ::1/128 scope host noprefixroute
valid_Lft forever preferred 1ft forever
<BROADCAST, MULTICAST, UP, LOWER UP> mtu 1500 qdisc fq_codel state UP gr
default qlen 1000
link/ether 08:0 2:9d:e4 brd Ff:ff:ff:ff:ff:ff
altname enx080027129de4
inet /24 brd scope global noprefixroute enpos3
valid_Lft forever preferred 1ft forever
inet6 fedo 2:9de4/64 scope link noprefixroute
valid_Lft forever preferred 1ft forever
vboxuser@derbian:~$ Sip route
bash: Sip: command not found
vboxuser@derbian:~$ ip route
dev proto kernel scope link src metric 100

vboxuser@perbian:~$ |
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Administrator: Command Prompt

Microsoft Windows [Version 16.8.17763.3650] ~
(c) 2018 Microsoft Corporation. All rights reserved.

C:\Users\Administrator>ipconfig

windows IP Configuration

Ethernet adapter Ethernet:

Connection-specific DNS Suffix
Link-local IPv6 Address . Fego
1Pv4 Address. C ... ... . :192.168.100.2
Subnet Mask . . . . . . . ....: 255.255.255.6
Default Gateway .

5d8:8101:82d0: 8afd%10

C:\Users\Administrator>ping 192.168.160.3

Pinging 192.168.100.3 with 32 bytes of data:

Reply from 192.168.100.3: bytes-32 time-ams TTL-128
Reply from 192.168.160.3: bytes: i
Reply from 192.168.160.3: bytes:
Reply from 192.168.100.3: bytes-32 time-ims TTL-128

Ping statistics for 192.168.160.3

Packets: Sent = 4, Received = 4, Lost = © (8% loss),
Approximate round trip times in milli-seconds:

Minimum = ims, Maximum - Sms, Average = 3ms

C:\Users\Administrator> v

T

Windows Server 2019 Datacenter Evaluation
Windows License valid for 161 days
Build 17763.155_release.180914-1434.
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©
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(c) 2018 Microsoft Corporation. All rights reserved.

C:\Users\Administrator>ipconfig

windows IP Configuration

Ethernet adapter Ethernet:

Connection-specific DNS Suffix
Link-local IPv6 Address .

1Pv4 Address.

Subnet Mask .

Default Gateway .

Fe80: :bas9:2fd8: c588:2b89%7
192.168.100.3
255.255.255.0

C:\Users\Administrator>ping 192.168.160.2

Pinging 192.168.100.2 with 32 bytes of data:
Reply from
Reply from
Reply jrom
Reply From

Ping statistics for 192.168.100.2:

Packets: Sent = 4, Received = 4, Lost = © (6% loss),
Approximate round trip times in milli-seconds:

Minimum = 2ms, Maximum - 23ms, Average - 14ms

C:\Users\Administrator>

Windows Server 2019 DtacenterEvaluaton
Windows License vaid for 161 days
Bl 776355 rlease.100914-1434
zazpm
B s L

©
I
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vboxuser@Derbian: ~

bytes from 192.168.100.5: icmp_se
bytes from 192.168.100.5: icmp_seq=
bytes from 192.168.100.5: icmp_se
bytes from 192.168.100.5: icmp_seq=241
bytes from 192.168.100.5: icmp_seq=242
bytes from 192.168.100.

bytes from 192.168.100.5:

bytes from 192.168.100. X

bytes from 192.168.100.5: icmp_seq;
bytes from 192.168.100.5: icmp_seq=247
bytes from 192.168.100.

bytes from 192.168.100.

bytes from 192.168.100.

bytes from 192.168.100.

bytes from 192.168.100.5:

bytes from 192.168.100. X

bytes from 192.168.100.5: icmp_seq;
bytes from 192.168.100.5: icmp_seq=255
bytes from 192.168.100. 56

- 192.168.100.5 ping statistics ---
256 packets transmitted, 256 received, 0% packet loss, time 256727ms
rtt min/avg/max/mdev = ©.299/1.850/191.710/11.897 ms
vboxuser@perbian:~$ |
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Jul9 12:34 AM

vboxuser@Debiant: ~

192.168.100.4: icmp_se: ttl=64
192.168.100.4: icmp_se:
192.168.100.4: icmp_se:
192.168.100.4: icmp_se:
192.168.100.4: icmp_seq=
192.168.100.4: icmp_se:
192.168.100.4: icmp_se:
192.168.100.4: icmp_seq=121
192.168.100.

192.168.100.4:

192.168.100.

192.168.100.

192.168.100.4:

192.168.100.

192.168.100.4: icmp_se:
192.168.100.4: icmp_se:
192.168.100.4: icmp_se:
192.168.100.4: icmp_seq=
192.168.100.4: icmp_se:

192.168.100.4 ping statistics ---

132 packets transmitted, 132 received, 0% packet loss,

rtt min/avg/max/mdev ©.459/1.393/5.323/0.595 ms
vboxuser@pebian1:~$ |

time 131424ms

& 0
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Administrator: Command Prompt

Link-local IPv6 Address . . . . . : fe8o::65d8:8161:82d0:8afd%10 ~
IPv4 Address. . . . . . . ... .: 192.168.160.2
Subnet Mask . 255.255.255.6
Default Gateway .

C:\Users\Administrator>ping 192.168.160.3

Pinging 192.168.100.3 with 32 bytes of data:
Reply from 192.168.160.3: bytes=32 time=dms
Reply from 192.168.160.3: bytes=32 time=ams
Reply from 192.168.160.3: bytes=32 time=sms
Reply from 192.168.100.3: bytes=32 time=ims

Ping statistics for 192.168.100.3:

Packets: Sent = 4, Received = 4, Lost = @ (8% loss),
Approximate round trip times in milli-seconds:

Minimum = ims, Maximum - Sms, Average = 3ms

C:\Users\Administrator>ping 192.168.160.4

Pinging 192.168.100.4 with 32 bytes of data:

Reply from 192.168.160.2: Destination host unreachable.
Reply from 192.168.160.2: Destination host unreachable.
Reply from 192.168.160.2: Destination host unreachable.
Reply from 192.168.100.2: Destination host unreachable.

Ping statistics for 192.168.160.4;
Packets: Sent = 4, Received = 4, Lost = @ (8% loss),

C:\Users\Administrators, v

T

Windows Server 2019 Datacenter Evaluation
Windows License valid for 161 days
Build 17763.155_release.180914-1434.
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Jul10 10:20 AM

vboxuser@Derbian: ~

(192.168.100.2) 56(84) bytes of data.
icmp_seq=1 Destination Host Unreachable

Destination Host Unreachable
Destination Host Unreachable

icmp_seq=4 Destination Host Unreachable

Destination Host Unreachable
Destination Host Unreachable
Destination Host Unreachable
Destination Host Unreachable

icmp_seq=9 Destination Host Unreachable

icmp_seq:

icmp_se

Destination Host Unreachable
Destination Host Unreachable

)
1

icmp_seq=12 Destination Host Unreachable
3

Destination Host Unreachable

icmp_seq=14 Destination Host Unreachable
icmp_seq=15 Destination Host Unreachable
icmp_seq=16 Destination Host Unreachable
icmp_seq=17 Destination Host Unreachable
icmp_seq=18 Destination Host Unreachable

- 192.168.100.2 ping statistics ---

21 packets transmitted, 0 received, +18 errors, 100% packet loss, time 20479ms

pipe 3
vboxuser@berbian

A |
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Download VirtualBox

The VirtualBox Extension Pack is available for personal and educational use on this page under the PUEL license. The VirtualBox Extension Pack is also
available under commercial or enterprise terms. By downloading, you agree to the terms and conditions of the respective license.

([

VirtualBox Platform Packages

VirtualBox Extension Pack
VirtualBox 7.2.12 Extension Pack
VirtualBox 7.2.12 platform packages .
5 This VirtualBox Extension Pack Personal Use and Educational License 0
~7 governs your access to and use of the VirtualBox Extension Pack. It does
. not apply to the VirtualBox base package and/or its source code, which are
licensed under version 3 of the GNU General Public License “GPL").

See our for answers to common questions.

VirtualBox Extension Pack Personal Use and Educational License
(PUEL)

Platform packages are released under the terms of the
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